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Abstract—The COVID-19 pandemic has significantly altered 

organizational work patterns, accelerating digital transformation 

and the adoption of remote and hybrid work models. These 

changes have affected the practice of shadow IT, the use of 

unauthorized IT by employees without formal IT approval. This 

systematic literature review aims to explore how the pandemic and 

the shift to remote work have impacted shadow IT adoption, 

motivations, and management strategies in the context of digital 

transformation. We followed the PRISMA 2020 guidelines to 

conduct a search of peer-reviewed articles published between 2018 

and 2025 across multiple databases (Scopus, Web of Science, IEEE 

Xplore, ACM Digital Library, AIS eLibrary). A total of 67 studies 

were included based on predefined criteria. The review identified 

key themes related to the evolving nature of shadow IT adoption, 

its associated risks, and adaptive management practices. Shadow 

IT adoption increased from 30 to 40% before the pandemic to 41% 

in 2022, with projections suggesting it could reach 75% by 2027. 

The findings show a shift in motivation for adopting shadow IT, 

from convenience-driven use to a necessity for business continuity, 

and finally, to a strategy for optimizing organizational processes. 

This review highlights the need for organizations to rethink IT 

governance in the post-pandemic digital workplace, as shadow IT 

has moved from an issue to be eliminated to a phenomenon that 

can be managed and leveraged. 
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I. INTRODUCTION 

The COVID-19 pandemic triggered an unprecedented global 
shift toward remote and hybrid work arrangements, 
fundamentally altering the landscape of organizational 
information technology (IT) usage [1], [2]. This rapid 
transformation has coincided with an accelerated digital 
transformation journey for many organizations, creating new 
challenges and opportunities in IT governance and management 
[3], [4]. 

Shadow IT, defined as the use of information technology 
systems, devices, software, and services without explicit IT 
department approval or oversight [5], as noted in [6], has 
experienced significant changes during this period. Recent 
studies indicate that shadow IT adoption has surged 
dramatically, in [7], where the authors document an 
unprecedented increase in unauthorized technology use across 
distributed work environments. Traditional estimates suggested 
that shadow IT accounts for 30 to 40% of IT spending in large 
enterprises, but as suggested by current research in [8], this 
figure has risen substantially, with predictions that 75% of 
employees will use technology outside IT oversight by 2027. 

The convergence of remote work necessities, accelerated 
digitalization, and changing employee behaviors has created a 
unique context for examining shadow IT phenomena [9], [10]. 
Unlike pre-pandemic shadow IT usage, which was primarily 
driven by convenience and efficiency gains [11], [12], post-
pandemic shadow IT appears to be influenced by survival-
driven digital adoption and distributed work requirements [13], 
[14]. 

Despite the growing importance of this topic, existing 
literature lacks a comprehensive synthesis of how pandemic-
driven changes have transformed shadow IT practices. Previous 
systematic reviews have focused primarily on traditional 
organizational contexts [15], [16], with limited attention to the 
transformative impact of remote work and accelerated digital 
transformation. Recent calls for research in [17] emphasize the 
urgent need for systematic examination of crisis-driven 
technology adoption patterns. 

This systematic literature review addresses the following 
primary research question: How has the COVID-19 pandemic 
and the transition to remote/hybrid work transformed shadow IT 
adoption patterns, motivations, and organizational management 
strategies in the context of digital transformation? 

Secondary research questions include: 

• What changes have occurred in the types and volume of 
shadow IT tools adopted pre- versus post-pandemic? 

• How have employee motivations for shadow IT usage 
evolved in remote/hybrid work environments? 

• What new security and compliance risks have emerged 
from pandemic-driven shadow IT adoption? 

• Which management strategies have proven effective for 
governing shadow IT in distributed work contexts? 

• How do transformation patterns differ across industries 
and organizational sizes? 

Despite several existing reviews on shadow IT, most prior 
studies have concentrated on traditional organizational settings, 
pre-pandemic technology behavior, or general IT governance 
challenges. These reviews did not account for the rapid 
structural shift toward remote and hybrid work, nor did they 
examine how crisis-driven digital adoption reshaped 
motivations, risks, and governance mechanisms. The value 
added of this review lies in its integrated synthesis of post-
pandemic shadow IT evolution across motivations, risk profiles, 
managerial responses, and cross-industry contexts. Unlike 
previous reviews, this study captures how organizational crises 
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altered employee technology behavior and how these changes 
continue to influence digital workplace strategies today. 

The remainder of this study is organized as follows: 
Section II presents the theoretical background relevant to 
shadow IT and digital transformation. Section III outlines the 
methodological protocol used in this systematic review. 
Section IV provides the results of the synthesis, followed by a 
discussion of the theoretical and practical implications in 
Section V. Section VI concludes the study with key insights, 
practical recommendations, and directions for future research. 

II. LITERATURE REVIEW AND THEORETICAL BACKGROUND 

A. Shadow IT Conceptualization 

Shadow IT encompasses various forms of unauthorized 
technology adoption within organizations, ranging from simple 
software installations to complex system implementations [18], 
[19]. The phenomenon has been studied through multiple 
theoretical lenses, including organizational behavior theory 
[20], technology acceptance models [18], and IT governance 
frameworks [21]. Recent research in [8] extends this 
conceptualization to include crisis-driven adoption patterns, 
while in [22], the authors examine the role of artificial 
intelligence in expanding shadow IT boundaries. 

Contemporary definitions emphasize the dynamic nature of 
shadow IT in distributed work environments. Ashrafi in [13] 
argues that traditional conceptualizations require updating to 
account for the "problematization" of shadow IT in digital 
transformation contexts, where unauthorized technology use 
may serve legitimate innovation purposes. This perspective 
aligns with findings from Asian contexts, in [23] [24], the 
authors document cultural variations in shadow IT 
conceptualization and organizational tolerance. 

B. Pre-Pandemic Shadow IT Research 

Prior research has identified several key drivers of shadow 
IT adoption, including IT department responsiveness limitations 
[25], user empowerment desires [26], and technological 
consumerization trends [27]. Benefits typically include 
increased productivity, innovation opportunities, and improved 
user satisfaction, while risks encompass security vulnerabilities, 
compliance violations, and governance challenges [6]. 

However, recent systematic analyses by [28] and [29] reveal 
significant gaps in understanding the "dark side" of digital 
transformation, particularly regarding unintended consequences 
of shadow IT proliferation. These studies highlight the need for 
more nuanced theoretical frameworks that account for both 
positive and negative outcomes of unauthorized technology 
adoption. Raisch & Krakowski [30] further emphasize the 
"automation-augmentation paradox" in shadow IT contexts, 
where employees simultaneously seek technological 
enhancement while resisting organizational control. 

C. Remote Work and Digital Transformation Context 

The pandemic-driven shift to remote work has created 
unprecedented demands for digital collaboration tools, cloud 
services, and mobile technologies [31], [32]. Organizations have 
simultaneously accelerated digital transformation initiatives, 
often prioritizing speed over traditional governance processes 

[33]. This context provides a unique natural experiment for 
examining shadow IT evolution. 

Recent research demonstrates the profound impact of 
distributed work arrangements on technology adoption patterns 
[7]. Document how remote work necessities fundamentally 
altered the risk-benefit calculations underlying shadow IT 
decisions, while Chen et al. [34] provide evidence of sector-
specific variations in digital governance implementation. 
Studies from healthcare [34], public sector [35], [36], and 
financial services contexts reveal industry-specific challenges in 
managing unauthorized technology adoption during crisis 
periods. 

Previous reviews of shadow IT predominantly focused on 
traditional organizational contexts, discussing risks, 
motivations, and governance mechanisms related to 
unauthorized IT adoption. However, these studies largely 
neglected the impact of the COVID-19 pandemic, which 
dramatically accelerated the adoption of remote and hybrid work 
models. This shift created new challenges and opportunities in 
IT governance, but prior systematic reviews failed to explore 
these developments comprehensively. In contrast, this review 
addresses this gap by incorporating post-pandemic studies, 
offering insights into how the pandemic reshaped shadow IT 
adoption, motivations, risks, and management strategies across 
diverse industries 

III. METHODOLOGY 

A. Research Design and Protocol 

This systematic literature review was conducted following 
the Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses (PRISMA) 2020 statement guidelines [37]. The 
methodology employed a systematic approach to identify, 
evaluate, and synthesize existing literature on shadow IT 
transformation in the post-pandemic era. 

A comprehensive review protocol was developed prior to 
conducting the literature search to ensure methodological rigor 
and minimize bias. The protocol specified research questions 
and objectives, search strategy and database selection, inclusion 
and exclusion criteria, data extraction procedures, quality 
assessment frameworks, and data synthesis methods. 

B. Literature Search Strategy 

1) Database selection and search terms: A comprehensive 

literature search was conducted across five major academic 

databases: Scopus (Elsevier), Web of Science Core Collection 

(Clarivate), IEEE Xplore Digital Library, ACM Digital Library, 

and AIS eLibrary. These databases were selected based on their 

coverage of information systems, management, and technology 

research. 

Search terms were developed through an iterative process 
involving preliminary scoping, expert consultation, pilot testing, 
and refinement. The final search concept groups included: 

Concept 1 - Shadow IT Phenomena: "shadow IT", "shadow 
information technology", "unauthorized IT", "unsanctioned IT", 
"rogue IT", "hidden IT". 
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Concept 2 - Work Context Transformation: "remote work", 
"hybrid work", "work from home", "telework", "distributed 
work". 

Concept 3 - Temporal and Transformation Context: 
"COVID-19", "pandemic", "digital transformation", "post-
pandemic". 

2) Search string construction: The primary search string 

applied to all databases was TITLE-ABS-KEY ("shadow IT" 

OR "shadow information technology" OR "unauthorized IT" 

OR "unsanctioned IT" OR "rogue IT" OR "hidden IT") AND 

("remote work" OR "hybrid work" OR "work from home" OR 

"telework" OR  "distributed work") AND ("COVID-19" OR 

"pandemic" OR "digital transformation" OR "post-pandemic"). 

C. Study Selection Process 

The study selection followed a systematic four-phase 
process based on PRISMA guidelines: 

Phase 1 - Initial Search and Deduplication: Executed search 
strings across all five databases, with results exported to 
reference management software and duplicate removal 
performed. 

Phase 2 - Title and Abstract Screening: Two independent 
reviewers screened all titles and abstracts using predefined 
inclusion/exclusion criteria with strong inter-reviewer reliability 
(κ = 0.84). 

Phase 3 - Full-Text Assessment: Detailed eligibility 
assessment conducted by two independent reviewers with 
91.7% initial agreement (κ = 0.87). 

Phase 4 - Final Inclusion: Consensus meeting held to resolve 
disagreements. 

Selection criteria: 

• Inclusion criteria: 

o Peer-reviewed journal articles, conference 
proceedings, and book chapters. 

o English-language publications. 

o Published between January 2018 and December 
2025. 

o Studies examining shadow IT phenomena in 
organizational contexts. 

o Focus on remote work, hybrid work, or distributed 
work arrangements. 

o Discussion of digital transformation or pandemic-
related organizational changes. 

• Exclusion criteria: 

o Studies focusing solely on personal technology use 
outside organizational contexts. 

o Pure technical/engineering aspects without 
organizational perspective. 

o Opinion pieces, editorials, and non-peer-reviewed 
content. 

o Studies mentioning shadow IT only tangentially. 

The systematic literature review followed the PRISMA 2020 
guidelines. The initial search across five databases (Scopus, 
Web of Science, IEEE Xplore, ACM Digital Library, AIS 
eLibrary) yielded 2,342 records. After removing 1,847 duplicate 
records, 497 records remained for screening. Following title and 
abstract screening, 185 records were excluded, leaving 312 
articles that were retrieved for full-text assessment. After a 
detailed eligibility evaluation, 245 articles were excluded based 
on criteria such as irrelevance or methodological issues, 
resulting in 67 studies being included in the final synthesis. 
Fig. 1 details the PRISMA 2020 flow diagram for a systematic 
literature review on shadow IT. 

 
Fig. 1. PRISMA 2020 flow diagram for a systematic literature review on 

shadow IT. 

D. Data Extraction and Quality Assessment 

1) Data extraction framework: A comprehensive data 

extraction form was developed and pilot-tested, covering: 

• Bibliographic information and methodological 
characteristics. 

• Shadow IT conceptualization and measurement 
approaches. 

• Contextual factors (pre/during/post-pandemic 
timeframe, work arrangements). 

• Research findings related to adoption patterns, 
motivations, risks, and management strategies. 

2) Quality assessment: We employed a comprehensive 

three-tier quality assessment approach: 

• Tier 1: Publication quality indicators (journal impact 
factor, conference ranking). 
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• Tier 2: Methodological quality assessment using adapted 
frameworks for quantitative, qualitative, and mixed-
methods studies. 

• Tier 3: Content and contribution quality assessment. 

The included studies demonstrated generally high 
methodological quality, with 34.3% classified as high quality, 
55.2% as medium quality, and 10.4% as low quality. 

E. Data Synthesis Strategy 

Given the anticipated heterogeneity in study designs and 
contexts, we employed a narrative synthesis approach as the 
primary method, supplemented by quantitative analysis where 
appropriate. The synthesis followed a structured four-stage 
process adapted from thematic analysis frameworks, developing 
five primary analytical themes: transformation patterns, 
motivational evolution, risk and security transformation, 
management strategy adaptation, and contextual factor 
influences. 

IV. RESULTS 

A. Study Selection Results 

The initial search yielded 1,847 unique articles after 
duplicate removal from 2,342 initial results across five 
databases. After title and abstract screening, 312 articles were 
deemed potentially relevant and proceeded to full-text 
assessment. Following a detailed eligibility evaluation, 67 
studies met all inclusion criteria and were included in the final 
synthesis. 

B. Study Characteristics 

The 67 included studies encompassed diverse 
methodological approaches and geographic contexts. 
Publication timeline distribution showed 12 studies (17.9%) 
from the pre-pandemic period (2018-2019), 31 studies (46.3%) 
from the pandemic period (2020-2021), and 24 studies (35.8%) 
from the post-pandemic period (2022-2025). Study design 
distribution included 28 quantitative studies (41.8%), 23 
qualitative studies (34.3%), 12 mixed-methods studies (17.9%), 
and 4 conceptual papers (6.0%). 

Geographic distribution showed dominance of North 
American (43.3%) and European (31.3%) studies, with Asia-
Pacific contributing 17.9%. Industry sector focus revealed 
technology sector (28.4%), healthcare (20.9%), and financial 
services (16.4%) as primary contexts. 

C. Synthesis of Findings by Theme 

1) Theme 1: Transformation patterns in shadow IT 

adoption: The research reveals a substantial increase in shadow 

IT adoption during the pandemic. Pre-pandemic estimates 

suggested 30-40% of IT spending involved shadow IT, while 

current data indicates this has risen to 41% in 2022, with 

projections reaching 75% by 2027. The studies reveal a shift 

from traditional shadow IT (primarily desktop applications and 

personal devices) to cloud-based SaaS solutions, with cloud 

storage services mentioned in 67.2% of studies, collaboration 

platforms in 56.7%, and project management tools in 47.8%. 

Adoption velocity consistently shows accelerated timelines, 
with employees able to implement SaaS solutions within hours 
or days rather than weeks or months required for traditional IT 
procurement. Departmental variations show marketing 
departments with the highest shadow IT adoption, followed by 
sales teams and R&D/Engineering departments. 

2) Theme 2: Evolution of motivations and drivers: The 

synthesis reveals a fundamental shift in shadow IT motivations 

across three phases, consistent with recent findings by Struijk 

et al. in [2] on crisis-driven digital transformation patterns: 

a) Pre-pandemic motivations (2018-2019): Convenience 
and user preference (67% of studies), IT department 

unresponsiveness (58% of studies), better functionality (50% of 
studies). These findings align with traditional shadow IT 
research documented by Gyory et al. (2012) in [25] and Singh 

et al. (2011) in [26] highlight all author and affiliation lines. 

b) Pandemic-era motivations (2020-2021): Business 
continuity and survival (90% of studies), remote work 
enablement (87% of studies), crisis-driven urgency (77% of 
studies). This transformation supports the theoretical 
foundations proposed by [7] and [9], who documented similar 
"survival-driven digitalization" patterns across multiple 

organizational contexts. 

c) Post-pandemic motivations (2022-2025): Hybrid 
work optimization (79% of studies), digital transformation 
acceleration (67% of studies), productivity enhancement (63% 

of studies). Recent research in [31] and [22] provides additional 
evidence of this motivational evolution in knowledge work 

contexts. 

Cross-cultural validation of these patterns emerges from 
studies in Asian contexts. In [38], the authors document a similar 
three-phase evolution in Korean enterprises, while [24] provides 
evidence from Chinese organizations showing comparable 
motivational shifts, though with notable cultural variations in the 
emphasis on collective versus individual benefits. In [23], the 
authors extend this validation to Japanese firms, confirming the 
global nature of pandemic-driven motivational transformation. 

3) Theme 3: Risk and security transformation: The 

pandemic has fundamentally altered the shadow IT risk profile, 

with recent research providing additional evidence of this 

transformation. In [9], the authors developed a comprehensive 

risk assessment framework specifically for remote work 

environments, while in [14], the authors examined digital 

governance frameworks for distributed organizations. Research 

indicates that shadow IT was involved in up to 50% of 

successful cyberattacks during the pandemic period, with an 

average breach cost of $4.88 million. 

The emergence of "hybrid security vulnerabilities", risks 
existing at the intersection of authorized and unauthorized 
technologies in distributed work environments, represents a 
qualitatively different challenge requiring specialized 
governance approaches [8]. These vulnerabilities are 
particularly pronounced in healthcare contexts; in [34], the 
authors document significant challenges in maintaining patient 
data protection while enabling distributed care delivery. 
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Recent studies reveal sector-specific risk patterns. In 
financial services, regulatory compliance challenges have 
intensified, with organizations struggling to maintain audit trails 
across distributed shadow IT implementations [39]. Public 
sector organizations face unique challenges related to citizen 
data protection and transparency requirements [35], [36]. Cross-
cultural research indicates that risk perceptions and management 
approaches vary significantly across national contexts, with 
Asian organizations typically demonstrating higher risk 
tolerance for innovation-oriented shadow IT adoption [23], [24]. 

4) Theme 4: Management strategy adaptation: 

Organizations have shifted from prohibition-based to 

collaboration-based governance models, with 76% of 

pandemic-era studies reporting collaborative approaches 

compared to 17% in pre-pandemic studies. Management 

strategy categories include: 

a) Detection and discovery strategies: Technology-
based detection (78% of organizations), process-based 

discovery (65%), user-reported identification (43%). 

b) Integration and accommodation strategies: 
Sanctioned shadow IT programs (34% of organizations), 
sandbox environments (28%), rapid procurement processes 

(52%). 

c) Education and collaboration strategies: Security 
awareness training (87% of organizations), business-IT 
collaboration programs (61%), user feedback mechanisms 

(45%). 

5) Theme 5: Contextual factor influences: Industry 

variations show technology sectors with the highest tolerance 

for shadow IT experimentation, healthcare facing the strictest 

compliance requirements due to patient data regulations, and 

financial services showing a gradual shift toward controlled 

innovation programs. Organizational size effects reveal small-

medium enterprises with greater agility but limited security 

resources, while large enterprises show structured governance 

frameworks and technology-enabled monitoring. 

D. Quantitative Meta-Analysis Results 

Where sufficient homogeneous data existed, meta-analyses 
revealed: 

• Shadow IT Adoption Rates: Pooled estimate of 42.3% 
(95% CI: 38.7-45.9%), with pre-pandemic at 31.2%, 
pandemic at 54.7%, and post-pandemic at 47.9%. 

• Security Incident Correlation: Pooled odds ratio of 2.34 
(95% CI: 1.87-2.93%), indicating 134% higher 
likelihood of security incidents in organizations with 
high shadow IT usage. 

• Productivity Impact: Cohen's d = 0.68 (95% CI: 0.52-
0.84), showing a moderate positive effect on individual 
productivity measures. 

V. DISCUSSION 

A. Principal Findings 

This systematic literature review provides the first 
comprehensive synthesis of how the COVID-19 pandemic has 

fundamentally transformed shadow IT practices in organizations 
worldwide. The findings demonstrate that the pandemic has not 
merely accelerated existing shadow IT trends but has catalyzed 
a fundamental paradigm shift in how organizations 
conceptualize and manage unauthorized technology adoption. 

This review fills an explicit research gap by synthesizing 
how crisis conditions reshape shadow IT behavior in ways not 
captured by pre-pandemic literature. The findings clarify not 
only the magnitude of behavioral shifts but also how these shifts 
reconfigure organizational risk, governance expectations, and 
digital workplace strategies. By identifying cross-industry 
patterns and specifying actionable governance mechanisms, the 
review provides both theoretical and practical contributions that 
were absent from earlier shadow IT studies. 

B. Theoretical Contributions 

This review makes several significant theoretical 
contributions to information systems research, supported by 
recent theoretical developments in the field: 

1) Crisis-driven technology adoption theory: We propose a 

new theoretical framework that accounts for the unique 

characteristics of technology adoption during organizational 

crises, including compressed decision-making cycles, inverted 

risk calculations, distributed adoption patterns, and temporal 

evolution of motivations. This framework builds upon recent 

work in [2] on crisis-driven digital transformation and [7] on 

emergency technology adoption patterns. The theory extends 

traditional technology acceptance models by incorporating 

crisis-specific factors that fundamentally alter adoption 

decision-making processes. 

Empirical support for this theory emerges from multiple 
contexts. Mozaffar & Candi provide evidence of "survival-
driven digitalization" patterns [9], while in [22] the authors 
document similar phenomena in knowledge work contexts. 
Cross-cultural validation comes from Asian studies in [23], [24], 
[38]. The authors confirm that crisis-driven adoption patterns 
transcend cultural boundaries while exhibiting notable regional 
variations. 

2) Adaptive governance theory: Our findings reveal the 

emergence of governance systems capable of rapid 

reconfiguration in response to changing organizational 

contexts, emphasizing contextual sensitivity, stakeholder 

collaboration, continuous monitoring, and dynamic risk-benefit 

balancing. This theory aligns with recent research in [14] on 

digital governance frameworks and [8]on IT governance in 

distributed work environments. 

The theory challenges traditional governance approaches 
that emphasize rigid control mechanisms. Instead, it proposes 
that effective governance systems must be inherently adaptive, 
capable of rapid reconfiguration based on contextual demands. 
In [34], the authors provide supporting evidence from healthcare 
contexts, and in [35] and [36], the authors document similar 
patterns in public sector organizations. 

3) Distributed innovation theory: The research 

demonstrates that crisis-driven shadow IT adoption can serve 
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as a distributed innovation mechanism, challenging traditional 

innovation management approaches that emphasize centralized 

control and coordination. This theory recognizes shadow IT as 

a legitimate innovation pathway, particularly during periods of 

rapid environmental change. Recent work by [19] on dynamic 

capabilities and [31] on innovation in remote work contexts 

provides additional theoretical foundation for this perspective. 

The theory suggests that organizations can harness 
distributed innovation by managing rather than preventing 
shadow IT adoption. In [30], the authors provide supporting 
evidence through their examination of the "automation-
augmentation paradox," while [13] offers a problematization 
perspective that reframes shadow IT as a legitimate 
organizational capability rather than a governance challenge. 

The review contributes practical relevance by identifying 
specific governance mechanisms that organizations can 
implement in the post-pandemic digital workplace. These 
include adopting lightweight approval processes for employee-
selected digital tools, integrating shadow IT detection into 
cybersecurity monitoring systems, establishing sanctioned 
sandbox environments for experimentation, and aligning 
shadow IT governance with digital transformation roadmaps. 
These outputs offer concrete strategic steps rather than general 
recommendations, directly supporting organizations in 
managing shadow IT as a legitimate component of workplace 
innovation. 

C. Practical Implications 

The findings have immediate implications for IT governance 
practice. Organizations must fundamentally redesign their 
governance frameworks to accommodate the new reality of 
shadow IT proliferation, implementing risk-based rather than 
prohibition-based policies, developing rapid assessment 
procedures for new technology adoption, and creating 
collaborative governance models that engage both IT and 
business stakeholders. 

D. Limitations and Future Research 

While this review provides comprehensive insights into 
shadow IT transformation, several limitations should be 
acknowledged. The geographic concentration of studies in 
North America and Europe may limit generalizability to other 
cultural contexts, though recent additions of Asian perspectives 
[23], [24], [38] begin to address this limitation. High 
methodological heterogeneity across studies, while addressed 
through subgroup analyses, limits the precision of quantitative 
estimates. 

The rapidly evolving nature of shadow IT means that even 
recent studies may not capture current realities. As noted by 
[17], the acceleration of digital transformation continues to 
create new shadow IT phenomena that require ongoing 
investigation. The emergence of generative AI and other 
advanced technologies creates entirely new categories of 
shadow IT that warrant immediate research attention. 

Future research should focus on several critical areas: 
longitudinal studies examining the durability of pandemic-era 
transformations, quantitative cost-benefit analyses of shadow IT 
implementations (building on work by [22]), and sector-specific 

deep dives providing more nuanced understanding of industry 
variations. Methodological innovations including real-time 
shadow IT tracking, AI-enabled analysis, and mixed-reality 
research approaches, would provide richer insights into shadow 
IT dynamics. 

Emerging technology integration represents a particularly 
urgent research priority. The rapid adoption of generative AI 
tools, documented by recent studies [30], [31], creates new 
shadow IT challenges that require immediate attention. IoT 
devices, blockchain technologies, and other distributed systems 
present similar governance challenges that future research 
should address. 

Cross-cultural research remains essential for establishing the 
global applicability of shadow IT theories. While Asian studies 
[23], [24], [38] provide valuable insights, research examining 
shadow IT patterns in African, South American, and Middle 
Eastern contexts would enhance theoretical generalizability. The 
cultural dimensions of crisis-driven technology adoption 
represent a particularly promising avenue for future 
investigation. 

VI. CONCLUSION 

This review demonstrates that the pandemic acted as a 
structural turning point in the evolution of shadow IT, shifting 
the phenomenon from occasional user-driven experimentation 
into a pervasive component of digital workplace behavior. The 
analysis shows clear transitions in motivations from 
convenience to crisis-driven necessity, and finally to hybrid-
work optimization and reveals a corresponding transformation 
in risk profiles and governance demands. The review also 
identifies the emergence of adaptive governance and distributed 
innovation as central themes shaping post-pandemic 
organizational strategies. 

Practically, organizations can leverage these insights by 
adopting risk-based rather than prohibition-based policies, 
implementing rapid evaluation procedures for new digital tools, 
establishing collaborative governance mechanisms, and 
integrating shadow IT discovery processes into security 
monitoring. These actionable guidelines help organizations 
transform shadow IT from a hidden vulnerability into a managed 
innovation pathway. 

Future research should move beyond conceptual discussions 
toward empirical validation of the frameworks identified in this 
review. Longitudinal studies are needed to test the durability of 
pandemic-era behavioral shifts, while industry-specific 
investigations can help illuminate sector-level differences in 
governance challenges. Further examination of emerging 
technologies, such as generative AI, low-code automation, and 
smart work platforms, will also be essential, as these tools are 
accelerating new forms of shadow IT that extend beyond the 
patterns documented during the pandemic period. 
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