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Abstract—The Internet of Drones (IoD) is a decentralized
structure that links drones to regulate airspace and offer inter-
location navigation services. With the increasing use of drones in
both civilian and military applications, the importance of the IoD
has grown significantly. It reshapes the current internet
landscape, making it more extensive and all-encompassing. IoD
establishes a connection between drones and the network, which
exposes the IoD network to numerous privacy and security issues
often associated with IoT ecosystems. To ensure optimal
performance from IoD applications, it is crucial to maintain a
secure environment devoid of privacy and security risks. Privacy
and security concerns have obstructed the overall effectiveness of
the IoD framework. This study conducts an extensive
examination of security concerns and solutions related to IoD
security. It delves into IoD-specific security requirements and
sheds light on the latest developments in IoD security research.
Hence, we first provide an overview of the overall context and
structure of the IoD. We then identify the security issues linked
to it. Afterward, we present the most recent security measures
developed specifically for the IoD. Finally, we go through the
challenges and potential areas for future research in the realm of
IoD security.
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I INTRODUCTION

The recent progress in robotics and wireless
communication has given rise to Unmanned Aerial Vehicle
(UAV) technology. UAV, commonly known as a drone, is an
aircraft that operates without a human pilot and is controlled
remotely by a user or a control station [1]. Primarily, drones
have found application in the military sector, where they are
utilized for monitoring insurgents, conducting surveillance on
terrorists, assisting in the rescue of injured personnel, etc.
According to the E.U. Commission Delegated Regulation
2019/945 [2], a UAV consists of two primary components: an
unmanned aircraft and a remote-control device.

Generally, UAV come outfitted with a Global Positioning
System (GPS) and various sensors for data acquisition, with
their storage and battery capabilities being relatively
constrained [3]. Communication between UAVs and other
entities, such as remote users or control stations, is established

through wireless channels, forming the Internet of Drones
network.

The Internet of Drones (IoD) is a subset of the Internet of
Things (IoT) designed to facilitate communication and
cooperation among UAVs. As a result, it inherits from the
security vulnerabilities IoT networks. As the data exchanged
within the loD may contain sensitive and critical information,
security is a major concern in this area [4]. This is because
UAV are usually operated remotely and receive control and
command signals from ground sites. These command-and-
control signals are transmitted through different means of
communication and with different transmission rates, which
requires significant efforts to manage and control quality and
security in a context of high mobility which could complicate
these tasks (control and management). Critical data exchanged
between UAV must not be disclosed or compromised in any
way. Given the diversity of attacks that can target the loD
(Jamming, Flooding, Collision, Selective forwarding, replay,
identity theft, tracing, etc.), it becomes essential to establish
security measures by deploying protection mechanisms
adapted to secure it [5][6]. Thus, confidentiality, integrity,
availability, authenticity, and preservation of privacy represent
the main security requirements of the loD. Several research
studies have focused on IoD security [5]. Despite the diversity
(new authentication schemes, blockchain-based security, etc.)
and relevance of existing solutions, we believe that much
remains to be done in the field of IoD security. Indeed, the
implementation of certain protection mechanisms can
constitute an obstacle to the proper functioning of the loD or, if
necessary, cause the degradation of the performance and
efficiency of the services provided by UAVs. For example,
security has a potentially significant cost in terms of CPU,
memory, and power consumption.

As UAVs are battery operated, battery life can be another
constraint and a major problem, part of the solution of which
can be the use of energy-efficient batteries (lithium-ion and
hydrogen batteries [7]), the harvesting of (Energy Harvesting),
the use of solar cells or wireless energy transfer [7]. Thus, it
may be relevant to minimize the impact of security on the
energy consumption of UAVs.
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The primary objective of this study, which is described in
Section I, is to offer a comprehensive and up-to-date survey of
the fundamental concepts pertaining to communication within
the IoD. In an era where UAVs are becoming increasingly
integrated into our daily lives, understanding the intricacies of
how these devices communicate and collaborate is of
paramount importance. By exploring the latest advancements,
protocols, and technologies employed in enabling seamless
data exchange among drones and between drones and ground-
based systems, this study attempts to provide a valuable
reference for researchers, practitioners, and policymakers,
addressing their needs and interests in Section II. In Section III
of this study, we present a comprehensive examination of the
security requirements and constraints that belong to the IoD
(Confidentiality, Availability, Integration, etc.). Following our
exploration of security requirements and constraints in the loD,
this study will shift its focus to hidden security vulnerabilities
for IoD systems, as well as potential attack vectors targeting
this emerging technology. Security vulnerabilities in the IoD
environment can arise froma variety of sources. We will begin
by identifying and examining common vulnerabilities
associated with the communication infrastructure of IoD
networks. These might include weaknesses in wireless
communication protocols, flaws in encryption algorithms, or
vulnerabilities in the underlying hardware and software of the
drones themselves. By explaining these vulnerabilities, we
provide a comprehensive view of the potential weaknesses that
adversaries may exploit. Simultaneously, our discussion will
encompass potential attack surfaces within IoD systems. This
involves identifying and characterizing the various components
and interfaces that can be targeted by malicious actors.
Examples of attack surfaces in loD may include command and
control channels (C2), transmission links, and even the
physical drones themselves. It is imperative to understand these
attack surfaces to effectively mitigate and defend against
potential threats. Finally, we undertake a comprehensive
survey of recent advancements in the realm of existing security
solutions designed to address and mitigate the diverse spectrum
of attacks discussed earlier in Section IV. Among the various
categories of available security solutions, we will showcase the
most and widely adopted solutions in the IoD, including
intrusion  detection systems, cryptographic = measures,
authentication methods, and the utilization of the Blockchain
mechanism. At the end of the study (Section V),
recommendations and challenges are proposed to find possible
solutions to secure the loD.

This research aims to answer six research inquiries depicted
in Fig. 1. While it's evident that numerous other questions
could be raised, we support that these are adequate to inform a
diverse spectrum of research within the examined domain.

RQIl: What are the fundamental principles concerning
communication and classification in the context of the IoD, and
what are the areas and sectors of application?

RQ2: What security prerequisites and limitations exist
within the oD?

RQ3: What are the security weaknesses present within an
IoD network, and what are the possible consequences of
assaults on drone systems?
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RQ4: What are the attacks targeting the loD network?

RQ5: What are the current countermeasures in place to
mitigate these attacks?

RQ6: What are the recommendations and challenges to find
possible solutions to secure the loD?

RQ1
loD network review

RQ6 RQ2
Recommandations Security
and challenges requirements in IoD

Paper
review

RQ5 RQ3 & 4
Defense against Vulnerability and
attacks in loD attacks in loD

Fig. 1. Research inquiries of the study.

II. UNMANNED AERIAL VEHICLES (UAV)

In recent years, UAVs have garnered considerable attention
due to their versatility and autonomous capabilities. Recently,
the United States' Federal Aviation Administration (FAA) has
introduced fresh regulations permitting the utilization of drones
for civilian and business applications. Consequently, the FAA
anticipates that approximately seven million drones are
presently in operation within the United States [8]. Drones can
be remotely operated using a range of electronic devices,
including microprocessors and sensors [9]. A key advantage of
the drone is its ability to autonomously perform operations in
hazardous environments where human intervention would be
unsafe or impractical [10].

A. Architecture of Unmanned Aerial Vehicle Communication

As shown in Fig. 2 and described in [11, 12-14, 15-17], the
typical representation of a UAV includes a UAV, flight
controller, communication links, and either a ground command
and control system or Ground Control Station (GCS) [15, 16,
18, 19]. Let us now provide a brief overview of each of these
components:

e Flight controller: It is considered as the main processing
unit of the drone. It can also be equipped with different
sensors, like sensor units such as global positioning
system (GPS) receivers, accelerometers, infrared
cameras, gyroscope, magnetic orientation, and electro-
optical sensors.

e Ground Control Station: It provides human operators
with the tools they need to remotely control and
monitor drones during missions.

e Data Link: It is used to communicate and control the
data flow between the ground control station and the
drone.
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Drone communications can be classified into four distinct
categories: Drone-To-Ground Station, Drone-To-Network,
Drone-To-Satellite, and Drone-To-Drone (see Fig. 2). These
categories represent different modes of communication that
enable drones to establish connections with various entities.
[17]

Drone-To-Ground Control Station: This method of
communication uses well-known and standardized
communication protocols such as Wireless communication
(WiFi, Ad-Hoc, Satellite). However, most of these types of
communications are public and unsecured, which exposes them
to many types of attacks.

o Drone-To-Network: This method of communication
allows users to select a network based on the level of
security they require. Cellular communication can also
be included.

o Drone-To-Satellite: The GPS network uses this type of
communication to send coordinates in real-time. This
allows any drone to be called back to its home station if
it has wandered beyond the control line. Satellite
communications are considered safe and reliable.
However, they are expensive and require a lot of
maintenance.

e Drone-To-Drone: It can be considered P2P (peer-to-
peer) communication, which makes it prone to various
P2P attacks.

% [ prone-To-satellite

—a—

r
Drone-To-Network '?@;
i

Fig.2. Communication architecture for most UAVs.

B. Unmanned Aerial Vehicle Classification

UAVs have several requirements, such as being able to
deploy sensors having a global positioning system (GPS), a
communication module, and efficient batterics. UAVs can be
controlled autonomously without a pilot and can be controlled
remotely [18]. UAVs come in a variety of configurations,
equipment options, sizes, ranges, and shapes. Within the
market, we can find UAVs with varying numbers of rotors or
propellers, as detailed in Table I [19]. Moreover, UAVs have
been designed with diverse engines and wing structures. In
terms of communication capabilities, they can utilize both short
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and long-range wireless technologies. UAVs are also classified
based on their size, ranging from nano to micro and large.

Moreover, different types of UAVs can be found in the
literature: fixed-wing, single rotor, fixed-wing hybrid, and
multirotor [20]. Fixed-wing UAVs [21] contain a main body,
wings, a propeller and a motor. These UAVs are often used for
aerial mapping and power line inspection and need special
training to control, and they remain useless for aerial
surveillance. Such drones are not capable of hovering or
forward flight. However, single-rotor drones [22] are costly to
produce and need skill training. These UAVs are mechanically
difficult and susceptible to obstacles such as vibrations.

Furthermore, multirotor drones [23] are the most affordable
and simple to build. These UAVs are often employed for image
and video surveillance. The Hybrid-Wing drone [24] is a fixed-
wing and rotating drone that has recently entered the market.
This type of drone can quickly reach its target by gliding
through the air and hovering with four rotors.

TABLE L. CATEGORIES OF DRONES BASED ON THE NUMBER OF

PROPELLERS

Types of drones Number of Propellers

Octo-copter

Hexa-copter

Quad-copter

W[l ||

Tri-copter

C. Communication Methods of Unmanned Aerial Vehicles

When discussing the communication aspect of UAVs,
several crucial subcomponents come into focus, including
communication protocols, network types, and the UAV model
itself. It should be noted that changing the communication
method can introduce variations in the number of components
and alter the system architecture [25]. Various researchers have
proposed different topologies and designs [26], with
consideration for altitude range. The choice of communication
module and protocol may vary depending on the mission and
the nature of the task at hand [27]. Furthermore, the emergence
of 5G networks has addressed several constraints such as data
rate, latency, and coverage. This advancement in
communication technology has not only improved these areas
but also enhanced the positioning and control of UAVs in
critical rescue and surveillance missions. Advanced flight
controls, multiple sensors, camera placement, and different
modes of control and communication based on altitude have
been employed for these purposes.

D. Unmanned Aerial Vehicle in 5G and IoT Networks

With the rapid advancements in UAV technology, UAVs
have established their significance in a wide range of
applications, including environmental monitoring, wireless
communication, and public safety. Moreover, UAVs have been
extensively studied in conjunction with wireless networks and
have shown promising potential for enhancing the energy and
spectrum efficiencies of fifth generation (5G) wireless
networks. They provide a flexible and on-demand platform for
deploying aerial base stations. The unique attributes of UAVs,
such as adaptive altitude, scalability, flexibility, mobility, high
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resilience, high reliability, and low cost, make them suitable for
various applications. The integration of UAVs into network
systems is expected to achieve significant performance
improvements compared to conventional terrestrial systems
without UAVs. UAVs can be intelligently controlled and
remotely operated as required. They offer a high probability of
line-of-sight (LoS) communication, which greatly enhances
transmission rates. The swift maneuverability of UAVs ensures
reliable and broadband wireless coverage during live streaming
events and natural disasters. As a result, UAVs can provide
offloading services with strict requirements in emergency
operations within 5G networks [28]. Given their capabilities, it
is feasible to integrate UAVs into 5G networks. Extensive
research efforts are underway to explore UAV-assisted 5G
technology and reduce latency while extending network
coverage, capacity, and energy efficiency. However, there are
certain challenges to consider in this coexistence. UAVs are
susceptible to interference, and the dynamic network topology
and mobility of UAVs introduce spatial and temporal dynamics
that can result in frequent intermittent connections or
transmission failures [29]. Additionally, UAVs are utilized for
wireless energy transfer (WET) and wireless information
transfer (WIT) to power ground terminals such as IoT devices,
which are integrated for developing flexible and sustainable 5G
networks [30]. UAVs provide numerous advantages when
integrated into IoT networks [31, 32, 33]:

e Enhanced maneuverability, autonomy, speed, flight
time, and mechanical performance.

e Efficient data gathering from water, gas, and power
meters.

e Real-time data collection on air quality in smart cities.
e Reliability, scalability, and agility for IoT initiatives.

e Mitigating connectivity
network overhead.

issues and reducing IoT

e Cost-effectiveness and
operations.

suitability for emergency

e A comprehensive study addressing these UAV-related
challenges is presented in [34].

e Channel modeling challenges and the need for accurate
channel state knowledge.

o Efficient energy management for IoT device batteries.

e Adaptation of communication strategies to dynamic
sensing data.

e UAV maneuverability limitations and potential mission
impact.

e Concerns related to sky pollution, physical collisions,
safety, privacy, and regulations.

E. Unmanned Aerial Vehicle Application Areas

UAVs have demonstrated their potential across a wide
range of applications, including personal use and military
purposes. Equipping UAVs with cameras, smart sensors, and
processors can enhance their efficiency in various missions.
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Researchers have identified over 100 different applications for
drones [35]. Factors such as diligence, cost-effectiveness,
mobility in inaccessible areas, payload options, and risk
considerations drive the widespread adoption of UAVs. The
design of UAVs is often tailored to the specific mission they
will perform in the field [36]. Categorizing UAVs based on
their domains helps in understanding their architecture better,
as demonstrated in Fig. 3, where each domain has its own
privacy and security requirements [36, 37]. In the rest of this
subsection, the main UAV applications are presented.

Emergency
Medical
Services

Real-time
monitoring of
road traffic

Disaster
Management

Search and

Rescue (SAR) ‘ Agriculture

Military
Services

Fig.3. UAV application areas.

1) Agriculture: UAVs have emerged as valuable tools in
agriculture, providing real-time data and aiding farmers in
making decisions. Equipped with advanced cameras, UAVs
can deliver accurate information about soil conditions, crop
health, and threats to crop yields. By analyzing this data,
farmers can optimize the use of agricultural inputs to achieve
higher crop yields. UAVs also offer early warning systems for
threats such as wildlife or fires, allowing farmers to detect and
mitigate these risks promptly. Researchers have highlighted
the benefits of using UAVs in agriculture, including farm
analysis, improved yields, monitoring, and spraying of
pesticides. UAVs enable precise pesticide application by
analyzing crop health and targeting infected areas, making
spraying efforts safer and faster than manual methods [38, 39,
40].

2) Military: UAVs have found significant applications in
the military sector, serving as a key component of the IoD.
They are deployed in situations where manned flight is
considered too risky or challenging. Military drones play
crucial roles in combat operations, enemy surveillance, and
target selection for military attacks [41]. They provide
continuous aerial monitoring, offering troops a persistent eye
in the sky. Kreps and Wallace [42] focused on the use of
drones for counterterrorism, exploring the impact of
international legal criticism on public support for drone strikes
and the effectiveness of such strategies. Chand et al.
developed a drone-based high-speed wireless mesh network,
specifically designed for scenarios where no network
infrastructure is available, such as disaster zones or military
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conflicts. Their study demonstrates that drones can establish a
wireless mesh network upon arrival, delivering Wi-Fi
connectivity and real-time video streaming from an onboard
camera. This network achieves wireless communication
speeds of up to 160 Mbps within a range of approximately 200
meters.

3) Search and Rescue (SAR): With the increasing severity
of climate change, natural disasters have become more
frequent, emphasizing the crucial role of search and rescue
operations. UAVs equipped with various sensors and cameras,
including thermal sensors, have emerged as powerful tools in
these missions. UAVs can effectively locate lost or injured
individuals, even in challenging conditions or difficult terrain.
Furthermore, UAVs can deliver essential supplies to
inaccessible areas in war-torn or disaster-stricken regions. Cui
et al. [43] addressed the use of UAVs in urban post-disaster
search and rescue tasks and won the International Micro Air
Vehicle Competition in 2014 by providing comprehensive
solutions to key task components. Tilburg [44] reported two
case studies showcasing the capabilities of UAVs in search
and rescue missions, where UAVs assisted in locating a
deceased person in a narrow valley at night and aided in
obtaining images of challenging areas, facilitating successful
rescue operations. Mayer et al. [45] discussed potential search
and rescue scenarios for UAV deployment and highlighted the
challenges and opportunities of human-machine interaction in
these operations. Karaca et al. [46] utilized a simulation model
to explore the use of UAVs in locating and searching for
victims, as well as providing mobile transportation for search
and rescue personnel in mountainous environments,
particularly focusing on searching for unconscious victims on
SNOW.

4) Disaster management: UAVs have the capability to
access disaster-stricken areas that are hazardous for human
intervention, whether the catastrophe is a result of human
actions or natural disasters, such as terrorist attacks, tsunamis,
or  floods. Critical  infrastructure  like  power,
telecommunications, water utilities, and transportation
systems are all susceptible to these calamities. UAVs play a
crucial role in data collection, providing rapid responses, and
maneuvering through debris. Equipped with sensors, radars,
and high-resolution cameras, UAVs offer invaluable support
to rescue teams in identifying damage, initiating urgent
recovery operations, and delivering essential supplies,
including first-aid kits and manned helicopters. UAVs
contribute to disaster assessment, early warning systems, and
the identification of preventive measures in real-time. In the
case of wildfires, a swarm of drones outfitted with firefighting
equipment can vigilantly monitor, analyze, and track affected
areas without endangering human lives. Consequently, UAVs
facilitate real-time surveillance over extensive regions while
ensuring the safety and security of all involved parties. UAVs
also play a vital role in locating and rescuing individuals and
animals in distress.
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5) Real-time monitoring of road traffic: The integration of
UAVs with road traffic monitoring (RTM) systems is a
subject of great interest. UAVs offer the potential for full
automation of the transportation industry within the RTM
sector [47], including functions performed by rescue teams,
road surveyors, traffic officers, and on-site support personnel.
These reliable and intelligent UAVs are instrumental in
automating these operations. UAVs have proven to be
effective tools for gathering data on road traffic conditions,
outperforming traditional monitoring systems like surveillance
cameras, ultrasonic sensors, and circuit analyzers [48]. Cost-
effective drones can efficiently inspect extensive road
sections. Local law enforcement agencies can leverage drones
for comprehensive accident monitoring and security
operations targeting illegal activities along highways, such as
vehicle theft. Other applications include vehicle identification,
pursuit of suspicious vehicles, tracking hijackers, and
monitoring traffic rule violations [49]. UAVs can also monitor
driving behavior and incidents inside vehicles, potentially
mitigating traffic congestion and overcrowding. Furthermore,
UAVs can contribute to monitoring road conditions, detecting
fractures, and issuing early warmnings to prevent accidents and
reduce damage. Current road inspection methods rely on
human-operated vehicles, highlighting the need for increased
automation. The integration of road inspection technologies
with UAVs holds the promise of significantly reducing road
damage. UAVs can capture images of road fractures and use
target detection algorithms to identify and assess these issues.

6) Emergency medical services: UAVs have demonstrated
significant potential in the context of smart cities worldwide.
These smart cities are equipped with advanced healthcare
systems that rely on telemetry, implantable medical devices,
and medical drones for the swift delivery of first-aid supplies.
Notably, UAVs have effectively addressed the challenges
posed by the COVID-19 pandemic in various countries.
However, it is essential to highlight that the primary entities
leading the response to COVID-19 are the national emergency
medical services (EMS) institutions, working in conjunction
with multiple stakeholders, including EMS personnel, nurses,
and medical doctors. Additionally, policymakers are exploring
various preventive measures to combat COVID-19, which
encompass practices such as wearing surgical masks,
refraining from touching one's face, practicing regular hand
hygiene, implementing city lockdowns, avoiding high-risk
areas, abstaining from social gatherings, and instituting health
codes [50]. Policy makers should carefully consider the
balance between economic concemns and public safety when
contemplating the implementation of new measures.
Currently, UAVs are being deployed for various tasks aimed
at preventing the spread of COVID-19, such as: transport of
patients, public announcements, crowd surveillance, spraying
disinfection, mass screening, crown aerial monitoring and
delivering vaccines and other medical supplies.
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III. CYBERSECURITY ISSUES INUAVS

The advancement of UAV technology offers numerous
benefits, including applications in agriculture, surveillance,
infrastructure inspection, emergency response, and package
delivery. However, these advancements also introduce
concemns related to privacy, security, and safety [51, 52]. To
address these issues, a comprehensive approach is required as
drones become integral to various industries and daily life. This
section focuses on the security prerequisites for UAVs in the
IoD ecosystem, as well as essential security measures and
strategies to safeguard UAV integrity and functionality, and the
various types of threats that can target the IoD, spanning from
physical hardware attacks to cyberattacks on communication
systems and software.

A. Cybersecurity Requirements of UAVs

Due to the UAV’s wireless communication system and its
unmanned nature, it remains susceptible to security attacks and
vulnerabilities, making the security issue even more critical.
Both UAVs and the 5G network have encountered numerous
security attack issues in recent years, drawing significant
attention [53]. Consequently, UAVs are occasionally
confronted with various types of security threats. The
prevalence of this technology and the extensive use of UAVs
in critical fields have given rise to security apprehensions,
particularly ~ concerning  networked = UAVs.  These
interconnected UAVs are exposed to diverse forms of
malicious attacks through open-air communication channels.
Fig. 4 shows the main components of a typical networked
UAYV system alongside a depiction of a cyberattack. Certainly,
during the exchange of traffic between drones and the control
station, the attacker can directly target the drone through
specific attacks or focus on the communication network
between the drones and the base station, or even direct their
efforts towards the control station itself.

The extensive utilization of UAVs in civilian applications
exposes them to numerous vulnerabilities [54]. To address this,
several crucial attributes are necessary to safeguard UAVs
against exposure, interference, alteration, and harm. To ensure
the integrity of these attributes, we outline the key security and
privacy prerequisites essential for establishing a secure UAV
flight mission.

1) Confidentiality: To ensure adequate protection of
information and data exchanges between UAVs and the GCS,
several cryptographic security measures can be implemented.
For instance, employing asymmetric encryption methods such
as RSA or ECC would secure transmissions by rendering data
unreadable to unauthorized individuals [55]. Furthermore,
establishing secure VPN tunnels using protocols like IPSec or
OpenVPN would ensure encrypted communication channels,
preventing any unwanted interception of data in transit [56].
Implementing strong authentication protocols, such as the use
of digital certificates or two-factor authentication keys, would
verify the identity of UAVs and the GCS before any
transmission of sensitive data [57]. By adopting security
standards like TLS/SSL protocols to secure connections and
adhering to reference recommendations from IEEE and NIST
[58], it's possible to significantly bolster the security of
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exchanges between UAVs and the GCS. However, it's crucial
to remain vigilant about technological advancements and new
threats to continually adjust these protective measures and
maintain an optimal level of security.

2) Integrity: Maintaining data integrity stands as a pivotal
pillar for the seamless execution of UAV flight missions,
serving not only as a fundamental necessity but also as a
deterrent against potential adversarial interference within
network traffic. The integrity of data is fundamental in
preserving the unaltered state of telemetry information and
control commands, crucial elements that dictate the UAV
system's behavior. Any compromise in this integrity could
lead to catastrophic mission failures or unpredictable
behaviors in the UAVs. Thus, it becomes imperative to ensure
that every communication exchange remains not only shielded
from unauthorized access but also thoroughly verified.
Employing authenticated encryption algorithms like AES-
GCM or ChaCha20-Poly1305 [59] bolsters this safeguarding
measure by not just encrypting the data but also providing
authentication, ensuring that the received information remains
unaltered and originates from legitimate sources. References
from standards such as RFCs 4106 and 7539 outline the
utilization of these algorithms, emphasizing their significance
in maintaining the integrity of data during transmission.
Additionally, insights from cybersecurity breaches, as
documented in by Panko and case studies such as NASDAQ's
cyber-attacks, underscore the catastrophic implications of
compromised data integrity, further highlighting the criticality
of robust protection mechanisms.

== == = = Normal Traffic

—_ — : ’ —_— =
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v @il = @il
| t
‘ ]
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Fig. 4. Components of networked UAV and risk of a cybersecurity attack
[54].

3) Availability: UAVs require uninterrupted operational
continuity, free from intentional or inadvertent disruptions. In
critical scenarios like search and rescue operations, their
seamless operation is vital for constant surveillance of affected
areas. Any failure, whether resulting from deliberate
manipulation or unintended interruption, can significantly
compromise critical operations. Similarly, in military contexts
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[60] where UAVs play a pivotal role, any restricted access to
necessary resources or unauthorized interruptions could
impede mission success. Denial of Service (DoS) attacks pose
a major threat [61], rendering UAVs inoperative by
overwhelming their communication systems or disrupting
connectivity. To counter such threats, the use of Intrusion
Detection Systems (IDS) becomes imperative [62]. These
systems monitor UAV networks, identifying abnormal
activities and enabling swift responses to preserve their
operational availability. They serve as essential mechanisms to
ensure UAVs operate continuously and effectively, accessing
necessary resources while remaining shielded from malicious
interruptions or attacks targeting their availability.

4) Authenticity: Authentication plays a critical role in
establishing secure communication within UAV systems,
evident across various operational domains. In military
applications [63], robust authentication protocols validate the
legitimacy of each UAV involved in missions, ensuring that
only authorized drones participate, safeguarding sensitive
data, and preventing potential disruptions from unauthorized
sources. Similarly, within commercial UAV networks [64],
authentication procedures authenticate drones before granting
access to logistical systems, maintaining the integrity of
delivery routes, and protecting cargo from unauthorized
access. In collaborative swarm operations [65], authentication
serves to verify the identity of each drone, mitigating risks of
infiltration by rogue elements, preventing collisions, and
ensuring coordinated task execution. Moreover, authentication
acts as a frontline defense against cyber threats targeting UAV
networks, thwarting attempts by adversaries to impersonate
legitimate nodes and compromise system control or data
integrity. Across these diverse contexts, authentication not
only confirms the credibility of individual UAVs but also
fortifies the overall security posture of the system, shielding
against potential adversarial intrusion and ensuring a trusted
and controlled UAV environment.

5) Privacy: Privacy remains a critical concern within loT
systems, particularly in the realm of UAVs. The complex
nature of these interconnected systems demands strict
measures to ensure unauthorized access is barred from both
the UAVs and any personal information they might possess.
While this sharing enhances operational efficacy, it poses a
significant privacy risk. If this information fell into malicious
hands, it could facilitate tracking or surveillance of
individuals, compromising their privacy. Moreover, the
collection of personal data, such as images or videos, during
surveillance missions demands increased protection to prevent
unwarranted access or misuse [66]. The risk amplifies when
considering potential interception or manipulation of shared
information within a network of UAVs [67]. Safeguarding
against these threats necessitates robust encryption, secure
communication channels, strict access controls, and
authentication mechanisms. Table II outlines the essential
security requirements specific to UAVs.

Vol. 16, No. 12, 2025

TABLEII. ESSENTIAL SECURITY REQUIREMENTS OF UAVS

Security requirement Description

Only authorized people can have access to the

Confidentiality sensitive data

Integrity The data are not modified when transferring.

Availability The services provided are operational.

The receiver can confirm that the message was

Authenticity sent by a legitimate sender.

Privacy The information of each entity is confidential.

e -

A N

Fig.5. Challenges in the adoption and execution of security measures for
UAVs [68].

Challenges persist in the adoption and execution of
inflexible security measures for UAVs, as illustrated in Fig. 5.
The limitations in UAV security [68—70] are described below:

e Limited Forensics Capability: In case of a harmful
event, the limited availability of forensic tools and
methods makes it difficult to identify the malicious
operator of the UAV involved in the dangerous act.

e Limited Frequency Range: The UAVs are being
operated within a limited range of frequencies. Making
them an easy target for jamming-based attacks.

e Non-Real-Time Countermeasures: Due to a lack of
standardization for design and operational software, the
current UAV does not have real-time protection during
flight. If a UAV is compromised during flight, it cannot
be retained by the original owner.

e Lack of policies: Standardization and policies are absent
for UAV operations and operators. In some countries,
policies are defined for UAV flying in proximity to
sensitive areas. However, a general set of operating
policies for a UAV is still not available.

e Unreliable Security: Based on the hostile operational
environment of UAVs, the default security measures are
not suitable. Due to the harsh operating environment of
UAVs, a robust security protocol is necessary. But due
to design and resource limitations, improving security
measures is very challenging.

Most of these limitations can be surmounted through the
establishment of standardized UAV designs, communication
protocols, and fundamental factory default security measures.
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B. Cybersecurity Attacks of UAVs

In the context of the IoT, security breaches can manifest in
various ways, affecting several critical system components.
These primary targets encompass loD sensors, hardware,
software, networking infrastructure, and the transmission
communication that enable data exchange within the drone
ecosystem. The security landscape for UAVs is multifaceted,
and as such, a range of different attacks can be directed at these
UAVs. These attacks may encompass both hardware and
software components, each with the potential to compromise
the integrity, availability, and confidentiality of UAV
operations. Therefore, in the following sub-section, we will
delve into some of these diverse attack vectors that can target
UAVs, shedding light on the specific vulnerabilities and
consequences associated with each. By understanding the
nature of these threats, we can better formulate strategies and
defenses to safeguard the rapidly evolving and vital field of
drone technology.

1) Hardware-based attacks: At the hardware level,
irrespective of the specific make and features of various
commercial UAVs, including firmware and hardware
variations, UAV hardware may be susceptible to targeting
during the manufacturing phase or before and during flight
missions. These situations are reasonable due to vulnerabilities
that can arise in UAV firmware and the absence of encryption
in custom chipsets. Given the widespread use and variety of
existing UAVs, it is crucial to establish a consistent hardware
security approach aimed at safeguarding UAVs from
hardware-based attacks [71].

a) Supply chain attack: As the drone industry continues
to expand, potential adversaries have a larger opportunity to
compromise UAVs through supply chain attacks. This form of
attack involves taking advantage of vulnerabilities in an
organization's supply chain process, with a focus on
components that are less secure and more sensitive, such as
propellers, airframes, and actuators. Consequently, the final
product delivered to the customer is already compromised.
Belikovetsky et al. [72] have demonstrated a practical supply
chain attack on UAVs using Additive Manufacturing (AM).
This attack involves sabotaging a specific UAV by remotely
manipulating the design files for its propellers. The adversary
effectively reduces the fatigue life of the 3D printed propeller
and creates delayed damage during a flight mission. This
research illustrates that detecting sabotage attacks in additive
manufacturing systems remains a complex research challenge.

b) Radio frequency modules attacks: Radio Frequency
(RF) modules serve the purpose of transmitting and receiving
radio signals between two distinct devices. In the context of
UAVs, an operator typically employs a standard remote
controller or the GCS to transmit control signals to the
airborne UAVs. In this scenario, a potential adversary has the
capability to interfere with the control signals, effectively
disrupting the communication between the UAV and GCS,
which leads to a situation where the UAVs lose their
communication. In [73], the authors illustrated a replay attack
targeting the XBee 868LP protocol, which is a low-power
radio  frequency module used for UAV-to-GCS
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communications. In this attack, the adversary manipulates the
UAV-to-GCS communication by employing a third XBee
chip. Specifically, the attacker compromises the security of the
primary XBee communication channel by utilizing the chip's
existing features to gain access to the address of the XBee
communication channel.

¢) Battery attack: Commonly, UAVs are powered by
rechargeable Lithium-Ion batteries, and these batteries rely on
the Battery Management System (BMS) to ensure a consistent
energy supply to various UAV components. Nevertheless,
there exists a vulnerability where an adversary can exhaust the
battery's energy deliberately, a tactic known as a potential
battery exhaustion attack [ 74]. This type of attack can lead to a
malfunction of the UAV system, subsequently compromising
the availability, integrity, and confidentiality of the batteries
[75]. One method by which an attacker can compromise the
availability of UAV batteries is by physically tampering with
or swapping genuine batteries with faulty ones, thus causing
the UAV system to fail. Another potential attack vector
involves deep discharging of the batteries, which could be
achieved by compromising other UAV components, such as
manipulating sensors or injecting malicious software. This
could ultimately lead to the exhaustion of UAV batteries [ 75].

2) Software-based attacks: Regarding software aspects,
adversaries can exploit both zero-day vulnerabilities and
existing software weaknesses within the flight stack and the
GCS software to compromise the success of a flight mission.
The importance of software attacks underscores the necessity
to create strong defense mechanisms for UAV software
security [76]. Nevertheless, existing UAV manufacturers tend
to refrain from integrating software security measures into
their  products  primarily  for  performance-related
considerations. Consequently, adversaries can capitalize on
this gap to develop malicious software, examples being
Maldrone [77], Snoopy [78], and SkyJack [79].

a) Tampering attacks: Attackers deliberately engage in
destruction, unauthorized manipulation, or alteration of data
through IoD channels. Information, whether in motion or
stationary, could be vulnerable to interception and
unauthorized alterations. For example, if an unprotected data
packet is transmitted over an lIoD channel, the attacker might
intercept the packet, modify its content, and change its
intended destination address [80].

b) Operating system attack: Possible threats to civilian
or military missions may manifest through vulnerabilities in
the Flight Controller's system software. Consequently, the
compromise of the system software can result in the loss of
both UAVs and their payloads. An illustration of this risk is
evident in the case of Amazon's Prime Air service's
parcelcopters, which are civilian applications susceptible to
attacks on their operating systems [81]. An attack on the
delivery system has the potential to disrupt the delivery
package for the intended recipient, subsequently causing the
drone to crash. Attacks on UAV operating systems involve the
remote injection of malicious software into UAVs, such as in
the case of Maldrone, which is then followed by the takeover
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of the drone's system. In doing so, the adversary can access
the Flight Controller's cryptographic key and steal
unencrypted data stored there.

3) Sensor-based attacks: When it comes to sensors, their
variety and complexity onboard UAVs (including chemical,
physical, mechanical, and others) render them attractive
targets for adversaries. Furthermore, the current defenses
against spoofing, sniffing, or jamming of these onboard
sensors are constrained by the distinctive attributes of UAVs.
While existing security research addresses threats and attacks
related to sensors, in the context of UAVs, it is imperative to
consider supplementary factors such as the legitimacy of
sensor data readings and the energy and computational
overhead involved in safeguarding sensed data against
malicious actors.

a) Falsified data injection attack. Introducing erroneous
sensor data readings into the Flight Controller has the
potential to compromise external sensors like electro-optical
and infrared sensors [82]. This form of attack disrupts the
stabilization of the UAV. An attacker can carry out this attack
by manipulating the sensor readings in multiple ways. They
may gain access to the onboard Flight Controller system or
modify sensor data via system calls. Alternatively, the attacker
can directly transmit fraudulent signals to the sensors, thereby
compromising the UAV's flight. A well-known instance of
such an attack is GPS spoofing. Given that GPS signal
broadcasts are often unencrypted and lacking authentication,
attackers execute spoofing attacks on GPS by generating false
signals, which can subsequently manipulate the UAV's GPS
receiver [83]. As a result, the attacker can take control of the
UAV.

b) Sensor communication channel attack: UAVs rely on
a range of sensors, where their sensory channels, such as
infrared, acoustic, and light, can potentially be exploited as a
pathway for attacks. In [84], the authors provide evidence that
UAVs equipped with Micro-Electro-Mechanical Systems
(MEMS) gyroscopes can experience failure due to deliberate
acoustic interference. This research reveals that MEMS
gyroscopes resonate at frequencies within the audible range.
Another investigation has demonstrated that optical flow
camera sensors, employed to stabilize UAVs, can be rendered
ineffective by manipulating the conditions in the surrounding
environment [85].

4) Communication-based attacks: In the context of
Communication-level considerations, the development of a
multi-UAV network necessitates careful attention to potential
security challenges aligned with the chosen network topology
[86]. Numerous UAV protocols currently lack adequate
security measures, presenting significant vulnerabilities. As
communication constitutes an essential component of the
UAV system, we maintain that the development of
standardized UAV protocols that ensure both reliability and
security is imperative. Many of the existing communication
protocols employed in UAVs lack encryption or possess only
limited cryptographic capabilities, thereby exposing
communication channels to potential compromise by
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adversaries. Furthermore, the existing security measures
designed to safeguard civilian UAVs from malicious users are
primarily tailored to single UAV systems [87]. Hence, there is
an imperative need to devise countermeasures suitable for
scenarios involving multiple UAVs.

a) Hijacking attacks: When a wireless link is hijacked,
the intruder obtains full access to that link. For example, the
access and communication links between UAV nodes and
GCS are established through Wi-Fi communication.
Adversaries may initially employ de-authentication
management frames to disconnect a drone from its associated
GCS, initiating a hijacking attempt. Subsequently, they can
remotely manipulate the drone using IEEE 802.11 protocols.
Several security measures can be implemented to counteract
de-authentication attacks. This includes practical detection
algorithms and the encryption of transmitted frames. In [88], it
is suggested that WPA2 encryption (802.111 2004) with an
appropriate key length can serve as a countermeasure to
hijacking. Additionally, [89] has shown that encryption with
dynamic secret keys provides an extra layer of defense against
attackers. Moreover, safeguarding Wi-Fi-connected UAVs can
involve limiting access points concealed by MAC addresses,
while preventing intruders from accessing Wi-Fi links by not
broadcasting SSIDs.

b) Jamming attack: The jamming attack disrupts
legitimate communication links and hinders the exchange of
information between authorized nodes by emitting
interference or jamming signals [90]. In this scenario, the
attacker creates interference signals and sends them within the
same frequency band, leading to a degradation in Signal-to-
Interference-plus-Noise Ratio (SINR) at the intended
destination node. This, in turn, affects the reception of the
original data and results in a delay in acknowledging the
response. The A2G (Air-to-Ground) link of UAVs, which is
easily accessible and has a broad coverage area, can be
exploited by malicious intruders, whether they are airborne or
terrestrial, to jam the communication link. An incident
involving GPS jamming is documented in [91], where a small
drone crashed in 2012. Initially, the legitimate user was
suspected, but later the guilty was identified. Various
algorithms have been developed to estimate the likelihood of
intrusions and their impact on received data. Enhancing the
Signal-to-Noise Ratio (SNR) serves as an effective initial
defense against jamming. However, the energy constraints of
UAVs limit the transmitted signal power and the practical
receiver algorithms that can reduce noise at the receiver.

¢) Collusion attacks: When two or more drones operate
on the identical frequency, it results in information collisions,
leading to an unstable network operation. These collisions are
typically a consequence of the limited communication
capabilities and constrained computing resources of the loD
network [93].

d) Spoofing attacks: Spoofing attackers introduce
falsified identity information into legitimate communication
links to manipulate or gain unauthorized access to data. They
use misleading signals with elevated power levels to gain
control over the source nodes. Common spoofing attacks
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encompass activities such as email and phone call
interception, IP address spoofing, and cache poisoning of the
address resolution protocol. Additionally, GPS spoofing is
prevalent in UAVs, involving the transmission of
unauthorized high-power signals within the operational
frequency band. Consequently, a malicious actor can access
personal information, manipulate GPS locations, or propagate
a virus within the system through GPS spoofing.

5) Network-based attacks: Maxa et al. surveyed the main
security challenges of UAV routing protocols. Additionally,
the work proposed by Sharma et al. outlined the security
mechanisms for communication and networking technologies
of UAVs.

a) Man-In-The-Middle attack: Adversaries have the
capability to position malicious UAVs within operational
networks, resulting in data breaches, service disruptions, and
various security issues. Furthermore, they can intercept
communications between a UAV and its GCS, impersonate
the GCS, issue misleading directives to terminate an ongoing
mission, or potentially take control of the UAVs [94].

b) Denial of Service (DoS) attack: DoS attackers seek to
hinder legitimate service users from accessing essential
resources. The attacker can flood the server with a substantial
volume of requests, leading to network congestion and
subsequently preventing legitimate users from accessing
services [95].

c) Eavesdropping  attack:  Eavesdropping  attack
represents a common security threat in which either aerial or
terrestrial intruders covertly intercept confidential information
being exchanged between two legitimate nodes. This type of
security threat has repercussions on the confidentiality of the
information being leaked and grants unauthorized access to
both the source and destination nodes, including personal data
like access codes, control commands, navigational details, and
more. For instance, systems like FANETS and cellular
communications are susceptible to attacks by nearby intruders
who might be challenging to detect as they do not emit any
signals, thus posing a significant security risk to the
communication network [96]. Implementing more advanced
Physical security mechanisms can serve as a general solution,
while additional encryption can provide protection against
eavesdropping.

d) Flooding attacks: One primary goal of malicious
UAVs is to overwhelm real UAVs with substantial volumes of
original or duplicated data packets. This form of assault can
exhaust the limited resources of UAVs, such as
communication bandwidth and storage capacity, leading to
significant network congestion and a surge in traffic across the
IoD network [97]. The discussion on cyber-attack types for
UAV components will delve into a detailed examination of
various forms of cyber threats and vulnerabilities that can
potentially target the different components of UAVs in
Table III.
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TABLE III. CYBERATTACK TYPES FOR UAV COMPONENTS
Attack . s
Component Attack Type Security Services

Supply chain attack Integrity
Hardware . o
attack Battery attack Integrity / availability
Radio frequency attack Integrity / availability
Operating system attack | Confidentiality / integrity
Softwareattack | Tampering attack Integrity

Maldrone attack

Confidentiality / integrity

Sensor Communication

Semors attacks Channel attack Confidentiality
Falsified Data Injection Inteorit
Attack ntegnty
Jamming Attack Availability

Communication
attacks

GPS Spoofing Attack

Availability/Integrity/Confide

ntiality

GCS MITM Attack

Confidentiality/Integrity

Network attack

Hijacking Attack Confidentiality/Integrity
MITM Attack Confidentiality/Integrity
DoS Attack Availability

Brute Force Attack

Confidentiality/Integrity

SYN Flood Attack

Availability

Eavesdropping Attack

Confidentiality

The rise of UAV technology created an overflow of cyber
attacks. Protecting the flight mission requires a comprehensive
defense-in-depth approach. Our finding results from different
research indicate that UAVs are vulnerable to a variety of
attacks across different levels of security. This vulnerability
may arise because manufacturers prioritize improving the
performance of their commercial products over security issues.
Additionally, the implementation of security measures may
potentially face additional costs for manufacturers. Therefore,
it is advisable for existing UAV manufacturers to incorporate
security and privacy considerations throughout all phases of
the supply chain when developing their products.

IV. CURRENT APPROACHES AND DEFENSE STRATEGIES FOR
UAYV SECURITY

In this section, different existing countermeasures that
secure UAVs, against damage from the threats and attacks
discussed in the previous section are discussed.

A. Data Protection Using Cryptography

Cryptographic techniques are essential for securing UAV
data, including text, images, and video, transmitted over
unsecured communication channels such as GPS and Wi-Fi.
Encrypting data exchanged through these vulnerable links
ensures confidentiality, integrity, and availability. Yoon et al.
[98] proposed an asymmetric authentication scheme to verify
data authenticity, based on public and private key pairs. In this
approach, the UAV encrypts a random sequence with a public
key and sends it to the Ground Control Station (GCS), which
decrypts and re-encrypts the data before returning it to the
UAV. By comparing the received sequence with the original
one, the UAV can detect potential security threats. If the link is
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secure, commands are accepted; otherwise, the connection is
terminated. Despite its effectiveness, this method may incur
high bandwidth overhead when handling large data volumes.

Steinmann et al. [99] proposed a security mechanism based
on asymmetric cryptography in which encryption keys are
dynamically and randomly refreshed, thereby strengthening
both data confidentiality and key robustness. Encrypted
messages are transmitted together with a hash value, which is
validated after decryption using the private key; inconsistencies
between the computed and received hashes indicate malicious
activity. To reduce computational complexity, Lin et al. [100]
introduced a lightweight symmetric encryption scheme that
uses a shared secret key for both encryption and decryption,
ensuring data confidentiality even if transmissions are
intercepted. Sharma et al. investigated functional encryption
for UAV networks, enabling selective decryption so that only
authorized data components are revealed without exposing the
entire message. Moreover, [101] presented a command
authentication protocol based on digital signatures, allowing
UAVs to execute control instructions solely when verified by
the Ground Control Station (GCS); otherwise, the UAV
automatically switches to return-to-launch (RTL) mode.
Despite their security benefits, many conventional encryption-
based solutions remain challenging for real-time UAV
operations due to processing delays, computational overhead,
and complex key management, which can degrade
communication efficiency.

B. Blockchain-Enabled Security Approaches

Blockchain is a shared ledger that uses cryptographic
techniques to secure shared data. Along with enhancing UAV
security and transparency, and guarantee the integrity of the
data.

Ge et al. [102] proposed a distributed blockchain-based
framework to secure UAV communications during data
collection and transmission, while reducing the risk of attacks
caused by compromised or malicious UAVs. Since
conventional blockchain solutions impose high computational
and bandwidth demands that exceed the limited storage and
processing capabilities of UAVs, the authors introduced a
lightweight blockchain design that preserves security and
privacy with significantly lower overhead. The framework
defines multiple transaction types to represent diverse data
access operations and employs a novel reputation-driven
consensus mechanism to enhance trust within the decentralized
network. This architecture enables UAV-enabled applications
to securely manage sensor data and support real-time data
acquisition while satisfying key security requirements,
including integrity, confidentiality, and availability.

Ch et al. [103] introduced a blockchain-driven framework
aimed at improving data privacy, secure storage, and
distributed access for UAV systems. The proposed solution
leverages a cloud infrastructure to store operational commands,
UAV feedback, authentication records, and integrity-related
metadata. Data confidentiality is ensured through the use of
pentatope-based elliptic curve cryptography combined with the
SHA hashing protocol. Subsequently, the secured data are
recorded on an Ethereum-based public blockchain to support
transparent and efficient transactions. Experimental results
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indicate that the proposed architecture effectively safeguards
UAYV data against a wide range of cyber threats.

Garcia-Magarifio et al. [104] presented a blockchain-based
security framework that employs asymmetric cryptography to
identify falsified data produced by compromised UAVs.
Within this model, an attacked UAV may generate incorrect
alerts or fail to report valid observations. However, system
robustness is preserved through collaboration among
neighboring UAVs, which can detect anomalies and mitigate
the impact of malicious nodes. This resilience is supported by a
secure digital signature mechanism that ensures data
authenticity and trustworthiness. Experimental evaluations
confirmed that the proposed approach maintains reliable
performance even when a limited number of UAVs are
compromised.

Khan et al. [105] introduced a blockchain-enabled
framework that integrates machine learning for collaborative
intrusion detection. The proposed system follows a two-phase
process: initially, each network node independently applies an
ML-based detector, after which the locally trained models are
shared and combined across the blockchain network using a
stacking strategy. Experimental results demonstrated that this
collaborative model aggregation significantly enhances overall
intrusion detection accuracy.

C. Rules-Based UAV Security

In rule-based methods, engineers establish a set of
predefined rules and monitor UAV behavior, checking for
deviations that may indicate potential threats. Nevertheless,
this approach has seen limited adoption in recent years
compared to other security strategies.

Sedjelmaci et al. [106] proposed a rule-based approach to
distinguish between authenticated and unauthenticated signals.
The method compares signal values against a predefined
threshold derived from established rules: signals below the
threshold indicate normal UAV operation, while those
exceeding it signal potential threats. This technique allows
UAVs to detect GPS spoofing and jamming attacks that could
jeopardize system availability and data confidentiality.
However, the reliance on a fixed threshold limits its
effectiveness in dynamic or complex environments.

Lee et al. [107] developed a rule-based system to detect
cyberattacks affecting the availability, confidentiality, and
integrity of UAV operations. When a rule threshold is
exceeded, the system triggers an appropriate defense
mechanism. Although a large rule set can increase processing
time and potentially delay detection, it helps lower the false
negative rate. Similarly, [108] proposed a framework to
identify cyber-physical attacks on small unmanned aerial
systems (UASs) by analyzing UAV sensors and establishing
rules to determine which sensors are most vulnerable to threats
that could compromise UAV integrity.

However, rule-based approaches have inherent limitations
in detection capabilities and require ongoing maintenance to
remain effective. They are often unable to identify complex or
novel threats that fall outside the predefined rules, making it
necessary to continuously update the rule set to address
emerging and evolving attacks.
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D. Supervised ML Approaches for UAV Security

Supervised leaming is a machine learning (ML) approach
that trains models using labeled data to predict or classify new
instances, making the quality of training critical for effective
threat detection. Manesh et al. applied an artificial neural
network (ANN) to safeguard UAV systems against GPS
spoofing attacks. Their model utilizes GPS signal features such
as Doppler shift, pseudorange, and signal-to-noise ratio (SNR)
as inputs, achieving high accuracy in detecting spoofed signals
according to experimental results.

Greco et al. [109] developed a supervised learning
framework to defend UAV networks against jamming attacks,
employing decision trees (DT) and multilayer perceptrons
(MLP) as the primary ML techniques. The framework analyzes
network metrics such as throughput, received signal strength
indicator (RSSI), and packet delivery rate (PDR). It operates in
two stages: first, packet sequences are processed to extract
relevant features; second, each feature is evaluated
independently to enable accurate detection and classification of
potential jamming events.

Fenga et al. [110] introduced a two-step GPS spoofing
detection approach that combines a Genetic Algorithm (GA)
with XGBoost, leveraging data from both the inertial
measurement unit (IMU) and GPS. In their experiments,
spoofing attacks were simulated using a device that transmitted
counterfeit GPS signals, causing the UAV to misinterpret them
as authentic. The proposed method achieved a detection
accuracy of 96.3%, demonstrating its effectiveness against
GPS spoofing.

Shafique et al. [111] proposed a GPS spoofing detection
method for UAVs based on analyzing GPS signal features.
Incoming signals are classified as authentic or spoofed using
various algorithms, including Naive Bayes (NB), linear
regression (LR), decision trees (DT), random forest (RF), and
support vector machines (SVM), with K-fold cross-validation
to determine the most effective classifier. The study reported
that SVM with a polynomial kemel achieved the highest
accuracy of 98%. Similarly, Manesh et al. [112] explored ML-
based techniques to detect jamming attacks on ADS-B
receivers. They trained and compared supervised models such
as artificial neural networks (ANN), SVM, K-nearest neighbors
(KNN), and DT using features like energy statistics, bit error
rate, and bad packet ratio, enabling effective differentiation
between jamming and authentic signals.

E. UAV Security via Unsupervised Learning

Unsupervised learning is a machine learning approach that
identifies patterns or clusters in unlabeled data, addressing a
key challenge in UAV intrusion detection systems (IDS) where
labeled datasets are often unavailable. This technique can
detect both known and unknown cyberattacks, which is critical
given that many threats remain undiscovered. However,
unsupervised methods often generate a high rate of false
alarms. Park et al. [113] developed an IDS using a one-class
linear autoencoder trained exclusively on normal flight data.
Abnormal UAV behavior was detected by analyzing
reconstruction loss, with higher loss values signaling potential
intrusions. The study emphasized feature extraction principles
based on hardware generality and sensor stability and applied
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feature engineering to reconcile differences in feature scales
and sampling periods. Despite being trained only on benign
data, the model successfully identified GPS spoofing and
denial-of-service (DoS) attacks during validation.

Panice et al. [114] proposed a GPS spoofing detection
method for UAVs that combines machine leaming with state
estimation. The approach employs a support vector machine
(SVM) integrated into a GPS—inertial navigation system (INS)
hybrid framework. By analyzing discrepancies between INS
and GPS readings, the system identifies abnormal signals and
potential intrusions. Key parameters, including window length,
threshold, and attack duration, are adjusted to enhance
performance and predict the UAV’s future sensor values and
location. UAV status is classified as normal or abnormal using
state estimation as a primary feature. Validation using
simulated post-mission data with injected spoofed GPS signals
showed a maximum true positive rate of 95%.

Whelan et al. [115] introduced a novelty-based IDS to
overcome the lack of labeled UAV-IDS datasets by using
unsupervised machine learning classifiers, including one-class
SVM (OC-SVM), autoencoder neural networks, and local
outlier factor (LOF). Each classifier analyzes data from
individual sensors to detect attacks, including previously
unseen ones, and to identify the targeted sensor. Models are
trained solely on normal UAV behavior, with deviations
considered potentially malicious. Experimental results
indicated that the autoencoder achieved the highest
performance with an F1 score of 94.81%, followed by OC-
SVM at 81.17%, while LOF showed the lowest performance
with an F1 score of 58.93%.

F. Reinforcement Learning—Based Methods

Reinforcement learning (RL) allows an agent to learn from
interactions with its environment through trial and error,
identifying actions that lead to positive or negative outcomes.
This makes RL particularly suitable for detecting and
classifying attacks on UAVs.

Bouhamed et al. [116] proposed a cost-effective intrusion
prevention and detection system for UAV swarms, combining
deep reinforcement learning (DRL) on UAVs with offline
periodic learning at the Ground Control Station (GCS). A deep
Q-network (DQN) multiclass classifier was trained using
stored normal and intrusion cases, allowing the system to
update knowledge without forgetting prior information. Using
a customized reward function improved detection of minor
classes, achieving 99.7% accuracy, 0.95 precision, 0.97 recall,
and a 0.96 F1-score.

Xiao etal. [117] proposed a deep Q-network (DQN)— based
power allocation strategy for UAVs to defend against attacks,
optimizing safe transmission rate and secrecy capacity. The
interaction between UAV and attacker is modeled as a smart
attack game, with Nash equilibrium (NE) and prospect theory
(PT) guiding optimal responses. The approach achieved a 93%
safe transmission rate and a 16% improvement in secrecy
capacity over standard Q-learning methods.

Elnaggar and Bezzo [118] applied inverse reinforcement
learning (IRL) to predict sensor spoofing attacks in
autonomous vehicles. The method estimates the attacker’s
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intent and identifies compromised sensors, then uses Bayesian
IRL (BIRL) to restore system integrity by analyzing
measurements and control inputs. The approach leverages
optimal Markov decision processes (MDPs) to enhance system
security. The authors validated the method through simulations
of'three UAV navigation scenarios in stochastic environments.

Praveena et al. proposed a deep reinforcement learning
(DRL)-based method optimized with the Black Widow
Optimization (BWO) algorithm, termed DRL-BWO, for
intrusion detection in UAV networks. The approach employs
an enhanced deep belief network (DBN) within the DRL
framework to identify intrusions, while BWO optimizes DRL
hyperparameters to improve performance. Experiments
demonstrated high effectiveness, achieving 98% precision,
99% recall, 98% F1-score, and 98% accuracy.

Fei et al. proposed a reinforcement-learning-based flight
recovery method for UAVs under cyber-physical attacks. The
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RL policy works alongside the flight controller, making
minimal adjustments during normal operation and rapidly
modifying actuator commands during attacks to maintain
stability and path tracking. Results showed effective UAV
stabilization under attack conditions.

Wang et al. proposed a reinforcement-learning-based
energy-efficient anti-jamming relay (REAR) scheme, allowing
UAVs to optimize relay power and strategies without prior
knowledge of the network or channel model. A hot-starting
technique was used to accelerate learning. Simulations with
five UAVs under random jamming attacks showed improved
communication reliability and reduced energy consumption.

Table IV highlights a taxonomy of the common
cyberattacks, the security requirements affected and the
methods proposed to defend the UAVs against such attacks.

TABLEIV. OVERVIEW OF SECURITY REQUIREMENTS AFFECTED BY CYBERATTACKS AND CORRESPONDING COUNTERMEASURES
Cyber-Attack Security requirement affected Countermeasures
Rule- based approach [106]
. . . . Supervised learning [109,110,111]
CPS spoofing Availability, integrity - -
Unsupervised learning [113,114]
Reinforcement learning [117,118]
Rule-based approach [106,107]
. . Supervised learning [109,112]
Jamming Integrity - -
Unsupervised leaming [115]
Reinforcement learning [117,118]
Crypto hic approach 100
Eavesdropping Confidentiality r}‘/p grap PP - L100]
Reinforcement learning [117]
Cryptographic approach [98]
. Blockchain approach [105]
DoS Availability - -
Unsupervised learning [113]
Reinforcement learning [116,118]
Black hole Availability Availability [106]
Grey hole Availability Rule-based approach [106]
MiTM Authentication, confidentiality and | Cryptographic approach [101]
integrity Blockchain approach [104]
DDOS Availability reinforcement learning [116]

V. CONCLUSION

The surge and rapid expansion in the utilization of UAVs
are ushering in an era dominated by self-governing aerial
vehicles. UAVs bring forth a multitude of benefits spanning
civilian and military domains alike and other application
domains. However, this escalating utilization and accessibility
have given rise to substantial apprehensions conceming
security and privacy. The adaptability, cost-effectiveness, swift
deployment, and portability of these Wencheng Yang, Song
Wang, Xuefei Yin, Xu Wang, Jiankun Hu, “A Review on
Security Issues and Solutions of the Internet of Drones”, IEEE
Open Journal of the Computer Society, IEEE, Pages: 96-110,
June 2022, transformed them into valuable implements for
malicious endeavors. Despite the existence of numerous
countermeasures to thwart the malevolent use of UAVs, their
efficacy in executing harmful activities remains pronounced.

Equally significant are the privacy quandaries intertwined with
UAVs. In this era of technology, privacy stands as a prominent
concern for both individuals and organizations.

In this study, we have tried to cite the different categories
of security solutions for the IoD by highlighting the
multifaceted  challenges.  Authentication-based  solutions
highlight the critical need to strengthen the security of
communications between drones while efficiently managing
cryptographic keys, ensuring interoperability, defending
against targeted attacks, and scaling against a growing number
of devices and wusers. Encryption-based solutions face
challenges in preserving user anonymity, protecting personal
data, ensuring interoperability, and maintaining network
performance while preserving privacy. Blockchain-based
solutions have highlighted the complex challenges of
integrating with IoT and 5G, with a focus on coordination,
security robustness, and educational adoption. Privacy-based
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solutions require addressing vulnerabilities, user awareness,
and resource constraints, while balancing security and
usability. Intrusion detection systems must adapt to SDN
architectures, balance efficiency and accuracy, integrate
seamlessly into diverse networks, and scale to combat evolving
threats in dynamic drone environments. Addressing these
challenges requires innovative, adaptable, and interdisciplinary
approaches merging technical prowess, user training, and
resource-efficient methodologies to ensure the robustness,
longevity, and security of IoD networks.
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