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Abstract—The increasing prevalence of cloud environments
makes it important to ensure secure and efficient data sharing
between dynamic teams, especially in terms of user access and
termination based on proxy re-encryption and hybrid
authentication management schemes aimed at increasing
scalability, flexibility, and adaptability and exploring a multi-
proxy server architecture to distribute re-encryption tasks,
improve fault tolerance and load balancing in large deployments.
In addition, to this eliminated the need for trusted third-party
auditors, integrate blockchain-based audit mechanisms for
immutable decentralized monitoring of data access, revocation
events To future-proof systems provides gquantum-resistant
cryptographic mechanisms for long-term security as well as to
develop revolutionary approaches that drive the user out of the
box, driven by machine learning to predict and execute addressing
potential threats in real-time. Proposed systems also introduce
fine-grained, multi-level access controls for discrete data security
and privacy, meeting different roles of users and data sensitivity
levels mean improvements greater in terms of computing
performance, security and scalability, making this enhanced
system more effective for secure data sharing at dynamic and large
clouds around us.
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I.  INTRODUCTION

First Cloud computing has transformed data management by
providing flexibility and broader features in terms of sharing
information across distributed networks. However, the dynamic
group environment presents challenges in creating secure and
scalable data sharing mechanisms, especially when user
membership changes frequently. Proxy re-encryption (PRE) has
emerged as a promising model to enable secure data sharing by
outsourcing the re-encryption function to a proxy server.
Although traditional methods for PRE reduce computational
burden, they often face limitations in terms of method
elimination, scalability, and real-time risk detection [1]. To

address these gaps, hybrid encryption approaches combining
Attribute Based Encryption (ABE) and identity-based
encryption (IBE) have gained attention in terms of their
accessibility beauty and for the users’ efficient erasure [2].
Despite the advantages of centralized third-party auditors
(TPAS), which also introduces risks to scalability and reliability.
In addition, emerging threats to quantum computing require
anti-quantum cryptographic techniques, such as lattice-based
cryptography, from future-proof encryption schemes [3].
Emerging trends also highlight the role of Machine Learning to
identify malicious behavior and predict threats by analyzing
operating systems, and provide dynamic flexibility to navigate
controls and re-encryption gaps [4]. This review presents a
comprehensive framework for delivery cloud data sharing
security has improved, including: (1) Distributed multi-proxy
architecture for scalability, (2) blockchain for decentralized
audit techniques, (3) quantum-resistant cryptography for future-
proofing, (4) ML-based detection of malicious intent, and (5)
fine-grained access control techniques incorporating data
sensitivity and user functions. Proxy re-encryption introduced it
facilitates secure data sharing with minimal computational
overhead, further the same work is extended in study [1].
Extended ABE [2], improved access control for dynamic
groups. Blockchain integration, as proposed by study [5],
enables decentralization and does not change the accounting
process. Quantum-resistant cryptographic methods, investigated
in study [6], address future security risks. Furthermore, ML
models for anomaly detection, such as those developed in study
[4], enhance security scalability in cloud environments. Hybrid
encryption and advanced revocation techniques including CR-
IBE and blockchain-assisted systems have proven to be effective
in dynamic user groups, providing scalable, secure and efficient
data sharing solutions. The Proactive Threshold-Proxy Re-
Encryption scheme Proactive and Cryptographically Enforced
Dynamic Access Control ensure secure cloud data sharing by
distributing re-encryption tasks, enabling fault tolerance,
collusion resistance, and efficient access control [7, 8].
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Il.  RELATED WORK

Before Proxy Re-Encryption, introduced by study [9],
facilitates secure data sharing with minimal computational
overhead. Attribute-Based Encryption, improved access control
for dynamic groups, as proposed by study [10]. Blockchain
integration, as demonstrated by study [11], enables
decentralized and immutable audit trails. Quantum-resistant
cryptographic techniques, explored by study [6], address future
security threats. Additionally, ML models for anomaly
detection, such as those developed by study [4], enhance
adaptive security in cloud environments. Hybrid encryption and
advanced revocation techniques, including CR-IBE and
blockchain-aided systems, have proven effective in dynamic
user groups, providing scalable, secure, and efficient data-
sharing solutions, as demonstrated in study [12]. Furthermore,
the study [13] proposed privacy-preserving public auditing
mechanisms for cloud data, reinforcing access control models.
Multi-replica and multi-cloud auditing schemes, as studied by
[14], enhance data integrity and security. Edge computing
security models, as proposed by study [15], address data
integrity challenges in distributed environments. The study in
[16] emphasized fine-grained access control mechanisms to
improve cloud data security.

I1l. METHODOLOGY

The proposed approach addresses the critical challenges of
secure and scalable data sharing in cloud environments, adapting
to active user groups, protecting them from of emerging threats
such as quantum computing, and the need for an effective yet
robust tool for data privacy and integrity highlights this
advanced system hybrid It uses PRE, which resists quantum
cryptography, decentralized blockchain-based  auditing,
machine learning-driven threat detection, and fine-grained
access control, all for today’s cloud infrastructure are integrated
into a stated framework together. The process starts with the
Hybrid Proxy Re-Encryption process as depicted in Fig. 1. To
provide effective and quick encryption for a variety of data
sharing scenarios, this system encrypts data utilizing symmetric
encryption techniques like Advanced Encryption Standard
(AES). IBE and ABE are the encryption keys for AES. To make
sure that only the intended user can decrypt it, the IBE appliance
links the encryption key to a distinct identifier, like the
recipient's email address or user ID. Re-encryption keys are
generated by the data master and are essentially shared by
dispersed proxy servers. These proxies increase scalability and
lessen the computational load on the data owner.

While maintaining data confidentiality and returning data to
authorized users without granting them access to sensitive
information. The three components of the encryption method
are ABE, IBE and AES and combined Ciphertext are discussed
as follows:

Symmetric encryption [17] is defined using Eq. (1).
C = Encaes (D, K) )

Where D is plaintext, K is the secret key, and C is the
ciphertext. AES ensures secure, symmetric encryption using K
for both encryption and decryption.

Identity Based Encryption [18] is defined using Eq. (2).

Vol. 16, No. 2, 2025

CIBE=Encise(K, 1D, PKIBE) @)

Input Layers:
- Cloud Owner Re-Encryption
- Quantum-Resistant Cryptography

I

Processing Layers:
L Hybrid Proxy Re-Encryption (PRE)J

* Quantum Cryptography
* Proxy Encryption
- Hybrid Resilient Cryptography

Output Layers:
- AES Encryption
- y

Re-Resistive Cryptograph;

- Smart Learning for Threat Detection
- Blockchain-Based Decentralized Auditin
* Smart Contracts
* Blockchain Learning Threat Control

Fig. 1. Sequence of operations.

Security Enhancements:
gJ

Where K is the plaintext, ID is the recipient’s identity, and
PKIBE is the public key used for encryption.

Attribute-based encryption [10] is defined as using Eq. (3).
CABE=Encage (K, A, PKABE) (3)

The ciphertext CABE is generated using Encage (K, A,
PKABE), where K is the plaintext, A defines the access policy,
and PKABE is the public key for Attribute-Based Encryption.

Combined Ciphertext encrypted data [19] is represented as
given in Eq. (4).

E={C,Cige,Cage} 4

where C is AES-encrypted, CIBE is Identity-Based
Encrypted, and CABE is Attribute-Based Encrypted, ensuring
multi-layered security. This includes the encrypted data in all
three schemes: AES, IBE, and ABE.

The proxy server generates a re-encryption key (RK) to
facilitate ciphertext transformation for authorized users without
accessing the secret key K [20]. The process of Re-Encryption
Key Generation is mathematically represented in Eqg. (5).

RK=GenKey(CIBE,CABE) (5)

Subsequently, the Re-Encryption Transformation is defined
in Eq. (6).

C' =ReEnc(C,RK,U) (6)

Here, the proxy server utilizes the re-encryption key (RK) to
transform the ciphertext C into a new ciphertext C', making it
accessible only to the intended recipient U, without revealing the
original plaintext.

Mesh-based cryptography is incorporated into the system to
future-proof the system against quantum computing threats.
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Lattice-based encryption was chosen because of its resistance to
guantum attack, where it is difficult to solve even with advanced
guantum computing, it uses mathematical problems such as the
Shortest Vector Problem (SVP). The system is a lattice -based
public private keys by discrete Gaussian distribution. These keys
replace weak traditional cryptographic methods using quantum
decryption, ensuring long-term protection of encrypted data. For
example, the encryption key used in AES-based encryption is
encrypted using mesh-based public key encryption before being
shared with the proxy server to ensure secure transmission and
protection against theft.

A. Lattice-Based Key Generation

Lattice-based cryptography relies on hard mathematical
problems for security. Given security parameters n, g, and o
[21], the public key (PK) is generated as given in Eq. (7).

PK=A. SK+emod q @)

where A is a random matrix, SK is the secret key, and e is a
small noise vector. To encrypt and decrypt the symmetric key K
[21] is defined in Eg. (8) and Eq. (9).

Curatiice=A-K+e mod g 8)
K:DeCLattice(CLatticey SK) (9)
The proposed system includes a blockchain-based

accounting system decentralized to maintain the integrity and
transparency of data sharing activities. Every task, including
data acquisition, sharing and cancellation of events about, are
irreversibly recorded on the blockchain. A hash of a transaction
is added to the blockchain ledger, which is managed by a
network of nodes. Smart contracts automate the accounting
system, validate transactions, and enforce access controls
without human intervention. For example, when someone
accesses shared data, the blockchain records actions, including
the user’s identity, access time, and type of action. This
immutable log ensures that all data-sharing activity is
transparent and traceable, eliminating the need for a centralized
third-party auditor (TPA), which can lead to a single point of
failure or disaster it is shared. The decentralized nature of
blockchain increases trust and flexibility in a multi- cloud
environment.

B. Blockchain-Based Audit Logging

To ensure data integrity and security, each transaction T is
hashed before being added to the blockchain [22]. This process
is represented in Eq. (10).

H=Hash(T) (10)

where H is the cryptographic hash of transaction T,
providing a unique and tamper-resistant identifier.

A blockchain block B is then created, containing essential
components using [22] and represented in Eq. (11).

B= {Hprev,H.T} (11)

Here Hprey is the hash of the previous block, H is the current
transaction hash, and T represents the transaction data, and
nodes validate new blocks using a consensus algorithm,
ensuring agreement on the blockchain state [22] and defined
using Eq. (12).
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Buaiid = Consensus(B) (12)

Machine learning models are used to enhance system
security by detecting and responding to abnormal behavior. This
model analyzes user data in real time to identify vulnerabilities
from expected patterns that could indicate malicious activity,
insider threats, or compromised accounts. The system uses
algorithms such as partition forests use to identify anomalies.
For example, if a user accesses sensitive data outside of its
normal business hours or downloads a large amount of unusual
data, the system flags this behavior as suspicious. Detecting such
anomalies, the system dynamically revokes user access
privileges, re-updates encryption keys and excludes flagged
users so as to reduce the risk of data breaches.

C. Threat Detection Model

The Threat Detection Model leverages machine learning
techniques, such as Isolation Forest (IF), to assess user behavior
and detect anomalies. It assigns an anomaly score (S) based on
extracted user features (X).

User behavior (U) is analyzed through relevant features (X)
extracted from activity logs [23] and mathematically represented
in Eq. (13). The Isolation Forest algorithm computes an anomaly
score (S):

S = IF(X) (13)

Where S indicates the likelihood of an action being
anomalous. To determine whether access should be revoked, the
model compares S with a predefined threshold (t) as mentioned
in Eq.14-15.

If S > 1, then user access is revoked:

Access(U) = Revoke 14)
Otherwise, access is granted:
Access(U) = Allow (15)

Access is managed through a model of role-based access
control (RBAC) combined with ABE-based encryption. Each
user is assigned a specific role that determines their access. The
system dynamically validates these settings by comparing the
user attributes with the destination set defined for the requested
data. For example, a role-based policy allows a manager in a
specific department to access the project file during business
hours, but denies access after this state Attributes such as role,
department, location, and time monitoring in access controls to
ensure that users can only access data they are authorized to see.

D. Access Control Model

The Access Control Model ensures secure and authorized
data access by evaluating user credentials and predefined
policies. Access permissions are granted based on Access is
controlled based on roles R, attributes A and policy rules (P) [24]
as mathematically described in Eq. (16).

Allow
Deny

if (AU C P)A (RU c P)

otherwise

Access(U) = {
(16)

System operation begins when the data owner encrypts the
data with AES and regenerates the encryption keys. These keys
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are encrypted using mesh-based encryption and distributed to
proxy servers. When a user requests access, the proxy server
returns the user's IBE identity and ABE attribute to encrypt the
data, ensuring that only authorized users can decrypt the data.
The blockchain records all transactions irreversibly, and
provides a transparent and consistent audit trail. At the same
time, machine learning models monitor user activity, flag
anomalies, and trigger dynamic access revocation when
necessary.

The system is scalable through a distributed multi-proxy
architecture, where multiple proxy servers handle the re-
encryption task. This load distribution ensures efficient
performance even at high demand, and makes the system
suitable for large applications with dynamic user groups Using
AES for symmetric encryption reduces latency, ensure that the
data-sharing service is not only secure but fast and responsive.

IV. RESULTS

A. AES-Based Proxy Re-encryption

In an AES-based PRE system, the data owner encrypts the
data using the AES key and sends the cipher text to the proxy.
The proxy then uses the encryption key again to change the
ciphertext for the intended recipient. The receiver decrypts the
re-encrypted data with its AES key.

TABLE I. COMPARISON OF ENCRYPTION AND DECRYPTION TIMES
Scheme Encryption Time (ms) Decryption Time
(ms)
RSA 15 15
ABE-IBE 10 9
Proposed AES-PRE | 5 5

A comparison of encryption and decryption times for various
cryptographic techniques is shown in Table 1. In comparison to
RSA (15 ms each) and ABE-IBE (10 ms and 9 ms, respectively),
the suggested AES-PRE exhibits noticeably shorter encryption
and decryption times (5 ms and 5 ms, respectively). Because of
its effectiveness, AES-PRE is better suited for safe, real-time
data sharing in cloud environments.

Time (ms)

Encryption Time (ms) Decryption Time

(ms)

B RSA ® ABE-IBE Proposed AES-PRE

Fig. 2. Comparison of encryption and decryption times.

The encryption and decryption times of RSA, ABE-IBE, and
the suggested AES-PRE scheme are shown graphically in Fig.
2. The notable decrease in processing time for AES-PRE
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validates its benefit in cloud applications that are performance-
sensitive.

B. Audit Logging Times

Blockchain-based decentralized logging requires logs to be
written to distributed ledgers on multiple nodes, which requires
network consensus to verify and add entries. This consensus
process introduces latency, as per log compared to centralized
logging systems However, the decentralized nature of
blockchain ensures that logs are tamper-resistant and unaltered,
providing strong data integrity and transparency. Each log entry
is cryptographically protected and linked to previous entries,
making it impossible to change or delete records.

TABLE Il COMPARISON OF AUDIT LOGGING TIME

Logging Method
Centralized TPA Logging 5

Logging Time (ms)

Blockchain Logging 15

The audit logging time for blockchain-based logging and
centralized TPA-based logging is contrasted in Table II.

15

15

10 5

Time(ms)

Centralized TPA
Logging

Blockchain Logging

Fig. 3. Audit logging time (ms).

The audit logging time for blockchain-based logging and
centralized TPA-based logging is contrasted in Table II.
Compared to the centralized TPA approach (5 ms), blockchain
logging guarantees greater transparency and tamper resistance,
but it takes longer (15 ms) because of consensus validation. The
audit logging times for blockchain-based and centralized TPA
logging are shown in  Fig. 3. Although a little slower, the
blockchain-based method offers better security and integrity,
which makes it a more dependable option for cloud-based data
sharing.

C. Anomaly Detection Accuracy

The proposed machine learning-based anomaly detection,
such as the separation forest algorithm, works by extracting
anomalies from data through a tree-based algorithm that
identifies patterns more efficiently than traditional rule-based
methods unlike algorithm a it is based on the law, which is
predetermined. Relying on threshold conditions, random forest
can adapt to complex data distributions, increasing accuracy in
detecting new or previously undetected anomalies.

A comparison of the accuracy of anomaly detection between
rule-based detection and the suggested ML-based detection
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method is shown in Table I11. With an accuracy of 92%, the ML-
based system outperforms rule-based techniques, which only
attain 80% accuracy. This enhancement demonstrates how well
machine learning works to dynamically identify security threats.

TABLE Ill.  DETECTION ACCURACY
Detection Method Detection Accuracy (%)
Rule-Based Detection 80
ML-Based Detection 92

Fig. 4 compares the accuracy of rule-based and ML-based
approaches for anomaly detection. The ML-based approach's
improved accuracy shows that it can adjust to changing security
threats more successfully than static rule-based methods.

92
95
90
> 80
£ 85
(0]
£ 80
=
75
70
Rule-Based ML-Based
Detection Detection

Fig. 4. Anomaly detection accuracy (%).

D. Access Control Flexibility and Security

This frame work -role-based access control (RBAC) offers
flexibility in making access methods to change dynamically
This also allows precise control With RBAC where group
managers can update the user access rights without impacting
the complete groups. This granular access techniques will
strengthen the systems overall security. The adaptability of
various access control models is assessed in Table IV. In
contrast to conventional group-based access models, which
receive a score of 3, the suggested Role-Based Access Control
(RBAC) model receives the highest flexibility rating of 5. This
suggests that RBAC enhances security and usability in cloud
environments by enabling more dynamic and granular access
permissions.

TABLE IV.  ACCESS FLEXIBILITY

Access Control Model
Group-Based 3
Proposed RBAC 5

Access Flexibility (1-5)

The flexibility of various access control models is contrasted
in Fig. 5. RBAC's greater flexibility rating indicates that it can
efficiently handle changing user roles and permissions,
guaranteeing security and convenience of access control.

E. Computational Overhead

Quantum computing can break the traditional cryptographic
algorithms like AES or RSA, to protect from possible threats we
need quantum-resistant cryptographic techniques like lattice-
based encryption. This algorithm demands for greater
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processing requirements when compared with traditional
encryption methods complex keys and complex mathematical
computations required for encrypt and decrypt of quantum
algorithms.

5
5
3
4
m
€ 3
k)
£ 2
-
1
0
Group-Based Proposed RBAC
Fig. 5. Access control flexibility.
TABLE V. COMPUTATIONAL OVERHEAD

Cryptographic Scheme
AES (Conventional) 5
Lattice-Based (Quantum-Resistant) | 30

Computational Overhead (%)

The computational overhead of the gquantum-resistant
lattice-based encryption technique and conventional AES
encryption is contrasted in Table V. Although lattice-based
encryption is more secure, it comes with a 30% overhead, while
AES only has a 5% overhead. This demonstrates how using
quantum-resistant cryptography involves a trade-off between
increased security and computational efficiency.

30

5

10
. A

AES (Conventional)

Time(ms)
[
(9]

Lattice-Based
(Quantum-Resistant)

Fig. 6. Computational overhead (%).

The computational overhead of AES and lattice-based
encryption is depicted in Fig. 6. Lattice-based encryption is a
vital option for future-proofing cloud security systems because
its resistance to quantum attacks justifies its higher overhead.

AES is the fast and efficient algorithm which reduces the
time taken for secured data transfer. For unmatched data
consistency and transparency, | require blockchain audit
recording. In contrast with rule-based approaches, the ML
model achieves the high true positives and high detection
accuracy. For greater flexibility always preferable to use role-
based application control (RBAC) which provides greater
flexibility.
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V. DISCUSSION

The proposed AES-based proxy re-encryption scheme is
faster than RSA and ABE-IBE for encryption and decryption,
making it suitable for environments where low latency is
required. This increased level of security and transparency
makes blockchain ideal for applications that require high levels
of accountability and accountability. This approach also reduces
reliance on rules that intensity down and provides much higher
detection accuracy by better capturing subtle patterns in large
data sets evaluates the outliers based on statistical features. As a
result, it provides more reliable results, especially in dynamic
and changing environments where models are not stable.
Additionally, it permits accurate control. Group managers can
modify user access rights with RBAC without affecting the
entire group. The overall security of the system will be
strengthened by these granular access techniques. Compared to
conventional encryption techniques, this algorithm requires
more processing power because it requires complicated keys and
mathematical calculations to encrypt and decrypt quantum
algorithms. The figures and graphs show quantitatively proves
that proposed scheme is better than conventional methods in
supporting for safe, secured and scalable cloud data exchange.

VI. CONCLUSION

To tackle the issues of real time threat detection, scalability
and quantum threats too. The current work explored the
architecture for safe and adaptable data exchange in cloud
environment. For enhanced security this work also incorporates
quantum-resistant cryptography, besides also suggests to use
Role-Based Access Control (RBAC) for flexible, fine-grained
access and incorporates machine learning-based anomaly
detection for proactive threat detection and revocation. The
work offers reliability, flexibility and enhanced access control
through a scalable, adaptable framework. Further exploration of
the current work will focus on reducing the overhead of quantum
cryptography and improving blockchain logging.

VII. FUTURE WORK

While the proposed structure significantly enhances secure
and scalable cloud data sharing, there are many areas for further
discovery and improvements such as designing, lightweight
lattice-based encryption and Post quantum cryptographic
schemes such as Code-Based, Multivariate, and Hash-Based
Cryptography could further enhance performance. Using
Adaptive ML models that constantly learns from new attack
patterns in real-time to reduce false positives and false negatives.
Exploring layer -2 solutions like side chains, lightening network,
shading can help optimize block chain efficiency.
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