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Abstract—With the continuously increasing demand for new
technologies, many concepts have emerged in recent decades and
the Internet of Things is one of the most popular. 10T is
revolutionizing several aspects of human life with a large range
of applications including the transportation sector. Based on loT
technologies and Artificial Intelligence, new-generation vehicles
are being developed with autonomous or self-driving capabilities
to handle transportation in future smart cities. Regarding
human-based errors such as accidents, traffic congestion, and
disruptions, autonomous vehicles are presented as an alternative
solution to increase traffic safety, efficiency, and mobility.
However, by transferring from a human-based to a computer-
based driving style, the transportation area is inheriting existing
cyber-security challenges. Due to their connectivity and data-
driven decision-making, the security of autonomous vehicles is a
high-level concern since it involves human safety in addition to
economic losses. In this paper, a comprehensive review is
conducted to discuss the security threats and existing solutions
for autonomous vehicles. In addition to that, the open security
challenges are discussed for further investigations toward trusted
and widespread deployment of autonomous vehicles.
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I.  INTRODUCTION

Ashton, in 1999, introduced the idea of connecting Radio
Frequency Identification (RFID) Tags to the Internet which
enabled the interconnection of conventional objects to handle
autonomous tasks, and therefore, led to the new concept of the
Internet of Things (loT) [1]. With the help of loT
technologies, the transportation area is having a significant
evolution from conventional mechanical vehicles to next-
generation smart vehicles capable of collecting environmental
data, process and communicating them, to make intelligent
driving decisions without human assistance [2], [3]. Due to
this new orientation toward intelligent transportation systems
(ITS), the transport sector has become attractive for various
interdisciplinary researchers and industries to work in the
industrialization and deployment processes of autonomous
vehicles (AV).

An AV is a computer on wheels that is equipped with a
multitude of software and electronic components (such as
sensors, processing units, and transmission modules), and
capable of performing driving tasks on its own. In 2021, the
Society of Automotive Engineers (SAE) provided an official
updated reference which describes the evolution of vehicles in
five automation levels, known as Level 1: driver-assistance;
Level 2: partial-automation; Level 3: conditional-automation;

Level 4: high-automation; and Level 5: full-automation [4]. In
level 1, the human driver has full control over the vehicle’s
driving mode, but some computing systems are embedded to
assist the driver in monitoring the environment (e.g.
measuring of distance between vehicles to produce collision
alerts, over-speeding alerts, ...). In level 2, the human driver
has partial control over the vehicle’s driving mode, where
some vehicular functions are controlled by automated systems
(e.g. executing steering and acceleration functions). In level 3,
most of the vehicle’s driving functions are automated to
enable a self-driving mode, but the human driver must
necessarily respond to feature requests and take driving
control in some situations. In level 4, the vehicle is highly
automated and capable of handling driving functions without
requiring much intervention from the human driver. In level 5,
the human driver has no control over the vehicle’s driving
mode, and all the driving functions are performed by
computing systems in all situations.

The main objective of introducing AVs is to avoid human-
based errors that are mostly the cause of traffic issues like
accidents, and therefore, to increase traffic safety, mobility,
and efficiency [5], [6]. However, the transfer of the driving
mode from human hands to computer systems also exposes
vehicles to existing cybersecurity challenges, where attackers
can gain access to AVs and control them for malicious ends
making it urgent to consider their security at a high level for
trustworthy developments and deployments. In this paper, a
comprehensive review is conducted to give a state of the art of
vehicular security, which provides the following key
contributions:

o First, it describes the architecture of AVs, highlighting
the role of different components, their security and
privacy requirements, and the threats and
vulnerabilities that can affect their normal operations.

e Second, it explores the literature to identify the
reported attack methods against AV components as
well as existing solutions that can be used to mitigate
attacks.

e Third, it discusses the existing countermeasures to
highlight their advantages and limitations, points out
open challenges then proposes research directions for
further investigations.

In the rest of this paper, Section Il provides an overview of
the architecture of AVs. The literature review is reported in
Section I11. Section IV discusses the existing security methods
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for AVs. Section V proposes new research directions that can
be considered to provide efficient security methods for AVs.
The paper is concluded in Section VI.

Il. ARCHITECTURE OF AUTONOMOUS VEHICLE: OVERVIEW

The internal components of AVs can be classified into
three main layers including the input layer, processing and
control layer, and communication layer as depicted in Fig. 1.
The input components collect data from the environment
which are used by processing components to make decisions
for controlling the vehicular functions. The communication
components serve as interfaces allowing the interaction
between different internal components and also between the
vehicle and external entities such as other vehicles, personal
devices, and infrastructures.
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Fig. 1. Components of autonomous vehicles.
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A. The Input Layer

AVs are equipped with a large number of sensors to collect
specific data from the environment serving as input for control
units [7]. Some commonly used sensors are Cameras, “Light
Detection and Ranging (LiDAR), Global Positioning System
(GPS), Radio Detection and Ranging (Radar), Ultrasonic”,
etc.

LiDAR sensors are used to detect surrounding objects by
sending light waves and calculating the distance based on
reflected signals [8]. In the same logic, Radar sensors measure
the distance and speed of objects by sending electromagnetic
waves in the radio domain and sense the reflected signals.
Used for obstacle detection, the Radar works better in bad
weather compared to the LiDAR and both are most used for
long-range detection whereas ultrasonic sensors are preferable
for short-range measurements based on sound waves. No
matter the performance of obstacle detection sensors, they
cannot identify the colour of a traffic light. Therefore, image
sensors (cameras) are used to provide vision capability to the
AV and identify different entities in the environment. GPS
sensors operate by receiving radio signals from three or more
satellites to determine the geographical location [9].
Therefore, GPS sensors are necessary for AVs to localize
them and find routes between different locations. These
sensors are useful in many applications and serve in AVs to
observe the environment and make intelligent decisions to
control the vehicle for safe driving and efficient navigation as
illustrated in Fig. 2.
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' Radar: Long-range object detection (Adaptive Cruise Control)
LiDAR: Long-range object detection (Collision Avoidance)

Ultrasonic: Short-range object detection (Parking Assistance)
Camera: Object recognition (Traffic Signs)

GPS: Position tracking (Navigation)

Fig. 2. Use of sensors in AVs.

B. The Control Layer

Electronic Control Units (ECU) represent the brain of
AVs. ECUs are embedded systems that receive input signals
from other components mainly sensors, process them, and
decide the behaviour of vehicular functions [10]. As illustrated
in Fig. 3, several types of ECU are used in AVs to perform
specific tasks ensuring that vehicular functionalities are well-
controlled and operational [11]. These include engine control,
speed control, body control, tire-pressure monitoring,
transmission modules also called telematics ECUs, and other
internal measurement systems [12]. The ECUs can work
together or independently based on the required action to take.
For example, after detecting a pedestrian or other obstacles,
the braking and speed control systems can collaborate to avoid
collisions.

Navigation ECU

Air conditioning ECU
Anti-theft ECU

Obstacle avoidance ECU
Tyre pressure ECU

Body control ECU
ECU

Engine ECU Transmission ECU

Braking ECU Start & Stop ECU

Fig. 3. Embedded ECUs in AV.

C. The Communication Layer

The internal components of AVs such as sensors, ECUSs,
and actuators, are interconnected through the in-vehicle
network also known as “Controller Area Network (CAN)”,
where they exchange data to perform tasks together [7]. Short-
range technologies are mostly privileged for in-vehicle
communications to establish wireless connections between
sensors and ECUs to reduce complex wiring. Also, external
devices can be physically connected to the vehicle through
onboard diagnostic (OBD) ports to access the CAN data for
diagnostics on components or firmware updates [13]. The
OBD ports can be found in any modern vehicle including
existing AVs and are commonly used to access and update
embedded software in the vehicle’s control units.

For external communications, multiple AVs can form a
network following the paradigm of vehicular ad-hoc networks
(VANET) [14], where each AV can communicate with others
and with surrounding communications infrastructures such as
roadside units (RSU) as illustrated in Fig. 4.
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Fig. 4. Network of autonomous vehicles.

Typically, VANETs achieve four main
communication listed as follows:

types of

e Vehicle-to-Vehicle (V2V) communication: This allows
vehicles to share traffic safety information and their
status information like speed, position, and direction, to
maintain good and safe driving conditions [15].

e Vehicle-to-Infrastructure (V2I) communication: This
allows vehicles to interact with RSUs (V2R) for traffic
safety information such as accidents, congestion alerts,
and various warning messages. In this phase, vehicles
can also communicate with other infrastructures such
as satellite and Cellular for receiving their navigation-
related data and other remote communications [16].

e RSU to RSU (R2R) communication: This allows
nearby RSUs to interact and share network status
information.

e Vehicle to Everything (V2X) communication: The
V2X represents all the vehicular interactions with a
large range of communication entities, such as smart
devices, smart homes, pedestrians, clouds, computers,
cellular networks, etc. [17]. This also includes V2V
and V2I.

The vehicular interactions use different types of wireless
communications protocols including short-range technologies
(e.g. ZigBee, Bluetooth, and ultra-wideband (UWB));
medium-range technologies (e.g. Wi-Fi and “dedicated short-
range communication (DSRC)”); and long-range technologies
(e.g. Cellular Communications) [18]. The DSRC also known
as “Wireless Access in Vehicular Environments (WAVE)” is
adopted for V2V and V2R communications whereas cellular
technologies are preferable for other V2I communications
[19]. In addition to that, the AV uses the WIFI interface to
interact with cloud and mobile applications for remote control
[20].

D. Security and Privacy Requirements for AVs

The input, processing, and communication layers work
together to create a well-functioning driving capability for
AVs and their communication environments [21], but
compromising any layer can destabilize the vehicle leading to
harmful damage with direct consequences on human safety
and economy [22]. Therefore, the security of AVs is a high
priority and should cover all their internal and external

Vol. 16, No. 2, 2025

interaction aspects. Some common security requirements are
given as follows:

1) Availability: The internal components of AVs must
remain accessible for collecting, processing, or transmitting
data to ensure continuous operability. Also, the vehicular
networks must stay available for receiving and sending safety-
related information even during critical conditions such as
high mobility. Therefore, AVs must be secured against attacks
that can result in availability issues.

2) Authentication: This is a primary security measure
where each node must be able to identify the source node that
has sent a given message before going through further
interactions. Therefore, vehicular networks must be secured
against intrusions of malicious nodes to prevent attacks. For
the sake of real-time requirements, rapid authentication
methods are preferable to minimize communication delays.

3) Confidentiality and integrity: The exchanged messages
between different nodes must only be accessible by the
authorized members and each node must be able to verify that
the received message was not modified or altered during
transmission. The cryptographic algorithms are commonly
used to achieve confidentiality and integrity requirements, but
again, rapid encryption methods are necessary for vehicular
applications to avoid added communication delay.

4) Privacy and anonymity: As a large amount of data is
collected by AVs, processed, or transmitted over the network,
the private information of users must not be exposed to
unauthorized parties. This requires strict protection of
identification information against potential privacy leakages.

5) Monitoring: In presence of multiple attacks, vehicular
networks must be controlled to identify malicious nodes and
actively remove them from vehicular communications through
an appropriate authority. Therefore, real-time monitoring
methods are required to efficiently prevent potential attacks.

E. Security and Privacy Threats Against AVs

Depending on the attack opportunity, attackers can reach
AV components using remote interfaces or through physical
access [23]. In the remote attack, any component capable of
interacting with the surroundings can be vulnerable where an
attacker can perform different types of attack aiming to steal
information, to control a vehicular function, or to interrupt an
operation [9]. In the physical access attack, the attacker can
inject malicious codes into the vehicle’s system using the
onboard ports, physically damage a component, or insert an
additional fake component to transmit wrong data into the
vehicle’s system [24], [25]. Some common attack vectors on
AV components and communications are given as follows:

1) Sensor spoofing: The attacker manipulates and
generates fake signals stronger enough to force sensors to
detect and transmit wrong data [26]. This attack aims to
control the decision-making of a targeted ECU which will
receive the collected data and make wrong decisions. For
example, if the GPS sensor detects stronger signals from the
attacker, the navigation ECU of the vehicle can decide to
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follow a different trajectory which is intended by the attacker
as illustrated in Fig. 5.

Fig. 5. Ilustration of AV’s GPS spoofing attacks [27].

2) Sensor jamming: It consists of blocking the sensor’s
perception by sending noise signals to interfere with normal
signals [28]. This attack can interrupt operations of an ECU
that depends on data from the targeted sensor. For example, if
obstacle detection sensors are not able to collect data, the
speed control ECU can decide emergency braking which can
lead to accidents and traffic congestion as illustrated in Fig. 6.

@ km/h 0 km/h ——@ km/h

Fig. 6. Illustration of AV’s sensor jamming attacks [29].

3) Blinding and adversarial images: The attacker can use
strong light beams to blind or confuse the perception of the
targeted camera [22]. Adversarial images generally target the
machine learning models that are used for image recognition,
where attackers manipulate images with adversarial samples
that appear to be normal to human eyes but can cause huge
confusion to the model producing incorrect outputs [30]. For
example, if the attacker manipulates a stop road sign, the
vehicle can misinterpret the captured image as a speed
limitation and therefore speed up instead of slowing down,
which can lead to harmful accidents as illustrated in Fig. 7.

................................................................................................

Adversarial

Input
i

Pedestrian Autonomous Vehicle

Fig. 7. Tlustration of AV’s camera attacks [31].
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4) Malware and message injection: The attacker runs
malicious code in the AV’s system using the OBD ports, by
flashing into its memory or through the process of firmware
updates [32]. Also, the attacker can inject fake information
through vehicular communications and force vehicles to take
action on wrong data performing the intended activities [33].
These attacks aim to execute a specific task in a targeted ECU
or interrupt its normal functionality as illustrated in Fig. 8.

Fig. 8. CAN network attacks [34].

5) OBD Attack: Historically, dedicated handheld tools are
used to scan information through OBD ports but most modern
OBD devices such as Telia Sense [35] and AutoPi [36], allow
connection with personal computers and smartphones for self-
diagnostics purposes. As shown in Fig. 9, an attacker can use a
compromised OBD device to access the vehicle’s system
which can allow executing a malicious program in targeted
ECUs to control the vehicular functions.

Legitimate OBD device Vehicle’s OBD port

Fig. 9. OBD attacks.

6) DoS (Denial of Service) and DDoS (Distributed DoS):
This attack aims to create unavailability of a service. It can
target protocols and networks by sending excessive bad traffic
packets to disrupt communications [37]. This attack can
isolate a targeted vehicle from communicating with others or
block the entire vehicular network leading to unwanted traffic
conditions. The DoS and DDoS attacks can target AVs in both
the internal and external communication aspects.

7) Eavesdropping: The attacker can intercept the
exchanged information between different entities and secretly
analyse or modify them to serve a malicious goal [37], [38].
The Man in The Middle attack is a typical example where the
attacker modifies data between different entities and lets them
believe that they are communicating with each other. This
attack aims to access private information or to gain control
over the vehicle’s behaviour.

8) Message replay: The attacker can retransmit the past
traffic status information in the vehicular network to mislead
vehicles into believing that the action is currently happening
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[28]. This attack can create traffic disorder and allow attackers
to attempt their goal causing accidents or congestions.

9) Black hole: The attacker can manipulate the network
informing other nodes that the malicious node has the shortest
path to their destination [39]. After receiving packets, the
malicious node will drop all of them to cause data loss
blocking other nodes from receiving safety information. This
attack can disrupt vehicular communications with the illusion
of a normal driving environment.

10) Sybil: This attack consists of creating multiple fake
identities in the network known as Sybil nodes which are used
to transmit fake information to other nodes [28], and therefore,
provoke the illusion of a busy network.

11) Physical damage: The attacker can target a specific
component in the vehicle and destroy it [21]. This attack aims
to interrupt the normal operations of the targeted component.

I1l. LITERATURE REVIEW

With the rapid development of connected and autonomous
vehicles, several studies and hypothetical demonstrations in
the literature have raised security weaknesses. In recent
studies reported in [40] and [41], connected vehicles were
targeted by more than 1300 reported cyberattacks from 2010
to 2023 and the analysis has shown that the attack frequency
increased by 225% from 2018 to 2021, where 85% of attacks
used remote interfaces and 54.1% were done by malicious
actors leading to system control, vehicle theft, and
unauthorized access to private data of users. This section
exposes attack methods against AVs and the proposed
countermeasures.

A. Sensors: Attacks and Defences

In general, sensors simply collect data and transmit them
for further processing without authentication [21]. This fact
makes sensors vulnerable to spoofing and jamming attacks.

1) LiDAR Sensors

Attacks: Authors in study [42] reported a successful
jamming attack on a LiDAR sensor, the “ibeo LUX3 model”,
which consisted of sending higher intensity light to the
LiDAR and blocking the acquisition of legitimate reflected
light waves. Two variations of attack against LIiDAR sensors
were also demonstrated in study [43], where authors first
showed the possibility of manipulating different LiDAR
sensors of the same AV to perceive objects farther or closer
than their real locations, by recording signals sent from one
LiDAR sensor and then relaying those signals to the other
LiDAR sensor. The second attack was to send fake signals to
the targeted LiDAR sensor and make the vehicle believe that it
was approaching a large obstacle. Authors in study [44] also
performed this second attack on a LiDAR sensor, the “VLP-16
model”, and explained that most LiDAR sensors are
vulnerable to this attack especially those with large receiving
angles.

Defences: Authors in study [45] proposed a new LiDAR
scheme to detect jamming attacks based on random
modulation of light waves. This modulation creates four
polarization states (horizontal, vertical, diagonal, and anti-
diagonal) for the photon and the jamming attack is detected
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based on a comparison of distances measured from the states.
However, the authors acknowledged that their proposed
scheme cannot filter jamming signals out of legitimate signals.
Authors in study [46] proposed a method to detect fake input
signals from LiDAR sensors by using the previous data frames
to build a momentum model. However, building this model
would require high computational power and time which is
not adequate for real-time and resource-constraint applications
such as AVs. The use of multiple LiDAR sensors was
proposed in [44], to have overlapping views of the vehicle’s
surroundings or to reduce the signal-receiving angle for each
sensor. This technique can reduce attack chances by
preventing spoofing attacks on all the sensors at the same
time, but requires a high number of LiDAR devices to cover
all the vehicle’s surroundings and therefore increases the cost.
Authors in study [47] also proposed embedding identification
data onto LiDAR’s light waves by modulating them together,
which allows sensor nodes to authenticate the received signals
and therefore prevent LiDAR spoofing attacks. An experiment
was conducted in [48], and the authors concluded that it
becomes more difficult to succeed in LiDAR spoofing attacks
when object detection is based on machine learning (ML)
models. Authors in study [49], also confirmed the
effectiveness of using ML models to detect LiDAR spoofing
attacks. A LiDAR spoofing mitigation algorithm was
proposed in [50] to detect adversarial objects and non-existing
obstacle attacks where authors claimed correct attack
detection based on simulation results.

2) Radar sensors

Attacks: A spoofing attack on a Radar device, the “Ettus
Research USRP N210 model”, was experimented with [51],
by recording the broadcasted Radar signals to modify their
phases and re-broadcast them to Radar sensors. This caused
incorrect distance calculations and resulted in perceiving
objects at a 15-meter distance while the real distance was 121
meters. Authors in study [52] demonstrated that it was
possible to manipulate an object’s velocity together with
distance using spoofing attacks on FMCW Radar sensors, by
designing an adversarial Radar to simulate two scenarios of
attack provoking emergency braking and acceleration in a
victim vehicle. Authors in [53] performed a similar attack on
an FMCW Radar using a semi-passive modulated transponder
and reported that it is possible to confuse a radar perception
with ghost targets at different distances and velocities by
simply changing the modulation frequency of the transponder
without the need to use complex techniques. Also, authors in
[54] demonstrated a jamming attack on Radar sensors for
manned and unmanned aerial vehicles (UAV) where the
attacker can modify the amplitude and the frequency of the
recorded signals and then re-broadcast them to the Radar
sensor to cause failure in object detection.

Defences: To mitigate spoofing and jamming attacks, a
“physical challenge-response authentication (PyCRA)” was
proposed in study [55], which sends random signals called
challenging signals in the Radar sensing environment and
detects fake signals based on a noise threshold. The PyCRA
shuts down the sensing signals at random times, which was
criticized to potentially affect AV safety-critical components
by the authors in [56], who proposed an alternative method
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called “Spacio-Temporal Challenge-Response (STCR)” and
claimed to achieve better performance by transmitting
challenging signals in random directions together with sensing
signals instead of shutting them down. Once a malicious
signal is detected, the reflected challenging signals are used to
identify the attack directions and exclude them. Authors in
[57] experimented with an unsupervised deep-learning method
on Radar system data to detect manipulation attacks and found
an accuracy of 88% detection rate. They defended that their
technique could be used in AV’s Radar systems to mitigate
spoofing attacks, by learning the correlation between
categorical and numerical features from Radar signals.

3) GPS Sensors

Attacks: The GPS spoofing attacks were analysed in study
[58], where authors explained how it can be easy for an
attacker to carry out GPS spoofing attacks by using hardware
capable of generating stronger GPS signals, broadcasting them
to GPS receivers in a chosen environment to force them to
switch from legitimate satellite signals and manipulate their
location calculations. In 2013, a man was arrested in New
Jersey for using a GPS device that was interfering with GPS
ground-based receivers of Newark’s Liberty Airport [59]. This
device was able to block surrounding GPS receivers from
receiving legitimate GPS signals and he claimed using it in the
company truck simply to hide from his employer. In [60],
authors demonstrated a successful GPS attack using a low-cost
device assembled from conventional components and were
able to manipulate the navigation data of 38 real cars out of 40
participants to follow a wrong predetermined destination
without being noticed. The authors discussed that this attack
may not succeed when the driver is familiar with the location
but it represents a high risk for self-driving vehicles. Authors
in study [61] also demonstrated a new approach to GPS
attacks that can succeed in manipulating navigation routes on
vehicles where security mechanisms are used such as internal
navigation system (INS). The technique consists of exploiting
existing navigation data between the vehicle’s start and
destination points to identify similar routes with the original
trajectory using an algorithm and then forcing the vehicle to
follow the most similar trajectory. The authors claim that this
attack can be successfully executed due to the negligible
inconsistencies between the original and the spoofed routes.
Also, authors in study [62] proposed a spoofing generator that
cancels all legitimate GPS signals and allows surrounding
GPS receivers to collect the attacker’s generated signals. The
authors defended that their spoofing generator can cover all
open-sky satellites making this attack difficult to detect based
on a comparison of signal consistency from different GPS
receivers.

Defences: To prevent GPS attacks, the use of multiple
antennas was proposed in study [63], to receive GPS signals
and measure their phase differences to detect spoofing attacks
but this technique would be inefficient under attack methods
as presented in study [62]. Authors in study [64], proposed the
use of coding in GPS systems to reduce jamming attacks
where GPS signals are encoded and modulated by the satellite
before transmitting to receivers that will then demodulate and
decode to recover the original GPS signals. However, this
method requires changes in GPS satellites which is very
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difficult and also, the authors acknowledged that their method
is less effective when the jamming signals are too strong than
the legitimate ones. In many applications, a technique known
as “Receiver autonomous integrity monitoring (RAIM)” is
used in which, the observed GPS signals are compared with
the expected signals to determine the integrity of the received
signals [65]. The RAIM uses a pseudo-ranging measurement
to produce several GPS positions based on redundant signals
[66]. However, the Advanced RAIM (ARAIM) used as an
extension for other navigation systems beyond GPS, was
criticised in study [67], for having availability issues when one
or more satellites cannot be reached. Later, authors in [68]
proposed a solution to improve the availability of ARAIM up
to 98.75%. Authors in study [69], proposed integrating
transmission signatures into GPS satellites which will allow
GPS receivers to authenticate the received signals. This
method can easily help to detect spoofing attacks but it would
involve higher costs for changes in satellites. A rotation-based
technique was proposed in study [70], for GPS receivers that
can help to determine the angle of arrival of GPS signals from
different satellites and compare them to detect spoofing
attacks. Authors in study [71], proposed a GPS spoofing
detection technique for vehicular GPS receivers based on the
Doppler Shift associated with them. In their approach, authors
intentionally perturbed the vehicle’s velocity and observed the
changes in Doppler Shift value if they were consistent with
velocity variations or not. Due to the unpredictability of these
variations, spoofing signals cannot follow the changes. A GPS
spoofing mitigation technique was proposed in study [72],
based on the Isolation Forest that consists of detecting the
attack and isolating the compromised GPS receiver before
correcting it using the location data of roadside units. The
authors claimed to achieve good results but this method would
require the use of multiple GPS receivers to avoid service
interruption. Authors in study [73] and study [74],
demonstrated through simulation that machine learning and
deep learning algorithms can achieve detection of both GPS
spoofing and jamming attacks with high accuracy.

4) Image Sensors (Cameras)

Attacks: A blinding attack was experimented in study [43],
on a car’s camera (MobilEye C2-270) where authors projected
different light beams on it. First, an LED matrix of 940nm 5*5
and an LED spot of 850nm were used and able to blind the
camera from perceiving images which took 5 seconds to
recover later. A 650nm laser was then used on it to achieve the
same results but the camera never recovered again. Authors in
[75] conducted similar experiments to permanently blind a
camera and concluded that both LED and Laser beams can
blind cameras with enough intensity but infrared beams can
make exceptions due to their narrow frequency band.
Attackers can also use other methods such as manipulating
images to cause incorrect predictions of road signs by ML-
based algorithms as described in studies [76], [77], [78], [79].
In 2017, Google researchers created stickers with patterns and
attached them to some important road objects such as speed
limitations and stop signs [80]. The authors claimed that the
stickers were able to provoke incorrect predictions in the used
algorithms. Authors in study [81], experimented with similar
attacks by decorating stop signs with many black-and-white
stickers and found a failure of 100% of the algorithm to
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recognize the stop signs with a fixed camera and 84.8% with a
moving camera on a Vvehicle. Authors in study [82],
experimented with a blinding attack using electromagnetic
waves to interfere with cameras and were able to cause
incorrect observation of stop signs. This attack is hard to
detect because it does not require a physical modification. A
similar experiment was conducted in study [83], using
invisible infrared lights which affected the captured image’s
pixels with a magenta colour in ambient light. The authors
succeeded in perturbating cameras on the Tesla Model 3 using
off-the-shelf IR light sources and confirmed the effectiveness
of their attack in various settings.

Defences: To mitigate camera blinding attacks, the authors
in [43] proposed two solutions. The first consists of using
multiple cameras in the AV to capture redundant images and
avoid single-camera failure. This strategy makes it difficult to
attack all cameras simultaneously due to the limited beam
widths of LED and Laser spots but can increase the cost
according to the number of cameras. The second solution is to
integrate a light filter into cameras that can cut near-infrared
lights. This strategy can be implemented at a low cost but
lacks experiments to confirm its effectiveness. The authors in
[83], proposed to implement infrared light filter-based
software on cameras as mitigation to their attack. Authors in
[84], proposed the use of ML algorithms to predict images and
compare them with the captured images and claimed that this
technique can help to detect blinding attacks and take the
required actions before any damage. The use of machine
learning models as a solution against adversarial image attacks
has also been discussed in the literature. In these models, three
major aspects are considered including pre-processing input
images as detailed in [85], [86], [87], [88], training with
adversarial image samples as proposed in [89], [90], [91], and
detecting adversarial inputs using run-time information as
described in study [92]. These models can be integrated into
ECUs which receive their input images from cameras for the
AV’s vision.

B. Control and Processing Units: Attacks and Defences

The internal components of the AV can exchange
information through the CAN network, where ECUs receive
their input data from the different sensors, communication
interfaces, and/or other ECUs [93], [94], [95]. Therefore, any
failure from the input source can directly influence the ECU to
give incorrect output. Also, attackers can observe the CAN
messages and inject malicious data through OBD ports or
telematic interfaces to target a specific ECU.

1) ECU Attacks: Authors in study [96] experimented with
an attack by connecting a laptop to a vehicle’s OBD port to
access the CAN network and run a custom code named
CarShark in targeted ECUs, which was able to compromise
their initial functions. They warned that no security measures
were applied during vehicle software updates through the
OBD port. Authors in study [97] have also shown that an
attacker can develop a malicious program and let a vehicle
owner download it as a self-diagnostic application which will
allow the control of ECUs through OBD connexions. Authors
in study [98], were able to access a vehicle’s ECUs through
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Bluetooth and long-range connections allowing them to
analyse the firmware and execute their codes. The authors
reported that an attacker can use the same process to remotely
inject malicious codes in a targeted ECU and compromise its
functions. In Black Hat 2015, some researchers demonstrated
a successful attack on a Jeep Cherokee ECUs using remote
interfaces [99]. The authors were able to control the vehicle’s
braking, steering, and acceleration systems. Authors in study
[100], focused a study on discovering weaknesses in the
deployed access control and communication mechanisms on
Tesla vehicles, the “P85 and P75 models”, and demonstrated
how ECUs can be remotely controlled by sending malicious
packets to the CAN via wireless technologies. Authors
experimented with their attack, to remotely control the
steering ECU of the Tesla Model S 75 [101]. Authors in study
[102], demonstrated CAN vulnerabilities using experimental
fuzzy-testing and reported that an attacker can easily access
the CAN network and control a targeted ECU of the vehicle
with necessary protocol analysis tools.

2) ECU Defences: Many mitigation solutions have been
proposed in the literature to prevent ECU attacks. Authors in
[103], proposed an attack detection technique which calculates
entropy during normal and abnormal CAN communications to
detect suspicious activities. The authors in study [104],
proposed a technique to monitor all messages in the CAN
network where each ECU will use a flag to indicate a message
transmission time, and therefore, detect unauthorized
messages based on the time threshold. This method was
criticized in study [105], because it requires modifications in
every ECU in the vehicle, then proposed to use identity
checking of ECUs and observe the frequency of their message
transmissions. If a significant change in frequency is detected
from an ECU, then it can be considered compromised. A
similar technique was proposed in stuy [106], to detect
abnormal massages based on interval measurements of
periodic CAN messages. Authors in study [107], proposed to
use a machine learning-based device that can be connected to
OBD ports to detect malicious patterns from the CAN traffic
data and disable the messages when an attack is detected to
prevent ECUs from being compromised. Authors in study
[108], proposed to implement a hardware-based protocol that
can achieve both CAN access authentication and message
encryptions. Authors in [109], proposed a technique to
monitor the correlations between ECU messages and estimate
the behaviour of the vehicle. In this method, a specific ECU is
detected as compromised when there is a sudden change in its
messages but a sudden change in the vehicle’s behaviour
would mean multiple ECU attacks. Authors in study [110],
proposed an Intrusion Detection System (IDS) to detect CAN
network attacks based on ML algorithms. They experimented
with their model using a CAN dataset and claimed to
successfully classify DoS and Fuzzing attacks with high
accuracy. Authors in study [111], proposed a secure boot
scheme based on cryptographic algorithms that can protect the
CAN network from malicious software being executed by the
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vehicle’s ECUs. After experiments, the authors claimed to
achieve good performances with the Cipher-based MAC
(CMAC) and the elliptic curve digital signature (ECDS)
algorithms in terms of authentication and execution speed.
Authors in study [112], also proposed an ML-based anomaly
detection for CAN networks using the deep autoencoder
method and claim to achieve high detection accuracy of up to
99.98%.

C. Vehicular Communications: Attacks and Defences

Vehicles are mobile and their interactions with various
external entities make them vulnerable to several cyberattacks.

Attacks: Authors in study [113] conducted a simulation on
a group of cooperative driving AVs where they experimented
with an attack to compromise one of the vehicles and then
used it to transmit false information in the vehicular network,
which resulted in sudden disturbances in vehicles’ speeds. A
DoS attack was also experimented in study [114], by
saturating a V2l network channels with excessive noise
messages through simulation, where authors showed that this
kind of attack in practice, can block all vehicles from sending
messages in the network and therefore interrupt the vehicles’
cooperation. In study [40], a group of researchers conducted a
study to explore the security of automotive APIs, telematic
systems, and the infrastructures that support them. The authors
discovered multiple vulnerabilities across 19 major global
suppliers and original equipment manufacturers (OEM) and
exploited them to remotely control vehicles and access
sensitive data.

1) Authentication defence mechanisms: Authors in study
[115], proposed an authentication method for V2V
communications in VANET, where vehicles periodically
broadcast their presence information to others and record the
received announcements to determine a neighbouring group,
and then identify malicious nodes by sharing the composition
of groups. Authors in study [116] proposed a V2I
authentication = method called  “Security  Credential
Management System”. The method was based on a public-key
infrastructure and claimed to provide good privacy protection,
but it suffers from high computation and communication
delays.

Authors in study [117] proposed an authentication method
to achieve group signatures for short-term communications in
VANET based on the Boneh-Shacham algorithm. Authors in
study [118] also proposed an authentication system for
VANET which generates pseudonyms based on vehicles’ IDs
through public key cryptography and then uses these
pseudonyms in the authentication processes for privacy-
preserving purposes. They used an ID-based signature for V2I
authentication and an ID-based online/offline signature for
V2V authentication and defended the feasibility and efficiency
of their method in vehicular networks based on performance
evaluations.

Authors in  study [119] proposed a lightweight
authentication method for handover in V2X communications
where each vehicle can be allocated a temporary identity from
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its home network and then use that identity when moved to a
new network. The authors claimed to achieve better
performance with low computation overhead through
simulations. Authors in [120] proposed a security technique
for vehicular LTE networks which can mutually authenticate
vehicle nodes and preserve their privacy. They evaluated their
method to have better performances in terms of
communication cost, security level, and less computation. A
privacy management algorithm based on hybrid cryptography
was proposed in study [121], to ensure trusted communication
between vehicles. The authors used an asymmetric identity-
based digital signature and claimed to achieve better
performances in terms of communication latency, computation
and storage overheads.

Authors in study [122] proposed a self-checking
authentication method for VANET where vehicles and RSUs
can verify each other without including a Trusted Authority
(TA). Initially, the TA is responsible for the registration of all
vehicles and RSUs before they join the vehicular network
environment and therefore TA will intervene in the vehicle’s
authentication process through RSUs. This method proposed
to allocate a group signature to vehicles at their first
authentication from one RSU domain and then use the same
signature for authentication in other domains without going
through the whole process. Authors claim that this method
meets security requirements and benefits from faster
authentication.

Authors in  study [123] proposed a multifactor
authentication process for AVs and claimed to achieve good
security checks without revealing sensitive information of
users. Authors in study [124] also proposed a multifactor
authentication for remote vehicle diagnosis and maintenance
which requires both biometric and password verifications
from the vehicle’s owner or the Service Centre to ensure
legitimate access to the system. Through performance analysis
of the technique, the authors claimed that it achieves a robust
security level. An edge-based wvehicular authentication
architecture was proposed in study [125], where different
vehicles can be grouped to form a vehicular cloud. The
authors claim easier attack detections using deep learning
algorithms in this technique that offer a lightweight
authentication of vehicles for secure V2V communications.

Authors in study [126] proposed an identity-based
cryptographic method for V2V authentications and security
key agreement, where the ID of each vehicle is used as its
public key, which can expose this method to privacy leakage.
A Blockchain-based One-Time authentication method was
proposed in study [127], for V2X communications. In this
method, the identities of nodes are encrypted before sharing
instead of revealing the real identities, and different proofs are
generated to authenticate nodes which are verified through a
noninteractive blockchain. Based on security analysis, the
authors claim to achieve secure V2X authentications with
reduced delay. Authors in study [128], proposed an aggregate
and continuous authentication technique using federated
learning for VANET applications. Based on the edge devices
as learning centre between vehicles and RSUs, the authors
claimed to achieve a secure and privacy-preserving
authentication with reduced communication overheads.
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2) Confidentiality defence mechanisms: In study [129], a
“cryptographic mix-zone (CMIX)” algorithm was proposed to
secure exchanged data in vehicular networks. In CMIX, the
encryption process is based on a group secret key, where the
same key is shared between all the vehicle nodes in the
network to save time from individual key sharing. However,
all the security is compromised when an attacker can intercept
the encryption key during its broadcasting.

Authors in study [130] proposed a game theory technique
known as the Markovian game to achieve secure
communication, where each vehicle in the network is
considered a player and players are either data holders (DH) or
data requesters (DR). In this game, each vehicle earns income
according to the provided services and uses that income to buy
access to private data. If a DR node wants to access private
data from a DH node, it will propose a motivation price then
the DH will decide a privacy concession according to its
satisfaction. The problem with this game is that the DH cannot
verify if the DR is a malicious node or not before privacy
concession. Therefore, the algorithm should consider other
parameters to prevent network intrusion.

Authors in study [131] proposed a secure V2X
communication method based on a hash chain of secret key
cryptography and claimed to provide secure messaging
between vehicles at low cost. The authors in [132] proposed a
batch verification method using the “Paillier cryptographic
algorithm” to solve privacy issues in VANETS, in which,
vehicles can cooperate to identify malicious users without
disclosing sensitive information. This method can achieve
privacy-preserving communications but does not guarantee the
confidentiality of exchanged data.

3) Network monitoring defence mechanisms: Authors in
study [133], proposed a security algorithm to detect malicious
vehicles based on their behaviours in the network and then
isolate them from the rest of entities. This method can reduce
the chances of successful sybil attacks but isolating a vehicle
node from the network as a prevention technique can represent
a danger in some situations, especially in complex traffic.
Authors in study [134] proposed an intrusion detection system
to detect attack scenarios against vehicular networks including
packet duplication, selective forwarding, resource exhaustion,
wormhole, black hole, and Sybil attacks. After simulation, the
authors claim that the proposed algorithm can provide good
attack detection accuracy with minimum detection time.

Authors in study [135] proposed an intrusion detection
system for vehicular networks based on “deep neural network
(DNN)” to detect attacks. Using an unsupervised training, the
DNN algorithm could accurately classify normal packets and
attacked packets and able to detect malicious events against
the vehicle as a result. Therefore, this method can perform
better in vehicular networks when many attacked packets from
different attack scenarios are used in the training process of
the DNN.

Authors in study [136] proposed a voting technique to
identify rogue nodes in VANET. In this method, two vehicles
vote for each other when they can communicate without any
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security issues. The trust level of a vehicle in the network is
evaluated according to the number of gathered votes, where a
vehicle with a small value of a vote is considered a rogue node
and a potential source of attack. This method can achieve
good performance in a fixed number of nodes since it is an
experience-based system but does not perform in scalable
network scenarios like vehicular networks, where vehicles can
join a locale network and leave at any time due to their
mobility. Authors in study [137] proposed a coalitional
security game to detect malicious nodes in vehicular networks
based on Dempster-Shafer's theory. The game consists of
building trusted relationships between vehicles based on their
reputation, experience, and knowledge. However, attackers
can target a vehicle with experience and a good reputation and
use it to perform attacks in the network. Also, vehicles can be
in new environments at any time due to their mobility without
previous experience gained from that environment.

Authors in study [138] proposed an intrusion detection
system using ML models to detect “Distributed Denial of
Service (DDoS)” attacks in V2| communications. The authors
claimed to achieve good detection accuracy after various
testing. The same approach was proposed in study [139] based
on the Support Vector Machine algorithm where authors
achieved high DDoS detection performances through
simulations. Authors in study [140] proposed an attack
detection mechanism for AVs that works both in online and
offline modes. The offline phase is used to establish
parameters based on which, the detection of attacks and
responses are executed in the online phase.

IV. DISCUSSION

Security is a very active research area for information
technologies, and the introduction of AVs has increased the
interest where each newly published work can offer fresh
approaches to system security problems. However, most of the
existing security standards are still facing challenges in
addressing issues in this cutting-edge technology where
additional critical parameters are being considered regarding
real-time communication, resource constraint computation,
user privacy, fault detection, network scalability, quality of
service, etc. [141]. The previous security mechanisms
presented in the literature are discussed in this section to point
out the open security challenges for further investigations.

A. Sensors

Sensors represent the perception elements that collect data
for AVs and are used to make decisions. Therefore, the
security of sensors is crucial and the proposed attack
mitigation methods should consider some requirements
including:

e Detection of adversarial signals such as spoofing and
jamming attack signals, and filter them to allow good
perception of legitimate signals under attack situations;

e Availability: the solution should not disrupt other
services during its execution and should have faster
execution to meet the real-time functionality of AVs;

The defence strategies related to the security of sensors are
discussed in Table I.
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B. The In-Vehicle Network

In the internal network of the vehicle, the components
interact to perform driving tasks together, and any successful
attack or dysfunction can compromise the vehicle’s normal
operations. Therefore, the security measures should include

the following requirements:

e Authentication: Every component should be identified
and trusted before accessing the CAN network;
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e Attack detection: suspicious activities in the CAN

network should be identified, and compromised nodes
should be excluded from sending data in the CAN.

e Awvailability: the solution should not disrupt other
services during its execution and should have faster

execution to meet the real-time functionality of AVs;

The defence strategies related to the security of CAN
networks are discussed in Table I1.

TABLE I. DISCUSSION OF SECURITY METHODS FOR SENSORS
Attack Target Proposed Defense Strategies Contributions Limitations
Types components
}) Pr'eventlon of sp’(,)oﬁng qnd 1) The use of multiple sensors provides an 1) The mam.c'hallenge with the. use (?f multiple
jamming attacks using ) ., | sensors to mitigate spoofing or jamming attacks
. overlapping coverage of the wvehicle’s | .. . A
multiple sensors [44], [63]. . : is its implementation increases the cost.
“ . surroundings, which can therefore reduce . . .
2) “Detection of spoofing and . . . 2) The detection of attack signals based on their
. . I attack chances since it becomes difficult to L
jamming attacks” based on . directions can be performed when the nodes are
. R compromise all sensors together. . o . .
signals’ directions [55], [56]. . S fixed, which makes it inefficient for vehicular
« . 2) The detection of attack directions can A . .
3) “Detection of spoofing and help to reiect sienals arrivine from them applications due to the mobility of vehicles.
Sensor jamming attacks” using the ML andptherefgre regg nt attacks & 3) The ML-based attack detection methods lack
Spoofing LiDAR, models [48], [49], [48], [49], The ML p dels i : he d . experiments to determine their efficiency in
and Radar, GPS | [50], [57], [73], [74] 3) The ML models increase the detection | o Ay environments
. ’ e Lo : accuracy of spoofing and jamming signals. Lo . .
Jamming 4) “Detection of spoofing and L . 4) The authentication of signals requires
. . . 4) The authentication of signals through . . . .
jamming attacks” based on . - computational modifications in sensor nodes,
. , . modulation or signature methods, helps to . S .
signals’ authentication [45], identify attack sienals from legitimate ones which represents a high implementation cost and
[47], [64], [69]. Y g g " | also involves higher computational delays.
Open challenges: The spoofing and jamming attacks against sensors remain a serious challenge in the context of AVs. Most of the
existing solutions aim to detect spoofing and jamming signals, but there is a lack of efficient methods to filter them and allow
sensors to correctly collect legitimate signals in attack situations. Therefore, further investigations are needed to guarantee the
security of sensors for AV applications.
1) Prevention of blindin; 1) Multiple cameras provide overlappin, 1) The main challenge with the use of multiple
g p p pping g p
attacks using multiple cameras | views of the vehicle’s surroundings to | cameras to mitigate blinding attacks is that it
Sensor [43]. capture redundant images, which makes it | represents a high implementation cost.
S 2) Prevention of blinding | difficult to blind all cameras together, and | 2) The implementation of light filters needs to be
Blinding . . . - d I lid hei
and Cameras attacks using light filters in therefore,.reduce ‘attack che}nces. ) experl_mente on real cameras to validate their
Adversarial cameras [43], [83]. 2) The integration of light filters into | effectiveness for AV applications.
imaces 3) Detection of blinding and | cameras can help to cut near-infrared lights | 3) Complex and adequate dataset of adversarial
g adversarial image attacks using | and therefore prevent blinding attacks. examples are still needed to train ML models
ML models [84], [85], [86], | 3) The ML models increase the detection | and extensively experiment them on realistic
y exp
[87], [88], [89], [90], [91], [92]. | accuracy of adversarial image attacks. cameras to determine their effectiveness.
TABLE Il.  DISCUSSION OF SECURITY METHODS FOR THE CAN NETWORK
Attack Target Proposed Defense Contributions Limitations
Types components Strategies
1) “Detection of CAN | 1) The changes in entropy can identify 1) The main challenge with entropy calculation is its high
network attacks” irregular activities, which can be useful in sensitivity to data distribution, which must be well modelled
based on entropy detecting CAN traffic anomalies. to provide meaningful entropy values. Also, small changes in
calculation [103]. 2) The of message transmission times data distribution can lead to significant changes in entropy
2) “Detection of CAN | comparison is useful in identifying values making it practically inefficient for vehicular security.
network attacks” malicious data if the transmission time is 2) The use of message transmission time can negatively
based on message higher than expected, which can impact the network in some unexpected situations such as
transmission time particularly prevent message replay attacks | transmission delays due to congestions or routing issues can
[104]. without heavy computations. falsely flag legitimate messages as malicious. Also, this can
3) “Detection of CAN | 3) The frequency of messages can help to be vulnerable when the attacker manipulates the time.
Malware CAN network attacks” determine the behaviour of different nodes | 3) The attack detection based on the frequency of messages
and based on message in the CAN network, and therefore, detect may only be useful for the security of sensors, which collect
network, R , . .
Message ECUs frequency [105], abnormal actions. data at a regular rate. However, this method is inefficient for
Injection [106], [109]. 4) The authentication of ECUs can prevent | ECUs that randomly transmit messages based on the needs.
4) “Detection of CAN | other ECUs from receiving malicious data 4) The authentication of ECUs requires computational
network attacks” from unidentified or illegitimate nodes. modifications in each ECU of the vehicle, which represents a
based on 5) The ML models can detect complex high implementation cost and also involves higher delays.
authentication of attacks with high accuracy. They can 5) The challenge with ML models is that their Training and
ECUs [105]. analyze large volumes of data and easily deployment require significant computational resources,
5) “Detection of CAN | adapt to evolving attack patterns using which may not be feasible in constrained environments like
network attacks” updated datasets. This can monitor the ECUs. Also, there is a lack of experiments to determine the
based on ML models CAN network in real-time. effectiveness of the ML models on realistic CAN networks.
[107], [110], [112]. 6) The encryption of messages can prevent | 6) Many existing CAN networks lack built-in support for
6) “Prevention of unauthorized access to data and guarantee encryption, which requires significant hardware or software
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CAN network
attacks” using
encryption techniques
[108], [111].

the integrity of exchanged information in
the CAN network.

upgrades. Also, it would be challenging to implement and
execute encryption algorithms in CAN networks because of
their limited processing power and memory.

Open challenges: The AVs remain vulnerable to malware and message injection attacks through OBD ports or telematics.
Traditionally, the OBD ports are protected by a physical lock, which does not guarantee effective security. However, no security
method was found in the literature that can distinguish legitimate OBD devices from malicious OBD devices when connected to the
OBD port. Therefore, further investigations are needed to guarantee the security of ECUs for vehicular applications.

C. Vehicular Communications

Each AV is an autonomous system susceptible to joining a
network environment where it will interact with everything

e Attack detection: The vehicular network should be
controlled to detect suspicious activities, and exclude

network;

using wireless interfaces. The exchanged information between

the vehicle with the outside world will determine its driving °
behaviour in traffic, making it vulnerable to various attacks.
Therefore, the V2X communications protocols should include

the following requirements:

e Authentication: Every entity including vehicles, smart
devices, and RSUs, should be identified and verified as
trusted before accessing the vehicular network;

e Data protection:

Exchanged

information between
entities in the vehicular network should be authentic

compromised entities from sending data

in the

Compatibility: The solution should not disrupt other
services during its execution.

e Computational efficiency: The solution should have

faster execution with low implementation cost to meet

and confidential to avoid unauthorized access;

real-time and resource-constraint functionality of AVs;

e Scalability: The solution should accept the changes in
the number of network entities.

The defence strategies related to the security of V2X
communications are discussed in Table I11.

TABLE Ill. DISCUSSION OF SECURITY METHODS FOR VEHICULAR COMMUNICATIONS
Attack Types coizlt;%fetn is Prog(:ls‘gilelg)ieei:nse Contributions Limitations
Network 1) Collaborative 1) The collaborative authentication is 1) The challenge with collaborative authentication is
Intrusion attacks vehicular decentralized and reduces the risk of that it involves multiple messages exchanged among
(identity  theft authentication single-point vulnerabilities. As multiple vehicles or nodes, leading to increased network
Sybil, replay, [115], [125]. entities validate a vehicle's credentials, traffic, and therefore introducing communication
) this technique can help balance the load | delays. Also, this method can lead to security and
of authentication tasks and identify privacy breaches because of the exchange of vehicles’
based malicious nodes more effectively. identity that can be intercepted and manipulated by
2) Public key- . L
vzhiléulz Cy-base 2) The public key authentication uses attackers to have access to the network.
authentication strong encryption algorithms suitable for | 2) The public key operations (e.g., encryption,
[116], [118], [121] large-scale networks like vehicular decryption, and signature verification) are
[12 6]’ ’ ’ networks, to ensure the integrity and computationally intensive, which can introduce delays
’ authenticity of exchanged messages. and may affect the real-time requirements of vehicular
3) The group signature cancels the need networks. Also, this method can put the security of the
3) Group signature- for individual authentications, reducing entl_re network at_rlsk, when the private keys or thfe
based vehicular communication delays. It also allows certificate authority that it relies on, are compromised.
authentication vehicles to authenticate themselves 3) Generating and verifying group signatures can be
[117], [122]. without revealing their specific identity, | computationally intensive, especially in a large
which enhances user privacy. number of group participants, which can impact real-
Communication 4) The identity-based authentication Fime applications .and reduc_e the network performance
Protocols in real-world vehicular environments.

Eavesdropping
(man in the
middle, data
manipulation,

),

4) Identity-based
vehicular
authentication
[119], [120].

5) Multifactor-
based vehicular
authentication
[123], [124].

6) Blockchain-
based vehicular
authentication
[127].

uses simple structures rather than
complex and heavy cryptographic
algorithms, which reduces computation
and communication delays, making it
suitable for time-sensitive applications.
Also, it is easier to integrate identity-
based methods across different vehicular
networks to meet specific security
requirements.

5) Combining multiple authentication
factors (e.g., password/PIN, biometric
data, cryptographic keys) makes it
significantly harder for attackers to
compromise the system.

6) The blockchain provides robust
cryptographic security and immutability,
making it difficult for attackers to alter
authentication records.

7) The ML models gain from the high

4) While promising, identity-based methods are less
commonly deployed compared to certificate-based
systems, limiting their effectiveness in verification
and interoperability with existing infrastructures.

5) The authentication based on factors like biometrics
can frequently fail due to mismeasurements or
environmental conditions (e.g., dirt affecting
fingerprint scanners). Also, authenticating multiple
factors can take additional computation time, which
may affect real-time applications like collision
avoidance or emergency communications.

6) Blockchain transactions can require significant
time to be validated and added to the ledger, which
may not meet the real-time requirements of vehicular
networks. Also, the increase in the number of vehicles
and authentication transactions can lead to blockchain
bloat, requiring more storage and computational
resources.
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Network
saturation (DoS 7) ML-based
and DDoS) intrusion detection

[128], [134], [135],
[138], [139].

8) Game theory-
based intrusion
detection [130],
[136], [137].

9) Data protection
based on
cryptographic
algorithms [129],

accuracy of attack detection capable of
analyzing large volumes of data to
detect complex attacks with the ability
to adapt to evolving attack patterns by
retraining with updated datasets. This
can monitor vehicular communications
on a real-time basis.

8) The game theory models allow the
system to predict and counteract attacker
strategies effectively by making the cost
of an attack higher than its potential
benefit. A well-designed game-theoretic
approach can enhance the precision of
attack detection when the attacker's
behaviour patterns are incorporated.

9) Cryptographic algorithms provide
robust protection against unauthorized
access and ensure data confidentiality
throughout its lifecycle, even when
transmitted over insecure channels.
They can be implemented across various
systems including vehicular networks.

7) The challenge with ML models is that their training
and deployment require significant computational
resources, which may become intensive for vehicles
in case of the implementation of multiple ML
algorithms. Also, there is a lack of experiments to
determine the effectiveness of the ML models on
realistic vehicular networks

8) The main challenge with game theory-based
security methods is that they require detailed
knowledge of attacker and defender behaviours to
create a realistic game-theoretic model. Due to this
dependency on accurate input data, such as network
traffic patterns and known attack strategies, the game
theory model can easily fail to detect an attack
effectively if the attacker uses strategies outside the
modelled game.

9) Cryptographic algorithms can be resource-
intensive, leading to delays in real-time systems like
vehicular networks. Choosing a stronger encryption
algorithm often involves a trade-off between security
and performance, particularly in resource-constrained
environments like IoT-based systems.

[131], [132].

Open challenges: Due to the high mobility of vehicles, they are permanently vulnerable to attacks through interactions
with potentially compromised entities. Therefore, strong, efficient, and lightweight security protocols are still needed to
defend vehicular networks from different intrusion, eavesdropping, and saturation attacks.

V. PROPOSED SECURITY MEASURES

To achieve good security and privacy requirements for
vehicular applications while gaining from low computation
and efficient implementation, we propose the use of powerful
and innovative techniques. First, the cryptographic hashing
algorithm is used for identity-based authentication, which
achieves complex mathematical operations with faster
computation. Secondly, homomorphic encryption is to be used
to protect sensitive data communication between network
entities for enhanced privacy and confidentiality. Finally, to
build a Machine Learning based intrusion detection system
using the transfer learning technique for multiple attack
detection capability with efficient implementation.

A. Authentication Protocol

The proposed authentication protocol includes vehicles
and their respective users, RSUs, and TA as illustrated in Fig.
10. First, each vehicle should be used by a legitimate user who
is authenticated before the vehicular authentication in the
network. The user authentication phase will protect user
information to preserve privacy and avoid malicious
traceability. Secondly, every vehicle and RSU is registered by
the TA before being allowed in the vehicular network. In this
registration phase, TA protects the privacy of vehicles and
RSUs and provides secure authentication parameters for them.
Third, vehicles are authenticated by RSUs to be admitted in
their respective communication ranges, and vehicles
authenticate each other to communicate among themselves.
The authentication phase is based on mutual authentication
where entities can identify each other and securely agree on a
communication key. In this phase, each entity uses a
pseudonym identity and other parameters received from TA
during the registrations phase which avoid sharing the real
identity and therefore preserve their privacy in the network.
Finally, the authenticated or legitimate entities can securely
participate in vehicular communications.

Useri Vehice | Vehigle 2 Roadside Unit (RSU)

X

Trusted Authority (TA)

Po
{

J . est
Authentication ACK. RSU firsi regisiration requesi

User | registration and authentication |
I

Registration response

User 2 registration and authentication

Authentication ACK.

Vehicle 1 first reg

Registration respanse with authentication parameters
T

Vehicle 2 first registration request

Repistration response wit paramcters

Vehicle | authentication request to RSU N

response:

fehicle 2 authentication request to RS|

Authentication response

V2V authentication request

Authentication response

Fig. 10. Vehicular network authentication.

B. Privacy and Confidentiality

The proposed privacy and confidentiality mechanism for
secure communication between vehicles, is based on
homomorphic encryption as illustrated in Fig. 11. The
homomorphic encryption offers the possibility to perform
complex computations and data analysis on encrypted
information without the need to decrypt them before [142],
[143]. This represents a powerful solution for maintaining
confidentiality and privacy during the transmission and
processing of sensitive data. In the context of vehicular
networks, each node can be a potential malicious node trying
to collect private information. The homomorphic encryption
can prevent unauthorized access to valuable information and
therefore reduce the risk of data manipulation and breaches.
Also, it enables traffic data analysis by the traffic authority
and transportation companies without compromising the
privacy of vehicular users and passengers.
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C. Intrusion Detection System

The proposed intrusion detection system for monitoring
vehicular communications is based on transfer learning
techniques as illustrated in Fig. 12. The transfer learning
makes it possible to train a machine learning model using
different datasets while gaining knowledge from all of them
[144]. In this process, the model is trained with a starting
dataset then the pre-trained model is trained again with a new
dataset. Instead of implementing different models in the same
device to detect individual types of attacks, transfer learning
allows the accumulation of knowledge in a single model to
save time and resources which is therefore suitable for
vehicular applications.
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Fig. 12. Intrusion detection system based on transfer learning.

VI. CONCLUSION

Future transportation is expected to improve the quality of
living by providing more safer and reliable mobility. While
the introduction of autonomous vehicles has been presented to
achieve this goal, it is also opening a new space for
cyberattacks. Therefore, the cybersecurity concerns in the
transportation area have raised interest from researchers and
security experts to investigate and propose security measures
for a trusted deployment. This paper reviewed the state of the
art of cybersecurity issues defence strategies for AVs based on
existing experiments and discussed methods in the literature.
The review is organized by grouping attack methods and
proposed defence techniques according to the target AV
components. Based on this review, three major attack
scenarios against AVs have been identified: 1) the attacker can
target a component to interrupt its operations; 2) the attacker
can target a component to have control over its operations
without interrupting it; 3) the attacker can observe exchanged
information without interrupting or controlling a component’s
operations. In response to the attacks, different defence
approaches were proposed, which can also be categorised into
three aspects including authentication, data protection, and
intrusion detection. The authentication consists of identity
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verification and communication establishment to ensure that
only trusted and legitimate entities are interacting. Data
protection ensures that data transmitted between legitimate
entities are trusted and secured from third parties. And,
intrusion detection focuses on monitoring the interaction
environment of legitimate entities to detect suspicious
activities. The existing defence strategies were discussed to
highlight their benefits in securing autonomous vehicles and
also to show their limitations in satisfying critical
requirements of vehicular networks, such as real-time and
resource constraint applications, which can motivate further
investigations. Furthermore, this paper presents some research
directions that can be used to develop robust, efficient, and
lightweight security measures, and therefore, contribute to
building a trustworthy autonomous transportation ecosystem.
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