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Abstract—In a context of evolving cyber threats, the San
Cristobal de Huamanga National University (UNSCH) faces the
need to improve its network security infrastructure. This study
implements Security Onion as a network auditing tool at this
institution with the objective of evaluating its effectiveness in three
key areas: security monitoring, log management, and intrusion
detection. The study employs an applied, descriptive, and
experimental approach to demonstrate that Security Onion is a
robust solution for incident detection. It enables comprehensive
analysis of network logs and early identification of suspicious
activities, providing a holistic view of the network. Based on the
results, the study suggests best practices for protecting
institutional information and the network, and contributes to
understanding Security Onion's capabilities in similar network
infrastructures. Furthermore, it provides a replicable model for
other institutions.
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. INTRODUCTION

During the course of 2023, a significant increase in cyber
threats was recorded globally, with organizations across all
sectors facing unprecedented challenges in protecting their
digital assets [25]. According to the IBM Cost of a Data Breach
Report 2024, the average cost of a data breach reached an all-
time high of $4.88 million, underscoring the financial and
operational impact of these incidents [36]. Although
ransomware incidents decreased, other threats, such as the
misuse of valid credentials and data theft, rose considerably,
highlighting the evolving nature of cyber risks [35]. The
exploitation of vulnerabilities in web applications due to poor
security configurations and the spread of malicious
information-stealing programs (infostealers) also reflect a
concerning trend in the exploitation of sensitive data [9].

This threat landscape has not spared Latin America, a region
increasingly targeted by cybercriminals due to its growing
digitalization and limited investment in cybersecurity
infrastructure. It is estimated that 27% of organizations in the
region fell victim to multipurpose malware in 2023, with
prevalent threats such as FakeUpdates and Qbot [53].
Additionally, trojans and phishing attacks have tripled
compared to previous years, further exacerbating the region's
cybersecurity challenges [55]. Peru, in particular, has faced a
surge in cyberattacks targeting both citizens and institutions,
exposing confidential information and undermining trust in
digital systems [24] [56].

Educational institutions, including universities, have
become prime targets due to their open network environments,
vast amounts of sensitive data, and often limited cybersecurity
resources. San Cristébal de Huamanga National University
(UNSCH) is no exception. Although the university campus has
not suffered ransomware attacks, its administrative
headquarters fell victim to such an incident in 2022, affecting
critical systems like SIGA and SIAF and causing significant
disruptions to administrative processes. This event underscored
the urgent need to strengthen the institution's cybersecurity
posture through proactive measures, including advanced threat
detection and response capabilities.

In this context, network auditing emerges as a fundamental
mechanism to assess and enhance the security of technological
infrastructure. Security Onion, an open-source platform, offers
a comprehensive solution for this purpose, combining advanced
security monitoring, log management [47], and intrusion
detection systems. Its implementation enables real-time
monitoring of security events, facilitating swift responses to
anomalies and potential attacks [26] [33] [43]. Moreover, its
scalability and cost-effectiveness make it an ideal choice for
institutions like UNSCH, which often operate with limited
budgets [28] [32].

The objective of this study is to implement Security Onion
as a network auditing tool at UNSCH, evaluating its
effectiveness in threat detection and its potential to improve the
institution's cybersecurity framework. By doing so, this
research aims not only to strengthen UNSCH's resilience
against cyber threats but also to provide a replicable model for
other educational institutions facing similar challenges. In an
era where cyberattacks are becoming increasingly
sophisticated, proactive measures like network auditing are
essential to safeguarding sensitive data and ensuring
operational continuity.

Il.  THEORETICAL BASICS

A. Security Onion

Security Onion is an intrusion detection-oriented platform
based on the Ubuntu distribution that comprises a multitude of
IDSs, including host-based (HIDS) and network-based (NIDS)
variants [17] [30] [48], in addition to other tools for logging,
management, and visualization of data [21] [22] [23] [27] [41]
[51] [57] [59] [65] [68] [70]. The configuration of the system
can be implemented on a master server with multiple nodes or
as a standalone or hybrid deployment, thereby demonstrating
its remarkable adaptability.
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The primary deployment types are categorised as follows:
Import, Evaluation, Standalone, and Distributed [61], as shown
in Table I and illustrated in Fig. 1 and Fig. 2.

TABLE I. SECURITY ONION DEPLOYMENT TYPES AND THEIR MINIMUM
REQUIREMENTS
Type of Minimum requirements
deployment N° of RAM Storage (SSD N° of network
cores preferred) interfaces

Import 2 4GB 50GB 1

Evaluation 4 8GB 200GB 2

Independent | 4 16GB 200GB 2

Distributed* | 2-8 4-16GB 12-200GB 1-2

*The minimum requirements of the distributed deployment type vary according to the subtype, since
there is a master node and the others are remote nodes with different functionality.

a Import b Eval C Standalone
u{ FETp— ) T ) Sroka-Sucata- Zoo
e et 4 o{ Frsteen e oo o o{ Erteneen e gt }——{ o )
= . - .
: ; s
(o pp,
\ . o
4
Scsoncn Jo--prae

Fig. 1. Security Onion deployment types (a) Import, (b) Evaluation, (c)
Standalone.

B. Network Auditing

Auditing is not merely the deployment of a multitude of
hacking tools with the objective of breaching network security.
The term "audit" itself denotes a process of collecting,
examining, and evaluating network data to assess its status [49]
[50]. This enables organizations to determine the effectiveness
of their network monitoring and management operations,
particularly in terms of compliance with internal and external
standards.

1) Computer network: It is defined as a set of wired and
wireless communication links through which various hardware
and software components exchange data and information [3]
[20] [62].

2) Network security: Network security: The field of
network security encompasses the design of protocols and the
establishment of best practices with the objective of
safeguarding data within computer networks. The overarching
objective is to establish a secure environment that safeguards
the network, its components, stored and transmitted data, and
its users [4] [38]. It is imperative to acknowledge that security
should be regarded as a continuous process, rather than a
standalone solution [37] [60]. Security can be conceptualized in
two distinct states: physical and theoretical. In the physical
domain, security is achieved through the implementation of
barriers, the designation of secure areas, and the resistance of
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intruders. Conversely, the theoretical state of security, also
referred to as security through obscurity, is predicated on the
fallacious assumption that secrecy can provide absolute
security. This approach is predicated on the assumption that, as
long as an object remains unknown to those outside a core
group, it is inherently secure [35]. However, this perspective is
often regarded as a flawed philosophy.

a) Network security attacks: A campus network, such as
that of the UNSCH, is vulnerable to a wide range of network
attacks. Chakraborty et al. (2020) define network security
attacks as illicit activities perpetrated by unauthorized actors
against private, corporate, or governmental computing assets
with the goal of destroying, modifying, or stealing sensitive
data [8]. To provide a more illustrative example, please refer to
Table Il, which presents the types of attacks and some
respective examples.

b) Malware: This software is designed to disrupt the
operation of computers, collect sensitive information, and gain
access to private computer systems [18]. It is a general term
used to refer to a variety of forms of hostile, intrusive, or
annoying software that spreads in various ways to create havoc
and steal sensitive information.
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TABLE II.
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CLASSIFICATION OF NETWORK SECURITY ATTACKS

Types of attack Description

Examples

The primary objective of such attacks is to surreptitiously procure sensitive
information, often with the aid of sophisticated malware. These attacks are

Traffic analysis.

Active attack
party [67].

Passive attack challenging to detect and therefore pose a significant challenge to network Mor_utorlng.
: Spying.
protection [39].
Modification.
Wormhole attack.
These systems are engineered to alert users to potential security breaches. | Fabrication.

Consequently, the victim is able to disrupt communication with the other

Impersonation.

Denial of service.
Sinkhole (service attack).
Sibyl.

Advanced attack

This is defined as an attack in which an unauthorized user gains access to
a network and remains on it for an extended period without being detected.
These incursions pose a heightened risk to corporate entities, as external
actors gain persistent access to their confidential information [58].

Black hole attack.

Rushing attack.

Replay attack.

Byzantine attack.

Location disclosure attack.

Man-in-the-middle attack (Man-in-the-middle attack).

I1l. METHODOLOGY

A. Type, Level and Design of the Research

This research is classified as applied, given its objective to
generate new knowledge applicable to addressing practical
problems [52]. It builds on previous theoretical contributions
and employs appropriate methodologies to achieve the
proposed objectives [5] [46]. The research is descriptive in
nature, aiming to provide an accurate description of the
implementation and results obtained [6] [45] by Security
Onion. Regarding the research design, a non-experimental and
cross-sectional approach was selected. The cross-sectional
design, in contrast to experimental research, permits the
observation of behaviors or variables of interest in a natural
context and at a specific time [14] [31] [44]. Consequently, the
research can be characterized as cross-sectional, non-
experimental, and descriptive.

B. CIS Controls

The Center for Internet Security, Inc. (CIS) defines CIS
Controls as a set of best practices designed to protect
organisations from the most common attacks and real threats
[7]. As the name suggests, these controls are designed to
identify the most critical points that require protection in order
to prevent the most significant attacks. The latest version, CIS
Controls v8.1, comprises 18 controls and 153 safeguards, which
are distributed across three implementation groups (1Gs). These

TABLE IlI.

IG groups are tailored to the cybersecurity maturity level of
organisations, as illustrated in Fig. 3 and Table IlI.

In this research project, network auditing has been aligned
with the CIS Controls version 8 due to their practical and
accessible approach. Unlike standards such as 1SO 27001 and
COBIT, which require a more exhaustive and complex
framework, the CIS Controls provide precise guidance based
on real-world threats and a detailed analysis of security
incidents. For example, CIS Control 13: Network Monitoring
and Defense is critical for UNSCH, as it enables the detection
and response to malicious activities in real time. Security
Onion, with its advanced network traffic monitoring and
intrusion detection capabilities, aligns perfectly with this
control, facilitating the identification of anomalies and the
mitigation of threats before they escalate.

Similarly, CIS Control 07: Continuous Vulnerability
Management plays a vital role in protecting the university's
technological infrastructure. This control emphasizes the
importance of proactively identifying, prioritizing, and
remediating vulnerabilities.

Furthermore, the CIS Controls are organized into three
implementation groups (IGs), enabling organizations to select
the maturity level most appropriate for their context. In the case
of UNSCH, the 1G2 profile was determined to be the most
suitable, given that the university has specialized IT personnel
but faces challenges in protecting sensitive information and
managing risks associated with operational disruptions.

IMPLEMENTATION GROUPS (IG’S)

Denomination

Characteristics

Organizations with limited IT and cybersecurity expertise. Their primary concern is maintaining
business operations, as they have low tolerance for downtime. The sensitivity of the information
they protect is low, primarily including employee data and financial information.

They employ specialized IT and cybersecurity personnel. They store sensitive customer and
business process information and can withstand brief service interruptions. Their main concern is
the loss of public trust in the event of a breach.

D D )

1G3 (Organizations with high cybersecurity maturity)

They employ security experts specializing in areas such as risk management, penetration testing,
and application security. Their assets contain highly sensitive information subject to regulatory
oversight. The materialization of attacks can cause significant harm to public well-being.
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Fig. 3. CIS Controls version 8.1.

C. Security Tool

In the domain of network monitoring and intrusion
detection, there exists a plethora of widely utilised tools, each
exhibiting distinct strengths and limitations. The ensuing
discourse aims to provide a comparative analysis of Suricata,
Snort, Zeek (Bro IDS) and Security Onion, with the objective
of substantiating the selection of Security Onion for network
auditing at the San Cristébal de Huamanga National University.

1) Suricata: Suricata is a high-performance intrusion
detection and prevention system (IDS/IPS) known for its ability
to analyze network traffic in real time using signature-based
rules and anomaly detection. It is particularly efficient in
handling high volumes of traffic and supports modern
protocols.

a) Advantages:
High performance in environments with heavy traffic.

Support for deep packet inspection (DPI).

Compatibility with Snort rules, facilitating migration.

b) Disadvantages:
Requires manual configuration and rule management.

Lacks an integrated graphical interface, which can
complicate its use for non-specialized teams.

Vol. 16, No. 3, 2025

2) Snort: Snort is one of the oldest and most widely used
intrusion  detection systems. Rule-based and highly
customizable, it is effective at detecting known threats.
However, its traditional approach makes it less suitable for
detecting advanced or unknown threats.

a) Advantages:

e Large user community and extensive availability of
rules.

e Lightweight and easy to deploy in small environments.

b) Disadvantages:

e Limited in detecting advanced threats (e.g., zero-day
attacks).

e Requires manual rule management and configuration.

3) Zeek (Bro IDS): Zeek (formerly known as Bro IDS) is a
network traffic analysis tool focused on generating detailed logs
and forensic analysis. Unlike Suricata and Snort, Zeek does not
rely on signature-based rules but instead uses customizable
scripts to analyze network behavior.

a) Advantages:

Generates detailed, context-rich logs, ideal for forensic
analysis.

Highly customizable through scripts.

b) Disadvantages:
e Requires a high level of expertise for configuration and
use.

e Not a real-time detection system on its own but rather a
tool for post-incident analysis.

4) Security onion: Security Onion is a comprehensive
security monitoring platform that integrates multiple open-
source tools, including Suricata, Zeek, Wazuh, and Elastic
Stack.

a) Advantages:
e Integration of multiple tools into a single platform.

e User-friendly and centralized graphical interface.

e Advanced event correlation and data visualization
capabilities.

e Scalable and adaptable to environments of varying sizes.

b) Disadvantages:

Requires moderate hardware resources due to its
comprehensive nature.

e |Initial learning curve for advanced configurations.

The selection of Security Onion for network auditing at
UNSCH is based on its ability to integrate the functionalities of
tools like Suricata, Zeek, and Wazuh into a single platform,
simplifying management and reducing operational complexity.
Unlike Suricata and Snort, which require manual configuration
and rule management, Security Onion provides a centralized
graphical interface that facilitates the monitoring and analysis
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of security events, even for teams with limited cybersecurity
expertise.

Furthermore, Security Onion offers advanced event
correlation and data visualization capabilities through Elastic
Stack, enabling faster and more effective incident response
[12]. This is particularly important for UNSCH, where early
threat detection and the protection of sensitive information are
key priorities. While Zeek provides detailed forensic analysis,
its complexity and lack of real-time detection capabilities make
it less suitable for a comprehensive implementation in an
institution with limited resources.

IV. RESULTS

A. Description of the Existing Network on the University
Campus

1) Network topology: The local area network (LAN) of the
university campus employs a structured cabling configuration
with a star topology, wherein the main node is the OT]1 office
(formerly CTI) and the remote nodes are distributed among the
faculties and laboratories of the different schools [11], as
illustrated in Fig. 4.

FaT
OSTETRICH -

g
- §

Fig. 4. Network topology on the university campus.

2) Perimeter security system: The perimeter security
system is composed of a Checkpoint firewall that is integrated
into the network through the connection to the Cisco core
switch [11] and to the Internet provider's equipment.

B. Audit Methodology with Security Onion

1) Security onion installation and configuration: Security
Onion installation is divided into two main stages [69]. The
initial stage covers the preliminary steps of installing from a
bootable USB stick. These steps adhere to the standard
procedures outlined in the official Security Onion
documentation. Once the initial stage of the installation is
complete, the system will prompt for a reboot. It is imperative
to remove the bootable USB memory stick before rebooting the
computer to avoid restarting the installation process from the
removable media. Security Onion will be configured according
to the needs of each organization or available resources.

It is imperative to note that the deployment of Security
Onion necessitates the presence of two network interfaces on
the equipment. The primary interface facilitates access to the

Vol. 16, No. 3, 2025

web console, whereas the secondary interface is responsible for
traffic collection from the SPAN port of the switch, as
illustrated in Fig. 5. Furthermore, it is imperative to emphasise
that an IP address or a network segment from which the system
can be accessed must be authorised for access to the web
console, see Fig. 6.

Fig. 5. The Computer on which Security Onion is installed must be
connected to the network via a (a) Network cable that is connected to the
SPAN port of the switch. In addition, (b) The network interface through

which the Security Onion web console will obtain an IP must be determined.

<Cancel>

Fig. 6. Authorized network for Security Onion web console login.

2) Node verification: In order to ensure proper network
monitoring, it is necessary to verify the status of the node. This
process entails entering the IP address of the Security Onion
web console from the web browser of an external device
connected to the authorized network. Subsequently, the
configured credentials are entered. Upon successful
authentication, the welcome interface is displayed, presenting
the user with a left-side menu comprising several options. The
"Grid" option is selected to view the node status and the
services that are currently operational. This facilitates the user's
ability to verify the successful deployment of the system, as
illustrated in Fig. 7.
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these logs, 485 were classified as informative, while the
remaining 15 were categorized as critical and high severity. Fig.
11 shows the detections along with brief descriptions.

Grid £p5: 0

= Security@nion

Detections

© 00000000000 i
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Fig. 7. Status of the Security Onion node that has been deployed.

3) Detections in the network using security onion: In order
to access the logs of Security Onion detections, it is necessary
to click on the "Detections" option, which is located in the left
menu of the interface. This will display data such as name,
severity, date, type, and other relevant information regarding
the detections made in a specific time period, as illustrated in
Fig. 8.

It is important to note that Security Onion has only one set
of rules enabled by default. To obtain a comprehensive
overview, it is necessary to activate the remaining rules (Fig.
9), or at least those that are relevant to the university campus
network. Subsequent to this activation, the interface will T . - :
consequently display the new records, as illustrated in Fig. 10. Fig. 10. Detections registered by security onion subsequent to the enablement

" of certain rules.

o (S

= Security @nion
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Fig. 8. Network detections according to security onion monitoring. SQLke Firefox Profile Data OB Access
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C. Integration and Documentation of Results SQ Injection Strings In URI
ET TOR Known Tor Relay/Router (Not Exit) Node T raffic

1) Documentation of findings: Over the course of Informational group 184-663
approximately three weeks, Security Onion obtained a total of

. . Fig. 11. Detections in the network grouped by severity.
500 logs from a segment of the university campus network. Of
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2) Observed patterns:

a) Prevalence of informative detections: The majority of
detections, specifically 97%, are informative and tend to be
lower priority. However, it is crucial to obtain a comprehensive
understanding  of  network traffic and  potential
misconfigurations or minor anomalies.In this research work,
the detection "ET TOR TOR Known Tor Relay/Router (Not
Exit) Node Traffic group 184-668" indicates traffic originating
from known Tor relay nodes. These nodes may not be
inherently malicious; however, they could be utilized to conceal
other activities.

b) Critical and high severity detections: Although only
3% of the detected cases are critical or high severity, the
potential for damage is concerning. This set of detections
encompasses a variety of cyber threats, including SQL
injection, ransomware, and Advanced Persistent Threat (APT)
group-targeted attacks [1]. Attempts of SQL injection, as
evidenced by detections in "mySeatXT," "iWare Professional,"
and injection strings in URIs, can compromise critical
databases. The detection of the "DarkSide Ransomware"
pattern indicates the presence of highly destructive
ransomware, associated with actors using techniques such as
phishing and exploitation of externally accessible services [10,
16].In addition, the traffic identified on TOR relay nodes, as
mentioned in the previous point, suggests a possible connection
with ransomware activities, as TOR is commonly used to hide
command and control operations.

Conversely, the detection of activities attributed to APT
groups, such as the "Lazarus Group™ [40] and the exploitation
of Exchange by "HAFNIUM" [29], point to sophisticated
intrusion attempts. In these cases, the objective of the groups

TABLE IV.
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appears to be the obtaining of confidential information through
advanced tactics and persistence in compromised networks.
Furthermore, there have been endeavors to exploit well-
documented vulnerabilities, including "CVE-2021-1675 Print
Spooler Exploitation” [15] and "CVE-2020-1350 DNS RCE"
[19]. These vulnerabilities could potentially enable attackers to
execute arbitrary code or compromise critical systems.

Finally, detections related to post-exploitation techniques,
such as "Aruba Network Service Potential DLL Sideloading"
[2] and "Linux Reverse Shell Indicator" [42], suggest attempts
to maintain persistence and move laterally in the network. Data
exfiltration [34] is also evident, with alerts such as "Credentials
In Files - Linux" [13] and unauthorized database accesses such
as "VeeamBackup" [66] and "SQL.ite" [64].

This series of detections underscores the necessity for
constant vigilance against these cyber threats.

D. Relationship of findings to CIS Controls

In this section, we delineate the manner in which the
detections made by Security Onion align with the security
controls established by the Center for Internet Security (CIS).
It should be noted that some findings may be associated with
multiple controls; however, the focus will be on those most
relevant and representative for each case. As illustrated in Table
1V, this relationship is demonstrated.

Furthermore, a double-entry table (see Table V) is presented
that visually summarizes these relationships, marking with an
"X" the intersection between each finding and the relevant CIS
controls. This graphical representation facilitates the
expeditious identification of the safety critical points addressed
by each finding.

RELATIONSHIP BETWEEN DETECTIONS AND CIS CHECKS

Detections CIS Controls

Relation

- ET WEB_SPECIFIC_APPS
mySeatXT SQL Injection Attempt

- ET  WEB_SPECIFIC_Apps | Of Software assets

CIS 02 Control: Inventory and control

These detections are directly related to the need to maintain software
integrity by updating it to address vulnerabilities in applications where SQL
injection can be performed.

iWare Professional SQL Injection
Attempt

- SQL Injection Strings In URI [63] of Assets and Enterprise Software

CIS Control 04: Secure Configuration

The implementation of secure configurations has been demonstrated to be
an effective measure in preventing the exploitation of SQL injection attacks.

- Linux Reverse Shell Indicator
- CVE-2021-1675 Print Spooler | CIS 07  Control:
Exploitation vulnerability management
- Lazarus Group Activity
- DNS RCE CVE-2020-135

Continuous

Designed to facilitate the identification and mitigation of vulnerabilities that
could be exploited to create reverse shells or by APTSs. It is intended to detect
and remediate specific vulnerabilities, including CVE-2021-1675, CVE-
2020-1350, and those that have been exploited by HAFNIUM. Additionally,
it is designed to detect and mitigate attempts to exploit OWASSRF
vulnerabilities [54].

- HAFNIUM Exchange
Exploitation Activity
- Potential OWASSRF Exploitation

Attempt - Proxy and Defense

CIS Control 13: Network Monitoring

e  The detection of suspicious activity from APT groups such as Lazarus
and reverse shell is essential for continuous monitoring and active network
defense.

e  The monitoring of attempts to exploit critical vulnerabilities or
malicious activity related to Exchange server exploitation.

- Credentials In Files - Linux

- SQLite Firefox Profile Data DB CIS 03 Control: Data protection

The protection of sensitive information in databases or browser profiles,
including credentials, is imperative to prevent its extraction.

Access
- VeeamBackup Database

Credentials Dump Via Sglcmd.EXE and Defense

CIS Control 13: Network Monitoring

Monitor activities that attempt to access credentials in files, unauthorized
access to sensitive databases and suspicious activities that attempt to dump
credentials.

Aruba Network Service Potential DLL | of Assets and Enterprise Software

CIS Control 04: Secure Configuration

Safe configurations to prevent DLL side-loading.

Sideloading
and Defense

CIS Control 13: Network Monitoring

Monitor suspicious DLL side-loading activity.

DarkSide Ransomware Pattern CIS 10 Control: Malware Defenses

The detection and prevention of the ransomware’s execution.
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Detections CIS Controls

Relation

CIS Control 13: Network Monitoring
and Defense

Monitor malicious activity related to ransomware.

CIS 06 Control:
management

Access control

Manage and monitor authorized and unauthorized access to systems.

Security Onion IDH - SSH Accessed CIS 13 Control: Network monitoring

and defense

Monitor any suspicious access to SSH services.

ET TOR Known Tor Relay/Router
(Not Exit) Node Traffic traffic group
184-668

CIS Control 13: Network Monitoring
and Defense

Monitor traffic from Tor relay nodes to identify potential suspicious activity.

TABLE V.

SUMMARY OF THE RELATIONSHIP BETWEEN DETECTIONS AND CIS CONTROLS

Detections

CIS Controls
06

02 03 04 07 10 13

ASCI10049

ET WEB_SPECIFIC_APPS mySeatXT SQL Injection Attempt autocomplete.php field | X

ET WEB_SPECIFIC_APPS iWare Professional SQL Injection Attempt -- index.php D UPDATE | X X

Linux Reverse Shell Indicator

Credentials In Files - Linux

CVE-2021-1675 Print Spooler Exploitation

Avruba Network Service Potential DLL Sideloading

DarkSide Ransomware Pattern

Lazarus Group Activity

DNS RCE CVE-2020-1350

HAFNIUM Exchange Exploitation Activity

Security Onion IDH - SSH Accessed

Potential OWASSRF Exploitation Attempt - Proxy

SQL.ite Firefox Profile Data DB Access

VeeamBackup Database Credentials Dump Via Sqlcmd.EXE

X[ X|X| X[ X]| X| X|X]|X]|X]|X]| X

SQL Injection Strings In URI

ET TOR Known Tor Relay/Router (Not Exit) Node Traffic traffic group 184-668

X

E. Recommendations and Action Plan

1) Recommendations: The following recommendations are
based on the safeguards in the CIS controls and are ordered
according to the number of related detections.

a) CIS control 13: Network monitoring and defense
e Centralization and monitoring

o Centralize security event alerts.
o Collect network traffic flow logs.
e Intrusion detection
o Implement a host-based intrusion detection solution.

o Implement an intrusion detection solution in the
network.

e Traffic and access management
o Perform traffic filtering between network segments.

o Manage access control for remote assets.

b) CIS 07 control: Continuous vulnerability management
e Management and remediation processes

o Establish and maintain a vulnerability management
process.

o Establish and maintain a remediation process.
e Automation and vulnerability analysis

o Perform automated operating system and application
patch management.

o Perform automated vulnerability scans of internal
organizational assets and externally exposed
business assets.

o Remediation of detected vulnerabilities

c¢) CIS Control 04: Secure Configuration of Assets and
Enterprise Software

e Establish and maintain a secure configuration process
for enterprise assets, software and network devices.

e Asset and software security
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o Configure automatic session blocking on enterprise

assets.

o Implement and manage a firewall on servers and user
devices.

o Manage default accounts in enterprise assets and
software.

o Uninstall or disable unnecessary services on

enterprise assets and software.
e Device security
o Configure reliable DNS servers on enterprise assets.

o Apply automatic device locking on laptops and
mobile devices.

o Implement remote wipe capability on portable end-
user devices.

d) CIS 02 Control: Inventory and control of software
assets

e Software inventory and management

o Develop and keep the software inventory up to date.
o Ensure that authorized software is supported.

o Treatment of unauthorized software.

Tools and lists

o Use automated software inventory tools.

o Use allowed list for authorized software and
authorized libraries.

e) CIS 03 Control: Data protection

e Establish and maintain a data management process, data
inventory and data classification scheme.

e Access and encryption
o Configure data access control lists.

o Encrypt data on user devices, removable media, in
transit and at rest.

e Retention and disposal
o Apply data retention.
o Securely delete data.

e Segmentation and documentation
o Document data flow.

o Segment data processing and storage according to
sensitivity.
f) CIS 06 Control: Access control management

Establish a process for granting access and a process for
revoking access.

e Authentication and centralized control
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o Require MFA for externally exposed applications,
remote network access and administrative access.

o Establish and maintain an inventory of
authentication and authorization systems.

o Centralized access control.

g) CIS 10 Control: Malware Defenses
e Implementation and maintenance

o Implement and maintain anti-malware software.

o Configure automatic updates of anti-malware
signatures.

e Preventive measures
o Disable autorun and autoplay for removable media.

o Configure automatic anti-malware scanning of
removable media.

o Enable anti-exploitation functions.
e Centralized management
o Centrally manage anti-malware software.
o Use behavior-based anti-malware software.

2) Implementation priority: To achieve an effective
improvement in the security of UNSCH, it is proposed that a
phased approach be adopted to implement security measures.
This approach will be based on the CIS Controls related to
network detections. The implementation of safeguards
corresponding to 1G1 will be prioritized, as these form the
fundamental foundations for protecting the organization.
Subsequently, the implementation of those corresponding to
1G2 will be addressed, as they complement the initial measures
and effectively address the additional risks and complexities
associated with an organization with a higher risk profile and
data sensitivity.

The prioritization of these measures should also be
informed by the number of detections associated with each
control. For instance, CIS Control 13 has been associated with
13 detections, a figure that positions it as a top priority. CIS
Control 07 follows closely with 6 detections, while other
controls such as CIS 04 (4 detections), CIS 02 and CIS 03 (3
detections each), and CIS 06 (1 detection) also warrant
consideration.

However, a specific consideration must be taken into
account in the case of Control 13. Given that its safeguards are
not intended for institutions from 1G2 and this control has the
highest number of associated detections, it is recommended to
implement it simultaneously with the safeguards of 1G1. This
strategy will enable the early mitigation of the most critical
vulnerabilities, thereby fortifying the organization's security
infrastructure in a comprehensive manner.

3) Action plan: The action plan commences with a
comprehensive audit of the IT and security infrastructure to
identify gaps and ascertain protection needs. Concurrently,
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security policies will undergo a process of updating, based on
CIS controls and adapted to the specific needs of the university
network. Subsequent to the formulation of policies, the security
solutions will be implemented, prioritizing the safeguards of the
aforementioned controls. During this implementation phase,
training of IT staff and end users on the use of and response to
the new security measures will commence.

Throughout the process, a continuous monitoring system
will be established to evaluate the effectiveness of the
implemented measures and adjust policies and practices as new
threats or changes in the IT environment arise. This continuous
improvement process will begin as soon as the first safeguards
are implemented, ensuring that any gaps detected are addressed
immediately. To optimize time and resources, some actions can
be carried out in parallel. For instance, while the comprehensive
audit is underway, security policies can undergo updates, and
concurrently, the training of staff can be initiated for the
implementation of the solutions. This ensures that all phases of
the action plan are executed in an efficient and coordinated
manner.

V. DISCUSSION

The implementation process of Security Onion at UNSCH
proved to be an enriching and insightful experience, allowing
for the identification of both the strengths and challenges
associated with using this tool in a real-world environment.
Initially, a commercially available device widely used in the
country was selected, which met the minimum requirements for
an Evaluation deployment. However, during the second stage
of the installation, specifically after confirming the
configurations, the device began to experience recurrent
failures. These failures consisted of the device shutting down
during the subsequent process. This issue was resolved by
replacing the device with one that had greater RAM capacity,
which allowed the installation to be completed without further
issues. This incident highlights the importance of having
adequate hardware to ensure the proper functioning of
advanced security tools.

The choice of Security Onion as an open-source platform
proved to be a strategic decision, especially in a context where
the university's administrative authorities are reluctant to invest
in cybersecurity solutions or do not prioritize their importance.
Security Onion not only provided a robust and scalable solution
but also minimized associated costs. This experience reinforces
the viability of open-source tools as effective alternatives for
institutions with limited resources but growing needs for
protection against cyber threats.

On the other hand, a significant limitation of the study was
the inability to obtain network traffic directly from the main
switch of the university campus. This switch did not have
available ports to configure it as a SPAN (Switch Port
Analyzer) port, which would have allowed for more
comprehensive traffic capture and analysis. Although a partial
analysis was achieved with the available resources, this
restriction prevented more exhaustive network monitoring.

In summary, this experience not only demonstrated the
effectiveness of Security Onion as a network auditing tool but
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also highlighted the importance of having adequate hardware,
available network infrastructure, and the support of institutional
authorities to ensure the success of cybersecurity initiatives.

VI. CONCLUSIONS AND RECOMMENDATIONS

The implementation of Security Onion at UNSCH has
demonstrated that it is an effective tool for network auditing,
thanks to its capabilities in security monitoring, log
management, and intrusion detection. Security Onion has
enabled the identification and mitigation of suspicious activities
and anomalies within the network of the university campus of
the UNSCH, such as SQL injection attempts, ransomware, and
traffic associated with advanced threat actors. Additionally, it
facilitated the collection, storage, and analysis of logs, which
helped identify unusual patterns that will be instrumental in
taking preventive actions and avoiding greater damage.
Security Onion's ability to centralize these functions contributes
to better event traceability and strengthens defense measures
against emerging cyber threats.

However, this study has also identified areas for
improvement and opportunities for future work. First, it is
recommended to implement a Standalone deployment instead
of the Evaluation deployment used in this research, as the latter
limits the use of certain tools and advanced functionalities. A
Standalone deployment would allow for the full utilization of
Security Onion's capabilities and improve the accuracy of threat
detection.

Second, it is suggested to deploy complementary tools such
as Zeek and Snort to compare and enrich the obtained logs.
These tools could provide a more comprehensive view of
network traffic and help identify threats that might go unnoticed
with a single solution. Finally, it is recommended to closely
monitor and analyze TOR traffic on the network, given the
observed correlation between detections such as "DarkSide
Ransomware Pattern" and "ET TOR Known Tor Relay/Router
(Not Exit) Node Traffic." This analysis could reveal hidden
threats and further strengthen UNSCH's security posture.

In conclusion, while Security Onion has proven to be a
valuable tool for network auditing, its implementation can be
enhanced through a more robust deployment, the integration of
additional tools, and a deeper focus on analyzing encrypted
traffic. These recommendations would not only benefit
UNSCH but could also serve as a guide for other institutions
facing similar cybersecurity challenges.
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