
(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 16, No. 4, 2025 

802 | P a g e  

www.ijacsa.thesai.org 

Impact of Cryptocurrencies and Their Technological 

Infrastructure on Global Financial Regulation: 

Challenges for Regulators and New Regulations

Juan Chavez-Perez, Raquel Melgarejo-Espinoza, Victor Sevillano-Vega, Orlando Iparraguirre-Villanueva 

Facultad De Ingeniería, Universidad Tecnológica Del Perú, Chimbote, Perú 

 

 
Abstract—The rise of cryptocurrencies is transforming the 

landscape of global finance, but their very decentralized nature is 

triggering unprecedented challenges for regulatory systems. This 

systematic literature review (SLR) aimed to gather and 

synthesize information to understand the functioning of 

cryptocurrencies in relation to their regulatory challenges. The 

PRISMA (Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses) methodology supports the rigor of the research, 

where 50 studies published between 2022 and 2025 were selected 

in databases such as Scopus, Web of Science, IEEE Xplore and 

Science Direct. Among the results, it was observed that the 

continents with the greatest contributions were Europe and Asia, 

representing 60% and 25% of the studies analyzed, respectively. 

Likewise, the period with the highest scientific production was 

the year 2024, with 50% of the manuscripts published. 

Regarding the analysis of keyword co-occurrence using 

VOSviewer, it was found that "blockchain" and 

"cryptocurrency" were the most predominant terms, with 18 and 

16 mentions, highlighting their centrality in the academic 

discussion. Ultimately, the research highlights that 

cryptocurrencies bring with them major regulatory challenges, 

such as money laundering and lack of legal clarity, while 

blockchain emerges as an essential tool to improve the 

transparency and operability of financial regulation. 
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I. INTRODUCTION 

For some years now, digital transformation has been 
playing a major role in the global economy. One of the 
emerging trends is cryptocurrencies, a new tradable asset 
capable of revolutionizing the way payments are made [1]. The 
innovation of its technology and its growing popularity are 
capturing the attention of the mainstream media and investors 
[2]. By 2023, more than 23,000 types of cryptocurrencies had 
been registered [3]. Their growth has exposed various 
regulatory challenges globally. According to the United 
Nations (UN), the decentralization of the network in which 
cryptocurrencies operate makes it difficult to regulate them 
within the existing legal framework and highlights the lack of 
legal clarity on procedural issues affecting transactions 
involving different countries [4]. Similarly, the World Health 
Organization (WHO) emphasizes the importance of 
establishing unambiguous measures as new technologies such 
as cryptocurrencies emerge, to develop functionalities that 
ensure security and accessibility [5]. The cryptocurrency 
market is positioning itself as a profitable activity for investors, 

as they find it very beneficial to acquire this asset class at 
relatively low prices for subsequent sales at higher values [6]. 
This type of web-based digital exchange has now become a 
popular commodity and an attractive source of trading [7]. 

The cryptocurrency landscape is very broad, within it, 
"Bitcoin", one of the most popular cryptocurrencies for being 
the pioneer in the field, reached in less than a decade a 
capitalization value of one trillion dollars and boosted the 
creation of more than 10,000 additional cryptocurrencies [8]. 
The secret of the success of this technology lies in its 
cryptographic protection, derived mainly from the combination 
of cutting-edge technologies and decentralized systems, such 
as blockchain [9]. Blockchain technology also provides a 
secure and verifiable system of record [10] allowing 
individuals to interact with electronic wallets that make it 
possible to store and manage their cryptoassets independently 
[11]. This type of technology allows the creation of a peer-to-
peer network, which acts in combination with a cryptographic 
algorithm, distributed data storage and a decentralized 
consensus mechanism. On the other hand, there are also 
technologies such as artificial intelligence (AI), which is 
playing a remarkable transformation in financial systems, since 
they allow optimizing critical processes, as well as handling 
incidents by 63%, decreasing resolution time and improving 
operational effectiveness to increase user satisfaction by more 
than 50% [12]. These technological advances, although 
promising, pose regulatory challenges like those of 
cryptocurrencies, such as the need to monitor algorithms and 
ensure transparency in automated decision making. 

The rapid increase in the diversification of cryptocurrencies 
has represented a deficiency in studies on their economic and 
regulatory impact. Currently, financial regulation does not 
adequately address key aspects such as digital wallet software, 
which has generated risks in terms of security and financial 
crime [13]. A worrying example is the use of cryptocurrencies 
in dark web markets, which have become the main means of 
payment for illicit activities, because various features allow 
instant payments without major costs, their addresses can be 
easily obtained and modified, transactions are highly 
anonymous, a feature that complicates the identification of 
individuals [14]. This situation has generated new regulatory 
challenges in terms of personal data management standards, 
trust and traceability of financial events [15]. 

This study is justified by the need for research that 
addresses the global regulatory challenges associated with 
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cryptocurrencies and explores the impact of blockchain 
technology on evolving financial regulations. The objective is 
to compile and synthesize recent scientific evidence to 
understand the risks inherent in these digital assets, identify 
emerging regulations, and propose recommendations for a 
more effective regulatory framework tailored to the dynamics 
of the global financial system. 

This paper is organized as follows: Section II presents a 
literature review, focusing on the challenges and financial 
regulations related to cryptocurrencies. Section III describes 
the methodology used for the review, based on the PRISMA 
method. Section IV presents the main findings obtained. 
Section V discusses the results, and finally, Section VI presents 
the conclusions of the study. 

II. LITERATURE REVIEW 

A. Regulatory Challenges for Cryptocurrencies 

Several studies have analyzed the impact of 
cryptocurrencies on global financial regulation. In the study 
[16], we evaluated the dynamics and risks associated with 
cryptocurrencies to explore the stylized facts, volatility and risk 
measures in the performance of digital assets, by using daily 
data of bitcoin, ripple and Ethereum, and their comparisons 
with technology stocks, risk measures such as Value-at-Risk 
(VaR) and Expected Shortfall (ES) were applied. The results 
confirmed that cryptocurrencies present high volatility, 
dependencies between cryptocurrencies, volatility clusters and 
arbitrage opportunities, highlighting that cryptocurrencies are 
riskier than technology stocks. 

Similarly, in [17], evaluated the presence of speculative 
bubbles in the cryptocurrency market during the COVID-19 
pandemic, analyzing the gregarious behavior of investors and 
factors such as Google searches and transaction volume, using 
probit regressions in time series and panels, together with 
alternative measures of liquidity and volatility. It was 
determined that all the cryptocurrencies analyzed presented 
bubbles, and that explosive behavior in one cryptocurrency 
affects others, contradicting the efficient market hypothesis. 
Complementarily, in [18], hybrid models combining forward 
propagating neural networks (DFFNN), and long term memory 
networks (LSTM) with generalized autoregressive conditional 
heteroskedasticity (GARCH) models were evaluated in three 
types (GARCH, EGARCH and APGARCH) with the objective 
of predicting the volatility associated with 27 cryptocurrencies, 
employing the outputs of the GARCH models as inputs to the 
neural networks, demonstrating that the hybrid models 
outperform the GARCH and deep learning (DL) models 
separately, significantly improving the accuracy in predicting 
volatility. 

In [19], they analyzed tail risk in cryptocurrencies, non-
fungible tokens (NFTs), stocks and gold, using conditional 
VaR-based models, showing that there is no superior model to 

capture tail risk, but non-Gaussian distributions better modeled 
skewness and heavy tails, which is crucial for risk management 
and portfolio diversification. In the same vein, in [20], the 
ability of volatility models to predict downside risk in 
cryptocurrency trading was explored by applying models such 
as conditional autoregressive VaR (CAViaR), dynamic 
quantile rank (DQR), GARCH and generalized autoregressive 
score (GAS) to five cryptocurrencies (Bitcoin, Ethereum, 
Ripple, Litecoin and Stellar), evaluating forecasts using 
backtesting techniques and model confidence sets (MCS). The 
result showed that quantile-based models combined with a 
weighted aggregation method were the most effective in 
predicting downside risk. 

B. Financial Regulations Through the Influence of 

Cryptocurrencies and Blockchain 

In the study [21], they sought to promote a greater focus on 
the analysis of cryptocurrencies as money within international 
political economy (IPE), employing monetary theories, such as 
the "commodity theory of money" and the "state theory of 
money", concluding that cryptocurrencies represent a challenge 
to traditional monetary theories and suggesting that their 
development as money is influenced by political dynamics that 
deserve further investigation. Likewise, in research [22], 
examined the existence of seasonal patterns in cryptocurrency 
returns, through data analysis of 500 cryptocurrencies, focusing 
on the Monday effect and trading activity during weekends. As 
a result it was found that the positive Monday effect on Bitcoin 
did not persist after 2015, and that there is no robust evidence 
of anomalies in returns, although trading activity was lower on 
weekends. 

Consequently, in [23], explored the transmission of 
extreme risks between NFTs, DeFi tokens and 
cryptocurrencies, using the quantile connectivity technique to 
analyze volatility conditions was able to identify that NFTs 
offer greater diversification opportunities, with lower risks 
compared to other blockchain markets, making them an 
attractive option to reduce extreme risks. Complementarily, in 
[24], they analyzed how climate shocks affect extreme risks in 
cryptocurrency markets, for which they built risk contagion 
networks using a TVP-VAR model to measure the sensitivity 
of cryptocurrencies to climate, political and financial factors, 
finding that extreme risks in cryptocurrencies are highly 
sensitive to climate shocks, and that global financial markets 
are the main transmitters of risks. Furthermore, in [25], 
addressed the comparison of herding behavior in "clean" low-
energy and "dirty" high-energy cryptocurrency markets, using 
the method of collecting data on market returns and activity, 
and by using value-weighted and equally-weighted portfolios, 
it was found that herding behavior is more pronounced in 
"dirty" markets, especially in bearish market conditions, while 
"clean" cryptocurrencies only showed herding behavior when 
both markets were rising. Table I shows the main findings and 
limitations of the reviewed studies. 
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TABLE I. CONCLUSIONS AND GAPS FOUND IN THE REVIEWED PAPERS 

Refs. Main results Limitations 

[16] Identify higher risk in cryptocurrencies using VaR and ES It does not explore how financial regulations could mitigate these risks. 

[17] 
Detects speculative bubbles during COVID-19 using probit models and Google 

Trends 
It does not analyze regulatory mechanisms to prevent bubbles. 

[18] Hybrid GARCH-LSTM models improve volatility prediction in 27 cryptos It does not consider emerging regulations in the models. 

[19] Non-Gaussian distributions better model tail risk in cryptos vs. traditional assets Does not discuss application to regulatory capital requirements. 

[20] 
CAViaR models outperform GARCH in predicting downside risk backtesting 

with MCS 
Does not integrate with regulatory oversight systems. 

[21] Evidence of contradictions between cryptos and traditional monetary theories It does not propose an adapted regulatory framework. 

[22] Refutes seasonal patterns in yields (500 cryptos analysis) Does not evaluate the impact of market regulations. 

[23] NFTs show lower systemic risk than DeFi It does not address specific regulation for NFTs. 

[24] Climate shocks increase systemic risk according to the TVP-VAR It does not consider regulatory climate disclosure. 

[25] Increased gregarious behavior in "dirty" crypts (high energy consumption) Does not analyze the impact of environmental policies. 
 

III. METHODOLOGY 

The study was guided by the PRISMA 2020 statement, 
widely recognized for its requirement in terms of rigor, 
transparency and relevance in conducting systematic reviews. 
The framework describes a concrete structure for identifying, 
selecting and synthesizing relevant studies, ensuring that the 
process is fully replicable and free of bias [26]. The application 
of PRISMA 2020 is essential to answer the research questions 
formulated, focusing on the regulatory challenges associated 
with cryptocurrencies and their influence on the evolution of 
international financial regulation. Complementarily, a 
graphical representation tool based on an R programming 
language and its Shiny package was used to build the 
flowchart. This allowed us to elaborate a clear visualization of 
the different phases of the process, covering from the initial 
collection of the studies to the final selection of the included 
documents, facilitating the comprehensive understanding of the 
procedure [27]. 

The research questions were developed based on a 
methodical and strictly structured process. The first step was to 
conduct a preliminary review of the existing literature 
regarding the subject matter of cryptocurrencies and financial 
regulatory standards, with the objective of identifying those 
trends, gaps and potential areas of interest. After this initial 
exploration it was detected that, although there are studies 
about the impact of cryptocurrencies on financial markets, 
there is a lack of publications addressing global regulatory 
challenges and the contribution of blockchain to the evolution 
of regulations in the field. 

Based on this review, issues of current relevance were 
prioritized, and questions were formulated that not only reflect 
the most current problems in the field but also help to fill gaps 
in literature. The following are the research questions that were 
formulated to guide the study: 

 What are the main regulatory challenges faced by the 
bodies in charge of supervising cryptocurrencies at a 
global level? 

 How have cryptocurrencies and blockchain technology 
influenced the evolution of international financial 
regulations? 

To ensure the suitability and quality of the selected studies, 
it was necessary to establish the relevant criteria to incorporate 
in-depth and specific research. These considerations are 
presented below: 

A. Inclusion Criteria 

Studies that explore the regulatory challenges associated 
with cryptocurrencies or analyze the impact of blockchain 
technology on global financial regulation. 

Research published in academic databases related to the 
topic, peer-reviewed journals or presented at recognized 
international conferences, ensuring academic rigor. 

Publications between the period 2022 and 2025, to capture 
the most recent developments and debates in the field. 

Articles written entirely in English, due to their 
international scope and standardization in the academic 
community. 

B. Exclusion Criteria 

Studies published before 2022, as they may not reflect 
current developments and challenges in the cryptocurrency and 
blockchain ecosystem. 

Research that does not directly address the main regulatory 
and technological aspects central to the study. 

Articles that are not peer-reviewed or lack clear 
methodology and solid empirical evidence. 

Papers that do not provide relevant information to answer 
the research questions posed. 

The search for publications was carried out within 
academic databases relevant to the focus of the study, 
including Scopus, Web of Science, Science Direct and IEEE 
Xplore. Likewise, employing keywords such as 
cryptocurrencies, financial regulation, blockchain, regulatory 
challenges and cryptocurrency laws, together with Boolean 
operators and the period between 2022 and 2025, made it 
possible to ensure recent developments in the field and to gain 
insight into the various perspectives. The result of this process 
provided the compilation of an initial set of studies. Fig. 1 
shows the distribution of these studies according to the source 
of origin, providing a complete overview of the number of 
publications identified. 
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Fig. 1. Distribution of studies per database. 

The PRISMA 2020 guidelines guided the process 
comprehensively, aligning under the framework is necessary to 
organize the SLR in four main phases, which are mentioned 
below: 

 Identification: rigorous search of selected databases to 
identify potentially useful studies for addressing 
research questions. 

 Selection: Filters were applied among the articles 
obtained, starting from the elimination of duplicate 
works and performing reviews based on title and 
abstract. 

 Eligibility: To verify their relevance and materiality, the 
papers that passed the screening phase were subjected 
to an in-depth evaluation, in which it was verified that 
they adequately answered the research questions. 

 Inclusion: The selection to be included for the review 
had to meet all the defined criteria, standing out for the 
finding in its literary information. 

Fig. 2 illustrates in a synthesized way the selection process 
based on PRISMA 2020, mainly highlighting its organization 
in three key stages: identification, selection and inclusion. This 
visual representation expresses the sequential progression from 
the initial collection of studies to obtaining the final sample of 
those included, showing the gradual reduction of studies after 
the application of the established criteria. 

Several computer tools were essential in the processing of 
the studies collected, since each of them played a strategic role 
throughout the different phases of the work. The Mendeley 
software made it possible to store and classify the documents 
according to their origin in the databases, contributing to the 
initial structuring of the set. The stored files were then exported 
in “.RIS" format and imported into Rayyan, a specialized 
resource platform for research work, whose incorporation 
made it possible to detect duplicities, create filters and apply 

them in an evolutionary manner. Through this tool it was 
possible to identify and eliminate 87 duplicate articles and 
discard 125 documents that did not meet the eligibility criteria, 
including systematic reviews, meta-analyses and other types of 
secondary literature. Subsequently, the selected studies to be 
included in the SLR were classified in Microsoft Excel, 
organizing them in a data matrix, recording key information 
such as the database of origin, title, year of publication, type of 
document, country of origin, methodological approach 
classified as qualitative, quantitative or mixed, and the answers 
to the research questions. This structure enabled a more 
thorough analysis of the 50 studies chosen, allowing the 
identification of patterns and trends relevant to the 
development of the research. 

 
Fig. 2. PRISMA 2020 methodology. 

IV. RESULTS 

The results obtained provide a detailed overview, forming 
the basis for understanding how the latest scientific literature 
addresses the regulatory challenges of cryptocurrencies and 
their impact on the evolution of financial regulations. The 
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development of the stages of the screening process under 
PRISMA 2020 standards gradually contributed to improving 
the collected documents, so that it has been ensured that the 
final studies are the most relevant to represent the review. The 
initial compilation, presented in Table II, reflects the diversity 
of the sources consulted, laying a solid foundation for the 
subsequent analyses. 

TABLE II. INITIAL DISTRIBUTION OF STUDIES BY DATABASE 

Database Quantity Percentage 

Scopus 141 10.07% 

Web of Science 846 60.43% 

Science Direct 83 5.93% 

IEEE Xplore 330 23.57% 

 1400 100% 

After collecting the studies, they were classified within 
collections created according to their source of origin provided 
by the academic databases. From that process, the exhaustive 
analysis of the documents began, starting the filtering phases 
for inclusion and exclusion. 

A. Phase 1: Elimination of Duplicates and Initial Filters 

The first phase develops the debugging of duplicates and 
secondary documents that could have been included after 
compilation. Therefore, the full detection functionality 
provided by Rayyan is run, resulting in the consolidation of a 
refined set of 1,188 unique studies, excluding 212 non-
representative ones. The reduction allowed optimizing the 
database, eliminating redundancies that could distort the 
analysis, in addition, it was possible to highlight Web of 
Science as the most representative source in the set, thanks to 
its high percentage value, followed by IEEE Xplore, Scopus 
and Science Direct, as detailed in Table III, which reflects the 
first significant transformation in the analyzed dataset. 

TABLE III. DISTRIBUTION OF STUDIES AFTER ELIMINATION OF 

DUPLICATES AND INITIAL FILTERS 

Database Quantity Percentage 

Scopus 119 10.02% 

Web of Science 732 61.62% 

Science Direct 70 5.89% 

IEEE Xplore 267 22.47% 

Total 1,188 100% 

B. Phase 2: Review of Titles and Keywords 

The review of the 1,188 documents remaining up to this 
stage, using titles and key words, made it possible to identify 
those that maintained an evident and concrete link with the 
research questions posed. As a result of this analysis process, 
691 documents were discarded because they did not address 
the central theme of the focus of the study, since they were 
outside the limits established in the framework. As a result of 
this filtering, the set of documents was reduced to 497 records. 
Table IV shows the updated distribution of the studies after this 
phase, showing the new proportional configuration between the 
databases. 

TABLE IV. DISTRIBUTION OF STUDIES AFTER REVISION OF KEY 

TERMINOLOGY IN TITLES 

Database Quantity Percentage 

Scopus 70 14.08% 

Web of Science 225 45.27% 

Science Direct 29 5.84% 

IEEE Xplore 173 34.81% 

Total 497 100% 

Subsequently, we proceeded to a more exhaustive review 
of the 497 documents, focusing objectively on the analysis of 
the summaries provided by the studies, but full texts were 
addressed in those that presented little information in their 
abstracts. 

C. Phase 3: Review of Abstracts and Full Text 

From this process, the analysis had to check those studies 
that accurately addressed the regulatory challenges of 
cryptocurrencies and how the impact of blockchain technology 
was affecting financial regulations. To do so, strategic 
keywords had to be used such as: cryptocurrencies, blockchain, 
digital currencies, regulatory challenges, DeFi and empirical 
study. 

The result was the exclusion of 393 studies for not meeting 
the criteria, so that the set was reduced to 104, firmly refining 
the literature base for the final analysis. In this line, it was 
highlighted that the evolution of the studies belonging to 
Scopus for this stage showed that their content was relevant 
after their respective evaluation, thus emerging as the one that 
eliminated the least number of documents. Table V presents 
the updated distribution of the studies after this phase, 
reflecting this transformation in the composition of the final 
sample. 

TABLE V. DISTRIBUTION OF STUDIES AFTER ABSTRACT AND FULL TEXT 

REVIEWS 

Database Quantity Percentage 

Scopus 26 25% 

Web of Science 41 39.42% 

Science Direct 14 13.46% 

IEEE Xplore 23 22.12% 

Total 104 100% 

D. Phase 4: Final Inclusion 

The last selective procedure, aimed at closing the studies 
for definitive inclusion, consisted of assessing the depth of the 
content, specifically the degree of complementarity with the 
methodological soundness and relevance of the contributions to 
the research approach and the questions formulated. Thus, 54 
studies were excluded because they failed to provide 
substantial evidence and because they presented 
methodological limitations that compromised their validity in 
the context of the present study. Therefore, the final set was 
composed of 50 studies that rigorously met the established 
criteria, ensuring a robust and representative database for 
subsequent analyses. 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 16, No. 4, 2025 

807 | P a g e  

www.ijacsa.thesai.org 

TABLE VI. FINAL DISTRIBUTION INCLUDING STUDIES 

Database Quantity Percentage 

Scopus 24 48% 

Web of Science 8 16% 

Science Direct 7 14% 

IEEE Xplore 11 22% 

Total 50 100% 

Regarding the final distribution of the chosen studies, the 
Scopus source predominated, followed by IEEE Xplore, Web 
of Science and Science Direct, reflecting a diverse and 
balanced composition of the specialized literature. Table VI 
illustrates this final distribution, consolidating the result of the 
systematic selection process. 

To complement the collection of the 50 studies chosen in 
this review, a visual representation of the complete distribution 
is included through a bar graph, showing the numerical data for 
each academic database selected for the work. Fig. 3 not only 

facilitates the interpretation of the final set of data but also 
provides a clear and accessible perspective on the provenance 
of the selected literature. 

Once the final studies were obtained, processes were 
carried out to determine certain aspects of relevance for the 
research. Starting with the temporal distribution, which 
covered the period from 2022 to 2025, where an increasing 
trend in academic production related to the subject of study 
was evidenced. Likewise, by 2022, 8 studies were identified, 
representing 16%. On the other hand, the number increased 
significantly in 2023, with a value of 13, representing 26%. 
The trend continued to increase in 2024, with the highest 
production of 25% of the set, equivalent to 50%. In contrast, in 
2025, 4 studies were disclosed, representing 8% of the total. It 
is important to note that, as 2025 progresses, an increase in the 
number of published studies is expected. Fig. 4 illustrates this 
temporal distribution, highlighting the evolution of academic 
production and the importance of the studies published in the 
most recent period. 

 
Fig. 3. Distribution of studies included by each database. 

 
Fig. 4. Studies by year of publication. 

In the same line, the time frame was relevant to determine 
the scientific production of studies associated with their 
respective databases. The most remarkable result was the 
contribution of Scopus in the year 2024, since it represented 12 
studies, consolidating its relevance to the field as the main 
source in research. In the same line, IEEE Xplore showed its 
contribution with 7, Web of Science with 4 and Science Direct 
with 2. On the other hand, manifesting contributions in 
previous years, Scopus maintained its predominance in 2023 
with 7 studies, while Science Direct and IEEE Xplore 

contributed with 3 and 2 respectively, and Web of Science with 
1. As for the year 2022, the contributions were established with 
Scopus with 4, Web of Science with 3, IEEE Xplore with 1 and 
Science Direct with no records. On the other hand, for the most 
current year of 2025, the contributions with literary presence 
up to the present were constituted by Science Direct in 2 and 
IEEE Xplore in 1 study, while Scopus registered 1 and Web of 
Science did not present contributions. Fig. 5 illustrates the 
proportional trend, highlighting the contribution of each 
database over time. 
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Fig. 5. Distribution of studies by year and databases.

As for the geographical origin of the SLR studies, the 
analysis showed that there was a strong prominence of 
countries with more developed financial systems, which have 
active regulatory frameworks for cryptocurrencies. The United 
Kingdom tops the list with 6 studies, representing 12% of the 
total, followed by China with 5 studies, corresponding to 10%, 
and Indonesia and Ukraine with 4 studies each, corresponding 
to 8%. Denmark, Estonia, Germany, Pakistan, Russia, Saudi 
Arabia and the United States are ranked with 2 studies each, 
representing 4%. In contrast, Australia, Bangladesh, Belgium, 
India, Italy, Hungary, Kazakhstan, Lithuania, Luxembourg, 

Malaysia, Mauritius, Mexico, Morocco, Netherlands, Poland, 
Spain and Taiwan have 1 study each, equivalent to 2%. In view 
of the results, it can be stated that the academic production is 
higher in the regions of Europe with 60% and Asia at 25%, 
surely because of their concern for cryptocurrency regulation 
and financial development. Likewise, the low participation of 
Latin America and Africa suggests less attention to the 
treatment of the object of study in these regions. Fig. 6 
provides a detailed geographical breakdown of the studies on 
the issue. 

 
Fig. 6. Origin of studies by geographic region. 

The review of each study included in this research revealed 
that 100% of the studies correspond exclusively to journal 
articles. This concentration reflects the prominence of scientific 
publications when studying the subject of interest regarding 
cryptocurrencies and their regulatory implications, reflecting 
the prominent role of this format in the generation and 

dissemination of knowledge. However, it is imperative that the 
need to develop more applicable approaches in other fields to 
overcome the gap originated by the absence of other types of 
publications, such as conference proceedings and technical 
reports. 
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The methodological approach used in the studies reviewed 
shows a preponderance of qualitative approaches, with a 
notable representation in the main databases. In this regard, the 
main reference was Scopus, which presented 18 qualitative 
studies, equivalent to 36%, followed by Web of Science and 
Science Direct with 6 studies each, equivalent to 12%, while 
IEEE Xplore contributed 2 studies, with 4%. The quantitative 
strategy had less presence, with IEEE Xplore standing out with 
6 papers, representing 12%, Scopus with 3, 6%, and Web of 
Science 1, 2%, while Science Direct had no quantitative 

studies. The mixed method showed a more limited rate of 
representation, since Scopus and IEEE Xplore recorded 3 
studies respectively, which accounted for 6%, and Web of 
Science and Science Direct only 1 study, which equaled 2%. 
The results indicate that research on cryptocurrencies and 
financial regulation is mainly based on qualitative analyses, 
most likely due to the need to interpret regulatory frameworks 
and economic trends. Fig. 7 presents in detail the distribution 
of methodological approaches used in the analyzed studies. 

 

Fig. 7. Studies by methodological approach.

Finally, with the support of the "VOSviewer" software tool 
for the identification of keywords, considering their level of co-
occurrence and representing the relationships between existing 
within the analyzed corpus. For this purpose, the software 
analyzed the keywords assigned by the authors, terms included 
in the titles and the summary content. In the results obtained it 
was found that "blockchain" and "cryptocurrency" constitute 
the most predominant concepts, with 18 and 16 mentions 
respectively, which reaffirms their central role in the academic 
discussion. 

The thematic groups interconnected by cluster analysis 
reflected different perspectives of the phenomenon studied. 
The yellow cluster addressed digital infrastructure and asset 

security, highlighting terms such as "distributed ledger 
technology" and "digital assets market", elements that 
underline the importance of decentralized accounting systems. 
In contrast, the blue cluster focused on regulation and 
compliance, with terms such as "money laundering", "fintech" 
and "regulation", highlighting the challenge of establishing 
suitable legal frameworks for cryptocurrencies. Finally, the 
brown cluster encompassed key words such as "financial 
crime" and "policy", highlighting concerns about the 
relationship between cryptoassets and financial crime. Fig. 8 
illustrates the distribution of these clusters, highlighting mainly 
keywords in a visual representation of the main areas of study 
identified in the literature. 

 
Fig. 8. Exploration of co-occurrence in literature. 
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V. DISCUSSIONS 

A. Q1: What are the Main Regulatory Challenges Facing the 

Bodies in Charge of Overseeing Cryptocurrencies 

Globally? 

The growing adoption of cryptocurrencies brings with it 
governmental and institutional attention around the world. The 
purely speculative origin and their movements in conditions of 
anonymity contribute to challenges such as money laundering, 
lack of legal clarity and regulatory differences. In this sense, 
the study [16], addressed the risk associated with 
cryptocurrencies, evaluating their dynamics and volatility 
through daily data and metrics such as VaR and ES, showing 
that cryptocurrencies exhibit high volatility rates and high 
dependence, a fact that, in addition to suggesting arbitrage 
opportunities, highlights their potential to facilitate activities 
such as money laundering due to the difficulty of tracing 
anonymous transactions. On the other hand, research [17] 
examined the formation of speculative bubbles and herd 
behavior in the cryptocurrency market during the COVID-19 
pandemic. Through probit regressions, alternative metrics of 
liquidity and volatility, they managed to identify that all the 
cryptocurrencies analyzed presented speculative bubbles. On 
the other hand, the paper [19] analyzed tail risk in 
cryptocurrencies, NFTs, stocks and gold, for which they used 
conditional models based on VaR, as a result it was revealed 
that there is no single superior model to capture extreme risk; 
however, it was observed that non-Gaussian distributions 
proved to be more effective when modeling asymmetry and 
heavy tails in returns. This reinforces the need to address the 
lack of legal clarity in the regulation of these assets, as the 
absence of clear standards increases risk exposure and hinders 
the implementation of effective regulatory frameworks. 

Also, regarding volatility prediction, the study [18] 
combined neural networks such as DFFNNN and LSTM with 
GARCH models in three types such as (GARCH, EGARCH 
and APGARCH) to analyze 27 cryptocurrencies, using the 
outputs of GARCH models as input data for the neural models, 
and showed that the hybrid models performed better than the 
individual models in terms of accuracy. Furthermore, [20] 
studied the ability of volatility models to predict downside risk 
in cryptocurrency trading, using models such as CAViaR, 
DQR, GARCH and GAS to five cryptocurrencies (Bitcoin, 
Ethereum, Ripple, Litecoin and Stellar), and using back testing 
and MCS techniques, it was concluded that quantile-based 
models, combined with a weighted aggregation method, are the 
most effective in anticipating the decline in the value of 
cryptocurrencies. Such a method allows highlighting regulatory 
discrepancies, as the lack of unified regulation hinders the 
implementation of effective risk management strategies. 
Below, in Table VII, the challenges in the regulatory arena 
found after the rigorous analysis are presented. 

The results shows that cryptocurrency transactions have 
generated a wide range of regulatory challenges, many of 
which are interconnected. On the other hand, the 
decentralization and anonymity inherent in these technologies 
pose considerable hurdles for regulators, as they make it 
difficult to identify participants and track transactions. The 
problem arises especially in the case of stablecoins and DeFi 

platforms, since their rapid growth and technical complexity 
exceed the capacity of regulators to establish effective controls. 
Added to this is the increase in fraud and scams within the 
ecosystem in which cryptocurrencies operate, a phenomenon 
that has exposed vulnerabilities in the protection of users and 
the security of blockchain platforms. In addition to affecting 
investor confidence, this phenomenon poses significant risks to 
the integrity of financial markets. In particular, the taxation of 
cryptocurrencies remains a critical area due to the lack of 
accurate transparent reporting mechanisms and monitoring in 
the verification of transactions. This situation is compounded 
by the absence of standardized international rules, creating an 
environment in which illicit activities can flourish. 

TABLE VII. CHALLENGES FOR REGULATORY AGENCIES 

# Regulatory Challenge Quantity References 

1 Money laundering 6 [28], [29], [30], [31], [32], [33] 

2 Lack of legal clarity 5 [34], [35], [36], [37], [38] 

3 Regulatory differences 5 [39], [40], [41], [42], [43] 

4 
Decentralization and 

anonymity 
5 [44], [45], [46], [47], [48] 

5 Stablecoins and DeFi 5 [49], [50], [51], [52], [53] 

6 Fraud and protection 5 [54], [55], [56], [57], [58] 

7 Blockchain security 5 [59], [60], [61], [62], [63] 

8 Crypto taxation 4 [64], [65], [66], [67] 

9 
Transparency and 

monitoring 
4 [68], [69], [70], [71] 

These challenges underscore the urgent need to develop 
robust and cooperative regulatory frameworks that address 
both current and emerging risks. The implementation of 
innovative solutions, together with strengthened international 
cooperation, will be essential to promote the creation of a safe, 
efficient and more transparent financial ecosystem. 

B. Q2: How have Cryptocurrencies and Blockchain 

Technology Influenced the Evolution of International 

Financial Regulations? 

Cryptocurrencies have been greatly affected by the 
evolution of international financial regulation, as they pose 
regulatory challenges due to their decentralized and 
anonymous nature. Therefore, incorporating blockchain as a 
technological solution to support regulation is an essential 
strategy to balance innovation and regulatory control. In this 
way, this synergistic relationship enables regulators to develop 
more robust regulations tailored to the needs of the global 
financial system. These include those related to stability and 
governance, where blockchain enables real-time audits and 
decentralized governance systems (DAO), as well as 
supervision, where it improves transparency and ensures an 
immutable transaction history. Recent studies support this 
position, highlighting blockchain's ability to strengthen 
financial traceability and facilitate regulatory adaptation among 
dynamic digital environments. 

In [23], the transmission of extreme risks between NFTs, 
DeFi tokens and cryptocurrencies was explored using the quant 
connectivity technique to analyze volatility conditions, 
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identifying that the NFTs offer greater opportunities to 
diversify and reduce risk levels compared to other blockchain 
markets, making them an alternative of interest to reduce 
extreme risks. The finding, together with the inherent 
traceability of blockchain, influences the creation of 
regulations that promote stability and governance in the 
cryptocurrency ecosystem, as well as the implementation of 
blockchain-based online auditing systems. 

On the other hand, in [24], it was analyzed how climate 
shocks affect extreme risks in cryptocurrency markets, building 
risk contagion networks using a TVP-VAR model, whose 
results showed that cryptocurrencies are highly sensitive to 
climatic, political factors and that global financial markets are 
the main transmitters of risks. This has led regulators to 
strengthen oversight mechanisms and use blockchain 
technology to improve transparency and immutable transaction 
recording, thus mitigating associated risks. Also, Table VIII 
presents the impact of cryptocurrencies and blockchain on 
various financial regulations. 

TABLE VIII. IMPACT OF CRYPTOCURRENCIES AND BLOCKCHAIN ON 

FINANCIAL REGULATION 

# 
Impact of 

Cryptocurrencies 

Blockchain 

Impact 
Quantity References 

1 
Stability and 

governance 
Audits 5 

[50], [56], [72], [73], 

[74] 

2 Supervision Traceability 5 [43], [66], [67], [70] 

3 

DeFi and Anti-

Money 
Laundering 

(AML) Regulation 

Compliance 4 [28], [68], [75], [76] 

5 
Financial 

innovation 
Regulations 4 [35], [49], [54], [77] 

In terms with slight influence, DeFi and AML regulation 
stand out, where blockchain facilitates traceability, process 
automation and financial innovation, whose operation allows 
the implementation of regulations based on smart contracts. 
The study [25], compared gregarious behavior in "clean" and 
"dirty" cryptocurrency markets using profitability and market 
activity data. As a result, it was observed that herding behavior 
is more pronounced in "dirty" markets, especially in bearish 
market conditions. Similarly, in [22], seasonal patterns in 
cryptocurrency returns were examined by analyzing data from 
500 cryptocurrencies and focusing on the effect of Monday and 
weekend trading activity, showing that a positive Monday 
effect on Bitcoin did not last after 2015, which has led 
regulators to consider financial innovation in designing smart 
contract-based regulations, enabling more efficient and 
transparent compliance in DeFi and AML regulations. 

The influence of cryptocurrencies and blockchain 
technology on the evolution of international financial 
regulation is undeniable due to their nature in relation to their 
operations. Through traceability, real-time audits, automated 
compliance and DAO, blockchain not only mitigates the risks 
arising from cryptocurrencies, but also promotes transparency, 
efficiency and innovation for the global financial system. All of 
these developments underscore the importance of regulators 
harnessing the potential of existing technologies, such as 
blockchain and other emerging technologies, to support a 

transformative new system that the masses are migrating 
towards; achieving this will ensure the stability and integrity of 
financial markets. 

VI. CONCLUSION 

In this SLR, the technological infrastructure within the 
cryptocurrency ecosystem was analyzed to identify its behavior 
in relation to the entities that regulate finance worldwide, 
taking as evidence the inclusion of 50 studies published 
between 2022 and 2025. The studies collected came from 
databases of recognized solvency for their prestige, such as 
Scopus with 24 articles, representing 48%, Web of Science 
with 8 equivalents to 16%, IEEE Xplore with 11 at 22%, and 
Science Direct with 7 representing 14%. The variety of these 
sources of information provides a complete and representative 
perspective of the current state of research in the field. 

The results revealed that cryptocurrencies raise significant 
regulatory challenges, including money laundering, lack of 
legal clarity, decentralization and anonymity. It was also 
identified that blockchain technology is instrumental in 
improving transparency, traceability and regulatory efficiency. 
These findings underscore the need for innovative regulatory 
frameworks to balance technological innovation with user 
protection and financial stability. Moreover, it was reflected 
that the lack of unified international standards hinders the 
implementation of effective regulations, thus underlining the 
importance of global collaboration in this field. 

This systematic study provides a solid foundation for future 
research to be undertaken by experts, as it synthesizes recent 
statistics and proposes priority areas for study, raising 
awareness. These areas include the development of flexible 
regulatory systems, comparative approaches across regions and 
the incorporation of new technologies into financial regulation. 
The findings also provide valuable input to regulators and 
policy makers, helping to create more effective regulations that 
are adaptable to current realities. However, the research faced 
limitations inherent to the study of emerging and disruptive 
issues. On the other hand, the rapid evolution of the 
cryptocurrency and blockchain ecosystem generated a gap 
between the literature findings and the current reality, 
suggesting the need for periodic updates in future reviews. 
Also, some studies presented methodological heterogeneity 
that hindered the comparability of results, so it is important to 
standardize approaches. Finally, the absolute lack of 
comprehensive papers addressing global regulatory challenges 
to financial regulation indicates a critical area for further 
research. 
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