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Abstract—This study explores Higher Education Institutions
(HEIS) cybersecurity maturity and preparedness, developing a
Cybersecurity Maturity Model (CSMM) for HEIs specific to the
needs of these institutions. These HEIs face increasing cyber
threats and cyberattacks from ransomware attacks, phishing
attempts, and data breaches, considering increasing dependence
on digital methods for administration, teaching, and research.
Though cybersecurity is of paramount importance today, many
institutions do not have proper structures with which they can
evaluate and enhance their security practices. The study uses a
mixed-method approach, whereby the integration of qualitative
case studies and quantitative surveys would address this gap,
subsequently allowing the identification, validation, and
assessment of the key domains and criteria in a comprehensive
cybersecurity framework. The research started with an
investigation, followed by design, data collection, analysis, and
reporting, which accounted for the major phases of the study. The
data was collected through interviews, documentation reviews,
and surveys involving cybersecurity experts and ICT management
teams in various HEIs. The results revealed eleven important
assessment domains, twenty-four criteria, and sixty-seven
elements necessary for developing the CSMM: Governance, Risk
Management, Infrastructure Security, Human Factors,
Compliance, and Monitoring. The validation confirmed the model
to be practical, reliable, and valuable in the overall sense, giving
the institutions a structured avenue for assessing and improving
their cybersecurity maturity.
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. INTRODUCTION

HEIs oversee the care of vast and delicate information. This
fact owes to records for students, knowledge gained from
research, finances and data in institutions. Higher cyber threats
and cyberattacks in these institutions result from their inter-
departmental and open characteristics in conjunction with the
dynamics in this environment, making them more vulnerable
than other sectors [1]. Cyber-attacks have grown exponentially;
therefore, business organisations must understand cybersecurity
threats and how to counter them most effectively in detail. These
attacks usually aim at assessing, altering, or deleting sensitive
information; extorting monetary benefits from users; or
interfering with normal business processes. Cybersecurity
involves techniques to protect computers and networks from
unauthorized access and malicious uses such as data destruction
and theft [2]. At that time, the initial days of cyberattacks were
meant to boost the self-esteem of hackers and recognition.

However, threats and attacks have been known to affect victims
in varied ways: financial loss, impaired image, denial of service,
and more [3].

The rise of cyberattacks focusing on HEIls highlights the
crucial need for strong cybersecurity measures. Ransomware
attacks, for example, have grown worldwide, causing massive
interruptions in our educational institutions. Over 56 per cent of
universities participating in a recent study were affected by
ransomware within two years, thereby losing millions of dollars
[4]. Additionally, there are many phishing attacks wherein
cybercriminals manipulate users into providing their credentials.
This situation occurs because employees do not receive enough
training on this issue, and many individuals are unaware of it [5].
It could be explained that the student was cognizant of the
danger but did not know how likely or how serious it could be
when considering an attack by the hacker on his privacy or
security [6]. The conclusions drawn by Rahman et al. (2019)
were generated with respect to understanding that cybersecurity
issues remain equally troubling for individuals as well as
governments, companies, as well as law enforcement [7]. These
vulnerabilities have been made worse by the COVID-19
pandemic. Institutions suddenly switching to remote learning
had no choice but to rely on online platforms, but most lacked
adequate security features [8]. Using weak access controls,
outmoded software, and non-encrypted communication
channels, systems were implemented fast without the necessary
testing, making them susceptible to attacks targeting HEISs.

Despite their significance, most HEIs have cybersecurity
budgets that are too small or do not even employ an IT specialist
in this field. According to a recent CyberSecurity Malaysia
(CSM) report in 2021, almost 40 per cent of Malaysian HEIs do
not have an outlined framework for cybersecurity governance
[9]. Malaysian HEIs without an established cybersecurity
governance framework [10] are nearly 40 per cent. It is,
therefore, essential to come up with structured, scalable, and
cheap measures that can help assess and enhance the
preparedness of our institutions regarding their information
system security, such as customised models that allow maturity
tracking. The model or framework's all-encompassing, general
approach just may fail to account for all the industry-specific
threats or intricate cybersecurity issues [11]. The rapid adoption
of digital technologies within HEIs has significantly
transformed the way institutions operate, communicate, and
deliver education. Hybrids such as online learning platforms,
virtual classrooms, and digital administrative systems have been
very potent conduits through which innovations have been
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brought into higher education institutions as their lifeblood.
However, the rapid influx of these forms of education by HEIs
has also heightened the risks of exposure to cyber threats,
making student records, financial transactions, and critical
research data tempting targets to all manner of cybercriminals
through ransomware attacks, phishing attempts, and data
breaches [1].

The pandemic of COVID-19 exacerbated the existing
conditions, whereby institutions were entirely dependent on the
digital platform, exposing areas in the existing cybersecurity
foundations. The sudden emergence of demand for both distance
education and hybrid education models revealed several
vulnerabilities in the security infrastructure of institutions,
exposing them to several types of cyber threats targeted at cloud-
based systems, network access points, and communication
channels [8, 10]. While many forms of cybersecurity standards-
such as NIST, ISO/IEC 27001, or CIS Controls, have been used
in industries like healthcare, finance, and government
environments, these have not been available to HEIs in a typical
sector-specific cybersecurity framework addressing internal
unique challenges [12]. This particular concern will require
some form of cybersecurity maturity model customised to the
higher education sector, merging governance, risk management,
and security monitoring practices.

An additional complication in HEIs is the presence of
outdated systems of security, financial constraints, and the
absence of cybersecurity capabilities within the institution [13].
If proper remedial measures are not introduced, cyber threats
will evolve to ever-increasing levels of sophistication, leading to
serious reputational damage, financial loss, and possible
disruption to the academic environment [12]. The real challenge
comes from the abysmally lacking a dedicated model to assess
maturity levels suited explicitly to HEIs. This term, in general
maturity level, concerns progress and development involving
organisational indicators, which are people, process,
technology, capability, and willingness to adopt quality
improvement practices. Organisational maturity depends on the
maturity model selected by the organisation [13]. The
cybersecurity model in existence does not have the requisite
specificity to address the role of students, faculty, and
administrative personnel within these institutions and the added
challenge of handling cybersecurity in a resource-constrained
environment [14]. Based on Zammani et al (2021) studies, the
assessment of maturity is not comprehensively implemented and
remains low [15]. Because of that, a tailor-fitted Cybersecurity
Maturity Model (CSMM) becomes necessary to evaluate the
cybersecurity maturity of HEIs, understand the gaps for
improvement, and lend structured guidance on enhancing
institutional cybersecurity readiness.

The research is aimed at evolving a robust CSMM
specifically tailored for HEIs to improve their resilience in
cybersecurity. First, it enumerates crucial domains, criteria, and
factors needed for measuring cybersecurity maturity in HEIs,
thus laying down a structured framework for evaluating
institutional security readiness. Qualitative and quantitative
techniques are used in this study to validate these criteria,
thereby ascertaining their relevance and effectiveness within the
practical environment. The research also deals with the design
and evaluation of a working CSMM that targets the salient
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cybersecurity challenges faced by HEIs, thus providing them
with a strategic roadmap to improve their security infrastructure.
Additionally, the study gives practical implementation
recommendations for the proposed CSMM to support the HEIs
in strengthening their cybersecurity governance against
emerging threats. It is through its realisation of these objectives
that the research gives insight into cybersecurity maturity
assessment and a scientific approach through which HEIs can
better their general security posture.

The methodology involves major inquiries directing the
making of a viable CSMM for HEIs in pursuit of these research
objectives: first, identification of the primary domains and
criteria needed for gauging maturity in the area of cybersecurity
for higher education institutions, providing a comprehensive
evaluation procedure; then assessment of the methods that were
applied in designing and validating a CSMM that specifically
intends to tackle the cybersecurity problems inherent in HEIs by
synthesizing qualitative and quantitative perspectives to broaden
applicability. Finally, the effect of the CSMM designed for the
study in measuring and improving readiness in cyberspace is
tested to ensure that the system is practicable in real institutional
environments. However, this study is a more systematic
approach towards the institution's efforts to enhance its
cybersecurity governance from within. Such efforts will provide
an institution with a robust framework to minimise risks,
mitigate the impact of ever-changing threats in cyberspace, and
improve overall institutional resilience against attacks.

The primary concern of HEIs today is cybersecurity since
the institutions process the most sensitive data and intellectual
property. This research contributes towards academic
discussions and applications of practical cybersecurity.
Practically speaking, the CSMM may give an ordered view for
HEIs to evaluate their cybersecurity posture, create priorities for
investments in governance, and mitigate security risks. The
study advances the theoretical understanding of the
cybersecurity maturity model, especially in the education sector,
by taking into consideration different unique challenges that
HEIs face while incorporating qualitative and quantitative
research methodologies, which ensures a validated and
empirical model that is usable across various institutions of
higher education [16]. Findings from this study, which are of
policy importance, will be very useful to policymakers and
education authorities interested in standardised cybersecurity
practices in all HEIs. The policy agrees with laws like the
Cybersecurity Act 2024 of Malaysia and the cybersecurity
regulations of the European Parliament, ensuring that HEIs
comply with both national and international standards in
cybersecurity [17].

The continued evolution of digitalisation in HEIs makes
cybersecurity a priority issue for institutional leaders and
stakeholders. However, a lack of an education sector-specific
cybersecurity maturity framework has rendered institutions
incapable of adequately responding to cyber threats as they
evolve. This study aims to propose such a framework, CSMM,
which will offer HEIs a viable strategy towards greater
cybersecurity resilience. The department covers different
activities, including the use of technologies, processes, and
policies, all aimed at protecting digital assets from threats such
as malware, phishing, and unauthorised access. For educational
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institutions, cybersecurity is indispensable in protecting student
data, preserving academic record integrity, and generally
facilitating digital learning [18]. This study adopts both
qualitative and quantitative research approaches to ensure that
the proposed model addresses specific challenges to
cybersecurity in HEIs. The model also gives recommendations
that facilitate improving the institutional cybersecurity strategy
and governance.

This study endeavours to lay out a clear and coherent
argument for the research. Section Il of the study is applied to
review all the literature pertaining to cybersecurity frameworks,
maturity models, and the challenges HEIs face in cybersecurity.
Section 1l details the research methodology, explaining the
mixed-method approach and data collection techniques
employed in this study. Finally, Section IV concludes the study
by summarising the key findings, discussing the research’s
contributions, addressing its limitations, and providing
recommendations for future studies. By structuring the study in
this manner, the research ensures a logical progression from
identifying cybersecurity challenges in HEIs to proposing a
viable solution through the CSMM.

II.  RELATED WORKS

Educational institutions, particularly organisations, are
seriously concerned about the issue of keeping their data and
information safe from hacking using the Internet. Over the years,
HEIs have increased their dependence on technologies regarding
research work and everyday running, exposing them to cyber
threats. In this part, previous studies and applicable models
concerning cybersecurity issues are discussed in addition to
those factors missing in place for a customised CSMM for these
institutions, alongside all their existing maturity models. The
discussion focuses on five key areas: cybersecurity in HEIs,
established cybersecurity frameworks, existing cybersecurity
maturity models, cybersecurity-specific challenges in education,
and the gaps in current approaches.

A. Existing Cybersecurity Frameworks

There indeed exist many established frameworks that offer
basic principles to follow to boost cybersecurity. Nevertheless,
most of those frameworks are not tailored or aligned with
specific requirements at higher learning institutions. Considered
herein are numerous widely used models of enhanced
cybersecurity.

1) NIST Cybersecurity framework

e The NIST Cybersecurity Framework is a widely
accepted approach for managing cybersecurity risks
across various sectors. It was initially published in 2014.
In 2018, Version 1.1 was rolled out with some key
improvements, particularly in how supply chain risks
were managed and how organisations could assess
themselves more effectively. Come 2024 and this new
Version 2.0, the evolution of the framework is set to go
far beyond security and introduce fresh insights on how
to continue to improve security measures over time for
cyber governance. The new structure has five primary
functions: Identify, Protect, Detect, Respond, and
Recover [19].

2)

3)

4)

5)
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ISO/IEC 27001

The ISO/IEC 27001 Standard provides the framework
for establishing an Information Security Management
System (ISMS). Information security, in general, uses
ISO/IEC 27001 as an international reference point. The
standard was first published in 2005, after being
developed jointly by 1SO and IEC; it underwent a major
revision in 2013 and was thus revised again in 2022 to
keep abreast of changing security challenges. It focuses
on implementing comprehensive policies and processes
and conducting risk assessments to protect an
organisation’s valuable data assets. This standard helps
organisations systematically manage and safeguard
information security, addressing potential risks and
vulnerabilities [20]. Many companies have embraced
ISO/IEC 27001, but it is very resource-demanding,
making it difficult for higher learning institutions to
implement. However, budgetary constraints and limited
staff often hinder HEIs from continuously monitoring,
auditing and improving their compliance framework,
making maintenance challenging [16].

CIS Controls

The Centre for Internet Security (CIS) Controls provides
a set of prioritised actions designed to help organisations
safeguard their systems against cyber threats. The CIS
framework consists of 18 essential controls, covering
areas such as inventory management, incident response,
and recovery [4]. This approach particularly appeals to
organisations looking for practical, actionable steps to
enhance their cybersecurity posture. However, while CIS
Controls offer comprehensive guidance, they do not
specifically address the unique needs of the educational
sector, which often faces the challenge of balancing
robust security measures with the need for academic
openness and accessibility

Malaysian Cybersecurity Act 2024

With a view to enhancing cybersecurity governance in all
areas of the industry, including education, Malaysia has
introduced the Cybersecurity Act 2024 as a significant
leverage for strengthening the country's digital security
[21]. Operative guidelines for enabling organisations to
develop sound security policies, good risk management,
and structured reporting of cyber incidents are defined in
this law. This act, which will come into force on August
26, 2024, provides for the protection of critical national
infrastructure, effective measures against cyber threats,
and tight regulation of registered cybersecurity service
providers' activities. This is because of the often-
decentralised management of universities and
differences in cyber readiness, which may raise unique
issues regarding the adaptation of new standards that will
need to be skilfully orchestrated.

Cybersecurity Maturity Models (CMM)

Cybersecurity Maturity Models (CMM), road maps
being structured for organisations, help organisations
assess, strengthen, and continuously improve their
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cybersecurity posture. With these models, we identify
various security gaps and areas of improvement,
allowing organisations to set priorities related to
improving their cybersecurity stance, increasing
resilience, and systematically addressing areas of
concern [22]. These evaluate processes, systems, and
policies at various stages of maturity so that the
organisation is aware of its current standing in
cybersecurity and how to improve it. Following these
models truly is a structured way to improve security
posture, systematically addressing vulnerabilities.

6) Capability Maturity Model Integration (CMMI)

e The Capability Maturity Model (CMM) is a project
developed by the Software Engineering Institute (SEI) of
Carnegie Mellon University for evaluating the
improvement of software development processes. The
model provided a means for organisations to assess their
capabilities, find weaknesses, and improve their process
under five levels of maturity from Level 1 (Initial) to
Level 5 (Optimised) [22]. The CMMI hence provides a
structured way for organisations to assess, improve, and
optimise their cyber capabilities; however, the one-size-
fits-all approach does not consider the specific needs of
the education sector, where institutions may not have the
required technical expertise or financial resources to
complete the requirements. Therefore, the HEIs need a
more adaptable cybersecurity maturity model that
considers their open IT ecosystems, different user
groups, and constraints of budget. A customised
framework would allow universities to make
improvements in security based on need, to comply with
ever-changing regulations, and to enhance their
programmatic approach towards cyber resilience without
excessive complication. Cybersecurity models should
therefore evolve to create a fine balance between
stringent security and an academic environment's
intrinsic need for flexibility [23].

7) Cybersecurity Capability Maturity Model (C2M2)

a) The Capability Maturity Model Integration (CMMI)
was created by the Software Engineering Institute (SEI) at
Carnegie Mellon University during the early part of this century
to improve further the original Capability Maturity Model
(CMM) [24]. In essence, CMM was introduced in the late 1980s
specifically for the purpose of aiding organisations in
enhancing their software development process [23]. However,
industries realised that.

b) Nonetheless, CMMI had to be introduced as a
common model of best practices, which consolidated process
management, product development, service delivery, and
cybersecurity into a framework [22]. Five maturity Levels from
Level 1-Initial to Level 5-Optimized were introduced to assess,
standardise, and continuously improve processes within an
organisation in a structured manner.

8) Qatar Cyber Security Capability Maturity Model (Q-
C2M2)

a) Developed in 2018 by the College of Law at Qatar
University, the Qatar Cyber Security Capability Maturity
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Model (Q-C2M2) represents one of the major efforts by Qatar
towards improving its national cybersecurity framework [25].
While not entirely a new model, Q-C2M2 adopts various key
elements from existing cybersecurity frameworks to provide an
orderly and holistic approach in assessing cybersecurity
capabilities [26].

b) The model is intended to assess both government
agencies and private organisations over five maturity levels
concerned with core cybersecurity functions [20]. The adoption
of a multi-framework approach would make the Q-C2M2 a
standardised and scalable cybersecurity assessment tool that
caters to the peculiarities of the cybersecurity landscape in
Qatar.

9) Cybersecurity Capacity Maturity Model for Nations
(CMM)

a) As aglobal cybersecurity capacity centre, and operator
of the Global Cyber Security Capacity Centre (GCSCC), the
CMM was established at Oxford Martin School University of
Oxford in the year 2014 with the aim of enabling nations to
assess, improve, and develop their capabilities in cybersecurity
with its structured framework [27, 28, 29].

b) After its initial launch, the model was implemented in
11 different countries, leading to improvements in 2016
because of practical lessons learned from accurate assessments
[30]. This was made possible by continuously going through
this process and evolving to create a more comprehensive and
adaptable tool to be helpful in improving the cybersecurity
resilience of different national contexts [31].

¢) This is an important instrument for countries wishing
to fortify their respective cyberspace infrastructures. It can offer
a transparent, structured approach for governments; hence, they
can identify gaps and improvements for long-term strategies,
which would be used to safeguard their digital ecosystems [32,
33].

10)National Initiative for Cyber Security Education
Capability Maturity Model (NICE)

a) The National Initiative for Cybersecurity Education
(NICE) model was introduced in 2008 by U.S. President
George W. Bush as part of a national effort to strengthen
cybersecurity workforce development [34]. This initiative
emerged in response to the growing need for highly skilled
cybersecurity professionals capable of addressing national
security challenges.

b) To achieve these objectives, NICE introduced a
framework known as the NICE Component, which helps
organisations plan and manage cybersecurity talent
strategically. The first formal version of the NICE model,
Version 1.0, was released in August 2014, providing a
structured approach for organisations to identify cybersecurity
job roles, competencies, and workforce needs [35].

11)Community Cyber Security Maturity Model (CCSMM)

a) The Cybersecurity Capability Maturity Model for
Infrastructure Assurance and Security (CCSMM) was
developed in San Antonio, Texas, by The Centre as part of an
initiative to help states and communities build sustainable and
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effective cybersecurity programs [30, 35]. The model was
mainly designed to strengthen cybersecurity within the U.S. tax
sector, addressing vulnerabilities in financial infrastructure and
ensuring critical assets are protected.

b) Rather than serving as a one-size-fits-all solution, the
CCSMM enables organisations to evaluate and enhance their
cybersecurity programs through structured tests and exercises
[36]. It focuses on collaboration between local, state, and
federal authorities, helping them identify key assets, potential
threats, and areas requiring stronger security measures [37].
The model’s goal is to guide various sectors toward achieving
an optimal level of cybersecurity maturity, ensuring they can
effectively manage risks and respond to evolving cyber threats
[38].

12)RAKKSA (Rangka Kerja Keselamatan Siber Sektor
Awam

a) The RAKKSA version 1.0 was introduced in 2016 as
a cybersecurity maturity model designed explicitly for public
organisations in Malaysia [39]. Developed to strengthen
cybersecurity governance, risk management, and compliance
(GRC), RAKKSA provides a structured framework that helps
public institutions assess their security posture, identify
vulnerabilities, and implement necessary security measures.

b) Unlike generic cybersecurity models, RAKKSA was
tailored to meet the specific needs of Malaysian public
organisations, ensuring alignment with local regulations and
policies. It aims to enhance cybersecurity readiness by guiding
institutions through progressive security maturity levels,
helping them improve resilience against cyber threats.

c) While RAKKSA was primarily designed for
government agencies, its adoption in HEIs remains limited. The
framework is still in its developmental stages and has not yet
been widely implemented in the education sector, highlighting
the need for further research and adaptation [39].

B. Some Common Mistakes

Whilst there are currently many frameworks and maturity
models in the field of cybersecurity, unfortunately, all these do
not meet the specific requirements of higher education
institutions. Some of the major gaps in existing frameworks that
have been indicated present serious challenges in achieving
effective management of cybersecurity by HEIs. One such
concern is the wvery limited application of available
customisation - for example, most frameworks are specifically
oriented either towards enterprises or critical infrastructure
situated under much-defined, budget-ablative environments.
HEIls operate mostly under open and cooperative frameworks
with limited budgets; thus, practically making these frameworks
quite cumbersome and more complex to apply [40]. Equity is,
again, highlighted by another noticeable gap- the absence of
holistic assessment tools. The current maturity models cannot
provide a comprehensive yet easy-to-use evaluation mechanism
that caters for the realities of operations at HEIs. Thus, these
institutions would find it difficult to assess their cybersecurity
posture and the areas for improvement accurately.

Thus, in existing frameworks, one of the critical points that
is not addressed would be related to human factors like those of
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a culture of cybersecurity awareness and behaviour, as well as
the role of the environment. As much as there is emphasis on the
technical control side, the most critical and active role is played
by individuals and governance [41]. The disconnect between
cybersecurity frameworks and national policies like that of
Malaysia's Cybersecurity Act produces mismatches in strategic
objectives, making it difficult for institutions to align both their
own and higher legislation and regulatory requirements [42].

A review of related works shows unique challenges that
HEIs face with cybersecurity, given their openness and
increasing dependence on digital technologies. While NIST,
ISO/IEC 27001, and CIS Controls have a very strong basis, they
have no such capacity to address the issues that are nuanced to
educational institutions. Likewise, maturity models such as
CMMI and C2M2 are meant for general organisational use; they
are usually resource-consuming or so specific as to be out of the
reach of HEIs with low technical and financial capacities. This
study will, therefore, develop the CSMM specifically for HEIs
to meet these specific challenges. Such CSMM would, therefore,
address issues identified earlier by improvising a fusion of
the technical and non-technical components-including
governance, infrastructure, risk management, and human
factors, offering practical, scalable, and systematic approaches
towards HEIs evaluating and improving their cybersecurity
maturity. This model, focusing primarily on the unique needs of
HElIs, could have an impact in terms of enabling institutions to
have strong, adaptable frameworks for constructing a secure and
resilient digital environment.

I1l.  RESEARCH METHODOLOGY

The research methodology is the heart of this study, giving a
scheme to tackle the research questions while meeting the study
objectives  systematically. This section describes the
comprehensive methodology used for the design and validation
of a CSMM specifically for HEIs. It includes a clear explanation
of research design, methods of data collection, sampling
techniques, data analysis methods, and ethical considerations
that guided the study. Through a mixed-method approach that
synergistically joined qualitative and quantitative techniques, a
holistic understanding of the cybersecurity maturity of the HEIs
was arrived at. The approach facilitated multiple perspectives
and presented a well-structured means to answer the study's
objectives.

The outline of this section is methodically structured to cover
key methodological elements. The first sub-section elaborates
on research design, providing a background to the overall
architecture and approach of the study. This is followed by an
explanation of the phased data collection, where insights are
drawn from different stakeholders in HEIs. Attention then turns
to the sampling strategies, explaining how participants and data
sources were selected so as to maximise relevance and
representativeness. This part follows with a discussion of the
methods for data analysis that were used to interpret the
findings, such that the analysis was thorough and aligned with
the goals of the study. Special attention to ensuring the reliability
and validity of the research process to gain credibility and
trustworthiness for the results. Finally, it discusses ethical issues
during the study, e.g. informed consent, confidentiality of data,
and respect for the rights of the participants.
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The methodological setup strengthens the study's claim of
making a credible and valuable contribution to the field of
cybersecurity for HEIs. This means that by joining qualitative
insights with quantitative rigour, the CSMM proposed is
practical and valid from a scientific point of view.

A. Research Design

Underlying concept research gives a blueprint for
performing complete procedures in the field, such as how data
can be collected, analysed and interpreted. This study adopts a
mixed-method exploratory design that entails using qualitative
and quantitative approaches to answer the research questions
effectively. Mixed methods were used for this study because
they bring together the strengths of both qualitative and
quantitative research, thus allowing a comprehensive picture of
the research problem to emerge. As Creswell and Clark (2024)
argue, mixed methods provide a balanced view, deep context,
rich insights from qualitative research and measurable,
statistically validated results from quantitative analysis [38]. The
study was thus executed through two distinct phases: a
qualitative phase, conceptualisation of current cybersecurity
practices within HEIs, which has culminated in identifying those
critical domains, criteria, and elements necessary for the CSMM
development proposed in this study. It has provided a granular
insight into challenges that HEIs encounter and how they can
form a basis for designing the model.

The quantitative phase followed the qualitative course to
validate the results of the previous stage. The phase's objective
was to evaluate the usability, effectiveness, and overall
applicability of the suggested CSMM. This phase is integrated
from a larger sample into the model concerning practical and
general real-world use across various HEI contexts. These two
strands thus made sure that the research problem was
substantially appreciated while adding value to the
trustworthiness and reliability of the study output [43].
Providing qualitative as well as quantitative insights thus added
value to the findings and, importantly, provided a firm basis to
deal with unique cybersecurity challenges for HEIs.

B. Phases of the Study

The study execution entailed five
operationalisation, as schematised in Fig. 1.

stages of

PHASE 1: INVESTIGATION

+ 1. Systematic Literature Reeview (SLR)
+ 2 Preliminary Interviews

PHASE 2: DESIGN

+1. Model Framework Development
2. Questionnaire Design

*Qualitative Data Collection
*Quantitative Data Collection

+Qualitative Data Analysis
*Quantitative Data Analysis

+Relibility and Validity
Fig. 1. Operational phases.
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The framework addresses both technical and organisational
aspects of cybersecurity, hence ensuring an institution-specific,
holistic, and practical solution to the distinctive needs of HEIs.
The Data Collection phase, the third phase, used a two-pronged
approach to capture an exhaustive assessment of cybersecurity
maturity levels at HEIs. The first stage of the collection
consisted of qualitative data obtained using case studies,
focusing on in-depth interviews, document analysis, and
observational studies. These provided rich, contextual material
about institutional cybersecurity practices and challenges. The
latter collection activity was through quantitative data via
surveys of 400 cybersecurity professionals and ICT managers,
whose insights served to validate some of the data obtained
during the qualitative phase. The integration of both qualitative
and quantitative data also ensured that research was context-rich
but substantively measurable and statistically evidenced, hence
boosting the credibility of the CSMM proposed.

After the collection of data, the next step was to move to the
Data Analysis phase for the refinement and validation of the
CSMM. The use of thematic analysis, statistical evaluation, and
the Analytic Hierarchy Process (AHP) served to prioritise the
identified cybersecurity criteria to reflect accurate maturity for
the critical factor in HEIs that would influence cybersecurity
maturity [44]. The prioritisation of cybersecurity elements based
on expert input and empirical data is further enhanced using
AHP, making the model more applicable and reliable.

The last phase involved the Report, which consisted of
collating, interpreting, and documenting the findings of the
research to produce the final CSMM. Therefore, it also
recommended HEIs on how to implement the model to improve
their overall cybersecurity posture. The final output of this study
gives a structured and validated way of assessing and improving
cybersecurity maturity across HEIs and providing these
institutions with a viable tool for addressing cyber threats and
overall improved resilience in the more and more digitalised
education landscape.

C. Data Collection Methods

Both qualitative and quantitative methods were combined
for complete analysis, and a mixed-methods approach was used
in this research. Qualitative research would provide an in-depth
understanding of the experiences and perceptions held by
participants. The other end of the spectrum was where the
quantitative research produced data which could be measured to
find out patterns and trends, thus making it a wholesome study
of acquiring knowledge around that phenomenon.

1) Qualitative data collection

a) The qualitative phase investigated the practices,
challenges and maturity levels regarding cybersecurity in
higher education institutions.

b) It has employed a multiple-case study as appropriate
for Yin to achieve a detailed understanding of cybersecurity
within HEIs. The approach involved participants from various
backgrounds, including ICT managers, cybersecurity experts,
and senior administrators [45]. The data collection instruments
used were semi-structured interviews and document reviews,
which allow for a more comprehensive view. Typical
interviews lasted between one to two hours and were recorded,
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transcribed, and systematically coded. Also, in addition to the
interviews, specific institutions such as cybersecurity policy,
risk management and incident logs were reviewed for an
enhanced context and additional insights. Face-to-face
observations in workshops and IT meetings also added real-
world practices and interactions to the findings.

c) The qualitative data collected through these
procedures have been processed systematically and later
analysed using ATLAS.TI software with its thematic coding
and comprehensive analysis [46]. This kind of systematic
procedure allowed key themes and patterns to be identified for
a better understanding of the cybersecurity landscape in higher
education institutions and the foundation to build on towards
the following construct of the CSMM [47].

2) Quantitative data collection

a) The quantitative phase was focused on getting
validation of domains and criteria that were identified during
the qualitative phase. A well-structured questionnaire was
distributed among cybersecurity practitioners and ICT
management teams in institutions of higher learning. The
questionnaire is designed under three clear sections. In Section
A, the questionnaire collected demographic information with
respect to the respondents' origins. Section B validated the
CSMM, including 11 domains, 24 criteria, and 67 elements,
each rated on a 5-point Likert scale running from 1 for Strongly
Disagree to 5 for Strongly Agree. Section C collected feedback
on the usability and relevance of the model to ensure its
practical applicability. Prior to the full rollout, a small group of
experts piloted the tools to refine the questionnaire to address
ambiguities before enhancing reliability [9].

b) The survey was conducted among cybersecurity
practitioners from the management core of Malaysian HEIs
together with ICT officers, and therefore, purposively sampled
as the identification of participants who should take part has
become important [47]. The total sample size targeted for
collation from respondents was 25 respondents to ensure the
collection of sufficient data for carrying out statistical
validation procedures. Data was captured via Google Forms,
which were accessed and secured for confidentiality. All this
data was analysed using the Statistical Package for Social
Scientists (SPSS) software for scoring respondent data and
validating findings. This fully structured and planned approach
made this process not only robust but also reliable for the
assessment of CSMM and its use within the targeted context.

D. Data Analysis Methods

In accordance with their research aims, the study considers
specific data analysis methods that will help to make the findings
true and credible. Thematic analysis, regarding the Braun and
Clarke framework, was utilised in processing qualitative data. It
involved getting familiar with the data, then generating initial
codes and identifying themes, followed by identifying and
revising to ensure they form tight links with the research aims.
The systematic analysis of interviews, document reviews, and
observations allows understanding to go in-depth into key issues
and patterns pertaining to the study [48].
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On the other hand, quantitative data analysis subjected the
said data to relevant statistical methods to authenticate the model
being proposed: descriptive statistics, which had been the initial
processing tools in which profiles and responses from the
respondents were entered. In contrast, reliability analysis
(through Cronbach's Alpha) was then used to determine the
internal consistency of survey items, which determined their
dependability. The AHP was also used to rank criteria within the
model. This enabled a systematic basis for ordering as per expert
answers. Feedback about usability was viewed in simple
percentage-based summaries for its practical applicability
regarding the model. These methods would give us the rigour
and robustness of analysis that is expected to give meaningful
insights into the research objectives [49].

1) Qualitative data analysis

a) Qualitative data collected from interviews, document
reviews, and observations were analysed thematically, under
the direction of Braun and Clarke [50]. The analytical
framework followed a systematic manner in relation to the
data's purpose and the understanding of what it was about. Data
familiarisation was the first step, involving deep immersion into
transcripts and documents to identify key themes that emerged
during the analysis [48]. During this phase, the researcher
gained a panoramic view of the data while noting the recurring
themes and patterns pertinent to cybersecurity maturity.

b) Then, the process advanced to coding-whereby initial
codes were generated because of consistent patterns within the
data and thereafter grouped into broader themes reflecting
pivotal aspects of cybersecurity maturity from a framework for
further analysis. Refining the themes ensured that they made
sense and answered the research objectives. This meant that the
identified themes went through an additional examination and
validation process to ensure that the themes were more precise
and relevant, especially in that the findings illustrate the
qualitative perspectives collected in the study.

2) Quantitative data analysis

a) The data collected through quantitative surveys were
subjected to analysis with respect to different statistical
techniques to validate the proposed CSMM. Descriptive
statistics, such as frequencies, means and standard deviations,
were used to comprehend the profiles of respondents as well as
their response types. This first stage produced good insight into
how the data were distributed and central tendencies. Further,
Cronbach's alpha was used to ensure the reliability of the survey
instrument by testing the internal consistency of the items on
the survey, establishing that the measures were cohesive and
reliable enough for conclusions [49].

b) Moreover, the AHP was adopted for prioritisation of
the different criteria within the CSMM on the grounds of
responses from experts [50]. This methodology provided a
systematised ranking of factors through the calculation of
weightage and consistency ratios such that the model truly
reflected well politically informed judgments. Feedback in
terms of usability was also evaluated from the CSMM through
simple summary percentage analyses, giving the practical
relevance of perception from respondents. Combined, these
statistical methods fully validated the model while proving
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reliable and usable in a cybersecurity context. The model
comprises eleven domains and twenty-four criteria to assess
cybersecurity maturity in HEls. The domains and their
corresponding criteria are summarised in Table I.

TABLE I. DOMAINS AND CRITERIA FOR THE PROPOSED CSMM
Domain Criteria
1.1. Cybersecurity governance
1. Governance 1.2. Top Management
1.3. Cybersecurity Policy and Procedure
2. Risk 2.1. Risk Assessment
Management 2.2. Risk Treatment

3.1. Cybersecurity Standards and Best Practices

3. Compliance - —
3.2. Cybersecurity Auditing

4.1. Competence and Awareness Development
4. Human Resource

Security 4.2. ICT staff competency, training and
awareness
5. Asset 5.1. Asset Inventory Management
Management 5.2. Information classification
6. Identity and | 6.1, Identity Verification Mechanisms
Access
Management 6.2. Access management
7.1. Awareness and enforcement.
7. Third-party 7.2. Third-party effectiveness evaluation
Management

7.3. Experts and Expert Groups

8. Syste_m _ And | 8.1, Network and System Infrastructure
Application Security Control
Securit - -
Managgment 8.2. Security operations
9. Incident 9.1. Cybersecurity Incident Plan
Management 9.2. Cybersecurity Incident Simulation
10.1. Cybersecurity threat and vulnerability
10.Threat and management procedures
Vulnerability e
Management 10.2. Technology for threat and vulnerability
management.
11.1ICT  Business | 11.1. ICT Business Continuity Plan
Continuity - -
Management 11.2. Simulation
E. Reporting

1) Reliability: Ensuring reliability gives a guarantee of
uniformity and precision throughout data collection and
analysis of the processes. This study maintained qualitative
reliability by developing a detailed case study protocol that
would apply to all interviews. Thus, uniformity in the way the
interviews were conducted minimised the variations and,
therefore, strengthened the credibility of the qualitative findings
[45]. The protocol provisioned areas for systematic exploration
of relevant themes while maintaining consistency across all
interactions.

For the quantitative part, reliability was measured by
calculating the Cronbach's Alpha values for the items of the
survey. All these figures surpassed the threshold of 0.7,
indicating that the instrument was revealed to have high internal
consistency and that the items measured the constructions
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reliably in an accurate way. Such a kind of statistical validation
could add robustness to quantitative analysis, making sure that
the data collected will be reliable for meaningful conclusions.
All these measures combined put more weight on the reliability
of the study. Thus, its data supported the findings' validity [50].

2) Validity: Validity is one of the cornerstone points of
research, ensuring that what was measured was what was
intended to be measured. For the qualitative aspect of the study,
validity was taken care of through triangulation of data, in
which multiple sources were integrated, such as interviews,
document reviews, and observations. This approach has
increased the credibility of the findings through cross-
referencing insights from different perspectives, thereby
allowing for bias reduction and providing a holistic
understanding of the research context involved. It was one of
the robust mechanisms that ensured the strengthening of the
qualitative outcomes' trustworthiness [49].

In the quantitative phase, an assessment of validity was
conducted via reviews of the questionnaire by experts. This
validated the aspects of face validity and content validity, thus
ensuring that the specific items in the survey were appropriate
and relevant to the objectives of the study, being transparent and
easily interpretable by potential respondents. Feedback from the
experts also ensured that the instrument captured the intended
constructions, further enhancing the validity and reliability of
the quantitative data. These stringent processes in both phases of
the research ensured that the study produced valid and credible
results.

IV. CONCLUSION

The CSMM is developed from the literature review, using a
quantitative and qualitative approach. However, it is different
from the others, as it treats the uniqueness of all HEIs, including
limited resources, old-fashioned systems, and open academic
environments that demand flexible yet secure solutions. This
model provides two significant innovations. The first domain
expansion is, of course, non-generic, including human and
governance matters to better relate to institutional culture and
identify gaps in leadership. Secondly, the CSMM has been
designed with usability in mind; with its eleven domains and
twenty-four criteria, a more efficient structure for HEIs
functionally operating with limited resources offers a more
complete and efficient approach for increasing cybersecurity
maturity.

Some findings confirm existing research on governance,
infrastructure security, and awareness training in HEIs. Lack of
awareness and human error are among the substantial causes of
cybersecurity breaches. A validated CSMM gives HEIls a
structured yet practical approach to assessing and improving
cybersecurity maturity. With this model, the institutions can
systematically discover their vulnerabilities while developing
and enhancing the obvious and resource-wise productive
cybersecurity strategies. As a result, investing shall be directed
towards the most important investments, i.e., weaknesses. The
CSMM also helps deliver customised training to strengthen
human factors, such as expanded awareness and ability to
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respond to cyber threats, thereby improving the overall
cybersecurity posture for the institution.

The assessment of the maturity level in cybersecurity for an
HEI uses the domains and criteria defined in this model to
evaluate the current state of the institution. This allows the
identification of the gaps and weaknesses and a spearhead in
focusing the institution's effort and resources on the areas that
need the most attention. As an additional benefit, the CSMM
guides the refinement of governance structures for effective
policy enforcement of cybersecurity measures. By such a
personalised approach, HEIls can tailor the model to address
their unique problems, such as limited resources, legacy
systems, and open academic environment demands. Therefore,
the combination of workable tools with adaptability makes the
CSMM an asset for enhancing cybersecurity in educational
institutions.

The study's qualitative and quantitative findings are revealed
here. It is a thematic analysis of the eleven domains used to
determine the maturity levels of cybersecurity at higher learning
institutions. Evaluation of these broad areas was then followed
by guantitative validation to validate the relevance or otherwise
of the areas assessed and to reveal which Infrastructure Security
or Governance turned out to be most emphasised. Thematic
analysis of qualitative data, which includes the conclusion in
deriving eleven major domains for the assessment of
cybersecurity maturity in HEIS, found that the integrated
findings formed a practical and robust CSMM specifically
intended for HEIS. Quantitative validation confirmed the
relevance and importance associated with these domains, while
defining Infrastructure Security and Governance as of
paramount importance.

While the research draws important insights into
cybersecurity maturity models geared towards HEIs, the study
must admit some limitations. One limitation comes from its
focus on a particular geographical context—mainly Malaysian
HEIs—thereby restricting the extent to which findings can be
generalised to regions where infrastructure and regulatory
environment function differently. Additionally, the research
takes self-reported data from ICT professionals and
cybersecurity experts, which might pose issues related to bias.
The level of applicability of the model to any HEI might change,
especially as some operate on a shoestring, while others enjoy
loads of resources for their operations; hence, testing it across
various institutional backgrounds would be worthwhile. Finally,
the matter of integrating emerging technologies into enhancing
cybersecurity maturity, be it Al or machine learning, was not
studied.

While on the findings of this study, several areas could be
explored and which could further develop and refine the
proposed CSMM. The first important direction could be to make
the model applicable across various geographical regions,
especially in developing countries, where additional challenges
exist on account of lack of resources and infrastructure.
Maturing on the model could also involve integrating
cybersecurity threat intelligence in real time. As cybersecurity
threats change rapidly, it would be very beneficial if adaptive
measures could be integrated that use artificial intelligence (Al)
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and machine learning (ML) to predict and respond to newly
arising threats.

Future research could investigate incorporating user
behaviour analytics (UBA) in the CSMM, given that human
error remains a major threat to cybersecurity. Insights into the
effects of user behaviour patterns on institutional cybersecurity
may aid in designing interventions that are more targeted and
effective. Additionally, exploring how the maturity model can
be modified to suit various sizes and types of organisations
(small colleges versus big universities) would assist in further
fine-tuning its scalability and flexibility.

Another interesting orientation would be to investigate the
long-term impact of placing and running a CSMM on an
organisation's resilience and response times to cyber threats,
therefore truly assessing its effectiveness over time.
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