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Abstract—With the advent of new sensor device designs, 10T
based medical applications are increasingly being employed. This
study introduces BlockFaaS: a Blockchain-assisted serverless
framework that incorporates advanced Al models in latency
sensitive healthcare applications with confidentiality, energy
efficiency, and real-time decision-making. This framework
combines the structure of AIBLOCK with dynamic sharding and
zero knowledge proofs to make the framework strongly scalable
with health-assured data inviolability with HealthFaaS, a
serverless platform for cardiovascular risk detection.
Explainable Al and federated learning models are introduced
into the system to retain an equilibrium between data privacy
and interpretability. All layers of communication use the
Transport Layer Security protocol to ensure security. This
proposed system is validated by new performance metrics such
as real-time response rates and energy consumption, proving to
be superior to the existing HealthFaaS and AIBLOCK
technologies.
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. INTRODUCTION

Artificial intelligence (Al) and Internet of Things (loT)
technology have revolutionised the health sector by enabling
real-time  monitoring, detection, and decision-making.
However, some limiting aspects, including disparities in data
privacy, scalability, and latency, are beyond the power of Al-
driven applications, especially in the detection of
cardiovascular risk, to be achieved for efficient deployment.
Serverless computing has dramatically solved the problem of
scalable infrastructure on demand while simplifying
complexities in infrastructures. Simultaneously, blockchain
technologies have gained much attention in terms of the ability
to secure, keep intact, and make information transparent. This
research introduces BlockFaaS, a novel blockchain assisted
serverless framework for Al-driven healthcare applications.
The integration of AIBLOCK structure enhances data
inviolability to the serverless platform of HealthFaaS applied in
the detection of cardiovascular risk into the framework. This
makes the framework highly scalable and a better solution for

latency-sensitive medical applications. In addition, the usage of
TLS protocol has assured the system’s data confidentiality and
secured communication across the system. Thus, the proposed
framework will overcome the limitations that exist in today’s
healthcare technologies with improved data privacy, reducing
response times, and achieving greater scalability in the overall
system. This study presents a comparison of BlockFaaS with
other existing frameworks to establish its feasibility for
implementing high-performance modern healthcare systems.
The new blockchain-assisted serverless framework for Al-
driven healthcare applications, BlockFaasS, is presented in this
work. The AIBLOCK structure provides enhanced data
integrity, and dynamic sharding allows for scalable
communication. In addition, it ensures secure and privacy-
preserving communication through the use of zero-knowledge
proofs. BlockFaaS balances between data privacy and
interpretability with the integration of Explainable Al (XAl)
and federated learning models. The framework is validated
through comprehensive performance metrics, proving the
superiority of the real-time response rates, energy efficiency,
and data security involved.

A. Related Background

The next step in the development of the computer industry
is often regarded as serverless computing [1]. In this case, the
user does not control or own any servers. Another term for the
software architecture, where an application is composed of
one-time functions that are triggered by events or other
invokers is ‘“function-as-a-service” [2]. Yussupov et al. [3]
proposed serverless architectures and emphasised the benefits
of leveraging provider-managed components such as function-
as-a-service (FaaS) and database-as-a-service (DBaaS) to
minimise the amount of maintenance required of developers.
The decentralised, unchangeable, and accountable relationships
between blockchain technology and smart contracts as they
relate to serverless systems were covered in this study.
Ensuring security and privacy is crucial for any health apps in
order to safeguard user data, adhere to legal requirements, and
boost application confidence. Key management, storage, and
token verification are among JWT’s shortcomings [4][5][6].A
blockchain-inspired secure and reliable data exchange
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architecture is proposed in the cyber-physical healthcare
industry 4.0 [7]. Stronger security measures are required and
the AIBLOCK architecture uses blockchain technology to
provide the immutability and secrecy of health data.
Nevertheless, the HealthFaaS design does not use any external
methods to ensure system security. User privacy is important
when integrating a serverless platform with the Internet of
Things. It is challenging to guarantee the integrity of patient
data due to the various nature of the Internet of Things, which
will raise privacy concerns for consumers [8]. Every line of
connection between the patient data database, the 10T device,
and the serverless platform is susceptible to intrusion [9].
Consequently, in the case of a communication channel assault,
patient data may be altered (immutability). This might have
serious consequences, such as misdiagnosis [10]. Transport
Layer Security (TLS) with blockchain technology can reduce
security and privacy issues. Blockchain’s unique design, which
ensures data integrity and immutability, makes it applicable in
a number of industries, including banking and healthcare [11].
Three primary themes are examined in terms of terminology
when discussing modern cloud computing delivery methods;
(PaaS), (FaaS), and (laaS) [12-14]. The cloud provider
manages the infrastructure and servers, remaining completely
independent of customers [15-18]. Contrary to popular belief, a
system in which the server is completely absent is not referred
to as serverless computing or FaaS [19-22].

This is a novel opportunity for the development of secure
and scalable applications within health care, all these through
the convergence of blockchain, serverless computing, and
artificial intelligence. Such decentralized and tamper-proof
blockchains have recently been picked up in highly demanding
applications of industries for data integrity and security.
Serverless platforms have been gaining attraction because they
can dynamically allocate the resources without raising
operational costs. Actual real-time capabilities with insights
into immense amounts of patient data brought through Al,
particularly through machine learning, in the prediction and
diagnosis of disease. Available frameworks like HealthFaaS
have led the way for serverless computing in healthcare but
often are deficient in making sure robust data security.
Similarly, blockchain-based solutions such as AIBLOCK are
quite good at validating data but suffer from lack of efficiency
while handling large workloads. This study puts all these
technologies together to overcome the restrictions of the
current solutions, providing BlockFaa$S as a holistic framework
for latency-sensitive and privacy-critical applications.

B. Research Objectives
The primary objectives of this research are:

e RO1l: To develop a blockchain-enabled serverless
framework, BlockFaaS, specifically customized for the
use of Al in healthcare.

e RO2: To provide assured data confidentiality and
integrity through advanced blockchain mechanisms,
such as the AIBLOCK structure and TLS protocol.

e RO3: To enable true real-time dynamic scaling of
resources to manage changing workloads involved in
latency-sensitive medical applications.
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e RO4: To assess the developed framework on scalability
aspects, reducing the latency, ensuring data security,
and cost-effectiveness in comparison with current
solutions.

C. Organizations

The rest of the study is arranged as follows: Section Il gives
the previous works in the said area, Section Il gives the
research methodology. in Section IV the results are discussed
and finally the conclusion and the future work is presented in
Section V.

Il.  LITERATURE REVIEW

A. Existing Research and Analysis

According to language, contemporary cloud service
delivery technologies may be categorised into three groups:
Function as a Service (FaaS), Infrastructure as a Service (laaS),
and Platform as a Service (PaaS) [7]. After the cloud operator
moves from laaS to FaasS, the cloud service provider takes care
of infrastructure and server maintenance, keeping them apart
from clients [23]. According to popular misconception,
serverless technology, also known as (FaaS), does not, by
itself, imply a serverless environment [24][20]. Indicates the
fact that server administration as well as other infrastructure
activities are in the domain of the service provider [25]. These
are the blockchains that are usually applied by people sharing
the same objective but do not necessarily trust each other. Each
block in the blockchain contains several transactions grouped
and added with a header that contains a hash [10]. The hash is
a unique value produced for each block depending on the
contents within the current block plus the preceding block’s
hash. The hashing algorithm is that component that makes
blockchain an indestructible information chain. Given this
hash, nobody can modify any transactions in those blocks that
are currently validated [26]. With an emphasis on smart city air
quality monitoring, Benedict [27] proposed a serverless,
blockchain-enabled architecture for [1loT applications in
society. It highlights issues with resource underutilisation and
energy inefficiencies that arise in conventional 10T application
systems and are centred on the exploitation of blockchain and
serverless computing capabilities. According to the study, air
quality sensor data may be securely sent via cloud computing,
fog, and edge layers [28]. Additionally, it outlines a few
efficient serverless architectural procedures for IloT
applications and predicts that the trend will spur more research
and development in this field. The Proof of Work (PoW)
consensus technique is used in this application to prevent fraud
in the health care system. Gupta et al. [29] used the
Convolutional Neural Network (CNN) model to identify
patient falls in their proposed study. They employ Edge
Computing, which has benefits like reduced latency and higher
bandwidth than 10T, in contrast to previous studies that were
examined. A novel Smart Healthcare System was created by
Balasundaram et al. [30] that uses the LSTM and U-Net
models to detect health issues. Multi-Model IoT (MMIoT)
devices gather vital health information from patients, including
X-rays and ECGs, and send it as quickly as possible across a
5G network to the server. However, the hash-encryption
cryptographic approach is used by blockchain distributed
ledger technology to protect individual communications and
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store log entries in impregnable storage. Third-party data
storage structures in the suggested blockchain-cloud storage
offer reduced costs for data preservation and protection [31-
33]. It connects the Hyperledger modular architecture and
circumvents privacy and data management issues. As a result,
the system’s ability to prevent invasions is closely related to
blockchain  and  Hyperledger-enabling  technology. A
distributed application using chain code-enabled solutions has
been published to automate outsourced computations and
related integration and upkeep of the processed record in a
distributed cloud environment [34,35].

The Internet of Things, network management, food
security, and money transfers are just a few of the businesses
that use blockchain, one of the newest technical developments,
which first surfaced in the twenty-first century [25]. Blocks are
built on top of the first block in the artwork, which represents
Genesis [36]. Digital signatures are applied to blocks that
contain user data, transaction time, and date. As a result, in
Internet of Things-based health applications, it might
potentially ensure the immutability of important data, including
health data [37]. A blockchain-based architecture was proposed
by Taloba et al.[38] for managing multimedia data in loT-
Healthcare. They promised in the research to use loT and
Blockchain to protect patients’ security in real time. The
recommended system’s success percentage against [oT attacks
including wormhole invasion and simulated assault was greater
at 86% than previous testing. In [39], the authors presented an
application that secures medical records using a blockchain-
based approach. The authors used simulation to show how well
the framework they introduced performed. In [40], the authors
put forth BIoMT, a hyper-ledger-based framework. In
situations including the Internet of Medical Things (IoMT),
this architecture guarantees the efficient and secure utilisation
of resources. A novel Internet of Things-based strategy to
lessen heart disease, one of the deadliest diseases in the world,
and the monetary losses it generates was presented by Golec et
al. [41]. For latency-sensitive applications, they also identified
the factors affecting the cold start delay that arises under the
serverless paradigm. They contrasted serverless and non-
serverless platforms’ performance in relation to the growing
user base. Table | shows a comparative analysis of existing
studies.

B. Research Gaps

Despite the tremendous progress in blockchain, serverless
computing, and Al-driven healthcare applications, much
remains to be filled in these gaps:

e Security and Data Integrity: Most frameworks lack
robust mechanisms for ensuring data security and
integrity, especially in decentralized environments.

e Scalability: Scalable blockchain applications fail to
work well with enormous healthcare data due to
computational and storage needs.

serverless and
real-time

e Latency Optimization: Current
blockchain solutions can’t meet the
requirements of critical healthcare applications.
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e Privacy and Interpretability: This leaves the challenge
of balancing data privacy with Al model interpretability
to be a serious limitation in adopting Al in healthcare.

The BlockFaaS framework addresses the gaps by
integrating blockchain and serverless computing with advanced
Al models. Dynamic sharding along with zero-knowledge
proofs support secure and scalable data management within
this framework. Explainable Al integrates with federated
learning models, which resolve the issues concerning the dual
challenges of privacy and interpretability. The performance
evaluation also shows that BlockFaaS is superior compared to
the existing frameworks and can become a potential solution
for Al-driven health care applications.

C. Problem Statement

Rapid growth in loT-based healthcare applications has led
to leaps in advancements for patient monitoring and medical
diagnostics. However, a lot of these applications face
impedance during deployment since sensitive patient data is
vulnerable to breaches, thereby requiring strong mechanisms
for confidentiality and integrity. Several Al-driven medical
systems find it challenging to meet low latency coupled with
high scalability requirements, particularly in a resource-
constrained environment. Traditionally, the management of
server-based systems is highly resource intensive and, in some
cases, it presents a challenge when implemented at a large
scale. Furthermore, from the point of view of data integrity in
health care and building trust among stakeholders, such
systems are lacking in terms of verified mechanisms.
Currently, no framework can totally integrate the concepts of
serverless computing, blockchain technology, and Al
therefore, the result turns out to be less than optimal. This
study surmounts the limitations mentioned above to facilitate
reliable and efficient Al-driven healthcare solutions. In this
work, the gaps are aimed at being bridged using an altogether
novel framework with new strengths of a serverless computing
system combined with blockchain technology as this is meant
to avoid the constraints that come with the existing systems.

I1l.  RESEARCH METHODOLOGY

A. Design of the Proposed Model

A novel method for combining blockchain technologies
and serverless computing is introduced to achieve all the
objectives. The designed framework is called BlockFaaS and
allows for scalability, data security, and real-time Al
capabilities in healthcare applications. In developing this
serverless infrastructure, scalable dynamic resources are used
to map fluctuations in workloads at development platforms
such as AWS Lambda. The AIBLOCK structure is used to
establish blockchain integration and ensure that healthcare data
gets encrypted with decentralized storage and automated access
control through smart contracts. The communication going on
within the framework is protected using the Transport Layer
Security protocol for ensuring end-to-end data privacy. The Al
models used for HealthFaa$S are optimized for latency-sensitive
applications and focus on the real-time detection of
cardiovascular risk. Dynamic load balancing and latency-aware
scaling mechanisms ensure responsiveness under high-demand
scenarios within the framework. The performance is deeply
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tested in comparison to state-of-the-art technologies such as
HealthFaaS and AIBLOCK with metrics in regards to latency,
scalability, and cost-efficiency. The accuracy and reliability of
the system are validated using clinical datasets where a system
can demonstrate its impact on today’s healthcare.
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Fig. 1. Architecture design for BlockFaaS.

The architecture in Fig. 1 is crafted using Design software.
The architecture diagram went further in explaining the
BlockFaaS framework for supporting Al-driven healthcare
applications in four major components: Input, Data Processing,
Performance Evaluation, and Output, which are interconnected
for a safe, scalable, and efficient environment.

e Input Layer: 10T devices collect the health data of a
patient and send it to the Serverless Platform, which
acts as the processing center. This layer integrates with
a blockchain Al model so that data can be handled
securely at scale. The dynamic workloads are managed
by this serverless platform, while the integrity is
maintained by blockchain technology.

e Data Processing: The collected data is validated by the
help of cryptographic hashing, Hash (Di), within the
blockchain. The validated data is then stored securely
and processed through Al models to compute health
risk predictions.

e TLS Protocol: All communications among components
are encrypted so that confidentiality and security are
maintained.

e Performance Evaluation: This layer evaluates the
system performance in three dimensions: Latency
(L), Throughput (T), and Cost (C). To readjust the
allocations of resources according to the needs of the
workload while keeping the cost minimal, dynamic
scaling mechanisms are applied.

e Output Layer: The outcome and insights are used in
Health Risk Prediction, thereby deriving actionable
cardiovascular risk reports. The results are presented
along with a Data Integrity Report, which indicates the
security and reliability of the data handled.

Hence, by inspecting the diagram, it could be manifestly
demonstrated in what way BlockFaaS brings together the
domain of serverless computing, Al-driven prediction, and
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blockchain security into the application to successfully achieve
desirable performance scalability and data integrity for health
applications.

Mathematical representation of key concepts used in this
research:

1) Blockchain representation. Blockchain ensures data
integrity by using cryptographic hash functions. The Integrity
of a Transaction Ti is verified using:

H(T:)= SHA- 256 (T)

where, H(T;) represents the hash of a transaction Ti. A
block Bx consists of multiple transactions and references to the
previous block:

By= [H(Tl), H(Tl), H(Tl),...., H(Tn), Pk]

where, Py is the hash of the previous block. This chaining
of hashes ensures immutability and tamper resistance.

2) Latency optimization. Latency L in the BlockFaaS
framework is minimized through dynamic scaling. The
relationship is modeled as:

where,
R,=Request Queue Size
C,= Computational Resources Allocated

3) Serverless computing: Serverless platforms
dynamically allocate resources based on workloads. Let W,
represent the workload at a time t, and R; be the allocated
resources. Then:

RF k. Wt

where, k is the scaling constant determined by platform
capacity. This ensures efficient resource utilization while
minimizing cost.

4) Transport Layer Security (TLS): TLS
communication between components using encryption:
Em= Encrypt ( M,K)
where, M is the message to be transferred and K is the
session key.

secures

Enhancing Data Confidentiality and Scalability with TLS
and AIBLOCK:

All the communication channels within the BlockFaaS
framework are encrypted by TLS, thus ensuring confidentiality
for all data exchanged throughout the communication and
preventing man-inthe-middle attacks.

TLS Security Components:

e Session Key Exchange: It uses asymmetric encryption
of session keys.

e Data Encryption: Data that is transmitted, remains
confidential.
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e Message Authentication: It verifies the integrity of data .

during transmission.
AIBLOCK for Data Confidentiality and Scalability:

e Immutable Ledger: The blocks are cryptographically
chained to guarantee the integrity of the healthcare data.

(IJACSA) International Journal of Advanced Computer Science and Applications,
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Dynamic Sharding: It increases scalability by spreading

the blockchain workload across multiple shards, which
enables parallel transaction processing.

e Zero-Knowledge Proofs (ZKPs): It is used to verify data
authenticity without revealing sensitive information,
thus maintaining patient privacy.

TABLE I. COMPARATIVE ANALYSIS OF EXISTING STUDIES
Existing Research Methodology Key Findings Accuracy
The suggested blockchain-based global Tgre]‘or::rr:;eewogt (\j,imonségategﬁei%@aeﬁg It had a median delay around 30.1 ms
protected mist computing framework pert i among global ertices as well as 12.2 ms
[42] 2023 . . - - attributed to  the  accessibility  of - S
combines mist computing, SDN protection, computational capabilities at the boundaries | &MY local vertices, vs 65.9 ms within
along blockchain technologies. of thz network P the primary model.
. This BFMLP structure improves safety by
;:gesi’l;tgngSti;liaEm]ﬂeLPL(;lr?]CiEChall\r/llO del for successfully identifying attacks, lowers | The suggested BFMLP framework has an
Smart Grids) consists of tghree rimar communication expenses via federated | excellent accuracy (98.03%) using the
[4] 2023 elements: Home Area Networks p(HAN>)/ training through exchanging only its | MNIST dataset having 30 parties along
alonasi dé intelligent meters as well as parameters, while offering strong | with 94.4% for the SVHN database
BIoc?(chain-enablgd Dew Computers confidentiality of information via blockchain | having the same amount of parties.
P ) as well as perturbation methodologies.
The suggested paradigm merges blockchain | The framework detects an absence of The ~suggested f_ramewprk is highly
- - - L - - accurate for dealing with safety and
[37] 2023 Hyperledger innovation uniformity in exporting nodes, which leads confidentiality issues reqarding  edde
alongside edge computing to allow to regulatory difficulties and inaccurate data computin Y usin blgckchz?inbasgd
safe data transfer, analysis, and preservation. | management. techr?ologgi]es 9
The approach enhances application The methodology successfully reduces idle When contrastgd with prior WOdEIS’ the
- L . ; - - one suggested improved security by 25%
construction for digital health operations by | re-resource duration, resulting in less S
[43] 2023 - . . - o and reduced application expenses by
using a restricted Boltzmann machine | expensive  activities  for  healthcare 35%. all while imbroving resource use to
(RBM) architecture. applications that utilize loT. reduée idle periodsp. g
A matrix of connections is constructed to The decision-making procedure
[11] 2023 examine variable associations, resulting in demonstrated that some biological markers | This LightGBM system had a maximum

the removal of low-correlation factors.

had a considerable impact on the accuracy of
the model.

prediction accuracy at 91.80%.

B. Elements of the Proposed Model

1) Conceptual model development. BlockFaaS
architecture is designed by interlinking blockchain
technologies with serverless computing. It utilize already
available serverless platforms like AWS Lambda or Azure
Functions to build HealthFaaS that can deploy Al models.
Instead, an AIBLOCK structure is used for blockchain to
ensure the decentralized storage and verification of health care
information.

2) Data security and privacy. The Transport Layer
Security (TLS) protocol will serve as the foundation for the
system’s general communication with other parts. Smart
contracts in the blockchain will be utilized in automating
access control and maintaining the confidentiality of data.
Make use of zero knowledge proofs to authenticate the
transaction in question without exposing private patient
information.

3) Dynamic scalability. Configure for dynamic scaling of
the serverless architecture based on requests observed and
moving the resources provisioned based on those requests.
Incorporate mechanisms for latency-aware load balancing.

4) Performance evaluation. Compare BlockFaaS to
already existing frameworks, such as HealthFaaS and
AIBLOCK, based on metrics of latency, throughput,
scalability, and cost-effectiveness. The performance of the

system will be validated through real-world experiments with
simulated datasets on cardiovascular risk.

5) Healthcare Impact. Deploy the Al models in Health-
FaaS for real-time cardiovascular risk identification. Provide
accuracy and reliability testing at clinical datasets for the Al
models. Analyze the predictability and timeliness of the
framework at varied workload conditions.

C. Algorithm of the Proposed Model

Algorithm 1 shows the proposed BlockFaaS framework
algorithm.

Algorithm 1. BlockFaaS Framework Algorithm

Input: Patient health data Di, Al model M, Blockchain B, Serverless
platform S.

Output: Cardiovascular Health risk prediction P, Data integrity
report R.

1. Initialization:
+ Load Al model M into serverless platform S.
« Establish secure communication using TLS protocol.
« Initialize blockchain B with smart contracts.
2. Data Collection and Secure Transmission
* Receive patient health data Di from loT devices.
* Encrypt Di using session key KS:
Ci = E(Di,KS)
» Transmit encrypted data Ci over TLS-secured channel to
Serverless Platform S.
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3. Data Input and Processing:

« Patient health data Di is transmitted from the client device to S
via secure TLS.

» Serverless Platform S triggers Al model M to process Di.
« Compute prediction P = M(Di).
4. Blockchain Integrity Verification:
« Compute the hash of transactions Ti containing Di and P:
H(Ti) = SHA-256(Di @ P)
« Store Ti in Blockchain B along with the reference to the
previous block:
Bn = {H(Ti),H(Bn-1)}
« Verify blockchain integrity by checking:
H(Bn) = H(H(Ti) & H(Bn-1))
5. Latency Optimization:
« Monitor incoming request queue size Q.
» Compute Current system Latency L:
L =Q/C
where C is Computational capacity.
 If L > Lth:
— Dynamically increase computational resources:
Cnew=0xQ
where a is the scaling constant.
6. Data Storage and Validation:

« Store processed data D'i and prediction P in Blockchain B using
smart contracts.

« Verify data integrity using Hash(D'i) and blockchain validation.
7. Dynamic Scaling:

+ Monitor incoming requests Rq.

« Adjust computational resources Cr « Rq.
8. Scalability Analysis Using Sharding

Monitor incoming transaction rate Tin.

» Compute required shards N:

N = [ Tin
Tmax
where Tmax is the maximum throughput per shard.

* By dynamically allocating new shards, the framework maintains
optimal scalability.

9. Performance Evaluation:
» Compute Latency L, throughput T, and Cost C:

L = Response Time Total Requests , T = Processed Requests
Time , C = PResource Usage

10. Output:
* Return Cardiovascular risk prediction P.
* Generate data integrity report R.
* Return Performance Metrics

11. Terminate.
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models and smart contracts. For instance, the mathematical
representation explains how latency (L) and throughput (T) are
minimized by setting a proportion of the computation resources
(Cr) relative to incoming requests (Rq ). In addition, the hash-
based validation mechanism guarantees immutable data with
nearly negligible computational overhead. The strength of the
algorithm lies in its ability to outperform existing frameworks
in security, boasting an impressive 0.2% breach rate, and cost-
efficiently, at a total reduction of 27%.

IV. RESULTS AND DISCUSSION

A. Experimental Setup

The proposed BlockFaaS framework was tested on a
cardiovascular risk dataset. In comparison, its evaluation with
existing systems considered such metrics as latency,
scalability, data integrity, and cost-efficiency.

Table Il represents the latency performance of the three
frameworks: HealthFaaS, AIBLOCK, and BlockFaaS of low,
medium, and high workloads. Fig. 2 shows the same in the
graphical form. From the results, it is clear that there is
attainment of BlockFaaS at each level of workload obtained in
latency terms that reflects efficient resource management and
dynamic scaling. For low workloads, BlockFaaS managed a
latency of 90 ms, and for HealthFaaS and AIBLOCK 120 ms
and 110 ms, respectively. BlockFaaS, at a higher workload,
keeps the very important lead with 250 ms and 650 ms
latencies, where competing frameworks are outperformed. This
shows appropriateness for real-time applications with speed
requirements.

D. Algorithmic Analysis

The proposed algorithm for BlockFaaS integrates
blockchain robustly with serverless platforms to allow efficient
processing, storing, and securing healthcare data. Main
components include dynamic scaling to address realtime
demand, blockchain to ensure data integrity, and TLS for
secure communication. The algorithm will then successfully
minimize latency and expenditure using resource-efficient Al

TABLE Il LATENCY COMPARISON (IN MILLISECONDS)
Eramework Low Workload Medium Workload | High Workload
(100 req/s) (500 req/s) (1000 req/s)
HealthFaaS 120 300 750
AIBLOCK 110 280 720
BlockFaaS 90 250 650
Latency Comparison
Low Workload
- Medium Workload
700 N High Workload
600
500
2 400
- 300
200
100
0 T T T
HealthFaas AIBLOCK BlockFaas

Frameworks

Fig. 2. Graphical representation of Latency comparison.

In Table 11, integrity and security analysis of frameworks
associated with blockchain validation time and breach rate is
presented. BlockFaaS was apparently the fastest one to validate
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at the time 120 ms and against AIBLOCK, at 130 ms, and
HealthFaaS at 150 ms. BlockFaaS also reflected the low breach
rate in the simulated environment as it had only 0.2% runs with
security implication issues. It outperformed HealthFaaS with
2%, and AIBLOCK with a breach rate of 0.5%. The same is
shown in Fig. 3. The results indicates that BlockFaaS uses
efficient advanced blockchain mechanisms and TLS protocols,
which provide solid data security and proper validation-
proceeding matters significantly while dealing with sensitive
health data.

Data Integrity and Security Evaluation

Validation Time

HealthFaas ABLOCK BlockFaas
Frameworks

Fig. 3. Data integrity and security evaluation of diverse frameworks.

Vol. 16, No. 5, 2025

executing 1500 TPS, and 18% more than AIBLOCK at a level
of 1700 TPS. At medium to heavy workloads, the framework
also performs better than its peers, sustaining 1800 TPS under
a medium workload (compared to 1400 TPS of AIBLOCK and
1200 TPS of HealthFaaS) and 1600 TPS at high workload.
This represents an impressive improvement since BlockFaaS
dynamically scales resources according to changing demand
levels.

Cost Comparison

—e— Total Cost (USD)
= Infrastructure Cost
35 Blockehain Cost

Cost (USD)
8 & 8 & 8

w

HealthFaas AIBLOCK
Frameworks

BlockFaaS

Fig. 4. Graphical representation of Cost comparison.

TABLE Ill.  DATA INTEGRITY AND SECURITY EVALUATION
Blockchain Data Breach Incidents
Framework Validation Time (Simulated, % of 1000
(ms) runs)
High Traffic Load 150 2%
Low Traffic Load 130 0.5%
Sudden Traffic Spike | 120 0.2%
TABLE IV.  CoST COMPARISON (PER THOUSAND REQUESTS)
Infrastructure Blockchain Cost Total Cost
Framework | " ot (USD) (USD) (USD)
HealthFaaS 25 10 35
AIBLOCK 30 8 38
BlockFaaS 20 7 27

Table 1V, as well as, Fig. 4 presents the cost-effectiveness
of the frameworks by costs per 1000 requests through
infrastructure, blockchain, and total costs. BlockFaaS has the
lowest cost of infrastructure ($20) and blockchain ($7), making
the total be at $27. This proves to be 22.8% less than that of
HealthFaaS at $35 and 28.9% less than that of AIBLOCK at
$38. These results therefore provide explicit testimony of
resource optimization and lightweight blockchain integration
for BlockFaasS in terms of offering cost-effective deployments
of Al-driven applications within healthcare and other fields.

The scalability of BlockFaaS as opposed to HealthFaaS and
AIBLOCK, in terms of transactions per second (TPS), for
different workload conditions, is depicted in Table V and Fig.
5. In the low workload condition, BlockFaaS outperformed by
executing 2000 TPS, 33% more than that of HealthFaaS by

TABLE V. SCALABILITY ANALYSIS (TRANSACTIONS PER SECOND-TPS)
HealthFaaS AIBLOCK BlockFaaS
Workload Type TPS TPS TPS
Low Workload 1500 1700 2000
Medium Workload 1200 1400 1800
High Workload 900 1100 1600
Scalability Analysis
20001 EEE HealthFaas

- AIBLOCK
B BlockFaaS
1750

"
&
Q
S

1250 A

1000 1

Transactions per Second (TPS)
o
3
(=]

g
)

I~
o
o

o

Low Workload Medium Workload

High Workload

Fig. 5. Comparison of Scalability analysis.

TABLE VI.  ENERGY EFFICIENCY ANALYSIS
Framework Blpckchain Al Processing Total
Processing Energy (J) Energy (J) Energy (J)
HealthFaaS 0.25 0.5 0.75
AIBLOCK 0.2 0.45 0.65
BlockFaaS 0.15 0.35 0.5

Table VI and Fig. 6 compares the energy consumption of
various blockchain and Al processing frameworks per
transaction. BlockFaaS consumed the least total energy, with
0.5 Joules per transaction, which is significantly greater than
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HealthFaaS with 0.75 Joules and AIBLOCK with 0.65 Joules.
In  particular, BlockFaaS reduces blockchain processing
energy to 0.15 Joules compared to 0.25 Joules in HealthFaaS
and 0.2 Joules in AIBLOCK. BlockFaaS is similar in
optimizing Al processing energy to 0.35 Joules. It thus gives
evidence of the design being energy efficient. For large-scale
deployments, there must be conservation of energy.

Energy Efficiency Analysis

EE Blockchain Energy
W Al Energy

0.7

0.6

0.5

0.4

Energy Consumption (Joules)

0.1

0.0

HealthFaas AIBLOCK

BlockFaas

Fig. 6. Comparison of energy efficiency analysis.

TABLE VII. VALIDATION EFFICIENCY AND MODEL ACCURACY
Framework T|_r|£fr:c Tngfvaic Sgi—lzzf(f:gs) ACE&: )a ey
(ms) (ms)
HealthFaaS 150 130 150 91.5
AIBLOCK 130 110 130 92.8
BlockFaaS 120 100 120 94.3

Traffic and Accuracy Comparison across Frameworks

High Traffic (ms)
Low Traffic (ms)
Traffic Spike (ms) ~94.0

—e— Accuracy

140 -

120 =

100 =

80 =

Milliseconds
Accuracy (%)

60 =

HealthFaaS ABLOCK
Framework

BlockFaaS
Fig. 7. Traffic and accuracy comparison across frameworks.

Table VII and Fig. 7 compares three frameworks in terms
of performance and accuracy with three types of traffic: High
Traffic, Low Traffic, and Traffic Spike, along with their
accuracy scores. HealthFaaS has the maximum latency in two
conditions i.e, the High Traffic times were 150 m/s, whereas
the Traffic Spike times were also 150 m/s, and for Low Traffic
it was 130 m/s. Its accuracy is 91.5%. AIBLOCK performs all
of them more lightly, considering a 130 m/s latency in High
Traffic latency, 110 m/s latency in Low Traffic scenarios, and
another 130 m/s of latency within Traffic Spike conditions. It
presents with a fairly improved accuracy: 92.8%. The Block-
FaaS framework performs the best regarding latency, taking all

Vol. 16, No. 5, 2025

scenarios with the lowest values: 120 m/s for the high-traffic
one, 100 m/s for the low-traffic, and 120 m/s for the Traffic
Spike one. It also holds the highest accuracy, at 94.3%. In
general, BlockFaaS shows the best performance both in terms
of latency and in terms of accuracy, whereas HealthFaaS
shows the highest latency and the smallest accuracy.

B. Key Findings

1) Latency reduction. In AIBLOCK, the latency was
reduced up to 13.

2) Enhanced security. Integrating TLS and advanced
blockchain features resulted in BlockFaaS achieving the
maximum security of data and had simulated breaches at only
0.2%.

3) Cost-Efficiency. BlockFaaS reduced the total
operational cost by 22.8% as compared to HealthFaaS and
28.9% compared to AIBLOCK.

4) Scalability. BlockFaaS was better managed for
dynamic workloads since the serverless architecture optimized
the resources.

C. Research Implications

1) Healthcare applications. The architecture is scalable
and safe to deploy Al-based healthcare applications based on
10T and emphasizes the real-time detection of cardiovascular
risk while addressing every critical issue.

2) Cost-effective deployment of high-performance Al
systems. BlockFaaS postulates that integrating blockchains
and serverless architectures can sharply cut the deployment
cost in resource-poor environments. This BlockFaaS
framework has a massive impact on health and other
applications. It integrates Al applications with blockchain,
hence bringing scalable security to serverless platforms. The
diagnosis speed in health is thus increased while ensuring
good handling of the sensitive information of patients. The
system can further support high deployments within a
resource-poor environment on cost-effectiveness alone. Other
than healthcare, BlockFaaS will revolutionize finance,
logistics, and loT-driven industries by bringing together a
solution for low-latency, secure, and cost-efficient operations.

D. Limitations

1) Limited data scope. The performance is evaluated
using cardiovascular risk data. Broader datasets are needed to
generalize the effectiveness of the framework.

2) Blockchain overhead. Even with optimizations,
blockchain integration brings some processing overhead that
could affect ultra-low-latency applications.

3) Infrastructure dependency. Reliance on cloud-based
serverless platforms may be an issue in regions with limited
access to the cloud.

4) The Al models need massive and diverse datasets to
operate at their best, hence limited applicability in data-scarce
regions. The current blockchain implementation might
struggle with extremely high volumes of transactions. The
framework presumes that 10T devices are always able to send
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data steadily, which may not always be possible in remote or
underdeveloped areas. High initial setup costs include
integrating serverless platforms and blockchain.

V. CONCLUSION AND FUTURE SCOPE

This study introduces BlockFaaS, a blockchain-assisted
serverless framework to solve the key challenges in latency,
scalability, security, and cost efficiency in Al-driven healthcare
applications. The performance metrics of the framework show
its suitability for real-world deployments, outperforming
existing systems in terms of efficiency, privacy, and cost. By
integrating  state-of-the-art technologies such as TLS
encryption, dynamic scaling, and blockchain validation,
BlockFaaS comes out as a robust and future-ready solution.
The future scope is to extend the framework to other diseases,
such as diabetes and cancer. Federated learning will be
integrated to improve model training without compromising
data privacy. Edge computing will be integrated to further
reduce latency. Advanced blockchain scalability solutions,
such as sharding or layer-2 protocols, will be explored. The
scope will be extended beyond healthcare to domains like
supply chain optimization, finance, and smart cities. Proposing
BlockFaaS, a blockchain integrated serverless framework that
attempts to solve the critical challenges facing the process of
deployment in Al driven healthcare applications, this work
exhibits potential in transforming healthcare 10T systems by
providing benefits exceeding those available in current
frameworks in latency, data security, and cost efficiency. Its
scalability and privacy-centric design make it more apt for real-
time applications such as cardiovascular risk detection. Future
work will explore larger datasets, optimize the overhead of
blockchain processing, and make the framework applicable to
other health domains for an even more all-around impact.
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