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Abstract—Data sharing security is currently one of the crucial 

parts in e-government systems.  Although blockchain, a type of 

Distributed Ledger Technology (DLT), has been increasingly 

applied to enhance secure data exchange, there is a significant lack 

of studies focusing on the specific security factors that underpin its 

implementation in e-government contexts. Defining and 

understanding these factors is crucial for the successful 

integration of blockchain into public data infrastructures. This 

study addresses this research gap through a Systematic Literature 

Review (SLR) guided by the PRISMA 2020 framework.  A total of 

511 articles were retrieved from five major databases, and 103 

were selected and systematically reviewed using the Preferred 

Reporting Items for Systematic Reviews and Meta-Analyses 

(PRISMA) 2020 approach. While the majority of studies 

emphasised privacy, integrity, and transparency, other critical 

security factors such as scalability, availability, governance, and 

decentralisation remain comparatively underexplored. The theory 

of blockchain-based data sharing security factors was developed 

as a reference. The article wraps up the discussion by highlighting 

nine security factors in data sharing using blockchain in e-

government for future investigation. 
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I. INTRODUCTION 

In the era of emerging digital technologies, governments 
around the world are increasingly adopting technology to 
improve the accessibility, transparency, and efficiency of public 
administration using a transformative methodology called 
electronic government (e-government). A key element of e-
government is the secure and seamless exchange of data among 
various government agencies and citizens. However, traditional 
data-sharing methods are often plagued by challenges related to 
trust involving security and privacy, which can hinder the 
complete effectiveness of e-government initiatives. [1], [2]. 

Data sharing serves as the cornerstone of e-government, 
enabling the efficient flow of information between government 
entities and citizens to ensure streamlined service delivery. 
However, digital disruption has introduced significant 
challenges in maintaining information security and privacy. 
Traditional methods of data sharing have increased the risk of 
cybersecurity.  These attacks include vulnerability attack, data 
breach, user account compromise and malicious attack. This will 
further trigger the system safety and reliability issue. [1], [3]. 

The Malaysia Central Data Sharing platform (MyGDX), 
provided by the Digital Department of Malaysia, is the most 
used platform among government agencies. The trend of data 
sharing among government agencies on this platform showed an 
increase in transactions every year. The number of data sharing 
transactions recorded from the beginning of the data sharing 
exchange in 2018 to 26 May 2024 was recorded at 621,824 
transactions. However, a total of 4,117,202 data sharing 
transactions were recorded by the 12th of May 2025 [4]. These 
statistics express a growth of 3,485,378 transactions from May 
of 2024 to May of 2025 alone. A breach involving such a large 
dataset will pose significant risk due to the scale and critical 
nature of the information. 

According to Malaysia Computer Emergency Response 
Team (MyCERT), Cyber General Incident Classification 
statistics – January to April 2025[5]. There were 2,291 incidents 
received by Cyber999 Incident Response Centre, compared to 
the 1,550 incidents received in Q4 2024. This indicates that there 
is a 7% increase in incidents in the previous quarter. Personal 
identifiable information (PII) from national databases, such as 
identity numbers, addresses, and financial data, is commonly 
involved in high-profile attacks, according to MyCERT. 

This research aims to comprehensively and systematically 
review the literature as well as synthesise current work on 
blockchain-based data sharing in e-government systems. The 
main focus is to identify the key factors for secure data sharing. 
The review aims to analyse the existing frameworks and models 
proposed for application of blockchain in electronic 
government, assess the effectiveness of these approaches in 
improving data sharing practices, and stress the gaps in the 
recent literature. Ultimately, this review aims to deliver a clear 
understanding of the latest use of blockchain-based data sharing 
within e-government systems and to identify prospective 
investigations in this evolving area. 

II. STUDY BACKGROUND 

A. Data Sharing 

Data sharing is essential to promote collaboration and 
innovation in various domains. The integration of technologies 
can improve the privacy and security of data sharing, addressing 
concerns related to the issue and challenges of data security. 

The term data sharing refers to the movement of information 
between different systems and entities or across international 
borders. It is crucial for decision makers, resource optimisation, 
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and improving information utilisation. [6]. In the public sector, 
data sharing is vital for addressing interoperability challenges, 
such as collaboration between government agencies and 
seamless information exchange. The process involves the 
exchange of information and knowledge between organisations 
through their business processes [7], [8]. 

Both definitions highlighted that data sharing is important to 
parties which benefit from data sharing. The United Kingdom 
Information Commissioner's Office highlights the importance of 
responsible data sharing, stating: “When you get data protection 
right, it sends a strong message to your customers – it lets them 
know that you value and care for their information and that you 
are more likely to keep it safe and not share it 
inappropriately”[9]. This statement further reinforces the critical 
role of trust, ethical practices, and robust security measures in 
data sharing processes, ensuring that organisations handle 
information responsibly while maximising its potential for 
social and organisational benefits. 

B. Data Sharing Security 

Data sharing security is a critical aspect of modern 
information systems, ensuring that data is shared between 
entities in a way that protects its confidentiality, integrity, and 
availability.  The fundamental model used in information 
security is the CIA triad, which stands for confidentiality, 
integrity, and availability [10]. This model serves as a reference 
framework for agencies to protect delicate data and ensure that 
information systems are secure. Each component of the triad 
addresses a specific aspect of security and together provides a 
comprehensive approach to safeguarding information. 

Based on the NIST Cyber Security Framework 2.0 [11], 
Data security refers to the consistent management of data in a 
proper manner within the organization and protects all the risk 
of providing trust through confidentiality, integrity, and 
availability of information in all data conditions, whether the 
data at rest, data in transit, data in use and backups of data are 
created, protected, maintained, and tested. 

1) Confidentiality: The NIST refers to the term 

confidentiality as the preservation of authorised restrictions on 

information access and disclosure, including means to protect 

personal privacy and proprietary information...[12]. 

Confidentiality involves ensuring reachability of data by 

authorised personnel. Sensitive data needs to be secure from 

data leaks and breaches. 

2) Integrity: Integrity was demarcated by the NIST as 

protection for data from being improperly altered, modified or 

demolished by protecting the information’s originality and 

legitimacy [11]. The term integrity also refers to the precision 

and fullness of data. The integrity ensures information is not 

changed in unauthorised ways, while at the same time, 

providing the reliability and trustworthiness of the data [12]. 

3) Availability: Availability guarantees that resources and 

information are available to authorised users when needed. It is 

essential for upholding the practicality and usability of 

information systems. The NIST defines availability as 

"Ensuring timely and reliable access to and use of 

information…”[12]. 

C. Blockchain Technology Security 

Blockchain Technology or Distributed Ledger Technology 
is one of the emerging technologies of Industrial Revolution 4.0, 
which is used in data security.  Introduced by Nakamoto, 
Blockchain Technology offers a decentralised and secure 
method for recording transactions. Blockchain technology is 
characterised by the ability to maintain a distributed ledger that 
is immutable, transparent and resistant to tampering [13]. 

In blockchain technology, the new transaction created by a 
user will be broadcast to the blockchain network using a P2P 
connection. Then, the node in the network will validate the 
transaction using a consensus mechanism like Proof of Work 
(PoW). Validated transactions are grouped in a block. The block 
will be linked to the chain using a cryptographic hash. The 
ledger will be updated to complete the transaction as shown in 
Fig. 1. 

 
Fig. 1. How blockchain works. 

D. E-Government System Data Security 

The term, electronic government (e-government), is defined 
by [1] as the application of ICT to digitalise government services 
for the public, enterprises, and government agencies. The 
objectives of having an e-government system include reducing 
bureaucracy, increasing transparency, and ensuring secure and 
efficient service delivery. [1], [7], [14], [15]. According to [16], 
current data-sharing practices in e-government systems face 
several challenges that hinder effectiveness and security. 

The governing policy and act are the most important items 
to be complied with for the e-government data sharing security 
in government agencies. In 2021, the Malaysia Administrative 
and Modernisation dan Planning Unit (MAMPU) released the 
Policy for Public Sector Data Sharing. This is used to govern the 
cross-organisation data sharing to improve services towards 
data-driven government [17]. Recently, in February of 2025, the 
establishment of the National Data Sharing Committee led by 
the Director General of the National Digital Department has 
aligned with the passing of the bill of Data Sharing Act 2025 
(Act 864) by providing control to the public sector regarding 
data sharing processes [18]. 
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III. METHODOLOGY 

Data Sharing, security, and e-government applications have 
a vast amount of literature in general. Many academic papers 
and government reports have discussed Blockchain topics. An 
extensive search has been made, and the current development 
studies published between the years 2014 and 2024 have been 
discussed in this paper. The selection of the publication article 
aligns with the issues related to the security of data sharing, 
specifically involving the e-government system. These issues 
have been discussed, debated, and reported at international and 
national levels. This paper discusses the selected papers from 
established journals, conference papers, and proceedings. 

The PRISMA 2020 (Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses) protocol is a widely 
recognised and standardised framework used to ensure 
transparency, rigour, and reproducibility in conducting and 
reporting systematic reviews [19]. For this systematic literature 
review on blockchain-based data sharing in e-government 
systems, the PRISMA 2020 protocol was meticulously followed 
to guide the review process. Based on the keywords search, a 
collection of comprehensive artefacts was gathered. Four phases 
were involved in searching and selecting the papers: 
identification, screening, eligibility, and inclusion, as illustrated 
in Fig. 2. 

 
Fig. 2. Review workflow of this systematic review. 

By adhering to the PRISMA 2020 protocol, this systematic 
review ensures a rigorous, transparent, and reproducible 
process. Ultimately, providing a comprehensive synthesis of the 
current state of blockchain-based data sharing in e-government 
systems. 

A. Identification of the Key Research Question 

Based on the Key research question, the PICOC framework 
[19] has been used to define and structure research questions and 
identify the relevant literature. The key elements of the research 
context are represented in Table I. The context in the comparison 
in the systematic review is excluded. 

TABLE I.  PICOC FRAMEWORK MAPPING WITH KEYWORDS AND 

SYNONYMS 

PICOC Description Keyword Synonym 

Population An industry domain. government  

Intervention 

The methodology, tool, or 

technology that tackles a 

certain problem. 

data sharing 
data 

exchange 

Comparison 

The methodology, tool, or 

technology in which the 

Intervention is being 

compared (if appropriate). 

Blockchain DLT 

Outcome 

Factors of importance to 

practitioners and/or the 

results that interposition 

could produce. 

security - 

Context 

The context in which the 

com- 

parison is done. 

e-

government 

digital 

governme

nt 

The research questions guiding this systematic literature 
review are designed based on the PICOC framework to explore 
the current landscape of blockchain-based data sharing in e-
government systems. The PICOC framework keywords used in 
this research are in Table I. The population used is e-government 
or digital government, which is the domain of the research. The 
Intervention for this research is data sharing or data exchange. 
The comparison of the technology used is blockchain or 
Distributed Ledger Technology. Finally, the outcome for the 
keyword used is security. No context specifies for the research 
keyword, and it is optional based on the approach. 

Specifically, the review seeks to answer the following 
questions:  

RQ 1: What is the current trend in blockchain technology for 
securing data sharing in e-government systems? 

RQ 2: What is the current approach and use of blockchain-
based data sharing in e-government systems? 

RQ 3: What are the data sharing security factors that 
blockchain technology enhances in e-government systems? 

These questions aim to present a comprehensive 
understanding of how blockchain technology is being leveraged 
in highlighting the questions of secure data sharing in e-
government, while also identifying areas where further 
investigation is needed. 

B. Identification of Relevant Articles 

The selection of databases was based on their relevance to 
the fields of information security, information systems, and 
public administration, ensuring an inclusive coverage of the 
literature. 
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The review began with a comprehensive search strategy 
across several academic databases such as Scopus, IEEE Xplore, 
Science Direct, ACM Digital Library and Emerald. The 
keyword used in the search included a combination of keywords 
related to "blockchain OR Distributed Ledger Technology", 
"data sharing OR information sharing", "e-government", and 
"security." To enhance the exploration and to make sure that 
related studies were taken, a Boolean operator is used. 

C. Selection of the Relevant Articles: Inclusion and Exclusion 

Criteria 

As mentioned earlier, PRISMA 2020 was used to carefully 
select the relevant articles for this study. Table II shows that the 
inclusion criteria 1 is the article. The articles show the use of 
blockchain in data sharing for e-government systems. Inclusion 
criteria 2 are the improvements made due to blockchain 
application in government data sharing as shown in the paper. 
The exclusion criteria set for this review are that the 
implementation of blockchain is not mentioned in the paper, and 
papers have redundancies for the research done. 

TABLE II.  INCLUSION AND EXCLUSION CRITERIA IN REVIEW SELECTION 

Criteria Justification 

IC-1: The articles show the use of 

blockchain in data sharing for e-

government systems. 

This review inspects related studies 

on blockchain used for data sharing 

in government-related systems. 

IC-2: The improvements due to 

blockchain application in 

government data sharing are 

shown in the paper 

The aim is to convey an indication 

Important progress of blockchain 

technology in data sharing and e- 

government. 

EC-1: Implementation of 

blockchain is not mentioned in 

the paper. 

Papers that only overview blockchain 

in general often lack focus on data 

sharing. 

EC-2: Paper is redundant for the 

research done. 

Duplicate content is assessed by com 

paring publication dates and author 

status for validity. 

In the selection phase, the titles and abstracts of the 497 
selected articles were read and evaluated manually. Of those, 
390 articles were found to be outside the limits of this study, and 
thus only the remaining 271 articles were taken into account for 
further analysis. A complete analysis was performed for these 
271 articles by carefully inspecting the whole text. This detailed 
analysis found 168 articles that were not related to this study as 
they were not relevant to the use of blockchain in data sharing 
for e-government. Thus, they were also expelled. 103 articles 
were finalised on the significant publication used for this study, 
as detailed in Table III. 

TABLE III.  DISTRIBUTION OF PAPERS BY SOURCES THROUGHOUT THE 

SCREENING PROCESS 

Source 
Identification 

Search 

Paper 

Screening 

Eligible 

Search 

Selected for 

Review 

ACM 146 143 44 19 

IEEE 

Xplore 
47 46 36 30 

Science 

Direct 
143 142 84 27 

Scopus 10 8 7 4 

Emerald 165 165 100 23 

TOTAL 511 504 271 103 

D. Reporting and Summarising the Results 

The first stage was to extract and compile metadata from 271 
relevance articles. The metadata consisted of the authors' names, 
publication title, year of publication, approach used, improved 
factors, and the security threat problem. These metadata were 
thoroughly examined using quantitative methods. The purpose 
of descriptive statistics was to find trends and patterns. Sections 
IV and V below provide all of these analyses. 

IV. RESULTS 

A. Trends of Articles Based on PICOC Keywords for 10 

Years 

The keyword search shown in Fig. 3 shows an upward trend 
of publications from the year 2016 to 2024. The trend of eligible 
articles shows the same pattern. The number of articles related 
to Blockchain approach in data sharing for e-government is 
expected to increase, as shown in Fig. 3. In 2024, fewer articles 
were produced as the research was only done until Sept of 2024. 
There will be more articles published by the end of the year and 
will increase number of publications, which we believe is an 
area of further investigation. This will answer Research 
Question 1 (RQ 1) for What is the current trend in blockchain 
technology for securing data sharing in e-government systems? 

 
Fig. 3. Trend of article distribution based on 511 articles (Identification 

Phase). 

The findings have shown that evidence of blockchain 
technology has been widely used to enhance security for data 
sharing in the e-government. Since 2015, the number of articles 
published has increased significantly. The number of 
publications increased by 250% in 2018 from the previous year. 
Year 2021 has recorded an increase of 36 articles for blockchain-
based data sharing compared to 2020, while 92 articles were 
recorded in 2022. In 2023, 144 articles have been published, 
which is an increase of 52% from the previous year. The 
research on the topic began in 2016, which might be influenced 
by the launch of the Ethereum platform in blockchain 
technology in 2015 [20]. 

Based on the distribution of the articles shown in Fig. 4, 103 
articles have been identified as eligible to be included in the 
study. From this, there is only one article which was eligible to 
be included from 2016. The number of eligible articles increased 
yearly. However, in 2019, the eligible article was down by 1 
article from the year 2018, while 2022 recorded a downtrend of 
2 articles from 2021. In certain instances, the paper was 
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excluded due to its failure to address a particular case study.  The 
eligible articles included in 2023 amounted to 29, which is the 
highest number of articles recorded in a given year. This shows 
the increment of 12 articles. The number of articles for 2024 is 
only 14, as the literature cut-off searching date was set to 30 
September 2024. 

 
Fig. 4. Distribution of the shortlisted 103 articles based on inclusion and 

exclusion criteria (Eligibility Phase). 

B. State of the Art Blockchain-Based Data Sharing in e-

government Systems 

The use of blockchain in data sharing has been implemented 
in several ways to enhance security. RQ 2 What is the current 
trend and landscape of blockchain-based data sharing in e-
government systems in the world? The approach used is 
governance, adoption, and application. Four (4) articles were 
focused on the usage of blockchain in enhancing data sharing 
with compliance with the law and act as General Data Protection 
Regulation (GDPR), European Timber Regulation and EU's 
Carbon Border Adjustment Mechanism (CBAM). There is one 
article for compliance in 2022 and two in 2023, as shown in Fig. 
5. 

 
Fig. 5. Trend in publication on approach by year. 

The second approach focuses on how organisations adopt 
blockchain to secure data sharing in e-government. 22 articles 
researched the acceptance of blockchain security in e-
government systems for organisations due to their aptitude to 
enhance data sharing security. The articles on adoption of 
blockchain were discovered to begin in 2019 and are increasing 
every year until 2023, as shown in Fig. 5. In 2024, it is expected 
to grow as five articles are recorded as of September 2024. 

However, the preferred approach to enhance data sharing in 
e-government data sharing is the application of blockchain in the 
e-government system. 68 or 56.67% of the eligible articles are 
on the application of blockchain. Application through 
integration with existing technology or emerging technologies 
in one of the four approaches found in this literature. 26 articles 
used the integration approach in implementing blockchain with 
IoT, Big Data and cloud computing to enhance the data sharing 
security. The approach is mostly used for blockchain data 
sharing security. The trend is static for three years since 2018, 
and the highest eligible article for application recorded in 2023 
is 17, as shown in Fig. 5. In 2024, the number of articles is 
expected to show 8 articles published and still counting due to 
the interest of researchers in exploring blockchain technology to 
secure data sharing in e-government systems continuously. 

C. The Landscape of Blockchain-Based Secure Data Sharing 

Based on Geographical Area and Country 

The use of blockchain in the world is expanding from year 
to year. Currently, 36 countries have been identified in this 
research to be securing data sharing using blockchain in e-
government systems as shown in Fig. 6. China has twelve use 
cases, which is the highest number of blockchain-based data 
sharing which covering the implementation in data sharing and 
big data [21], [22], [23], economic and e-commerce [24], [25], 
[26]Identity and data management [27], [28], [29], [30], [31] and 
finally adoption of blockchain technology [32]. 

There are seven research studies from India. The Indian 
government used blockchain in the supply chain in government.  
[33], [34], [35] and aid management [36]. There are use cases in 
document security which use blockchain data sharing solutions 
in India. [37], [38] while [39] study how the government accept 
blockchain technology in the administration. 

Estonia recorded five research which is the same as United 
Arab Emirates (UAE). These countries are focusing on big data 
and data sharing. [40], [41], blockchain Infrastructure for data 
sharing [42], [43], [44] and service delivery involving Austria 
and Australia [45], Utility [46], and services on disaster recovery 
and real estate [47], [48]. 

Germany and the Netherlands recorded four studies each. 
Blockchain is used for monitoring the transparency of the 
transaction data sharing for agriculture [49], [50], automotive 
[51], economy [52] and document management and data sharing 
[8], [41], [53], [54]. 

The United States (US), United Kingdom (UK), and Nigeria 
have three research projects in their country. The three countries 
have data sharing in government healthcare. [44], [55], [56], 
[57], verification of higher education certificates [58], [59], [60], 
and identity management [61]. Two studies in the UK are about 
governance and policy. [62], [63] and property valuation [60]. 

Malaysia currently has two studies on government data 
sharing based on blockchain, which is the same as Australia, 
Finland and Sweden. For the Malaysian case study, blockchain-
based data sharing is used for transparency in government aid 
management. [64] and the adoption in a government agency 
[15]. Australia is more focused on data sharing for service 
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delivery and smart cities. [45], [65] while Finland studies are 
recorded as being for ID Management and Economy [40], [66]. 
In Sweden, studies in this area focus on valued focus thinking 
[57] and document security [67]. 

 
Fig. 6. Blockchain-based data sharing in e-government research heatmap. 

22 counties have recorded one publication on data sharing 
using blockchain. Asian countries like Japan, Vietnam, and 
Thailand focused on improving data sharing security and trust 
for decision making in the government system using blockchain. 
[57], while the publications of Iceland, Indonesia, and South 
Korea focused on identity security in data sharing [40], [68], 
[69]. Pakistan and Afghanistan used blockchain in data sharing 
to secure verification of certification. [14], [70]. Russia and 
France focused on securing the voting system. [71] While 
Portugal is securing the data sharing procurement process [72]. 
On governance, Italy used blockchain in data sharing to comply 
with the Timber Regulation [73]. Denmark implements a 
blockchain to secure data sharing in tax management[74]. Iran 
is using blockchain in cybersecurity [75], Kuwait studies on IoT 
data sharing [76], and studies in Iraq are using blockchain 
technology in healthcare [77]. 

D. Blockchain-Based Data Sharing Security Factors in e-

government Systems 

The security factors are critical aspects in achieving goals in 
blockchain-based secure data sharing. The security factors 
involved are extracted from all four approaches in the 103 
articles. 77 factors from the articles are structured and present in 
the word cloud in Fig. 7 and Table IV. This will answer RQ 3 – 
What are the security factors for blockchain technology used in 
enhancing the security of data sharing in e-government systems? 

This word cloud in Fig. 7 highlights key attributes and 
factors of data sharing using blockchain technology, 
emphasising its potential to transform systems based on trust, 
transparency, and security. The most highlighted security factors 
are transparency, privacy and integrity, which underscore 
blockchain's ability to protect sensitive data while ensuring the 
security processes. The prominent factors of trust, 
decentralisation, and reliability that reflect blockchain's capacity 
to eliminate intermediaries, build confidence, and provide 
reliable systems are also recognised as important factors 
involved in data sharing security. 

The main blockchain concepts, such as immutability and 
traceability, showcase the technology's ability to ensure data 
accuracy, prevent tampering, and enable detailed tracking of 
transactions or assets. In addition, interoperability and 
scalability factors highlight its adaptability and capacity to 
handle increasing demand across various systems. In the context 
of e-government, these attributes align perfectly with the need 
for secure, efficient, and transparent data-sharing mechanisms, 
fostering trust between governments and citizens while 
enhancing operational efficiency. 

 
Fig. 7. Word cloud of security factors. 

Based on the literature review, 54 characteristics of security 
factors components have been extracted from 103 articles. The 
characteristics are based on the NIST Information Security 
framework, the blockchain security factors and e-government 
security factors. For the confidentiality factors, Trust between 
parties, Ensuring Privacy, Data confidentiality, Data ownership, 
authentication and authorize, secure access control, Identity 
Security Management and Data sovereignty have been 
identified in the articles as contributors to the factors. 

The integrity factors are the most security factors discussed 
in blockchain for data sharing, where the subfactors are ensuring 
or protecting data integrity, single source of truth, 
trustworthiness of data, verifying authenticity, accuracy and 
specific, providing validation, reducing fraud, enhancing trust, 
enhancing accountability, authenticity and reliability of data. 

The security factors of using blockchain for data sharing are 
shown in Fig. 8. The trend shows that integrity recorded 37 
articles and is the most secure factor’s goal that is achieved in 
applied blockchain for data sharing in e-government, followed 
by 33 articles on confidentiality and 27 articles on transparency. 
The intermediate security factors that attract researchers’ 
attention are 18 articles on interoperability, immutability with 
15 articles, auditability with ten articles and decentralize and 
compliance recorded nine articles for each factor. Availability 
and Scalability are less focused security factors recorded in six 
articles and two articles, respectively. Different focus on the 
security factors shows that priority needs to be established for 
the factor in securing data sharing using blockchain. The 
findings reflect the evolving landscape of blockchain security 
priorities, aligning with the specific needs and challenges of e-
government implementations for data sharing. 
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TABLE IV.  INITIAL ALIGNMENT FACTORS FOR BLOCKCHAIN-BASED DATA SHARING SECURITY FACTORS IN E-GOVERNMENT SYSTEMS 

Security Factors Characteristics Source 

Confidentiality 

i. Trust between parties, ii. Ensuring Privacy, iii. Data confidentiality, iv. 

Data ownership, v. Authenticates, vi. Authorize, vii. Secure access 

control, viii. Identity Security Management, ix. Data sovereignty 

[6], [25], [26], [27], [30], [31], [32], [34], [39], [40], [44], [45], 

[49], [50], [65], [70], [74], [78], [79], [80], [81], [82], [83], 

[84], [85], [86], [87], [88], [89], [90], [91], [92] 

Integrity 

i. Ensuring data Integrity, ii. Protect data Integrity, ii. Single source of 

truth, iii. Trustworthiness of data, iv. Verify authenticity, v. Accuracy, vi. 

Providing validation, vii. Reduce fraud, viii. Enhancing trust, ix. 

Enhanced accountability, x. Authenticity, xi. Reliability source xii. 

Reliability data, xiii. Specificity 

[14], [15], [29], [35], [37], [38], [39], [40], [53], [54], [58], 

[61], [65], [71], [72], [76], [77], [81], [83], [84], [93], [94], 

[95], [96], [97], [98], [99], [100], [101], [102], [103], [104], 

[105], [106], [107], [108] 

Availability 
i. Enhanced information-sharing across organizations, 

ii. Make data available, iii. Usability data, iv. Applicability 
[24], [56], [80], [83] 

Decentralized 
i. Enabling distributed power, ii. Decentralisation of property rights, iii. 

Large-scale data management 
[8], [31], [68], [78], [80], [95], [109] 

Immutability 

i. Reduce the need for trusted third parties, ii. Data protection 

iii. Tamper-proof record, iv. Resistance to attacks, v. Isolate data vi.  

block data, vii. Non-temperable 

[8], [15], [21], [30], [42], [44], [50], [59], [61], [71], [75], 

[110], [111], [112], [113] 

Transparency 
i. Greater transparency, ii. Seamless data sharing among parties, iii. 

Eliminating intermediaries, iv. Secure transactions, v. Openness of data 

[7], [15], [16], [24], [28], [35], [36], [41], [43], [48], [50], [61], 

[63], [64], [66], [69], [71], [72], [84], [86], [89], [98], [99], 

[101], [114], [115], [116] 

Interoperability 
i. Integration data, ii. Harmonise process, iii. Standardisation Integration, 

iv. Collaboration 

[6], [16], [23], [51], [53], [61], [67], [69], [72], [74], [80], [90], 

[96], [104], [109], [117], [118] 

Auditability 
i. Transaction can be tracked, ii. Transaction is permanent, 

iii. Traceability transaction 
[8], [31], [32], [50], [63], [73], [80], [88], [112], [113] 

Governance 

 

i. Policy, ii. Regulation, iii. Uniformity protocols, 

iv. Security controls, v. Compliance 
[39], [46], [49], [51], [61], [73], [88], [91], [119] 

 

  
Fig. 8. Security factors. 

 
Fig. 9. Security factors trend by year. 

The trend in Fig. 9 shows that confidentiality, integrity, 
transparency, interoperability and compliance factors are 
trending for the use of blockchain in data sharing security. 
Integrity factors show the highest trend for three years from 
2021 to 2023, followed by confidentiality and transparency. The 
scalability, availability, immutability, decentralize and show a 
downtrend while auditability consistently got attention as a 

security factor that needs to be concentrated on. Based on the 
pattern, these trends demonstrate the evolving security priorities 
in blockchain-based data sharing, shaped by emerging 
challenges and the needs of technological advancements in 
providing secure data sharing in the domain. 

1) Confidentiality: Confidentiality is one of the most 

important factors that focuses on the government securing data 

using blockchain technology. Confidentiality concerns can 

limit the willingness of organisations to share data, as they must 

ensure data is protected from unauthorised access [120]. 

Implementing robust confidentiality measures can facilitate 

data sharing by building trust among stakeholders and ensuring 

compliance with privacy regulations [120], [121]. 

2) Availability: In public service, data availability is 

enhanced through the aggregation of data from various 

departments into a unified resource catalogue, which supports 

efficient sharing [122]. The availability of a comprehensive 

data catalogue allows for better management and sharing of 

power data, meeting external sharing needs. Public policy plays 

a dual role as both an enabler and a barrier to data sharing. 

Contradictions in data availability can arise from legal 

structures that either facilitate or hinder data linking and 

sharing, impacting the potential of healthcare data [56]. 

3) Integrity: Integrity is maintained through rigorous 

transaction verification processes. Data storage and access 

transactions involve multiple steps of encryption and signature 

verification to ensure that data has not been tampered with 

during transmission [123]. On the other hand, different random 

parameters are used in generating secret keys, ensuring that data 

integrity is not compromised by colluding parties [124]. 

4) Decentralised: Other blockchain technologies’ 

important features for data security are the decentralised factor. 

Transactions are distributed across the peer-to-peer network 
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(P2P) by the node and storing the transaction back in the node 

across the members' network [13].  The distributed ledgers in 

blockchains are securely synced using a P2P approach, and 

consensus is made based on smart contracts for the newly added 

data. Author [125] reported that it is harder to control and alter 

the data in the distributed network of blockchain because of the 

consensus built into the technology. Blockchain is a 

decentralised and trusted authority based on consensus of nodes 

that take part in the network [126]. 

5) Immutable: Immutability in blockchain technology has 

enhanced data sharing security in public service. According to 

a study [15], immutability is referred to as a fundamental 

attribute of blockchain.  This is one of the important security 

features of blockchain. Blockchain technology was established 

as a platform for secure digital transformation technologies in 

creating immutable records [59], [127]. 

6) Transparency: Transparency of data had the highest 

influence on the implementation process in blockchain-based 

data sharing [41]. Transparency has improved public 

governance by promoting visibility [7], [64], [66], and 

enhancing the trust and efficiency of government information 

sharing [28]. Extended studies to evaluate the effectiveness of 

blockchain in improving service delivery, transparency, and 

efficiency in public administration should be done and could 

involve case studies and comparative analyses with other 

regions or countries that have successfully implemented 

blockchain in their e-government initiatives [43]. 

7) Auditability: Study by [79] assists practitioners and 

policymakers in implementing auditability using blockchain 

technology effectively to ensure food safety and improve 

sustainability in India. Auditability is also a main focus in 

facilitating seamless data exchange among service providers 

[80]. 

8) Interoperability: Interoperability breaks significant 

barriers to seamless data exchange, often resulting in data silos 

where information is isolated and difficult to access across 

departments. The inefficiencies caused by these silos lead to 

redundant data collection efforts, increased operational costs, 

and delayed decision-making processes. Furthermore, the 

group of authors agreed that the absence of standardised data 

sharing frameworks exacerbates the complexity of managing 

and integrating data from multiple sources, making it 

challenging for the public sector to allow consistent and 

coherent public services  [96], [105], [109], [117]. 

9) Governance: The authors [46] and [75] highlighted the 

role of blockchain in enhancing compliance, particularly in 

securing data access, protecting data privacy, and ensuring 

adherence to GDPR. Similarly, [67] demonstrates that 

blockchain-based e-archive systems improve the management 

of government information while maintaining compliance with 

the Public Sector Information (PSI) law. In contrast, [73] finds 

that the implementation of the European Timber Regulation 

(EUTR) remains complex, as it has not fully resolved 

longstanding challenges, thereby limiting traceability in the 

wood-energy sector. Furthermore, the introduction of new 

regulatory frameworks, such as the EU's Carbon Border 

Adjustment Mechanism (CBAM), has imposed additional 

responsibilities on government authorities to standardise 

compliance measures [52]. 

While blockchain technology holds significant promise for 
enhancing regulatory compliance, particularly in data 
management and privacy protection, it also comes with issues 
that need to be answered. The tension between blockchain's 
capabilities and existing legal frameworks, such as the GDPR 
[42], [61], highlights the need for ongoing dialogue and 
innovation to ensure that blockchain can be effectively 
integrated into regulatory environments. As new regulatory 
frameworks emerge, the role of blockchain in standardising 
compliance measures will continue to evolve, necessitating 
careful consideration of both technological and legal 
developments [79]. 

V. DISCUSSION 

A. Implications for E-Government Systems 

Security concerns are a critical challenge in current data-
sharing practices within e-government systems. With the 
increasing digitisation of government services, the volume of 
sensitive and personal data being shared across platforms has 
grown exponentially. This makes e-government systems prime 
targets for cyberattacks, data breaches, and unauthorised access. 
Traditional data-sharing methods often rely on centralised 
databases, which are vulnerable to hacking and can present a 
single point of failure. Once compromised, these databases can 
lead to the widespread leakage of sensitive information, 
undermining public trust in government services. Additionally, 
the lack of robust encryption and authentication mechanisms in 
many e-government systems leaves data vulnerable during 
transmission, further increasing the unauthorised access and 
interception risk. 

Moreover, lack of transparency and accountability in current 
data-sharing practices limits public trust in e-government 
systems. Citizens often have little visibility into how their data 
is being used, shared, or stored by government agencies. This 
opacity can lead to concerns about data misuse, unauthorised 
sharing, or surveillance, which erodes confidence in digital 
government services. Additionally, when data-sharing processes 
are not transparent, the accuracy and integrity of the shared 
information are harder to verify, leading to potential errors or 
misinformation. This highlights the need for more transparent 
and accountable data-sharing mechanisms that can provide clear 
audit trails, ensure data integrity, and give citizens greater 
control and insight into how their data is handled. 

In light of these challenges, there is a pressing need for more 
secure and efficient data-sharing solutions within e-government 
systems. Blockchain technology offers a promising avenue to 
address these limitations by offering a transparent, decentralised 
and secure platform for data sharing. By leveraging blockchain’s 
capabilities, e-government systems can overcome the challenges 
of data fragmentation, improve security, confirm fulfilment with 
privacy law, and improve public confidence in digital 
government services. 
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B. Theoretical Contributions 

The result provides some tentative initial evidence to the 
literature on information security, blockchain security and e-
government systems for data sharing. The study explored 
security factors involving blockchain in information security 
and e-government systems for data sharing. This has contributed 
to theoretical support in the field, supported by the findings. 

Based on the systematic review conducted, nine theories of 
blockchain-based data sharing security factors are identified: 
confidentiality, integrity, availability, transparency, auditability, 
distributed, immutability, interoperability, and compliance have 
to answer RQ 3. With this brief description, the review also 
presents issues and solutions to various industries as an 
understanding of blockchain's ability to overcome constraints. 
Therefore, we show that blockchain technology is not limited to 
any industry that wants to implement cryptocurrency into its 
systems. 

This new understanding should help to improve predictions 
of the impact of data sharing security factors that are involved in 
blockchain-based data sharing systems. Second, the study 
identifies the item under the factors in the literature that have a 
direct impact on securing data sharing. Thirdly, the conceptual 
framework has been developed as a reference in data sharing 
security using blockchain in e-government. Lastly, the research 
contributes to the body of knowledge on secure data sharing by 
investigating its use in the e-government domain. 

Consequently, data sharing security factors and data security 
compliance are significant factors determining the causal effect 
of secure data sharing using blockchain technology. Previous 
research has shown that among way to assess the security of 
information systems is the development of a rating score using 
goal question metrics, which has specifically developed an 
instrument tool for cloud security [128], [129]. The author also 
presented how a security framework can be evaluated and 
applied in a real case scenario using the said approach. 

C. Comparison with Existing Reviews 

The landscape shows that blockchain has been widely 
accepted in improving the security of data sharing for the e-
government system. The governance with legal requirements 
can be explored further towards the government data sharing 
policy for the e-government system. The research findings of 
[15] provide information on the adoption factors of blockchain 
based on the technology, organisation, and environment of the 
TOE methodology with added trust factors. With its key security 
factors of decentralisation, persistence, anonymity, and 
auditability, the author highlights how blockchain can transform 
security in conventional businesses.  This research found that 
trust is the subfactor under confidentiality, while decentralize 
and auditability are the security factors in the findings. This 
research result also shows that persistency and anonymity are 
not in the security factors list in the literature for blockchain 
security. 

Blockchain technology is also suitable to be applied across 
multiple e-government services. According to [130], blockchain 
is suitable for securing majority system purposes, including 
securing supply chains, managing records, amusement, and 

government. The five categories mentioned as confidential, 
trust, traceability, efficiency, and reliability are the features of 
blockchain applications proposed should also be categorized. 
This research uses various sources of information, including 
security reports and government policy, to give wider views of 
security factors in data sharing using blockchain, while the other 
authors only used journal articles for the review that which lack 
information from external sources and additional insights from 
industry information. 

Blockchain technology offers promising opportunities for 
enhancing records and library operations, and its adoption is still 
in the nascent stages, where several challenges need to be 
addressed. Prior studies by [130] have noted the importance of 
blockchain challenges in libraries, which include technological 
barriers, financial constraints, legal and regulatory issues and 
social acceptance and awareness. Many scholars are of the view 
that the lack of empirical evidence and the need for highly 
qualified security personnel, financial resources, and regulatory 
compliance are significant barriers [23], [53], [69], [116], which 
supports the finding in this literature. 

This study also discovered that the industry adopts 
blockchain because the technology behind it promises secure 
transactions, where the industry processes a huge amount of data 
to implement transparent storage through private transactions. 
This type of classification is expected to increase significantly, 
and it also remains a concern for various sectors in the long term 
because privacy and security are key aspects of establishing a 
decentralised transaction relationship with the industry. In 
contradiction of compliance factors, not all design principles 
were fully met, particularly regarding data access security and 
compliance with GDPR [74]. 

VI. CONCLUSION 

This study found the invention taxonomy in blockchain 
research for the last 10 years. The most obvious finding that 
emerges from the analysis is that blockchain is a world-
shattering technology that expressively transforms the way that 
e-government systems deliver a secure and trusted service. The 
significance of blockchain in the advancement and enhancement 
of data sharing security in e-government is provided. The recent 
analysis of the trend of security factors for data sharing was 
provided for the implementation of blockchain technology. 

This review also shows the important discovery of secure 
data sharing using blockchain with various applications 
including securing supply chains, transportation, agriculture, 
healthcare and government administration. There are still 
opportunities for government agencies to apply or integrate 
blockchain technology to improve data security for their 
organisation. One unexpected finding was the extent to which 
trust and privacy the important factors in deploying the 
blockchain in e-government systems. 

The most important finding is that data sharing security 
factors using blockchain can be classified into nine factors based 
on their application: confidentiality, integrity, availability, 
transparency, auditability, distributed, immutability, 
interoperability and governance. The most in-demand feature in 
blockchain applications is privacy enhancement, and the review 
of use cases presented. 
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These results have important implications for the 
development of blockchain as a platform to enhance data sharing 
security in government applications and innovations. The 
security factors involved in data sharing for e-government in the 
current research show that it persists with a significant impact in 
enhancing data security that is needed by the domain. This study 
focuses on the security factors for blockchain-based data 
sharing. The study did not cover the review for blockchain 
platform, architecture, consensus type and performance. 

In the future, this study will lead to the development of a 
framework that covers the principles of data security, blockchain 
security and compliance. It also concludes that data sharing 
security could also significantly contribute towards the open 
data initiative. The understanding gained here should help to 
implement blockchain-based secured data sharing and increase 
trust in the e-government system. 
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