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Abstract—The rapid evolution of the Internet of Things (IoT)
offers vast opportunities in automation and connectivity, yet
simultaneously introduces critical security challenges. One of
the most pressing concerns lies in the heterogeneity and limited
computational capabilities of IoT devices, which complicate the
deployment of robust security mechanisms. In this work, we
present a lightweight and secure authentication protocol designed
to establish mutual authentication between a server and smart
objects. Our protocol enhances the scheme proposed by Fatma
et al., addressing its identified vulnerabilities. Formal security
analysis using AVISPA and ProVerif confirms the protocol’s
resilience against a wide range of threats. Furthermore, a
practical simulation was conducted using a Raspberry Pi as the
IoT device and a Core i5-based server to evaluate real-world
performance. Results show that the protocol executes efficiently in
real-time with a reduced authentication delay, demonstrating its
feasibility for resource-constrained environments. This research
contributes to the development of effective, scalable, and secure
authentication solutions tailored for the IoT landscape.
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I. INTRODUCTION

The widespread adoption of the Internet of Things (IoT)
has transformed the way devices interact and exchange in-
formation, leading to a substantial increase in the number
of connected smart devices worldwide. This unprecedented
growth has amplified the demand for robust security mech-
anisms, particularly for mutual authentication between devices
and servers. In such distributed environments, it is essential
to guarantee not only reliable communication but also the
confidentiality, integrity, and authenticity of the exchanged
data [1], [2], [3].

Authentication is a cornerstone of IoT security, as it
establishes trust between communicating entities before any
sensitive information is exchanged. Over the years, numerous
authentication protocols have been developed to secure the
establishment of sessions between servers and smart objects.
However, extensive analysis of existing schemes has revealed
that many of them remain vulnerable to critical threats such
as impersonation, replay, and man-in-the-middle (MitM) at-
tacks. These weaknesses can be exploited by malicious actors
to compromise both the confidentiality and integrity of IoT
communications, thereby undermining the overall security of
the system [4], [5].

In particular, the protocol proposed by Fatma et al. [6],
while offering lightweight computation, exhibits several vul-
nerabilities that may lead to the disclosure of sensitive cre-
dentials and session keys. Such flaws pose serious risks in
IoT scenarios, especially in resource-constrained environments
where devices cannot easily implement computationally inten-
sive countermeasures.

To address these limitations, this study introduces an en-
hanced authentication protocol designed for IoT environments.
Our scheme leverages elliptic curve cryptography (ECC) for
efficient key exchange and collision-resistant hash functions
for identity protection and message integrity. ECC offers
a favorable trade-off between computational efficiency and
cryptographic strength, making it especially suitable for de-
vices with constrained processing power, memory, and energy
resources. The proposed design incorporates random nonces,
key-derived masking, and challenge-response mechanisms to
ensure resilience against known attack vectors while maintain-
ing low overhead.

The security of the proposed protocol has been rigorously
evaluated using formal verification methods to identify and
mitigate potential vulnerabilities before deployment. Simula-
tion and analysis demonstrate that our protocol achieves the
following key security properties:

e  Mutual authentication between server and device.
e  Resistance to impersonation, replay, and MitM attacks.

e  Confidentiality of transmitted data and integrity of
messages.

e Low computational and communication cost suitable
for IoT devices.

By integrating these measures, the proposed protocol pro-
vides a significant improvement in both security and opera-
tional efficiency over existing schemes. Ultimately, this work
aims to contribute to the development of practical, scalable,
and secure authentication solutions for the IoT ecosystem,
ensuring trustworthy communication even in highly resource-
constrained environments.

II. THE MECHANISMS USED BY AUTHENTICATION
PROTOCOLS

A. Elliptic Curve Cryptography (ECC)

Elliptic Curve Cryptography (ECC) is a well-established
cryptographic method known for providing robust security in
authentication schemes [7]. It is based on the mathematical
structure of elliptic curves, typically represented as:

V=234 ar+0b €))]

where, a and b are curve parameters. In ECC, cryptographic
operations involve algebraic manipulations on points belonging
to the elliptic curve. For example, adding two points P and @)
on the curve yields a third point R, while multiplying a point
P by a scalar k produces another valid point on the curve [8].

A key advantage of ECC is that it achieves comparable
security to other public-key systems with significantly smaller
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key sizes. For instance, a 128-bit ECC key can offer a security
level equivalent to that of a 1024-bit RSA key. This property
reduces both computational overhead and storage require-
ments, making ECC highly suitable for resource-constrained
devices [8].

The security of ECC is rooted in the hardness of the
Elliptic Curve Discrete Logarithm Problem (ECDLP), which
involves determining the integer k£ such that kP = @, where
P and @ are known points on the curve. Solving this problem
is computationally infeasible for appropriately chosen curve
parameters and key sizes [9], [10].

Due to its combination of mathematical robustness, effi-
ciency, and reduced key size requirements, ECC is extensively
employed in modern authentication protocols to provide secure
entity verification and protect the confidentiality of exchanged
information [11].

B. Cryptographic Hash Function

A cryptographic hash function is a mathematical algorithm
that converts input data of arbitrary length into a fixed-length
output, commonly referred to as a hash or message digest [12].
Such functions are fundamental in numerous areas of computer
science, particularly for ensuring data security and verifying
information integrity, as illustrated in the following Fig. 1.

=—C1—

Hash Function
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(Outpur)

(Input) (Hashing Algorithm)

Fig. 1. Cryptographic hash function.

The hash functions possess the following properties:

e  Deterministic: A cryptographic hash function is deter-
ministic if the same input consistently yields the same
hash value.

e  Collision resistance: A hash function has collision
resistance when it is computationally infeasible to find
two distinct inputs that produce the identical hash
output.

e Irreversibility: A hash function is irreversible if re-
covering the original input from its hash value is
computationally impractical or impossible.

The most commonly used cryptographic hash functions
include MD5, SHA-1, SHA-256, and SHA-3.

MD5, once widely adopted, is now considered insecure
due to identified vulnerabilities and should not be used for
security-critical purposes [13].

Similarly, SHA-1, although still present in some systems,
is regarded as weak against modern cryptographic attacks [14].

In contrast, SHA-256 and SHA-3 are currently preferred for
contemporary applications, as they provide stronger resistance
to known attack methods [15].
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III. RELATED WORKS

Authentication protocols in the Internet of Things (IoT)
domain are a frequent subject of discussion in the scientific
literature and have recently attracted considerable attention.

In [16], the authors propose a secure multifactor authen-
tication scheme for cloud-based systems, demonstrated in the
context of electronic health records. The approach combines
three authentication factors—something the user knows, has,
and is with cryptographic techniques such as RSA digital sig-
natures and hashed credentials to achieve mutual authentication
and ensure data integrity. Key features include an anonymous
health center, acting as a trusted third party, responsible for
distributing secret keys and managing user permissions during
the registration phase. Additionally, the scheme incorporates
a QR code mechanism to securely transmit doctor-signed
electronic prescriptions to pharmacists. The protocol was im-
plemented with entities such as patients, doctors, and a hospital
server, and its security was validated using both the Scyther
formal verification tool and informal analysis, demonstrating
resistance to man-in-the-middle, replay, impersonation, insider,
and phishing attacks.

Boonkrong’s work [17] revisits Park et al.’s [18] multi-
factor biometric remote user authentication scheme and ex-
poses several critical weaknesses, then offers an enhanced
protocol to resolve them. Park et al.’s scheme — an improve-
ment over earlier methods — was found to lack adequate
message integrity protection (allowing an attacker to modify
messages without detection), and freshness guarantees (making
replay attacks feasible). It also did not implement a true
challenge-response mechanism, leading to incomplete mutual
authentication and the possibility of man-in-the-middle attacks,
and it provided no way for the client to prove to the server that
both share the same session key (leaving session key agreement
only partially verified).

In [19], the authors addressed the challenge of safeguarding
large volumes of sensitive user data in electronic healthcare (e-
health) systems, particularly when using wireless devices with
limited processing and storage capabilities. They proposed
a dynamic privacy-preserving approach that enables server-
side biometric authentication while ensuring complete user
anonymity. In their method, the server does not have access
to the exact biometric template value, which mitigates the
risk of privacy leakage. Moreover, all messages transmitted
through their scheme are untraceable, thereby maintaining a
high degree of anonymity.

In [20], the researchers focused on the design of an end-
to-end mutual authentication protocol for Wearable Health
Monitoring Systems (WHMS). They analyzed the mutual
authentication protocol proposed by Amin et al. [21] and
identified several security flaws. Their improved version, based
on quadratic residues, mitigates vulnerabilities such as stolen
mobile device attacks, de-synchronization attacks, and sensor
key exposure.

The work in [22] addressed the development of lightweight
security mechanisms for Wireless Body Area Networks
(WBAN:Ss), with an emphasis on securely transmitting sensi-
tive patient information. The authors evaluated a lightweight
authentication protocol proposed by Liu et al. [23] and,
through a security assessment, found weaknesses in its design.
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To overcome these limitations, they proposed a single-round
lightweight authentication scheme that enhances security and
reduces computational overhead.

In [6], an authentication protocol was designed for IoT-
based healthcare applications. The authors introduced two
major enhancements to the recently proposed M2C mutual au-
thentication protocol, which was originally intended for RFID-
based healthcare systems. Their modified protocol, referred
to as M2M, leverages Elliptic Curve Cryptography (ECC) to
secure RFID communications in healthcare environments.

The authors of [24] proposed an authentication mechanism
for Medical Body Area Networks (MBANSs) based on patient
body motion. They developed a generalized model capable
of characterizing routine patient activities—such as walking
and running—to verify the legitimacy of sensor nodes. Their
security analysis demonstrated that the scheme is resistant to
well-known attack vectors.

Using ECC, [25] proposed an RFID-based mutual authen-
tication scheme aimed at improving patient medication safety.
The scheme enables secure exchanges between an RFID tag
and a medication server, ensuring reliable medical evidence
for prescriptions and dosage administration. Nevertheless, this
protocol was later shown to have vulnerabilities, which were
addressed by Fatma et al. [6].

In [26], the authors presented an authentication protocol for
IoT-based RFID systems, focusing on mitigating security risks
inherent in wireless communication channels. Their design
integrates ECC and employs the elliptic curve Diffie-Hellman
(ECDH) [27] key agreement mechanism to generate temporary
shared keys for encrypting transmitted messages.

Several studies have also presented mutual authentication
schemes aimed at establishing a secure session key between
RFID tags and backend servers to ensure reliable communica-
tion. Examples include the works of Dinarvand et al. [28], Liao
et al. [29] for specialized environments, and Zhao et al. [30]
for healthcare-specific applications.

All these schemes generally follow a two-phase structure.
The configuration phase involves the server generating ECC
public/private key pairs to be used in the subsequent stage.
The authentication phase is then repeated each time the server
initiates a connection with a smart object, during which both
entities exchange messages to mutually verify their identities.

IV. DESCRIPTION AND NOTATION USED

Before presenting our enhanced version of the M2C au-
thentication protocol derived from the scheme proposed by
Fatma et al. [6], Table I summarizes the notations employed
in its description.

V. REVIEW AND CRYPTANALYSIS OF FATMA ET AL.’S
ProTOCOL

Fatma et al. [6] introduced an ECC-based authentication
scheme tailored for resource-limited devices, including RFID
tags and sensors. Owing to its design, it falls under the category
of machine-to-cloud (M2C) protocols. The proposed approach
functions through two primary phases.
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TABLE I. NOTATIONS USED IN THE PROTOCOL DESCRIPTION (MODIFIED

SYMBOLS)
Notation Meaning
Nitot Total of IoT devices.
S Server in Cloud.
D ToT device.
Dy, Specific IoT device Dy, where k € [1, nyot]
Qa s qb Two large prime numbers.
an Multiplicative group of a finite field.
£ Elliptic curve defined by y2 = =2 + ax + b.
P, Base point (generator) of £ of order q,.
(gv,a,b,qa, Py) Domain parameters for constructing £.
H Collision-resistant secure hash function.
p & Fy. Random element p sampled from F} .
o3 Scalar multiplication of o with elliptic curve point /3.
adp XOR operation.
all B Concatenation operation of c and f3.
o= B8 Equality check.
IDp, Unique identity of device Dy,.
hID Dy, Hash of the identity 1D p & stored in the server database.
SKs Server’s private key.
PKs Server’s public key.

A. The Configuration Phase

In this phase, the server S generates the system parameters
(g, a, b, qq, Py) required for the construction of the elliptic
curve C, shares them with other entities, and stores them in
its database. The server then assigns to each smart object
Dy, a unique identifier /Dp,, and computes its hashed form
hIDp, = H.(IDp, ), where hIDp, serves as the key in the
hash table used to store the identifiers of all smart objects.
This process is illustrated in Fig. 2.

Server S IoT Device D

((Ib7 a, b7 Ga, Pg) i

IDp, &
hIDp, =H(IDp,)
(g5,@,b:9a,Pg), IDp,, hIDp,

Fig. 2. Configuration phase.

B. The Authentication Phase

This step is illustrated in Fig. 3 and proceeds as follows:

e The server S randomly selects ps € F;; and computes
Rs = ps - Py. It then transmits Rs to the device Dy,.

e Upon reception, Dy picks a random pp € F; and
calculates Ry, = py - P,. To conceal hIDp,, it derives
a shared key K = pj - Rs and masks the identity hash
as M = hIDp, ® K. It then generates an authenticator
Authy, = H(IDp, || 2 || K). The device sends the
tuple (Rg, Authy, M) to S.

e On receiving the message, S computes K = pgs - Ry,
and retrieves hID}, = M @© K. It searches the
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database for the identity ID, corresponding to
hID', . If no match is found, S ends the session
after a predefined timeout to limit information leakage.
Otherwise, it computes Auth), = H(ID}, || 2| K)
and compares it to the received Authy. If they differ,
the session is aborted; if equal, Dy, is authenticated.
The server then generates Auths = H(IDp, || 1 | K)

and sends it to Dy,.

e Upon receiving Authg, the device computes Auth’s =
H(IDp, || 1 || K) and checks equality. If they
match, the server is authenticated, achieving mutual
authentication; otherwise, the session is terminated.

At the end of this phase, Dy and S share the session key,
K, which has been computed to ensure integrity, privacy, and
confidentiality during subsequent exchanges.

VI. POTENTIAL SECURITY WEAKNESSES IN THE FATMA
ET AL. PROTOCOL

In the previous scheme, an adversary is able to recover the
communication key K, as well as the identifier /Dp, of a
smart object, enabling them to intercept exchanges between
the device Dy and the server S. The attacker first obtains
the hashed identifier Hp, by following the steps illustrated in
Fig. 4:

e The adversary A selects a random value p4 and
computes R4 = py - P,. It then sends R4 to the
device Dy,.

e Upon receiving R 4, Dy generates a random py, € F
and computes R = py, - Py. To protect hIDp,, the
device calculates K = py - R4 and masks it as M =
hIDp, @ K. Tt also generates Authy, = H(IDp, ||
2 || K), and sends (Ry, Authy, M) to A.

e The adversary then computes K = p4 - Ry and
retrieves hIDp, by computing hIDp, = K © M.

After the recovery of hIDp,, the attacker can perform the
following two attacks:

A. Eavesdropping Attack

Once the adversary has obtained hlDp,, it stores this
value in its own database. During a legitimate authentication
process between S and Dy, the adversary can perform an
eavesdropping attack to derive the session key K, as outlined
in Fig. 5:

e The server S randomly selects a number ps and
computes Rs = ps - P,. It then transmits Rs to Dj,.

e The IoT device executes its computations and returns
the tuple (Ry, Auth,, M) to S.

e The adversary intercepts this message. With knowl-
edge of hIDp, and access to (Ry, Authy, M), it can
compute the communication key as K = hIDp, ®M.
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B. Preimage Attack

Once hIDp, has been recovered, note that hIDp, =
H(IDp,). Since IDp, is a scalar, a high-performance com-
puting system could, in principle, generate candidate scalars
z and compute H(zj) until finding some z, such that
H(z,) = H(IDp,). In that case, z,, reveals IDp, .

If IDp, is chosen with a sufficiently large bit length,
such a brute-force search becomes computationally infeasible.
However, this mitigation is constrained in IoT settings, where
limited device storage makes it impractical to significantly
increase the

VII. THE PROPOSED ECC BASED AUTHENTICATION
PrROTOCOL

We propose an enhanced version of the protocol introduced
by Fatma et al. [6] in order to address the vulnerabilities
identified in Section VI. The improved scheme also supports
mutual authentication between servers and multiple smart
objects, provided that the servers store the identities of these
objects.

The proposed protocol operates in two main phases: a
configuration phase and an authentication phase.

A. The Configuration Phase

The server first creates the system parameters
(g, a,b,qq, Py) and shares them with the other entities
to construct the elliptic curve £. Then, the server S chooses
a random value SKs € FF; as its private key and computes
its public key PKs = %KS - P,. Afterwards, the server
generates and sends to each IoT device an identifier IDp,
and hIDp, = H(IDp,). It also transmits its public key PKs.
Once this phase is completed, the server records the system
parameters along with the device identifiers in its database, to
be used later during the authentication phase (see Fig. 6).

B. Authentication Phase

This phase consists of three message exchanges, illustrated
in Fig. 7.

e  Challenge from server to device: The server S initi-
ates the process by sending an authentication request
(challenge) to the IoT device Djy. Upon receiving

the challenge, Dj, randomly selects py, & 7., then
computes Ry = py- P, and K = p;,-PKs. It masks K
as M = hIDp, & K and generates the authentication
tag Authy = H(IDp, || 2 | K). Finally, it sends
(Rk, Authy, M) to S.

e  Device authentication by server: The server computes
K = SKs - Ry and derives hiD}, = M @ K. It
then searches its database for a matching /D, using
hl Dbk. If no match is found, the session is terminated
after a delay to limit information leakage. If a match
exists, the server calculates Authy = H(ID}, | 2 ||
K) and compares it with Authg. If the values match,
Dy, is authenticated; otherwise, the session is aborted.
Upon successful authentication, the server generates
Auths = H(IDp, || 1 || K) and sends it to the
device.
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hID), = M@K
Search hID, — ID, in DB
Auth, = H(ID}, || 2] K)
?
Auth), = Authy,
Auths = H(IDp, || 1| K)

Server SUDp, ,hIDp,,....IDp, "}LIDDH , 10T Device D;(IDp,,hIDp,)
$
ps < Fy,
Rs =ps- Py
Rs
e
8
pr < Ty,
Ry = pi- Py
K =pi-Rs
Authy = H(IDp, || 2 || K)
M =hIDp, ® K
(R Authy, M)
LR )
K = ps - Ry

Auths
Authls = H(IDp, || 1 K)
Auth’s = Authg

Fig. 3. Authentication phase.

Adversary A ToT Device D;,(IDp,,hIDp,)
pa s F3.
Ra=pa- by
Ra
I
o & Fy.
Ry, =pi - Py
K =pr-Ra
Authy, =H(IDp, || 2 || K)
M =hIDp, ® K
(R, Authg, M)
PASak L
K=pa- Ry
hiDp, =M ®d K

Fig. 4. Recovery of hIDp, .

e Server authentication by device: After receiving
Authg, the device computes Auth's = H(IDp, || 1 ||
K) and verifies it against the received value. If they
match, S is authenticated, and mutual authentication
is established; otherwise, the session is terminated.

At the conclusion of this phase, both Dy, and S share the
session key K, computed as:

szk~PK5=SK5-RkZSKs-pk~Pg.

This shared key is subsequently used to ensure integrity,
confidentiality, and privacy in all subsequent communications.

VIII. SECURITY ANALYSIS

A. Informal Analysis
1) Mutual authentication:

a) Device authentication: An adversary is unable to
generate a valid message (Ry, Authy, M) on behalf of device
Dy, as they lack the necessary values hIDp, , IDp,, and py.
These parameters are essential for computing Authy, and M,
and can only be derived by the legitimate server S and device
Dy,.

b) Server authentication: The adversary cannot forge
the legitimate server message Authg, since it requires knowl-
edge of the identifier /Dp, , which is not disclosed.

TABLE II. RESULTS OF THE VERIFICATION BY AVISPA

back-end Result

CL-AtSe SAFE

OFMC SAFE

SATMC INCONCLUSIVE
TA4SP INCONCLUSIVE

2) Integrity and confidentiality: Upon completion of the
protocol, the server S and device Dy, establish a shared session
key K. This key is jointly derived from SKs (generated by S)
and p; (generated by Dy) for each session, thereby ensuring
both message integrity and confidentiality.

3) Availability:

a) Resistance to Man-in-the-Middle (MitM) attacks:
The adversary cannot obtain I Dp, , hIDp, , or the session key
K. In contrast, the protocol of Fatma et al. [6] is susceptible
to MitM attacks, as the session key K can be recovered by an
adversary.

B. Formal Analysis

In this section, we conduct a formal security assessment of
the proposed scheme using two widely recognized automated
verification tools: AVISPA [31] and ProVerif [32].

1) HLPSL Code of the proposed protocol: The HLPSL
specification of our protocol is provided in Fig. 8 and Fig. 9.
For a more comprehensive explanation, including extended
formal verification procedures and additional security analysis,
readers are referred to our related conference publication [33].

2) AVISPA verification results: Table II summarizes the
outcomes obtained after executing our HLPSL-coded protocol
in the AVISPA environment. The results indicate that both
the CL-AtSe and OFMC back-ends report the status SAFE,
confirming the absence of detected attacks. For the SATMC
and TA4SP back-ends, the outcome is INCONCLUSIVE due
to unsupported operations, which implies that these modules
are unable to process certain steps of the protocol rather than
indicating any security weakness.
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Server S(UDp,.hIDp,,..., IDp,, hIDp,, )

Adversary A (hIDp,)

ToT Device D.(IDp, ,hIDp,)

S o
ps < g,
Rs=ps- P,

K =ps- Ry

hIDp, =M & K

Searching for hID}, — 1D,
Authj, = H(IDY, || 2 || K)
Auth), £ Authy,

Auths =H(IDp, || 1 || K)

K =M ®hIDp,
(Ry,Authy, M)
(B Authi, M)

Rs

Pr 4iﬂ“;,

R =pr- Py

K =pi-Rs

Authy = H(IDp, || 2 || K)
M =hIDp, & K

(R Authy. M)
L Authe, M)

Auths

Auth's = H(IDp, Uyl || K)
Auths = Auths

Fig. 5. Recovery of the key K.

Server S IoT Device Dy,

({Iba a, b: Ga> Pg) ﬁ
IDp, &
hIDp, =H(IDp,)
SKs & T
PKs =SKs - P,
(@,0,b,qa,Py), IDp, , hIDp, , PKs

Fig. 6. ECC-based configuration phase.

C. Specification of Our Protocol using the Pi-Calculus Script
in ProVerif

In this section, we will present the code of our protocol
using Pi-Calculus. Fig. 10 and Fig. 11 presents the server role
and smart object role.

1) The results of the verification by Proverif: Fig. 12
represents the results of our contributions using the ProVerif
tool. It shows that mutual authentication is achieved, and the
confidentiality of variables idt, hidt, ri, and rs is preserved.

IX. PERFORMANCE EVALUATION

This section presents an evaluation of the proposed scheme
with respect to communication overhead, and computational
effort. For the analysis, we consider a deployment consisting
of ngo: 10T devices. We assume that the size of a scalar
value is A bits, which implies that the size of a point on the
selected elliptic curve &£ is 2\ bits. Accordingly, the size of
the system parameters (gy, a,b, ¢q, Py) is taken to be 6.\ bits
in total. Furthermore, both the device identifier /Dp, and its
corresponding hashed representation hIDp, are assumed to
be scalar values, each occupying A bits.

Tpm and Tpa represent the execution time required to
perform elliptic curve point multiplication and point addition
operations, respectively.

A. Computation Cost

In this section, we assess and compare the computational
effort required by both the server (see Table IV) and the smart
objects (see Table III) during the authentication process. The
performance of our proposed protocol is evaluated against

several existing schemes, including those presented by Liao
et al. [29], Dinarvand et al. [28], Jin et al. [34], Alamr et
al. [26], Zhao [30], and Fatma et al. [6].

TABLE III. EVALUATION OF COMPUTATION COSTS FOR SMART DEVICES

approach

Zhao et al. [30]
Dinarvand et al. [28]
Jin et al. [34]

Alamr et al. [26]
Liao et al. [29]
Fatma et al. [6]

Computational Overheads
3% Tpa + 5 * Tpym
2% Tpa + 3 % Tpm
1% Tpa + 4 x Tpm
1% Tpa + 4 % Tpm
3 x Tpa + 5 * Tpm

2 % Tpm
2 % Tpm

Our approach

TABLE IV. EVALUATION OF COMPUTATION COSTS FOR SERVER

approach

Zhao et al. [30]
Dinarvand et al. [28]
Jin et al. [34]

Alamr et al. [26]
Liao et al. [29]
Fatma et al. [6]

Computational Overheads
3% Tpa + 5 % Tpm

2% Tpa + 3 * Tpym

2 % Tpm

1% Tpa + 5 % Tpm

3% Tpa + 5% Tpm

2 % Tpm

1% Tpym

Our approach

As shown in Table IV, our proposed improvement achieves
lower server computation costs than the compared protocols,
while maintaining a database search complexity of O(1),
similar to the approach of Fatma et al. [6].

B. Transmission Overhead

The transmission Overhead is assessed by determining the
bit length of all messages exchanged during the authentication
phase, along with counting the total number of message
transmissions.

In Table V, our enhancement is the best protocol in terms
of computation cost at the server level.
X. PRACTICAL ANALYSIS

To evaluate the feasibility and performance of the proposed
ECC-based mutual authentication protocol, a real-world imple-
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Server 5(5Ks, PKs, 1D, i Dp,, -, IDp,,

hIDp, )

ToT Device D(PKs, 1Dy, hIDp,)

K =SKs - Ry

hID;)A =MoK

Searching for hID}, — D,
Auth}, = H(ID}, |2 || K)
Auth), < Authy,

Auths = H(IDp, || 1] K)

challenge(" hello”)
RaTengel 20 ),

$
pr By

R =pi Dy
K = pir - PKs

Authy = H(IDp, || 2 || K)

M =hIDp, & K
(Ry, Authy, M)
(oAt M)

Auths
Auths = H(IDp, || 1| K)
Auth’s = Authg

Fig. 7. ECC-based authentication phase.

Server role
role serverRole(A,B : agent,Q,Idx, HashX, Tat text, Msgs message, F, HashFunc
hash_func, SEND, RECEIVE : channel(dy))
played_byA
def =
local
Status : nat, Rnd, Key : text,
Rq, M sg, AuthA, AuthB : message
constsec_rnd, sec_idx, sec_hashx, auth_b, auth_a : protocol_id
init
Status := 0
transition
1.Status =0 A RECEIV E(start) = Status’ :=2 A Rnd' :=new()
ASEND(Rnd)
2.Status =2 N RECEIVE(Rq', AuthB', Msg')
AKey' = HashFunc(Txzt, Rq')
AHashX = zor(Msg', Key')
ANAuthB = F(Idz' 2.Key') = Status’' :=4 A AuthA' := F(Idz.1.Key')
ASEND(AuthA")
Nsecret(Idx, sec_idx, A)
Nsecret(Hash X, sec_hashx, A)
Arequest(A, B, auth_b, AuthB')
Awitness(A, B, auth_a, AuthA")
end role

Fig. 8. Server role of HLPSL.

Object role

role objectRole(B, A
hash_func, SEND, RECEIVE : channel(dy))
played_byB

Status : nat, Random, Key : text,
Regldent, Respldent

constsec_random, sec

init
Status := 1
transition

2.Status =3 N RECEIV E(AuthA’)

end role

agent,Q, Ident, HashIdent

AuthA, AuthB : message
nt, sec_hashident, auth_a,auth_b : protocol_id

1.Status =1 A RECEIV E(Respldent') = Status’ :== 3 A Random’ := new()

ANAuthA’ = F(Ident.1.Key) = Status’ :=5 Arequest(B, A, auth_b, AuthA")

text, MsgList message, F, HashFunc

AReqldent’ := HashFunc(Random/, Q)
AKey' := HashFunc(Random', MsgList)
NAuthB' := F(Ident.2.Key')

AMsg' := zor(HashIdent, Key')
ASEND(Reqldent’, AuthB', M sg")
Asecret(Ident, sec_ident, B)
Asecret(HashIdent hashident, B)
Nsecret(Random/, sec_random, B)
Awitness(B, A, auth_a, AuthB')

Fig. 9. Role of object B.

mentation was conducted using two heterogeneous physical de-
vices: a Raspberry Pi 3 Model B+ representing the IoT object,
and a standard personal computer equipped with an Intel Core
i5 (5th generation) processor functioning as the central server.
The Raspberry Pi, operating under a Linux-based Raspbian
OS, was chosen to simulate the constraints typical of embed-
ded IoT devices in terms of memory, CPU capacity, and energy
consumption. The server ran Ubuntu 20.04 and was responsible
for handling the more computationally intensive cryptographic
verifications and key exchange processes. The protocol logic

was fully developed in Python 3 using the ecdsa cryptographic
library, which provides implementations of elliptic curve op-
erations and ECDSA signatures. Experiments were conducted
using a range of elliptic curves to evaluate their impact on the
protocol’s performance. The tested curves include: NIST192p,
NIST224p, NIST256p, SECP256kl, BRAINPOOLP160rl,
BRAINPOOLP192r1, BRAINPOOLP256r1, and Ed25519.
These curves were used to measure the execution time of
the authentication phase for each configuration, and the results
obtained are presented in Fig. 13.
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Server Role
(* Role of the Server S *)
let SERVERS =
new rs : bitstring;
let RS = mecc(rs, p) in
out(ch, RS);
in(ch, (Ri : bitstring, authi : bitstring, hidt_recv :
bitstring));
let K = mecc(Ri, rs) in
if authi = h(concat(idt, concat(v2, K))) then
let AUTHS = h(concat(idt, concat(vl, K))) in
event beginS (AUTHS);
out(ch, AUTHS);
event endS (AUTHS).

Fig. 10. Server role.

Smart Object Role
(* Role of the Smart Object I *)
let SOI =
in (ch, RS : bitstring);
new ri : bitstring;
let RI = mecc(ri, p) in
let K = mecc(ri, RS) in
let AUTHI = h(concat(idt, concat(v2, K))) in
event beginT (AUTHI);
out (ch, (RI, AUTHI, hidt));
in (ch, auths : bitstring);
if auths = h(concat(idt, concat(vl, K))) then
event endT (AUTHI).

Fig. 11. Smart object role.

Verification summary:

Query not attacker(idt[]) is true.

Query not attacker(ri[RS_1 = v,!1 = v_1]} is true.

Query not attacker(rs[!1 = v]) is true.

Query inj-event(beginS(x)) ==> inj-event(beginT(x)) is true.

Query inj-event(endT(x}) ==> inj-event(endS(x)) is true.

Query inj-event(endS(y)) ==» inj-event(begins(x)) && inj-event(beginT(x)) is true.

Fig. 12. Results of the verification by Proverif.

TABLE V. COMPARISON OF TRANSMISSION OVERHEAD

approach S—-0 | 0—=S Total (bits) | Number of Messages
Alamr et al. [26] 4 % A 6% A\ 10 %« A 3
Dinarvand et al. [28] 5% A\ 4% X\ 9% A\ 4
Jin et al. [34] 4% )\ 3% A YEDY 3
Zhao et al. [30] 4%\ 4% X\ 8% A 3
Liao et al. [29] 4% X\ 4% A 8% A 3
Fatma et al. [6] 4 %\ 3%\ EDY 3
Our proposed 4% X 2% A 6 x A 3

This implementation setup allowed for real-time testing of
the protocol under realistic hardware constraints and provided

Vol. 16, No. 8, 2025

concrete insights into its computational efficiency and practi-
cality for IoT deployments.

Authentication Time for Different Elliptic Curves

loT (Raspberry Pi)
0.10 7 Server (Core i5)

e
o
8

e
o
8

Temps (secondes)

e
o
2

Fig. 13. Authentication time for different elliptic curves.

A. Computational Cost of Our Protocol

The average execution time of our authentication protocol,
measured across the full exchange phase between the IoT de-
vice (Raspberry Pi) and the server (Core i5), is approximately
0.089348 seconds, consisting of 0.072703 seconds on the IoT
side and 0.016645 seconds on the server side. These values
were obtained by computing the mean execution time across
a range of standardized elliptic curves.

This implementation demonstrated that our protocol suc-
cessfully reduced the execution time compared to the protocol
proposed by Fatma et al., particularly during the authentication
phase, as illustrated in Fig. 14 . This noticeable reduction in
processing time highlights the effectiveness of our approach,
which combines computational efficiency with robust security.
As a result, the proposed protocol is well suited for real-
time execution on resource-constrained IoT platforms, while
ensuring secure and mutual authentication.
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Fig. 14. Comparison of computation costs.

XI. CONCLUSION

This research presents a comprehensive study of an effi-
cient protocol originally proposed by Fatma et al. Our security
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analysis revealed several critical vulnerabilities that could
compromise the robustness of the protocol in real-world IoT
deployments. In response to these weaknesses, we proposed a
reinforced version of the protocol, focusing on both improving
security guarantees and reducing computational and commu-
nication overhead. To validate the proposed enhancements, we
not only employed formal verification tools, such as AVISPA
and ProVerif but also carried out a practical implementation
using heterogeneous devices—specifically, a Raspberry Pi 3
Model B+ and a standard PC—to simulate constrained IoT
environments. This real-world experimentation allowed us to
analyze execution times and resource consumption across a
variety of elliptic curves. The results, drawn from both simula-
tion and implementation, clearly demonstrate that the enhanced
protocol significantly improves upon the original in terms of
resistance to known attacks and performance efficiency. These
outcomes confirm the protocol’s relevance and feasibility for
secure authentication in IoT systems and highlight the value of
combining formal analysis with empirical validation to design
resilient and practical security solutions.
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