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Abstract—Small and Medium Enterprises (SMEs) in Malaysia
face increasing cybersecurity risks, yet their adoption of Security
Education, Training, and Awareness (SETA) programs remains
limited. Unlike prior reviews that focus broadly on SMEs, this
study contributes novelty by systematically synthesizing empirical
evidence within the Malaysian context. Guided by the PRISMA
framework and supported by NVivo analysis, 57 studies published
between 2019 and 2025 were examined to classify both the
importance of SETA and the barriers to its implementation. The
thematic analysis revealed six recurring domains of challenges:
financial constraints, human resource limitations, management
support, cultural resistance, technical infrastructure, and
legal/data protection. Beyond consolidating fragmented insights,
the study provides a taxonomy of challenges and practical
recommendations such as modular training, role-specific
awareness, and leveraging national initiatives. While this review
offers structured guidance for policymakers and practitioners, its
descriptive nature without empirical SME validation is a
limitation, highlighting the need for future applied studies.
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I INTRODUCTION

In the wake of rapid digital transformation, Small and
Medium Enterprises (SMEs) in Malaysia face an increasing risk
of cyberattacks, exacerbated by limited cybersecurity awareness
and preparedness. Despite growingreliance on digital platforms,
many SMEs significantly underestimate their vulnerability, with
studies revealing a persistent gap between perceived and actual
cyber risk exposure [1], [12]. For instance, although 67% of
Malaysian SMEs believed they were less likely to be targeted
than large firms, 84% had already experienced attacks.

This disconnect underscores a critical challenge: the lack of
effective Security Education, Training, and Awareness (SETA)
programs tailoredto the SME context. While national strategies,
such as the Malaysia Cyber Security Strategy (MCSS) 2020—
2024, provide broad frameworks, SMEs often lack the capacity
and guidance to translate these strategies into actionable
practices. The consequences include increased susceptibility to
phishing, social engineering, and insider threat risks that are
intensified by low budgets, minimal technical staff, and
inconsistent policy adherence [2], [11].

To address this gap, this study conducts a Systematic
Literature Review (SLR) of cybersecurity-related SETA
programs in SMEs, focusing on both their importance and the
implementation challenges, particularly within the Malaysian
context. This review aims to provide structured insights for
policymakers, practitioners, and researchers seeking to enhance
cybersecurity resilience in small businesses.

The structure of the paper is organized as follows. Section Il
presents the background and related works, offering a detailed
overview of Security Education, Training, and Awareness
(SETA) concepts, along with the current cybersecurity
landscape affecting SMEs in Malaysia. Section III describes
methodology, outlining the systematic literature review (SLR)
process guided by PRISMA, including article selection criteria
and the use of NVivo software for thematic analysis. Section IV
discusses the results, which are categorized into two primary
themes: the importance of SETA programs and the challenges
SMEs face in implementing them. Section V provides a critical
discussion of the implications of these findings, offering
practical insights for SME stakeholders and policymakers.
Section VI delivers the conclusion, summarizing the key
outcomes of thereview. Finally, Section VII suggests directions
for future research in the field of SME cybersecurity and SETA
development.

II. BACKGROUND AND RELATED WORK

Numerous studies have examined the cybersecurity
vulnerabilities of Small and Medium Enterprises (SMEs), with
a particular focus on the human factors addressed through
Security Education, Training, and Awareness (SETA)
programs. SETA initiatives are widely recognized as a vital tool
forreducingcybersecurity risks stemming from human error, yet
their implementation in SMEs remains inconsistent and under-
researched. Forinstance, [3],[23] proposed a lifecycle model for
SETA programs, emphasizing their success factors but primarily
within larger organizational contexts. Similarly, [4], [13]
highlighted the significance of security culture, but did not
address how SETA can be operationalized specifically in SMEs
Several national programs in Malaysia, such as CyberSAFE and
the Cyber Security Health Check initiative, have offered general
cybersecurity training to SMEs. However, these programs often
lack customization for specific organizational needs and are not
always accompanied by long-term impact evaluations [11].
Moreover, existing literature often emphasizes technological
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solutions without adequately addressing behavioral change and
policy adherence in small business environments [5], [58].

In parallel with SETA, emerging research in lightweight
cryptography and side-channel attack (SCA) countermeasures
has provided essential solutions to secure low-resource
environments like SMEs. Side-channel attacks exploit
hardware-level leaks such as power consumption or
electromagnetic emissions to extract cryptographic keys. While
widely studied in embedded systems and IoT, SCAs are
becoming increasingly relevant for SMEs deploying smart
devices or industrial control systems. For example,
Charalambous and Stavrou (2024) highlighted the role of talent
specialization in SETA programs to combat hardware-based
threats, including SCAs [7], [57]. Similarly, new work in
lightweight cryptographic protocols aims to secure constrained
environments, with recent advancements improving resistance
against SCAs and improving adoption in SME settings [8], [60].

Despite these advances, a major research gap remains in
synthesizing existing SETA literature specifically for SMEs
usinga systematic approach, particularly within the Malaysian
context. No prior study has applied a comprehensive SLR
methodology combined with qualitative NVivo analysis to
classify both the importance and challenges of SETA
implementation. This study addresses that gap by offering a
focused and empirical synthesis of SETA-related cybersecurity
strategies tailored to the Malaysian SME environment,
highlightingareas thatrequire further investigation and practical
improvement.

III. METHODOLOGY

The present study employed the established systematic
review methodologies delineated by [9], [19]. The procedures
can be classified into three discrete phases: The initial planning
ofthereview, which consists of definingits necessity, providing
a clear explanation, and designing the review procedure,
comprises Stage 1. Reviewing the primary study field, locating
pertinent studies, assessing these studies, extracting the data, and
analyzing the extracted data are included in the second stage.
The third stage consistsof reporting and distributing the review's
findings. This entails disseminating the recommendations and
guaranteeing that the pertinent stakeholders in the field of study
are informed [18], [19]. The preliminary stage, known as
"review planning," has been predominantly shaped by the
thorough elucidation and presentation of previous inquiries. In
the subsequent phase, a comprehensive analysis was conducted
by employing a precise set of keywords to identify scholarly
articles that explored the subject of cybersecurity about SETA
programs in SMEs from multiple perspectives.

The review process involved assessing each selected study's
methodologies and key findings to synthesize the mostrelevant
and impactful information. This analysis identified common
themes and gaps in the existing literature, leading to the
development of key recommendations for improving
cybersecurity practices in SMEs through SETA programs.
These recommendations will be shared with policymakers,
industry leaders, and academics to promote a collaborative
approach to addressing cybersecurity challenges in small and
medium enterprises. By disseminating these findings
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effectively, the review aims to drive positive change and foster
a more secure digital landscape for SMEs.

A. Research Questions

Review studies are conducted to broaden and improve our
comprehension of the limits of current knowledge. Following a
more thorough elucidation of the data analysis methods and the
principal findings obtained during this inquiry, the subsequent
section concludes with a discussion of the study’s limitations.
The following questions were formulated to expand the
investigation.

RQI: Is the SETA program importantin SME companies?
RQ2: What are the challenges in SME companies?

These questions aim to address any research gaps and
suggest avenues for further exploration. Additionally, thereview
study seeks to contribute valuable insights to the existing
literature and offer recommendations for future research
directions. By critically examining the data and findings,
researchers can enhance the validity and reliability of their
study, ultimately advancing our understanding of the subject
matter.

B. Record Screening Process

Prominent academic databases, including Emerald, Scopus,
Science Direct, SpringerLink, IEEE, and Taylor, were queried
using specified keywords. To be evaluated for inclusion in this
paper's review, the articles must have a combination of two
specific keywords in their titles, keywords, or abstracts. The
initial set of keywords is most frequently used and pertains to
SMEs. Based on the given phrases, the initial group has been
identified: "small and medium-sized enterprises in Malaysia,";
"SMEs" or "SME in Malaysia"; "small business in Malaysia";
"small firm in Malaysia"; "small enterprise in Malaysia"; "small
company in Malaysia"; "medium-sized firm in Malaysia";
"medium-sized business in Malaysia"; "medium-sized
enterprise in Malaysia"; or "medium-sized company in
Malaysia" The subsequent collection of keywords is concerned
with security, specifically cybersecurity. ("cybersecurity*" OR
"cyber*" OR "cybercrime*" OR "cyberattack*" OR "cyber
threat*") were identified as these keywords. The efficacy of
keywordssuch as"Security Education, Training, and Awareness
Programmes" and "SETA Programme" has been assessed. The
results, however, needed to be more general and resolve the
Stage 2 criteria. Moreover, this inquiry focuses on recently
published studies, including every article published between
2019 and 2025.

In addition, the selection process for each article was guided
by two distinct criteria. The cybersecurity of SMEs must be the
subject of each essay. In addition, every paper must incorporate
an empirical inquiry. Articles of a theoretical nature that needed
more empirical investigation were excluded from consideration.
As a result, approximately fifty out of one hundred articles that
qualified for inclusion in this paper met each of the criteria
above. Nevertheless, more papers were excluded from the
subsequent analysis phase due to the following justifications: In
the methodology sections of several articles, an empirical
approach ora comprehensive explanation is required. Although
certain sections of these publications, such as the abstracts and
titles, did include relevant keywords, their primary emphasis
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was on significant corporations. The document should have
mentioned small-and medium-sized businesses (SMEs).
Subsequently, the remaining papers were employed to progress
to the second and third phases of the systematic review
methodology, as suggested by [10], [19].

C. Assessment Criteria

The screening methods and eligibility criteria utilized in this
inquiry are delineated in this section. In the beginning, duplicate
entries were removed by considering each record's digital object
identifier (DOI). The removal was performed without any other
specialized instrument, utilizing a spreadsheet. Suppose a
database record lacked a DOI; a manual search and eradication
process employed the title, author, year, or other distinguishing
characteristics linked to the entry. Moreover, we used precise
criteria to ascertain participants’ inclusion and exclusion. The
study establishes the requirements as follows:

1) Studies derived from organization reports, guidelines,
and technical opinionreports are excluded from consideration.
In addition, testimonials, reviews, and editorials should be
excluded from the research design, as they are derived from
secondary sources and would render this review tertiary.
Additionally, non-research literature ought to be omitted.

2) The study's inclusion criteria are as follows: articles
must be composed in English, published from 2019 to 2025,
and grounded in original research that utilizes empirical or
theoretical data. Furthermore, publication in academicjournals,
conference proceedings, or book/book sections is required for
the studies.

D. Analysis Include Article

The results presented in this literature review have been
obtained by extracting pertinent data from the articles. The
results synthesized are based on the knowledge ofthe reviewers
as well as the quality and substance of the available literature
[20]. All results, excluding those presented in Section 3.3, were
obtained through data abstraction. The NVIVO software was
utilized in Section 3.3 to determine the most frequently
occurring terms from a compiled text that included all analytical
sections of each article in the review.

This study conducts a literature review using the SETA
Systematic Evaluation of Technical Articles for SMEs
organizations, utilizing the NVivo software query tool. NVivo
is a software application designed specifically for executing
qualitative and mixed-methods research. It is used extensively
in the analysis of disorganized data. Formulate a Text Search
Query to identify specific words or phrases. This software
empowers users to conduct word usage, context, and meaning
analyses, identify prevalent concepts or subjects within
documents, and classify words or phrases automatically. The
system can employ well-established synonyms to detect exact
parallels or comparable terms. Furthermore, it provides
advanced features, including collocation search, fuzzy search,
wildcard search, and Boolean operators. Upon completing the
Text Search Query, articles containing critical information will
be extracted, and the primary topics will be identified.
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IV. RESULT

The present investigation produced a total of 150 data
entries. Before conducting any surveyj, it is critical to eradicate
any occurrences of redundancy. After removing duplicate
entries, the residual records amounted to 75. Screening is
performed in the initial analysis phase using NVivo, employing
the combination of the terms "SETA + SME + IMPORTANT +
CHALLENGE." Consequently, 57 records were identified as
being extraneous for this evaluation. The number of articles
included in the second screening was 18, as determined by
combining the criteria"SETA + SME + CHALLENGE." The
papers excluded from the exhaustive text analysis lacked
empirical data and were not pertinent to the subject under
investigation. As aresult, 57 articles remained for examination.
As modified from [14], [21], Fig. 1 illustrates the screening
procedure. The remaining 57 articles were then subjected to a
thorough text analysis to extract relevant data and insights
related to the research topic. The screening procedure outlined
in Fig. 1 helped to streamline the selection process and ensure
that only the most pertinent articles were included in the study.
By focusing on articles that met the "SETA + SME +
CHALLENGE" criteria, the researchers gathered valuable
information that contributed to the overall research findings. The
systematic approach to screening and analyzing articles helped
maintain the study's rigor and validity.

Identification of studies via database and registers

Total record (n=150)
Emerald (n=25)
Scopus (n=25)
Science Direct (n=20)
SpringerLink (n=30)
IEEE (n=25)

Taylor (n=25)

i

Record removed before screening:
Emerald (n=14)

Scopus (n=12)

Science Direct (n=10)
SpringerLink (n=14)

IEEE (n= 16)

Taylor (n=9)

Identification

oo
Records screened based
g
g on SETA + SME + I;ef‘i%d)s exclude
g IMPORTANT + (0=
@ CHALLENGE (n=57)
= - -
= Report included in
% review
k= (0=57)
Fig. 1. The SLR screening process.
A. Finding

The field of Cybersecurity Programmes in SMEs is vast and
encompasses numerous perspectives. As a result, the NVivo
analytic software was employed to examine the fundamental
components of cybersecurity management. Examining these
fifty articles entailed the implementation of NVivo inquiry
methodologies, such as Word Frequency and Text Search. As a
result, these papers encompass two fundamental perspectives
regarding the Cybersecurity SETA Programmes of SMEs: the
importance of the SETA program and the challenges it presents.
The two main perspectives discussed in this study are
Cybersecurity Programmes in Small and Medium Enterprises
(SMEs). This section shall explore the categories above,
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commencing with the variety most frequently alluded to in the

literature.

The primary aim is to utilize NVivo to identify and classify
each phrase occurrence. Coding involves the methodical
categorization of data to recognize recurring patterns or themes.
The occurrences of the phrases "SETA,"
"IMPORTANT" are identified and encoded for subsequent
analysis in this instance. The result visualization in Table I
provides a methodical summary of the coded phrases. This
visual representation clearly explains the frequency and
distributionofthese key phrases withinthe dataset. By analyzing
the pattemns and themes that emerge from the coded data,
researchers can gain valuable insights into the underlying
concepts andtrends present in the text. Overall, using NVivo for
coding and analysis proves to be an effective tool in uncovering

meaningful information from the data.

"SME," and
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The Impact of Industrial Revolution 4.0 and the
Future of the Workforce: A Study on Malaysian | 2023 | 10
IT Professionals [45]

A Quest for Research and Knowledge Gaps in
Cybersecurity Awareness for Smalland Medium- | 2023 | 18
Sized Enterprises [47]

Cyber Risk Assessment and Optimization: A

Small Business Case Study [48] 2023 | 4

Cascading information on best practice: Cyber
security risk management in UK micro and small | 2023 | 9
businesses and the role of IT companies [49]

Exploration of the Impact of Cybersecurity
Awareness on Small and Medium Enterprises
(SMEs) in Wales Using Intelligent Software to
Combat Cybercrime [24]

2022 | 40

Surround  yourself  with  your  betters:
Recommendations for adopting Industry 4.0 | 2022 | 24
technologies in SMEs [30]

Cybersecurity for Small and Medium-sized

Enterprises (SMEs) [36] il

Strategic  Cybersecurity Risk Management

TABLEL TOTAL REFERENCES BASED ON TERM Practices for Information in Small and Medium | 2022 | 26
References Enterprises [41]
Title Year based on A Survey on the Cyber Security of Small-to-
the term Medium Businesses: Challenges, Research Focus | 2022 | 6
Challenges and strategies of contemporary and Recommendations [50]
cybersecurity awareness training in Swedish | 2025 | 40 Cyber-Security ~ culture  Towards  Digital
SMEs: A qualitative study [56] Marketing Communications among Small and | 2021 | 8
Implementation of methods to raise employees' 2025 | 30 Medium-Sized (SME) Entrepreneurs [27]
cybersecurity awareness in small businesses [55] A Threat-Based Cybersecurity Risk Assessment 2021 | 35
Hamessing the Right Talent for SETA Programs: Approach Addressing SME Needs [28]
Cybersecurity Roles and Competencies that Make | 2024 | 27 Cyber risk management in SMEs: Insights from 2021 | 16
a Difference [57] industry surveys [35]
Employee Cybersecurity Awareness Training Cybersecurity for SMEs: Introducing the Human
Programs Customized for SME Contexts to 2024 | 61 Element into Socio-technical Cybersecurity Risk | 2021 | 7
Reduce Human-Error-Related Security Incidents Assessment [38]
[58] The Role of Trust in the Digital Interactive Model 2021 | 11
An Exploratory Investigation into Sustaining for SME Speed Internationalization [42]
Cybersecurity Protection Through the | 2024 | 32 A Cybersecurity Assessment Modelfor Small and 2021 | 7
Implementation of SETA [59] Medium-Sized Enterprises [44]
Analysis of Information Security in a Corporate 2024 | 12 Information  Security and  Cybersecurity
Environment — a Human Perspective [60] Management: A Case Study with SMEs in | 2021 | 15
Critical success factors for Security Education, Portugal [46]
Training and Awareness (SETA) programme | 2024 | 45 A Large-Scale Interview Study on Information
effectiveness [23] Security in and Attacks against Small and | 2021 | 1
The critical success factors for Security Medium-sized Enterprises [51]
Education, Training and Awareness (SETA) | 2023 | 50 The Need for Information Security Management 2020 | 18
Programmes [22] for SMEs [26]
Security culture and security education, training, Factors Affecting SME Owners in Adopting ICT 2020 | 23
and awareness (SETA) influence information | 2023 | 30 in Business Using Thematic Analysis [29]
security management [54] Cybersecurity Risk Management in Small and
The Perspective of Smalland Medium Enterprises Medium-Sized Enterprises: A Systematic Review | 2020 | 9
SME’s) and their relationship with the of Recent Evidence [32]
. . . 2023 | 43 — - - -
Government in  overcoming Cybersecurity Organizationalcybersecurity readinessin the ICT 2020 | 9
Challenges and barriers in Wales [25] sector: A Quanti-Qualitative assessment [33]
Cyberrisk assessment in small and medium-sized I'am notusually the one who handles it: Exploring
enterprises: A multilevel decision-making | 2023 | 20 the disconnect between corporate security policies | 2020 | 7
approach for small e-tailers [34] and actual security practices in SMEs [43]
The effect of IT security issues on the A Review of the Current Cyber Hygiene in Small 2020 | 1
implementation of Industry 4.0 in SMEs: Barriers | 2023 | 16 and Medium-sized Businesses [52]
and challenges [16] Developing  cybersecurity  education and
Survey and Lessons Leared on Raising SME 2023 | 14 awareness programs forsmall- and medium-sized | 2019 | 23
Awareness about Cybersecurity [37] enterprises (SMEs) [31]
A Framework for The Planning and Management
of Cybersecurity Projects [53] in Small and [ 2023 | 19 1) Importance of SETA SME: 57 journal articles out of 75
Medium-Sized Enterprises [39] : submitted in NVivo contain references and content pertinent to
Ishsk-Management Framework and Informat.lon- the "IMPORTANT SETA SME." Using the acronym "SETA
ecurity Systems for Small and Medium 2023 | 13 " i | X R
Enterprises (SMEs): A Meta-Analysis Approach SME" to representa unique subjector idea is highly probable
[40] in 39 of the 75 scholarly articles. NVivo facilitates the
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classification and analysis of contentby subjects or keywords.
It appears to have identified publications relevantto the subject
matter or engaged in discussions regarding the importance of
"SETA SME." In academic articles, the reference count
represents the number of citations or sources incorporated
within the respective work. The observed diversity amongthese
articlesmay indicatediscrepancies in the depth of investigation,
the complexity of the topics explored, or the extent to which
each article depends on external sources to support its claims.
The findings underscore the significance of SETA within the
SME sector, as evidenced by the substantial body of literature
devoted to this subject. This body of literature highlights the
SETA's impact on small and medium enterprises, showcasing
its relevance and importance in driving growth and innovation
in this sector. By delving into the various perspectives and
research findings presented in these articles, a more
comprehensive understanding of SETA SME can be achieved,
ultimately leading to informed decision-making and strategic
planning for businesses operating within this realm. As such,
continued exploration and analysis of this topic will
undoubtedly contribute to SMEs' ongoing development and
success worldwide.

2) Challenge in SETA SME: The central focus was the
convergence of SETA and SMEs, which represented a targeted
investigation into the challenges faced by SMEs in the context
of security training and education awareness initiatives. Once
the criteria were applied, NVivo ascertained that out of the 75
publications examined, 15 specifically addressed challenges
associated with SETA in SMEs. As shown in Table II, this
phase presumably involved the application of automatic coding
or manual annotation to identify instances in which challenges
were explicitly addressed in the selected publications. Further
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V. DISCUSSION

This study contributes to the field by presenting a taxonomy
of challenges SMEs face in implementing Security Education,
Training, and Awareness (SETA) programs, derived from a
systematic review of 57 empirical studies. These challenges are
categorized into six domains: financial constraints, human
resource limitations, management support, cultural resistance,
technical infrastructure gaps, and legal/data protection concemns.
Forinstance, financial and personnel shortagesremain persistent
across global contexts, limiting SMEs' ability to adopt sustained
cybersecurity practices [15], [60].

Additionally, this review reveals that SMEs often lack clear
frameworks for assessing cybersecurity risk and executing
structured training protocols, leading to inconsistent adoption of
best practices such as secure password management and
software updates [6], [S8].

Based on thematic coding using NVivo, we also provide
empirical insights into common barriers SMEs face during
SETA implementation, many of which stem from poor
management buy-in and low employee engagement. This
reinforces previous findings that organizational culture
significantly impacts the success of cybersecurity training
programs [17],[57].

Crucially, the study proposes practical recommendations
tailored to SME environments. These include prioritizing
modular SETA programs to reduce costs, integrating role-
specific cybersecurity training, leveraging government-
supportedplatformslike CyberSAFE Malaysia, and establishing
clearer metrics for evaluating training effectiveness. As SMEs
remain underrepresented in cybersecurity research, our findings
also identify a research gap in longitudinal evaluations of SETA
effectiveness, an area where future studies should focus.

analysis and scrutiny may be conducted using the selected TABLEIIl. TAXONOMY OF SETA IMPLEMENTATION CHALLENGES IN
. . SMES AND PRACTICAL RECOMMENDATIONS
subset of 19 articles. The extensive array of challenges
identified in the literature, including but not limited to limited Challenge Key Issues Identified Practical
C e Category Recommendations
resources, regulatory obstacles, and other distinctive concerns, Use modular or froe SETA
may necessitate the application of theme analysis. Financial L“;”ted b.lldgetst flor tools (e.g, CyberSAFE
Constraints cybersecurty 0% Malaysia); apply for national
training, or staff .
TABLEIl.  CHALLENGE OF THE SETA IN SME funding grants
Challenges Term based on the article }RI:SIESE:C Lack of skilled Evjilslklilx‘::;rsltaull%;rtliiflgr?trsmgi
2 . cybersecurity staff . ..
- Limitations universities
Cybersecurity threats 40 Low executive | Integrate cybersecurity goals
IT risk management 38 Management commitment; no | into business KPIs;
Support budget or time | awareness  sessions  for
Gaps in established frameworks 36 allocation decision-makers
Cultural issues 35 Cultural Employee apathy, }?;gl?eﬁz training; link cybte;
Technical hurdles 30 Resistance change resistance personal/workplace safety
Limited resources and expertise in SMEs 24 Technical Outd.ated systems, lack Afiopt cloud-based SME-
Infrastructure of firewalls, insecure | friendly cybersecurity
Awareness and knowledge gap 20 Gaps networks solutions
- Legal/Data Lack of awareness of | Include regulatory
Lack of support and commitment 17 Protection localinternational data | compliance modules in
Sustaining digital projects across various 15 Concerns laws SETA training programs
domains A
- . Table Il summarizesa taxonomy of key challenges SMEs
Limited Rapid ICT development poses 10 . . . . . At
face in implementing Security Education, Training, and

Awareness (SETA) programs, along with practical
recommendations to overcome each challenge. The challenges
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are grouped into six categories: financial constraints, limited
human resources, lack of management support, cultural
resistance, technical infrastructure gaps, and legal/data
protection issues. For each category, the table outlines
actionable solutions such as adopting low-cost training tools,
partnering with external experts, integrating cybersecurity into
business KPIs, engaging employees through personalized
training, leveraging cloud-based security solutions, and
including legal compliance in SETA content. This structured
framework serves as a practical guide for SMEs and
policymakers to strengthen cybersecurity readiness in resource-
constrained environments.

This review not only confirms the importance of SETA in
SMEs but also maps out the landscape of specific barriers,
provides a taxonomy for future research, and offers actionable
recommendations for industry practitioners and policymakers.

VI.  CONCLUSION

This study conducted a systematic literature review (SLR) to
explore the importanceand challenges of implementing Security
Education, Training, and Awareness (SETA) programs in Small
and Medium Enterprises (SMEs), particularly within the
Malaysian context. Drawing from 57 relevant academic sources,
the study developed a taxonomy of six major challenge areas:
financial, human resource, management, cultural, technical, and
legal, providing both academic clarity and practical
recommendations for improving cybersecurity practices in
SMEs.

One of the central contributions of this research lies in
synthesizing fragmented insights into a cohesive framework,
which can guide policymakers and SME decision-makers in
designing more tailored and effective SETA initiatives. The
findings underscore the need for modular, cost-effective, and
context-sensitive training, especially given SMEs’ limitations in
budget, staffing, and technical infrastructure.

However, it is important to acknowledge that this study
remains descriptive in nature, as it is based solely on secondary
data from published literature. The study does not include
empirical validation with actual SME stakeholders, such as
through surveys, interviews, or field studies. This is a notable
limitation, as the practical relevance and applicability of the
proposed taxonomy and recommendations could vary when
applied to real-world SME contexts.

VII. FUTURE WORK

To address this gap, future research should incorporate
empirical methods to validate the SLR findings. Mixed-method
approaches—such as interviews with SME managers, surveys
assessing SETA adoption, or pilot testing of tailored training
models—can help confirm the practical relevance of the
challenges and recommendations identified. Collaborations with
local SMEs, government agencies, and cybersecurity training
providers would also enable researchers to co-create field-tested
frameworks that bridge the divide between academic theory and
practical implementation.

By extendingthis research into applied settings, scholarsand
practitioners can more effectively support the cybersecurity
resilience of SMEs, ensuring that SETA programs are not only
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theoretically sound butalso operationally viable and sustainable
in real-world business environments.
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