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Abstract—The rapid expansion of 5G enabled Vehicle to 

Everything (V2X) communication has evolved into an intelligent 

transportation system by supporting applications such as 

autonomous driving, real-time traffic optimization, and road 

safety management. However, the growing connectivity and 

diverse communication protocols also create major cybersecurity 

challenges, especially in the network tier of connected vehicles. 

This study conducts a systematic literature review following the 

PRISMA framework to examine cybersecurity threats and 

detection models in Malaysia's V2X ecosystem. It involves an 

analyzing phase towards 85 peer-reviewed studies published 

between 2016 and 2025. This addresses three research questions: 

(RQ1) What is the state-of-the-art in CVs in the aspect of network 

technology in Malaysia, (RQ2) What are the cybersecurity trends 

and threats towards CVs in the network tier, and (RQ3) What are 

the existing models in detecting and responding to cyber threats 

against CVs? Study identifies critical threats, including spoofing, 

jamming, and denial of service attacks, while evaluating intrusion 

detection systems that use machine learning, deep learning, and 

hybrid approaches. The existing approaches are yet to face 

limitations in real-time performance, contextual accuracy, and 

supply chain resilience under Malaysia's tropical urban 

conditions. This study proposes a conceptual model, the SCARF-

V2X model, an NGSOC integrated concept that utilizes SIEM, 

SOAR, and Malaysian cyber threat intelligence platforms to 

enable automated detection and first-layer auto-response, 

specifically towards supply chain threats in CVs. The proposed 

model aims to improve Malaysia's V2X cybersecurity landscape 

and introduces a proactive and adaptive model to protect CVs 

against evolving cyber threats. 
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I. INTRODUCTION 

The integration of fifth-generation network (5G)-enabled 
Vehicle-to-Everything (V2X) communication has transformed 
the intelligent transportation systems and enabled a real-time 
data exchange in smart cities, which includes autonomous 
driving, traffic optimization, and collision avoidance [1],[2],[3]. 
In Malaysia, the smart cities initiatives project like the 
Cyberjaya 5G testbed demonstrates the potential of these 
technologies, which have the potential to achieve latencies as 
low as 23ms for safety-critical messaging [4]. However, this 
hyper-connectivity also exposes the opportunities in the attack 

surface for cyber threats, particularly in the network tier where 
vehicles interact with infrastructure, cloud platforms, and other 
devices [5], [6],[7],[8],[9]. 

Malaysia’s tropical urban environments introduce unique 
challenges to V2X security [10], including the signal attenuation 
from high humidity and complex multi-path propagation in 
dense cities such as Kuala Lumpur, Malaysia [11]. Rain 
attenuation creates natural 'blind spots' [10] that the malicious 
actors could synchronize it with the recent and advanced cyber 
incidents. This has been reported in Malaysia, where several 
cyber incidents have occurred, including ransomware attacks on 
Klang Valley’s traffic management systems [12] and spoofed 
Radio Frequency Identification (RFID) and toll transactions 
[13], highlighting the urgent need for robust cybersecurity 
measures. These threats mirror the global cyber trends, which 
are the false message injection [14] and Distributed Denial of 
Service (DDoS) attacks [15], but these are exacerbated by local 
infrastructure gaps and the rapid adoption of heterogeneous 
technologies such as Dedicated Short-Range Communication 
(DSRC) and Cellular Vehicle-to-Everything (C-V2X) [4],[16]. 

Existing Intrusion Detection Systems (IDS) leverage 
machine learning (ML) and deep learning (DL) to identify the 
anomalous behaviors in the vehicular systems, yet they often fail 
to address the real-time performance, where high mobility in 
urban corridors demands detection latencies under 100ms [17], 
yet models like Random Forests [18] struggle with scalability. 
This also includes Context-aware threat intelligence, where 
there are several reported attacks on Malaysian telematics 
systems [19] that require localized detection frameworks, akin 
to IoT threat models in smart homes [20] or political security 
prediction systems [21]. Lastly, the focus on the supply chain 
risk, where it could compromise the On-The-Air (OTA) updates 
[22], necessitates solutions inspired by Industry 4.0 automation 
safeguards [23]. 

This study has seven sections, which start with Section I: 
Introduction. Section II outlines the Methods used in searching 
the relevant published papers related to these studies. Section III 
details the Results based on the criteria and the final list of the 
chosen papers to be discussed. Section IV presents the 
Discussion on the elements related to the research questions that 
have been listed in Section II. It also presents the Proposed 
Conceptual Model that will focus to improve the detection 
system in V2X communication in vehicular system within 
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Malaysia ecosystem. Section V gives away Future Works to be 
completed to evaluate the effectiveness of the proposed 
conceptual model and lastly Section VI is the study’s 
Conclusion. 

This study bridges these gaps through a systematic review of 
5G-V2X cybersecurity, with three research questions listed in 
Table I. This study synthesizes global advancements in V2X 
cybersecurity and contextualizes them within Malaysia’s 
regulatory landscape and environmental constraints, thereby 
offering a strategic model for enhancing the resilience of the 
nation’s connected mobility ecosystem against emerging cyber 
threats [36]. 

II. METHODS 

This study employed a systematic literature review (SLR) 
guided by the PRISMA (Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses) framework [37] to 
identify, evaluate, and synthesize relevant research on 
cybersecurity threats and detection models in Malaysia’s 5G-
V2X ecosystem. The methodology was designed to address 
three research questions (RQs) while ensuring transparency and 
reproducibility. Table I lists the details of the study 
methodology. 

TABLE I.  RESEARCH METHODOLOGY 

Research 

Questions 

RQ1: What is the state-of-the-art in CVs in the aspect of 

network technology in Malaysia? 

RQ2: What are the cybersecurity trends and threats towards 

CVs in the network tier? 

RQ3: What are the existing models in detecting and 

responding to cyber threats against CVs? 

Research 

Dates 
January 2016 – November 2025 

Databases 

a. IEEE Xplore 

b. ScienceDirect 

c. SpringerLink 

d. ACM Digital Library 

e. Google Scholar 

f. Malaysian government and industry reports 

Search 

Criteria 

Inclusion: 

a. Studies focusing on V2X communications, cybersecurity 

threats, and intrusion detection models in connected vehicles. 

b. Research conducted in Malaysia or applicable to tropical 

urban environments. 

c. Peer-reviewed journal articles, conference papers, and 

credible technical reports. 

Exclusion: 

a. Studies unrelated to vehicular networks or cybersecurity. 

b. Non-English publications without verified translations. 

c. Opinion pieces or non-peer-reviewed sources lacking 

empirical data. 

Search 

Keywords 

RQ1: "Connected vehicles Malaysia," "V2X network 

technology," "DSRC vs. C-V2X Malaysia," "5G vehicular 

communication" 

RQ2: "Cybersecurity threats connected vehicles," "V2X attack 

vectors," "Malaysia ransomware attacks transportation," 

"spoofing jamming V2X" 

RQ3: "Intrusion detection systems connected vehicles," 

"machine learning V2X security," "deep learning anomaly 

detection," "hybrid IDS vehicular networks" 

Search 

Methods 

Systematic Database Queries: 

a. Boolean operators (AND, OR) refined searches 

b. Filters applied for publication year (2016–2024) and 

document type 

Snowballing: 

a. Backwards referencing of citations in key papers to identify 

foundational studies. 

Grey Literature Review: 

Government reports, whitepapers, and industry case studies 

Fig. 1 illustrates the flowchart for evaluating each paper by 
adopting the PRISMA flowchart [37]. PRISMA flowchart has 
been chosen in this study, as it assists in transparency and clarity 
of the content, specifically for this topic. 

 
Fig. 1. The PRISMA flowchart. 

III. RESULTS 

From the analysis and synthesis made on the chosen papers, 
86 papers have been selected from the publication years of 2013 
to 2025. The year 2024 is the highest number of studies related 
to security in vehicular systems, as illustrated in Fig. 2. There is 
one published paper in 2013 that has been selected for this study, 
as this is the best reference for the Fuzzy Delphi Method (FDM) 
that has been implemented in vehicular systems [51]. 

The selection process in determining the published papers 
for this study is very crucial to preserve the quality of the 
literature review of the paper and the evaluation of the 
discussion made for the three research questions, as stated in 
Table I. The evaluation studies have been tailored to the 
situation in Malaysia, where this country is still developing and 
transitioning at a proper pace, and a smart city will be adopted. 
By referring to the adoption of different countries and assessing 
the relation between climate in Malaysia and the safety in 
autonomous vehicular systems, this can help other researchers 
and the nation to build a safe V2X communication within the 
Malaysian ecosystem. By identifying the current technology in 
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V2X communication adopted in Malaysia (RQ1), analyzing the 
impact of cyber threats against the transportation system in 
Malaysia as it is part of the National Critical Information 
Infrastructure (NCII) (RQ2) and evaluating the current 
methodology used to defense in V2X communication (RQ3), 
this paper can be one of the best reference to improve and build 
a resilience in smart city in Malaysia. 

 
Fig. 2. Years of publication. 

IV.  DISCUSSION 

In this section, three main topics have been discussed in 
order to fulfil the three research questions in this study. 

A. The State-of-the-Art CVs in the Aspect of Network 

Technology in Malaysia 

Malaysia’s CVs ecosystem has undergone a significant 
transformation through a strategic adoption of Dedicated Short-
Range Communications (DSRC) and Cellular V2X (C-V2X) 
technologies, tailored to address the unique challenges of 
tropical urban environments [38], [12], [39]. DSRC is one of the 
wireless technology standards (based on IEEE802.11p), which 
has designed for fast and reliable communication between 
vehicle-to-vehicle (V2V) and Vehicle-to-Infrastructure (V2I) 
communications [86]. This communication offers fast detection 
to protect the safety of the travelling public. On the other hand, 
C-V2X is a Cellular-based communication technology that 
enables vehicles to exchange information with other vehicles 
(V2V), roadside infrastructure (V2I), pedestrians (V2P), and 
broader networks (V2N). This cellular technology supports safer 
and more efficient transportation systems through the real-time 
sharing of data such as location, speed, and hazard notifications. 
This technology operates through either direct short-range links 
(PC5) or network-assisted connections (Uu), making it suitable 
for a wide range of applications, including collision avoidance, 
traffic optimization, and the advancement of autonomous 
driving systems. In C-V2X methodology, it follows the concept 
of edge computing, where the communication between the client 
(the connected vehicles) and the servers will pass through the 
edge nodes [27]. The utilization of edge computing has reduced 
the latency in data transmission, making it more reliable for 
critical infrastructure such as connected vehicles [27]. 

From the comparison testing in DSRC and C-V2X, 
empirical studies reveal substantial improvements in network 
reliability, with documented packet delivery ratios progressing 
from 82% to 98% across various deployment scenarios. For 
instance, field measurements in Kuala Lumpur’s dense urban 
corridors demonstrate the real-world performance of DSRC 
[12], showcasing median latencies of 47ms ± 12ms during peak 
traffic conditions. However, these trials also highlight 
environmental challenges, as packet delivery rates drop to 68% 
in complex non-line-of-sight situations due to signal attenuation 
from high-rise structures and humidity [11]. The PLUS 
Expressway electronic toll collection system stands as a notable 
success story, achieving 99.2% vehicle identification accuracy 
through optimized antenna placement and dynamic power 
control algorithms [13]. 

The transition to 5G-enabled C-V2X represents a leap 
forward in Malaysia’s connected mobility infrastructure. 
Controlled trials in the Cyberjaya 5G testbed have recorded end-
to-end latencies as low as 23ms ± 7ms for critical safety 
messages which has shown a remarkable 62% reduction 
compared to legacy DSRC systems [4], as illustrated in Fig. 3. 
Similarly, Penang’s Smart Traffic System has implemented 
LTE-V2X (Release 14) enhanced with locally developed 
congestion-control algorithms, maintaining 98.4% 
communication reliability even under extreme vehicle densities 
of 1,200 vehicles/km² [40]. These advancements underscore 
Malaysia’s growing expertise in adapting global V2X standards 
to local conditions. 

At the protocol level, Malaysian researchers have made 
significant contributions to optimizing the V2X stack. The 
Enhanced EDCA (E-EDCA) modification reduces channel 
access delays by 28.4% through dynamic contention window 
adjustments, addressing the high contention inherent in urban 
vehicular networks [41]. Physical layer innovations, such as 
adaptive 16/256-QAM modulation, improve spectral efficiency 
by 37% in variable channel conditions [39], while Hybrid ARQ 
implementations achieve 99.1% reliability for safety-critical 
message transmission [42]. These protocol enhancements are 
complemented by architectural innovations, including the 
Malaysian Automotive Institute’s hybrid gateway prototype, 
which enables seamless handovers between DSRC and C-V2X 
technologies while maintaining switching latencies below the 
critical 100ms threshold [43]. 

Looking ahead, challenges remain in achieving seamless 
interoperability between disparate V2X technologies and 
ensuring consistent performance during Malaysia’s prolonged 
monsoon seasons. The integration of machine learning-based 
traffic flow prediction models [34], [58] with V2X systems 
presents a promising avenue for optimizing network resource 
allocation in real-time [44]. As Malaysia continues to expand its 
5G-V2X deployments, these innovations position the nation as 
a regional leader in adapting CV technologies to tropical urban 
environments while highlighting the need for ongoing research 
into climate-resilient communication protocols. 
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Fig. 3. The comparisons of latency and reliability in DSRC and C-V2X.

B. Cybersecurity Trends and Threats of CV’s Network Tier in 

Malaysia 

The rapid deployment of 5G-V2X technologies in Malaysia 
has introduced a complex attack surface across vehicular 
communication networks, cloud platforms, and IoT-enabled 
infrastructure [45]. While these interconnected systems enable 
advanced mobility solutions, they have also become targets for 
increasingly sophisticated cyber threats, including large-scale 
data breaches, ransomware attacks, and vehicular system 
manipulations [25], [46]. As connected vehicles evolve, they 
inherit the attack surfaces of both automotive and IoT systems 
[47], [48], [27]. The real-world cases exemplify the three 
primary threat categories facing Malaysia’s V2X ecosystem, 
including communication channel exploits, telematics system 
breaches, and infrastructure attacks [57]. 

The communication layer presents particularly acute risks 
due to Malaysia’s hybrid deployment of DSRC and C-V2X 
technologies. Security analyses have identified recurring 
patterns of false message injection attacks, where malicious 
actors transmit fabricated collision warnings or traffic alerts to 
manipulate driver behavior [14]. These attacks exploit the 
inherent trust models in V2X communications, where vehicles 
often prioritize low-latency message delivery over rigorous 
authentication. Concurrently, jamming attacks targeting 5G-
based C-V2X signals have emerged as a persistent threat, 
potentially causing communication blackouts along smart 
highway corridors [24]. The tropical urban environment 
exacerbates these challenges, as signal attenuation in high-
density areas like Kuala Lumpur’s city center creates 
opportunities for intermittent jamming that may evade 
conventional detection systems [11]. 

Beyond communication channels, cloud-based telematics 
platforms have proven vulnerable to sophisticated intrusions [9], 

[49]. A 2024 breach of Prasarana’s database exposed sensitive 
personal information, involving part of its internal systems, 
which may risk over hundreds of Malaysian’s safety while using 
public transportation systems [26],[50],[51]. Forensic 
investigations attributed this incident to weak API 
authentication protocols that allowed SQL injection attacks [52]. 
Similarly, two major ransomware attacks hit two different 
transportation services involving Malaysia Airport Holdings 
Berhad (MAHB) and a well-known Malaysian airline, exposing 
thousands of sensitive personal information of their passengers 
[19],[53],[54]. These breaches highlight the urgent need for 
robust encryption and access control mechanisms in Malaysia’s 
growing CVs ecosystem. 

Various studies highlight real-world incidents involving 
firmware tampering [55] and malicious updates in IoT systems, 
which apply to V2X contexts [56], [30]. Transportation 
infrastructure supporting V2X networks has also emerged as a 
high-value target. On Malaysia’s PLUS Highway network, 
security analysts uncovered an elaborate RFID toll payment 
fraud scheme that exploited cloned tags to evade charges, 
resulting in substantial revenue losses [13]. These incidents 
underscore the cascading impacts of infrastructure 
compromises, where single points of failure can affect thousands 
of vehicles and passengers daily [55]. 

From Table II, cyberattacks in the transportation system 
have impacted all layers of the OSI model from Layer 1 to Layer 
7. On the other hand, from the recent reports of cyber-attacks 
towards transportation cases that happened specifically in 
Malaysia have been listed in Table III by referring to the Open 
Systems Interconnection (OSI) Model for a better visualization 
and understanding. In Table II, there are a total of nine cases 
related and four layers in the OSI Model impacted in the cyber 
incidents that occurred related to transportation and vehicular 
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systems, those are physical, data link, network and applications. 
Application layer, which is also layer 7, is the most cited attacks 
occurs involving the surface attack methodology. Layer 4, 5, and 
6 attacks do exist in transportation systems, but they are not 
explicitly reported in Malaysian transportation cyberattack 

cases. Cases such as ransomware attacks [19], [53], [54], 
database compromise [52], RFID toll fraud [13]and jamming 
and signal distraction [11], [24] are the results of successful 
bypass in OSI model layer 4,5 and 6, which enable the attack.  

TABLE II.  CYBERATTACKS MAPPED IN OSI MODEL 

OSI Layer Layer Function in Transportation Systems Example of Cyberattacks Related Citation 

Layer 1 Physical 
Wireless signal transmission, hardware, RF 

environment 

RF jamming (DSRC, C-V2X, 5G), GNSS spoofing, RFID tag 

cloning (toll systems) 
[24], [69], [13] 

Layer 2 Data Link 
Frame delivery, MAC addressing, link-level 

trust 

False message injection (BSM/CAM), Sybil attacks, MAC 

spoofing 
[14], [19], [25] 

Layer 3 Network Routing and packet forwarding 
Blackhole / grayhole attacks, routing manipulation, network-

layer DoS 
[45], [41] 

Layer 4 Transport End-to-end reliability and flow control TCP/UDP flooding, replay amplification, session exhaustion [42], [25] 

Layer 5 Session Session establishment and maintenance 
Session hijacking, replay attacks, unauthorized session 

persistence 
[25], [63] 

Layer 6 Presentation Data representation, encryption, key handling 
Certificate manipulation, weak cryptography exploitation, 

message format tampering 
[47], [74] 

Layer 7 Application 
Vehicle software, cloud platforms, APIs, OTA 

services 

SQL injection, ransomware, malicious OTA/firmware 

updates, cloud API abuse 
[52], [55], [49], [21] 

TABLE III.  MALAYSIAN TRANSPORTATION CYBERATTACKS  MAPPED IN OSI MODEL 

OSI Layer Description Related Citations Count 

Layer 1 Physical RFID toll tag cloning / toll payment fraud [13] 1 

Layer 2 Data Link False message injection (fabricated collision / traffic warnings) [14] 1 

Layer 3 Network Jamming attacks on 5G C-V2X signals [24], [11] 1 

Layer 7 Application 

Cloud telematics platform intrusion [9], [49] 

6 

SQL injection via weak API authentication [52] 

Ransomware attack on MAHB [19],[53] 

Ransomware attack on airline systems [54] 

Firmware tampering [55] 

Malicious firmware / OTA updates in IoT-V2X systems [56],[30] 

 

Malaysia has responded to these challenges through a 
combination of regulatory measures, technological innovations, 
and research initiatives. The Malaysia Cyber Security Strategy 
(MCSS) 2020-2024 states that the 11 National Critical 
Information Infrastructures (NCII) and transportation is part of 
the sectors [36], while Automotive ISAC provides a platform for 
threat intelligence sharing among automakers and suppliers 
[35]. Industry players are deploying advanced countermeasures, 
including Telekom Malaysia’s blockchain-based V2X 
authentication system [58] and PLUS Highway’s machine 
learning-powered anomaly detection for toll transactions [13]. 

Emerging threats nevertheless continue to challenge these 
defenses. The advent of 5G network slicing introduces new 
attack vectors that could be exploited to disrupt emergency 
vehicle communications [60], while AI-powered cyberattacks 
using adversarial machine learning techniques pose risks of 
bypassing conventional security systems [61]. These evolving 
threats demand adaptive solutions that combine the scalability 
of machine learning with the rigor of formal verification 
methods, which is a research direction that Malaysia’s 
automotive cybersecurity community is uniquely positioned to 
explore given its experience with tropical urban deployments. 

C. Existing Models for Detecting and Responding to Cyber 

Threat Against CVs 

The network tier of CVs consists of several communication 
and those are V2V, V2I, and V2C communications. These 
communications form the backbone of intelligent transportation 
systems but also present a critical attack surface for cyber 
threats. In Malaysia’s evolving 5G-V2X ecosystem, where high 
mobility and tropical urban environments exacerbate security 
challenges [11], robust intrusion detection systems (IDS) must 
balance real-time performance with adaptability to novel attack 
vectors [32],[62]. This section evaluates existing detection 
models, their applicability to Malaysian deployments, and 
emerging solutions that address current gaps. 

1) Traditional and machine learning based approaches: 

Early IDS solutions for vehicular networks relied heavily on 

signature-based detection, which identifies known attack 

patterns through predefined rules [61],[63]. While effective 

against documented threats like replay attacks or basic spoofing 

[15], these systems struggle with zero-day exploits and adaptive 

adversaries. The limitations of signature-based methods have 

spurred the adoption of machine learning (ML) techniques, 

which analyze network behavior to detect anomalies [31]. 
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Studies demonstrate promising results with algorithms such 
as Random Forests (RF) and Support Vector Machines (SVM), 
achieving up to 95% accuracy in classifying malicious V2X 
traffic [2]. For instance, RF-based models excel in identifying 
false safety messages, which are a prevalent threat in Malaysia’s 
highway systems [14]. This can occur by correlating message 
frequency, sender reputation, and physical plausibility checks. 
Machine learning-based IDS has shown promise in detecting 
anomalies in real-time systems [64],[18],[61]. Edge learning 
models further optimize detection at the network edge [65]. 

However, conventional ML approaches as part of defence in 
V2X communication face challenges where the high vehicle 
densities in urban corridors like Kuala Lumpur generate volatile 
network conditions that can trigger false positives in models 
trained on limited datasets [66]. Additionally, the computational 
overhead of techniques like K-Nearest Neighbors (KNN) may 
exceed the latency budgets of safety-critical applications [67], 
where response times under 100ms are often required [17]. 

2) Deep learning and hybrid architectures: To address 

these limitations, researchers have turned to deep learning (DL) 

models capable of learning complex spatial-temporal patterns 

in network traffic. Long Short-Term Memory (LSTM) 

networks have proven particularly effective for detecting time-

series anomalies, such as gradual DDoS attacks that overwhelm 

roadside units (RSUs) with slow-rate malicious packets [68]. In 

the Malaysian context, where 5G-V2X deployments must 

handle monsoonal weather-induced signal fluctuations [11], 

LSTMs’ ability to model temporal dependencies offers 

advantages over static threshold-based systems. Recent 

advances in GNSS-5G hybrid positioning demonstrate robust 

spoofing detection even during receiver maneuvers [69], 

suggesting potential integration with Malaysia's 5G-V2X 

testbed infrastructure [4]. 

More advanced hybrid architectures combine the strengths 
of multiple approaches. Yang et al.’s Multi-Tiered Hybrid IDS 
(MTH-IDS) [28], for instance, integrates signature matching, 
statistical anomaly detection [70], [62], and deep learning to 
achieve comprehensive coverage across vehicular network tiers 
[71]. When tested in environments resembling Malaysia’s 
heterogeneous DSRC/C-V2X deployments, MTH-IDS 
maintained detection rates above 92% while keeping processing 
latency below 50ms, which shows a critical benchmark for real-
time safety applications [28]. 

3) Emerging paradigms: federated learning and 

adversarial defense: Zero trust frameworks advocate 

continuous authentication [72], complementing Malaysia's 

exploration of two promising directions for Malaysia’s V2X 

security landscape, which are federated learning and adversarial 

resilience. Federated learning enables collaborative model 

training across distributed nodes without centralised data 

aggregation [73], addressing privacy concerns while improving 

detection coverage [29]. This approach aligns with Malaysia’s 

Auto-ISAC framework [35], where threat intelligence sharing 

among automakers could enhance collective defense without 

compromising proprietary data. 

Meanwhile, the rise of AI-powered attacks [28],[61] 
necessitates IDS models resistant to adversarial manipulation. 
Techniques like Generative Adversarial Networks (GANs) [61] 
can simulate attack variants to harden detection systems, explore 
long-term protections against future computational threats [74]. 

This section systematically evaluates intrusion detection and 
response mechanisms for securing Malaysia’s 5G-V2X 
networks against evolving cyber threats. Traditional signature-
based IDSs prove inadequate against novel attacks, prompting 
the adoption of machine learning (ML) models like Random 
Forests (95% accuracy) and Support Vector Machines, though 
their real-time performance in high-density urban environments 
remains challenging. Deep learning solutions, particularly 
LSTM networks, address temporal attack patterns (e.g., slow-
rate DDoS), while hybrid models (e.g., MTH-IDS) combine 
multiple techniques to achieve >92% detection rates with sub-
50ms latency, which is critical for safety applications. Emerging 
approaches like federated learning enable collaborative threat 
analysis without compromising data privacy, aligning with 
Malaysia’s Auto-ISAC framework, while adversarial ML 
defenses counter AI-powered attacks. 

4) Proposed conceptual model: To mitigate the escalating 

threat of supply chain attacks within Malaysia’s rapidly 

evolving 5G-enabled Vehicle-to-Everything (V2X) ecosystem, 

this study introduces the SCARF-V2X (Supply Chain Attack 

Resilience Framework for V2X) model. SCARF-V2X is a 

Security Operations Center (SOC)-integrated solution that 

enhances the cybersecurity posture of CVs by enabling 

automated detection and response to supply chain threats. Fig. 5 

is the conceptual model that adopts the NIST Cybersecurity 

Framework as part of the model, as illustrated in Fig. 4. As V2X 

architectures grow in complexity, where they can incorporate 

components such as over-the-air (OTA) firmware updates, 

roadside units (RSUs), and diverse vehicular communication 

protocols, the adversaries are increasingly targeting these 

vectors to introduce malicious code or manipulate vehicular 

behaviour [61],[22], [68],[75]. 

 
Fig. 4. NIST cybersecurity framework 2.0. 
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These challenges are particularly acute in the Malaysian 
context, where research has highlighted significant 
vulnerabilities in telematics platforms and a lack of localized 
and context-aware intrusion detection capabilities [19], 
[22],[42]. Existing Intrusion Detection Systems (IDS) often lack 
adaptability and automation, rendering them ineffective against 
sophisticated, multi-stage supply chain intrusions. SCARF-V2X 
addresses these limitations by integrating core enterprise SOC 
components such as Security Information and Event 
Management (SIEM) [76],[85] and Security Orchestration, 
Automation, and Response (SOAR) into the vehicular 
cybersecurity stack [77]. By contextualizing these tools for 
automotive environments, SCARF-V2X supports real-time 
detection, automated containment, and collaborative threat 
intelligence sharing through platforms like Auto-ISAC [35], 
[78]. 

Through this integration of behavioral analytics, automation, 
and policy-aware response mechanisms, SCARF-V2X 
represents a novel approach to safeguarding 5G-CVs against 
emerging supply chain threats, building on frameworks for 
regulatory harmonization [79]. 

 
Fig. 5. The proposed conceptual model. 

The framework begins with a data input layer that 
consolidates telemetry from both internal vehicle networks and 
external intelligence sources. Internally, it ingests logs from the 
CAN bus, V2X communication messages, and 5G traffic, which 
collectively offer insight into both hardware integrity and 
message-level anomalies [74], [80]. Externally, it integrates 
threat intelligence feeds from platforms such as MISP [81], 
Auto-ISAC, and MyCERT [59]. These sources ensure that 
detection efforts are continuously updated with localized 

Indicators of Compromise (IOCs) and emerging threat patterns 
relevant to Malaysia’s vehicular cybersecurity landscape 
[35],[36]. 

The detection layer leverages a SIEM platform to perform 
log ingestion, parsing, and correlation. It applies finely tuned 
rules and behavioral models to identify suspicious events across 
the vehicular network stack. For instance, anomalies in V2X 
message frequencies, spoofed firmware update attempts, or 
inconsistent 5G session behaviors are detected through rule-
based and heuristic approaches [28],[55]. SIEM also enriches its 
alerting mechanisms by correlating internal data with external 
threat intelligence, thus increasing detection precision and 
reducing false positives [85]. 

Once suspicious behavior is identified, the response layer, 
powered by a SOAR system, activates corresponding incident 
workflows. The SOAR component manages alert triage, maps 
detection artefacts to the MITRE ATT&CK framework, and 
executes automated playbooks [82]. These playbooks may 
include isolating compromised RSUs, rolling back OTA 
firmware updates, disabling Advanced Driver Assistance 
Systems (ADAS), or blocking communication from malicious 
IP addresses [80],[56]. SOAR also performs initial severity 
calculations to determine whether alerts warrant full-scale 
incident response or can be resolved through localized 
automation. 

The decision-making engine within SCARF-V2X assesses 
whether an alert reflects genuine malicious behavior or a false 
positive. In the case of a false positive, the framework loops 
back to fine-tune detection rules and behavioral baselines. If the 
alert is validated as a true positive, a first-layer automated 
response is initiated. This lightweight response provides 
immediate mitigation actions while reducing analyst workload 
and response time. For higher-severity alerts, the incident is 
escalated for deeper investigation by analysts or original 
equipment manufacturer (OEM) cybersecurity teams. Such 
escalation includes forensic analysis, root cause determination, 
and long-term remediation strategies. 

Several works stress the urgency for a proactive and adaptive 
detection framework in automotive supply chains [78], [83]. 
This study adopts a supply chain attack use case into the 
SCARF-V2X framework, as illustrated in Fig. 6. This 
framework also incorporates a continuous feedback loop 
wherein verified threat data and incident insights are shared with 
CTI platforms such as MISP and Auto-ISAC. This promotes 
collaborative defense, policy compliance, and alignment with 
MCSS 2020-2024 [36], [55]. Furthermore, by embedding 
automation, behaviour analysis, and threat intelligence within an 
SOC paradigm adapted for V2X, SCARF-V2X represents a 
novel approach to automotive cybersecurity. It surpasses 
traditional standalone intrusion detection models, such as GIDS 
(Generic Intrusion Detection System), by integrating policy-
aware response automation, federated learning support, and 
localized threat intelligence sharing [35],[36],[84].
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Fig. 6. Supply chain attack use case adoption in the conceptual model.

V. FUTURE WORKS 

As part of the research, this study will run two phases of 
evaluation methods to enhance the structure of the SCARF-V2X 
model. Those are the Fuzzy Delphi Method (FDM) and running 
a simulation experiment. Both evaluation and validation 
activities are crucial for this study, where we believe the FDM 
will assist in connecting the bridge between theoretical study 
and the industrial expert panels, while the simulation experiment 
will be the benchmark result of this proposed conceptual model. 

A. Fuzzy Delphi Method (FDM) 

The first activity is by deploying the Fuzzy Delphi Method 
(FDM) to evaluate each phase in conceptual model, as stated in 
Fig. 5 and adopting the supply chain attack simulation, as shown 
in Fig. 6. FDM has been chosen as part of these future work 
efforts, as FDM is an advanced decision-making technique that 
combines the traditional Delphi method with fuzzy logic to 
handle uncertainty and subjectivity in expert judgments. It is 
widely used in forecasting, policymaking, risk assessment, and 
consensus-building, where expert opinions may be vague or 
imprecise [9],[33],[51]. 

From the process flow of FDM illustrated in Fig. 7, the 
process begins after the conceptual framework has been 
structured and the researcher needs to select at least 10 to 15 
expert panels from the related sectors, with the framework 
including the regulator and local Managed Security Service 
Provider (MSSP) and Subject Matter Experts (SME), which 
involves SIEM engineers and SOC Consultants. The uniqueness 
of FDM is the combination of the qualitative and quantitative 
methodology, where it balances between the need for the 
opinion from the industrial experts and the logics calculation, 

which would stabilize the final decision. Once the researcher 
reaches the expert consensus, the framework will proceed with 
the second activity in the evaluation phase. 

 
Fig. 7. Fuzzy Delphi process flow. 
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B. Simulation Experiment 

This experiment will be run in a controlled lab environment, 
where the V2X logs will be recorded and used in SIEM, as 
illustrated in Fig. 8. The first step is to install the virtual machine 
(VM) that will be used to install the SIEM. All the V2X logs will 
be ingested into the SIEM before the parsing activity takes place. 
The parsing is a crucial phase as it assists in standardizing the 
format, which could help to columnize the information into an 
event. A malicious script will be created based on the use case 
scenario of injecting a fake OTA update through the network 
layer in the CVs ecosystem. Once the playbook has been created 

and finetuned, the malicious script will be injected into the 
environment, and the detection shall flag the events. The first 
layer of auto response from the SOAR features should be 
activated and notify the SIEM end users as the second layer 
response phase. 

The stated experiment simulates the real case scenario of 
how the SOC and SOAR are deployed and react if there are any 
cyber incidents occur in the environment. The manipulated 
variable in this situation is the V2X logs, which are only used 
for research purposes and not being tested in a production 
environment.

 
Fig. 8. The process flow to run simulation activity for SCARF-V2X model.

VI. CONCLUSION 

The three research questions have been answered throughout 
the SLR approach in this study. For RQ1, the technology 
evolving in the CVs system has been continuously improving 
from the Cyberjaya testbed, and it shows an improving result 
from the statistics shown. The adoption of the emerging 5G 
networks and V2X communication in Malaysia is showing an 
increasing accuracy rate from the previous result. However, the 
threats and trends of cybersecurity attacks have been explained 
as part of RQ2. The trends of external attack surface towards 
CVs in Malaysia, especially when it involves public safety, need 
to be placed as a critical impact and require immediate 
remediation. The recent cyber-attacks that hit major national 
transportation systems, such as the Prasarana breach attack, 
Malaysia Airport Holding Berhad’s (MAHB) ransomware 
attacks and the Malaysian airline’s ransomware attack, are signs 
of the critical need for extra safety measures towards vehicle 
safety, especially CVs. 

The integration of 5G-enabled Vehicle-to-Everything (V2X) 
communication in Malaysia represents a significant 
advancement in intelligent transportation systems, offering 
substantial benefits for autonomous driving, traffic 

optimization, and collision avoidance. However, this 
technological progress comes with heightened cybersecurity 
risks, particularly in the network tier where vehicles interact 
with infrastructure, cloud platforms, and other devices. 
Malaysia’s unique tropical urban environment further 
complicates these challenges, with issues such as signal 
attenuation and complex multi-path propagation in dense cities 
like Kuala Lumpur exacerbating vulnerabilities. Recent 
incidents, including ransomware attacks on traffic management 
systems, spoofed toll transactions, and remote vehicle hijacking, 
underscore the urgent need for robust cybersecurity measures 
tailored to local conditions. 

This study addresses these challenges through a systematic 
review of cybersecurity threats and detection models in 
Malaysia’s 5G-V2X ecosystem. The research highlights three 
key contributions: a comprehensive threat taxonomy specific to 
Malaysian V2X networks, an evaluation of machine learning 
and deep learning-based intrusion detection systems, and the 
development of the SCARF-V2X framework. SCARF-V2X 
SOC tools, such as SIEM and SOAR, with localized threat 
intelligence and behavioral analytics, provide a proactive and 
automated approach to detecting and mitigating supply chain 
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attacks. By aligning with MCSS 2020–2024 [36] and leveraging 
collaborative platforms like Auto-ISAC Malaysia, the 
framework ensures compliance with national regulations, while 
enhancing the resilience of connected vehicles against evolving 
threats. 

Despite these advancements, several areas require further 
exploration to strengthen Malaysia’s V2X security posture. 
Future research should focus on integrating quantum-resistant 
cryptography to safeguard against emerging computational 
threats, as well as advancing federated learning techniques to 
enable privacy-preserving threat intelligence sharing among 
stakeholders. Additionally, the development of explainable AI 
models will improve transparency in automated security 
decisions, fostering trust in these systems. 

In summary, this study provides a critical foundation for 
securing Malaysia’s 5G-V2X ecosystem against sophisticated 
cyber threats. The SCARF-V2X framework, with its emphasis 
on automation, localized threat intelligence, and policy 
compliance, offers a scalable and adaptive solution for 
safeguarding connected vehicles in Malaysia’s unique urban and 
environmental context. As the nation continues to advance its 
intelligent transportation infrastructure, ongoing innovation and 
collaboration will be vital to maintain a secure and resilient 
mobility ecosystem in the face of evolving cybersecurity 
challenges. 
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