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Abstract—This study presents a Systematic Literature Review 

of cyber resilience frameworks against emerging threats, 

published between 2010 and 2025. While numerous frameworks 

exist, their ability to anticipate, withstand, and evolve in the face 

of sophisticated attacks remains uncertain. The study maps 

frameworks across nine resilience goals, namely Identify, Protect, 

Detect, Respond, Recover, Govern, Anticipate, Withstand, and 

Evolve, creating a goal-wise evidence matrix and quantification. 

Using the PRISMA methodology, 11,027 publications were 

identified, of which 55 studies met the inclusion criteria for critical 

analysis. The results indicate that most frameworks accentuate 

Protect and Detect functions at 87.72 per cent, whereas Govern at 

17.54 per cent, Withstand at 28.07 per cent, and Evolve at 24.56 

per cent remain under-represented. Only 45.61 per cent of 

frameworks explicitly address emerging threats such as Artificial 

Intelligence-driven or Internet of Things-based attacks. Strengths 

observed include situational awareness, Artificial Intelligence and 

Machine Learning integration, dynamic defence mechanism, 

Blockchain, and adoption of Zero Trust principles. The key 

weaknesses lie in the undervalued cyber resilience goals, namely 

Govern, Withstand, and Evolve, low empirical validation, and a 

narrow scope in addressing emerging threats, which highlight 

gaps that limit resilience against sophisticated attacks. Based on 

these findings, an evidence-informed Artificial Intelligence-

powered cyber resilience model is proposed that privileges 

adaptability and future proofing. This review highlights the 

urgent need for cyber resilience frameworks to expand beyond 

reactive measures and to embed forward-looking resilience 

capabilities. 
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I. INTRODUCTION 

The vision of a secure cyberspace without the least fear of 
cyber-attacks seems like a distant dream. The reality of the 
digital sphere is far more complex than can be imagined. While 
insecurity is inbred in cyberspace; cyber threat is the rule in the 
premise of cyber resilience [1]. The rise of the internet with 
high-speed digital communication networks have substantially 
reduced the limitation of physical distance and time. This has 
eased the way in which people communicate, work, and 
experience the world around themselves [2]. However, the 
development of adequate safeguards has often been left behind 
in the process of rapid expansion of connectivity, leaving 
systems vulnerable to cyber-attacks [1]. 

Cyber threats have become an intrinsic component of 
modern societies. Academicians, business leaders and 
practitioners are striving hard to dampen the challenges posed 
by evolving cyber-attacks. Researchers have diverse opinions on 
the current state of affairs, but so far have been unable to provide 
an appropriate solution. Various frameworks have been 
developed to guide organisations in implementing effective 
policies, procedures, and processes to protect digital assets and 
mitigate potential cyber threats. However, research still points 
out vulnerabilities in the current frameworks as they poorly 
address unknown and evolving cyber threats. 

Although traditional cybersecurity approaches primarily 
emphasise prevention and incident response, these measures are 
increasingly insufficient in environments characterised by 
persistent, adaptive, and intelligent cyber threats. Modern 
adversaries exploit Artificial Intelligence (AI), automation, and 
interconnected infrastructures to circumvent static security 
controls, thus rendering perimeter-based defences inadequate. In 
this context, the concept of cyber resilience has gained 
prominence as a complementary paradigm. It emphasises the 
capacity of systems and organisations to anticipate, withstand, 
recover from, and adapt to adverse cyber events. 

Despite the increasing recognition of cyber resilience, 
existing frameworks exhibit substantial variation in scope, 
conceptual foundations, and operational focus. Many of these 
frameworks prioritise technical controls, often neglecting 
aspects such as governance, adaptability, and long-term learning 
capabilities. This fragmentation complicates the process of 
selecting appropriate frameworks and restricts organisational 
preparedness against emerging threats. Consequently, a 
systematic and goal-oriented evaluation of cyber resilience 
frameworks is necessary. Such an evaluation can identify 
strengths, weaknesses, and unresolved gaps, thereby informing 
the development of resilience models that are capable of 
supporting future organisational needs. 

Numerous systematic reviews and surveys have examined 
cybersecurity frameworks, maturity models, and resilience 
assessment methods. These studies often focus on compliance, 
risk management, or applications specific to particular sectors. 
Earlier research typically analyses resilience qualitatively or 
concentrate on a limited number of functional aspects, without 
providing a comprehensive quantitative comparison across 
different resilience objectives. Moreover, existing reviews 
rarely evaluate frameworks in the context of emerging threats 
such as those enabled by AI, autonomous adversaries, or Zero 



(IJACSA) International Journal of Advanced Computer Science and Applications,  
Vol. 17, No. 1, 2026 

56 | P a g e  
www.ijacsa.thesai.org 

Trust Architecture (ZTA). They also seldom translate identified 
gaps into a cohesive framework design. 

This study addresses these limitations by making four 
distinct contributions. Firstly, it provides a goal-oriented, 
quantitative evaluation of cyber resilience frameworks across 
nine resilience objectives. This evaluation integrates both the 
functions outlined in NIST CSF 2.0 and the extended resilience 
dimensions. Secondly, it offers a longitudinal synthesis of 
evidence covering frameworks published between 2010 and 
2025, thereby facilitating trend-based analysis. Thirdly, it 
explicitly assesses the extent to which existing frameworks 
address emerging threats and attack vectors driven by Artificial 
Intelligence. Fourthly, it highlights gaps in governance, 
adaptability, and empirical validation. Finally, it translates the 
identified gaps into an evidence-informed, AI-powered cyber 
resilience model. This approach effectively bridges findings 
from systematic reviews with framework design. To the authors’ 
knowledge, no previous research has combined these elements 
within a single, structured analysis. 

In light of the above, the objective of this review is to 
systematically assess CRFs to determine their alignment with 
resilience goals and their capacity to address emerging threats. 
Four research questions (RQs) guided this study: 

• RQ1: Which goals are most commonly pursued in CRFs? 

• RQ2: Do current CRFs address emerging cyber threats? 

• RQ3: What are the strengths and weaknesses inherent in 
CRFs? 

• RQ4: Which gaps can inform the design of future CRFs? 

The remaining part of this study is organised into six 
sections: Section II provides a conceptual overview of CRFs, 
Section III presents the method used, Section IV highlights the 
main findings, Section V offers the final discussion, Section VI 
introduces the proposed conceptual model, and Section VII 
closes the study with recommendations for further research. 

II. CONCEPTUAL OVERVIEW 

This section outlines the conceptual foundation of cyber 
resilience frameworks. The nine goals, inclusive of NIST CSF 
2.0 functions and cyber resilience goals (Identify, Protect, 
Detect, Respond, Recover, Govern, Anticipate, Withstand, 
Evolve), provide the analytical baseline for this review. 
Additionally, Zero Trust (ZT) and Artificial Intelligence 
/Machine Learning (AI/ML) are introduced as emerging 
enablers of resilience that influence the design of contemporary 
frameworks. 

A. Emerging Cyber Threats 

Cybercriminals act with malevolent intent to disrupt services 
and compromise critical data, resulting in financial losses [3]. 
As cyber-attacks evolve, they also contribute to broader 
economic impacts [4]. Furthermore, these attacks pose a range 
of operational and organisational risks [5]. Attackers even adapt 
their attack strategies to elude traditional defences [6]. Several 
authors review emerging cyber threats, including Advanced 
Persistent Threats [7], cybersecurity challenges such as phishing 
and social engineering exploits [8], and modern threats and 

defence strategies addressing operational risks from malware, 
data breaches, and network intrusions [9]. In addition, AI-
powered attacks and cryptocurrency-based cybercrimes 
demonstrate the growing technological intricacies of 
contemporary cyber threats [10]. Other threats exploit 
vulnerabilities in new technologies like fifth-generation (5G) 
networks, Artificial Intelligence (AI), Internet of Things (IoT), 
and cloud computing [11]. Recent research shows a growing 
trend in cyber threats that evolve in quantity and complexity, 
with attackers using advanced techniques to exploit 
vulnerabilities in digital infrastructure [12]. The threats are 
mostly characterised by their dynamic and volatile nature, which 
emphasises the need for continually adapting and enhancing 
countermeasures [9, 13]. Although safeguards such as antivirus 
software, firewalls, and encryption are alleviating, they have 
limitations [14]. The adoption of cyber resilience capabilities in 
security mechanisms can bring proactiveness and a reliable 
solution [15]. In conjunction with the accelerating growth of 
unpredictable cyber threats, there must be a shift from merely 
defending against such attacks. There is a need to cultivate 
resilience through a system’s capability to absorb the impact of 
attacks, regain functionality, and adjust effectively in response 
to cyber incidents. This accentuates the importance of cyber 
resilience, which, on top of preventing breaches, also minimises 
disruptions and promotes rapid recovery. 

B. Resilience to Cyber Threats 

Cyber resilience has stimulated scholarly interest since the 
2000s, alongside the growing maturity in cyber threats. It 
complements the traditional security approach to protect digital 
assets and systems. It is vital to highlight the distinction between 
cybersecurity and cyber resilience for a deeper understanding of 
the latter. Cybersecurity is defined as “the organisation and 
collection of resources, processes, and structures used to protect 
cyberspace and cyberspace-enabled systems from occurrences 
that misalign de jure from de facto property rights” [16]. In 
simple terms, it is the operationalization of policies, procedures, 
and technical measures aimed at securing information and 
communication systems. Cybersecurity solutions alone cannot 
cope with the increasing impact of cyber-attacks on 
organisations. However, the relationship between cybersecurity 
and cyber resilience remains ambiguous, with some arguing that 
both goals should be pursued simultaneously rather than 
prioritising one over the other [1]. Cyber resilience distinguishes 
itself on the basis of its readiness to pull through cyberattacks, 
be adaptable, and learn from adversity [17]. It is about going 
beyond the traditional cybersecurity measure. Cyber resilience 
requires a mindset shift from reactiveness to proactiveness 
against known to unknown cyber incidents. Its aim is to 
incessantly deliver the expected outcome despite adverse 
conditions [18]. Traditional cybersecurity approaches are 
reactive and mostly founded on a perimeter-based model for 
securing organisations. They address certain and known cyber 
events and adopt a fail-safe strategy. However, cyber resilience 
acknowledges the inevitability of risks and promotes the 
strategy of safe to fail, where every system can fail in a 
controlled way with the ability to recover [18]. Hence, there is a 
pressing need to either supplement cybersecurity with cyber 
resilience or simply transcend cybersecurity while moving 
towards cyber resilience. Today, a number of frameworks are 
considering cyber resilience and entailing proactive measures to 
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prevent emerging cyber threats. Therefore, it is important to 
define cyber resilience. 

The literature review shows that there are many definitions 
of cyber resilience. Researchers have yet to gain unanimity in 
accepting a unique scientific definition for it [19]. The lack of a 
universally agreed-upon definition is not only an academic 
concern but has real-world consequences. This has an impact on 
the design of CRFs and affects their practical applicability in 
organisations. Each definition influences the way an 

organisation or system conceptualise and implement resilience 
strategies. The different definitions emphasise resilience goals 
or characteristics in varying ways, depending on what needs to 
be resilient [20]. For instance, the focus might be on systems, 
organisations, or threat models. Consequently, five definitions 
of cyber resilience have been selected that can provide the 
material perspectives of cyber resilience. Since very often the 
essence of cyber resilience is misunderstood, Table I below 
summarises the main definitions. 

TABLE I.  OVERVIEW OF SELECTED DEFINITIONS 

Definition of Cyber Resilience Key Goals 

“The ability to anticipate, withstand, recover from, and evolve to adverse conditions, stresses, attacks, or 

compromises on systems” [21,22] 
Anticipate, Withstand, Recover, Evolve/Adapt 

“The ability to prepare for, absorb, recover from, and adapt to adverse events in cyber systems” [23].  Prepare, Absorb, Recover, Adapt 

“The ability to continuously deliver the intended outcome despite adverse cyber events” [18].  Business continuity during cyber disruption 

“The capacity to withstand, recover from , and adapt to the external shocks caused by cyber risks” [24]. Withstand, Recover, Adapt 

“The ability of systems to resist and recover from, or adapt to, a  cyber compromise” [25]. Withstand, Recover, Adapt 

 

It is observed from Table I above that the definitions of cyber 
resilience are mainly goal-oriented. The first definition has been 
used to ease discussion, and the goals are defined below: 

• Anticipate (AP): to maintain an informed state of 
readiness against potential compromises arising from 
attacks by antagonists. 

• Withstand (WT): to uphold critical operational 
continuity in spite of the successful occurrence of an 
attack by an antagonist. 

• Recovery (RC): to recover operations in the aftermath of 
an attack by an antagonist. 

• Evolve (EV): to adapt to anticipated changes in the 
operational, technical, or threat environments. 

This definition offers a complementary approach to 
conventional measures undertaken in cybersecurity. 
Understanding and using this definition as a foundation to 
implement cyber resilience is not enough. Organisations need to 
be guided by CRFs to implement cyber resilience strategies. A 
well-defined one provides the methodologies and best practices 
to achieve cyber resilience goals. However, as evidenced by the 
literature, there is a dearth of studies that focus on CRF against 
emerging threats of unknown and evolving nature. This inquiry 
attempts to address this gap by examining the extent to which 
the current frameworks ensure resilience. 

C. Cyber Resilience Frameworks (CRFs) 

A CRF is a structured method for managing and responding 
to threats and incidents in cyberspace. It aids in minimising the 
disruption caused by such occurrences in an organisation. It is 
designed in a way to assist organisations anticipate, withstand, 
and recover from cyber threats [26]. Such a framework typically 
includes a set of policies, procedures, and technologies that work 
together to ensure that an organisational entity can survive and 
recover from attacks. An organisation can improve its capacity 
to sustain critical functions and swiftly rebound from the 
disruption of service by adopting a proper CRF [26]. CRFs are 
evolving and moving from prevention to detection, response, 

and recovery so as to confront the adaptive and shifting 
characteristics and challenges of cyber threats [27]. In general, 
the framework is structured to strengthen an organisation’s 
proficiency in detecting, managing and bouncing back from 
cyber incidents. This further promotes risk mitigation strategies 
in the organisation. Recently, emphasis has been laid on 
situational awareness for effective crisis management and 
cybersecurity resilience [28]. 

D. Commonly Established Frameworks 

Several well-established frameworks, including NIST, 
ENISA, ISO 27001, and ISO/IEC 27032, provide guidance for 
organisations seeking to strengthen their safeguards against 
cyber threats. Their contributions in enhancing business 
continuity and cyber resilience have been recognised [29]. The 
comparative analyses of NIST and ISO27001 offer practical 
guidance for minimising exposure to cybersecurity risk by 
selecting appropriate frameworks for organisations [30]. 
Reviews of framework methodologies and implementation 
challenges further support effective adoption and application 
into organisational cybersecurity strategies [31]. 

In particular, the NIST CSF 2.0 is an updated voluntary 
guideline to assist all types of organisations to manage and 
mitigate cybersecurity risks. The way organisations implement 
it will depend on their risk tolerances, missions, and objectives. 
It builds on the previous version’s functions, highlighting the 
importance of governance and supply chains. Its core abilities 
are to: 

• Govern the organisation’s cybersecurity risk 
management strategy; 

• Identify current cyber risks, to protect against those risks 
by using safeguards; 

• Detect possible attacks and compromises, to respond to 
detected incidents; and 

• Recover affected operations and assets from incidents. 
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HIPAA, CIS Controls, COBIT, PCI DSS, and CMMC are 
also prominent frameworks that organisations use to improve 
their security posture. The role of HIPAA is in securing patient 
health information and healthcare provider responsibilities [32], 
while comparative analyses of frameworks such as CIS Controls 
and COBIT provide guidance for selecting appropriate standards 
[33]. The PCI DSS framework is used in the context of payment 
card industry security requirements [34], and CMMC for supply 
chain management [35]. Additionally, GDPR and HIPAA 
compliance in IoT healthcare systems shows the importance of 
regulatory adherence in the digital environment [36]. Since these 
frameworks have distinct features and operational differences, 
organisations often align multiple frameworks to meet their 
needs. Nowadays, some frameworks are leveraging on Zero 
Trust Architecture to strengthen cyber resilience. 

E. Zero Trust Security Frameworks 

The Zero Trust (ZT) concept was initially meant to deal with 
insider threats within organisations. The ZT security model is 
defined as a network defence strategy that presumes that an 
adversary has penetrated inside the hardened perimeter of an 
organisation [37]. Enterprises like Google, Microsoft, and 
Gartner have implemented this framework after having 
understood that safeguarding only their network perimeters is 
fruitless [38]. ZT is an emerging paradigm supporting cyber 
resilience. Its strategic approach is to "Never trust, always 
verify". Users, devices, or transactions are not granted trust by 
default. Currently, there is a scarcity of research in this area [39]. 
In brief, ZT uses the de-perimeterisation concept. It departs from 
a perimeter-based security model to a perimeter-less one, where 
users and devices should not assume trustworthiness by default 
[37]. It aligns with the principles of cyber resilience as it focuses 
on measures on how to safeguard sensitive data [40]. This 
alignment is crucial as data breaches have alarming 
consequences. ZT should not be considered as a security model 
only, but a new way of thinking that should be indoctrinated in 
all security frameworks. Another important aspect is the 
incorporation of Artificial Intelligence in frameworks. 

F. Contribution of Artificial Intelligence (AI) in CRF 

Today, Artificial Intelligence is becoming an integral part of 
technology. However, AI-driven solutions in cybersecurity are 
used in paradoxical situations. It can either be used as an 
intelligent defence mechanism or a weapon, such as Advanced 
Persistent Threats [41]. AI is a powerful tool to rapidly analyse 
large datasets, detect patterns of a potential threat that may be 
partially hidden [42]. Cyber defence systems without AI are 
insufficient to fight against AI-driven cyberattacks, which 
applies fast decision logics. Furthermore, AI integration in cyber 
defence for automating threat detection, incident response, and 
threat analysis can reorient cybersecurity from responding to 
anticipating threats [42]. The use of AI in CRF is to ensure the 
system's protection and address the challenges associated with 
advanced cyber-attacks, including AI-powered attacks [41]. It 
aids in staying ahead of shape-shifting threats as it facilitates the 
development of adaptive defence tactics to counter emergent 
threats. AI is the game-changer in cyber resilience and the 
development of new frameworks. 

As evidenced by various studies, research in the ambit of 
cyber resilience is gradually progressing. However, although 
many CRFs have been proposed since the year 2000, they have 
limitations. There is still a need for increased clarity on their 
scope, characteristics, and synergies [43]. In order to realise this 
outcome, a methodical approach is required. The subsequent 
section discusses the methodology applied to gather the 
information and analyse the frameworks. 

III. METHODS 

This section outlines the procedure used to conduct a 
systematic literature review on CRFs by focusing on their goals, 
strengths, and weaknesses. The concepts of repeatability [44, 
45], along with the PRISMA framework for systematic reviews 
and meta-analyses [46], were applied. This approach was 
selected to enhance the review process, making it more 
transparent, rigorous, and reproducible. Since systematic review 
can be prone to selection bias by unintentionally favouring 
certain studies, this methodology helped in reducing that risk. 
The PRISMA checklist in conjunction with the flow diagram 
supported the systematic organisation and presentation of the 
findings, to reflect recent advances in systematic review 
methodology and terminology. This framework also 
substantiates the rationale behind the methodological decisions 
on search strategy, data sources, eligibility criteria, study 
selection and examination procedures. PRISMA is also a robust 
protocol commonly used in cybersecurity research [47, 48]. 

A. Eligibility Criteria 

The eligibility criteria were established to confirm the 
relevance and rigor of the evaluation. Studies were included if 
they: 

• Proposed or evaluated a CRF between 2010 and 2025; 

• Addressed resilience goals or emerging threats, and 

• Were published in peer-reviewed venues. Non-English, 
non-peer-reviewed, and duplicate studies were excluded. 

B. Databases and Search Strategy 

Primary studies were systematically identified and pulled 
out using carefully selected keywords across multiple databases. 
IEEE Xplore, ScienceDirect, Scopus, Emerald Insight, and 
Google Scholar were searched using Boolean query: (“cyber 
resilience framework” OR “CRF”) AND (“emerging threats” 
OR “AI” OR “Zero Trust”). 

C. Screening and Selection 

As illustrated in Fig. 1, a total of 11,027 records were 
retrieved. After duplicate removal and two-stage screening, 55 
studies were included. Fig. 2 illustrates the annual number of 
research publications in CRFs from 2010 to 2025. It shows that 
publications in cyber resilience were unstable in the early years, 
while recently it has been trending upwards. The highest number 
of publications was recorded in the year 2025. 
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Fig. 1. PRISMA 2020 flow diagram for systematic review. 

 
Fig. 2. Annual number of research publications in cyber resilience framework from 2010 to 2025. 

TABLE II.  PICO FRAMEWORKS 

Element Definition Application in this Review 

Population Cyber resilience frameworks All CRFs published 2010–2025 

Intervention Features/ capabilities 
AI/ML integration, Situational Awareness, Zero Trust, Blockchain, dynamic defence mechanisms, 

Comprehensive scope 

Comparator Established frameworks/goals 9 goals of (NIST CSF 2.0 functions + cyber resilience goals) 

Outcome Evaluation metrics Goal coverage %, strengths/ weaknesses, emerging threat coverage 

 

Table II outlines the PICO framework applied in this study, 
specifying the population, intervention, comparison, and 
outcomes that guided the research design. 

D. Data Extraction and Synthesis 

Data was extracted using a coding sheet capturing year, 
framework, domain, goals addressed, emerging threats, and 
validation status. In synthesis, Table III and Table IV, the 

presence of a feature or goal was indicated with a tick symbol 
(√), while absence was left blank. Percentages were calculated 
to quantify coverage, as shown in Tables V and VI. Thematic 
synthesis was then applied to interpret patterns, supported by 
visualisations (radar/pie charts). Based on the structured 
extraction and synthesis, the following section summarises the 
main outcomes: 
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[49] 2010 “CERT Resilience Management Model” √ √ √ √ √ √    √      

[20] 2011 “Cyber Resiliency Engineering framework”  √ √ √ √  √ √ √ √   √ √  

[23] 2013 “Resilience matrix framework”     √  √ √ √       

[50] 2013 
“Offensive Cyber Counterintelligence (CCI) 

framework” 
√ √ √ √   √    √   √  

[51] 2014 “Cyber Resiliency Engineering framework” √ √ √ √ √  √ √  √   √ √  

[52] 2015 “Proactive crisis management” √ √ √ √ √  √   √   √  √ 

[53] 2015 
“Updated Cyber Resiliency Engineering 

Framework (CR Eng. Aid)” 
√ √ √ √ √  √ √ √ √   √ √  

[54] 2015 
“Cyber Resilience Engineering Framework 

(CREF)” 
 √ √ √            

[55] 2015 “Cyber Resiliency Framework” √ √ √ √ √  √    √   √  

[56] 2016 “ISP 10x10M Framework”  √ √ √ √           

[57] 2016 “Resilience Metric Framework”     √   √        

[58] 2017 “SDN-based security risk assessment” √ √ √ √           √ 

[59] 2018 “Process Reference Model (PRM)” √ √ √ √ √ √          

[60] 2018 “Universal System Model”  √  √ √           

[61] 2018 “Siemens Cybersecurity Model”   √    √   √      

[61] 2018 “Frost & Sullivan's Security Maturity Model”  √ √ √ √  √ √ √ √      

[62] 2018 
“Cyber resilience Assessment model 

(industrial Control Systems)” 
√ √ √ √ √  √   √      

[63] 2018 “Start Secure, Stay Secure, & Return Secure” √ √ √ √ √  √ √ √ √   √ √  

[64] 2018 “Wicked Problem Conceptual framework” √ √ √ √ √           

[65] 2018 
“Proactive Resilience Educational 

Framework (Prosilience EF)” 
√ √ √ √ √    √       

[66] 2019 “Novel cyber resilience framework”   √ √   √         

[67] 2020 
“Holistic Cybersecurity Maturity Assessment 

Framework (HCYMAF)” 
√ √ √ √ √           

[68] 2020 “Managerial CRF”  √ √ √ √   √ √       

[69] 2020 “CRF for SMEs” √ √ √ √ √ √          

[70] 2020 “IWA framework”  √ √        √   √ √ 

[29] 2021 “New Cyber Resilience framework” √ √ √ √ √       √  √  

[71] 2021 “CR-SAT cyber resilience framework” √ √ √ √ √ √          

[72] 2021 “New AI-led framework” √ √ √ √ √  √ √ √  √ √  √  

[73] 2021 “MTD Strategy Design Framework”  √ √        √   √  

[74] 2021 “SME Cyber Situational Awareness model”  √         √     

[75] 2022 “Cybersecurity Service System Model” √ √ √ √ √         √  

[76] 2022 
“Network Defense Training Game (NDTG) 

framework” 
√ √ √ √ √           
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TABLE IV.  CYBER RESILIENCE FRAMEWORKS FROM 2023 TO 2025 
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[77] 2023 

“Smart Cities Cybersecure 

framework - Blockchain-based 

architecture” 

 √ √ √   √ √   √ √ √ √  √  

[28] 2023 

“PHOENI2X CRF AI-assisted 

orchestration, automation & 

response” 

√ √ √ √ √  √ √   √ √  √    

[78] 2023 
“NIST organization's cybersecurity 

maturity” 
√ √ √ √ √      √       

[41] 2023 “AI4CYBER framework” √ √ √ √ √  √ √ √ √ √ √ √ √    

[79] 2024 

“New Cyber resilience metric 

including Zero Trust & MITRE 

ATT&CK)” 

 √ √ √ √     √ √ √ √ √ √   

[27] 2024 “Next-Generation CRF” √ √ √ √     √   √ √ √    

[26] 2024 
“New Cyber Resilience 

Framework” 
√ √ √ √ √ √    √    √    

[80] 2024 
“NIST CSF v2.0 aligned with  

maritime challenges” 
√ √ √ √ √ √ √           

[81] 2024 
“Framework for Cyber Security & 

vulnerability management” 
√ √ √ √   √     √  √    

[82] 2024 “Agile Cybersecurity Framework”  √ √ √ √ √            

[83] 2024 “Supply Chain CR (SCCR)”  √ √ √   √           

[84] 2024 
“Novel ML-based HCT modeling & 

analysis framework” 
 √ √ √   √   √ √ √  √    

[85] 2024 
“New three-layer architecture - 

Cyber-biosecurity” 
 √ √ √   √    √       

[86] 2025 

“Fraud detection & data protection 

cybersecurity framework- 

financials” 

√ √ √ √   √  √   √  √    

[87] 2025 

“Multi-layered AI-enhanced cyber 

resilience framework to safeguard 

smart city infrastructures” 

√ √ √  √  √ √ √   √ √ √ √ √  

[88] 2025 
“KPI-Based Evaluation CRF - 

Ships” 
√ √ √ √ √ √ √ √ √        √ 

[89] 2025 “A Conceptual framework for SME” √           √      

[90] 2025 
“AI-Powered Cybersecurity 

Framework for Remote Work” 
√ √ √ √        √  √    

[91] 2025 

“NIST CSF aligned with Evaluation 

Framework for Cybersecurity 

Maturity” 

√ √ √ √ √ √            

[92] 2025 
“Optimal cybersecurity framework - 

Smart Water System Detection” 
√ √ √         √  √    

[93] 2025 

“Cybersecurity Framework for 

Protecting Critical Infrastructure in 

Organization” 

√ √ √ √ √ √  √    √  √ √ √  

[94] 2025 
“Cognitive Zero-Trust Resilience 

Framework (CZTRF)” 
√ √ √ √ √  √ √ √ √  √  √ √   

[95] 2025 

“CR-V2XR, cross-layer, federated, 

& trust-aware coordinated 

framework” 

√ √ √    √     √  √    
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TABLE V.  SUMMARY OF CRFS STRENGTHS AND WEAKNESSES 

Years CRFs from 2010 to 2025  

 
Strengths Weakness 

Comprehensive 

Scope 

Situational 

Awareness 

AI/ML 

Integration 

Dynamic Defence 

Mechanism 

Caters for 

emerging threats 

Zero 

Trust 
Blockchain 

Lacks Empirical 

Validation 

Total No. of CRF 14 13 17 10 26 4 3 4 

Percentage of 

CRF 
24.56 22.81 29.82 17.54 45.61 7.02 5.26 7.02 

TABLE VI.  SUMMARY OF GOAL-WISE CRFS FROM 2010 TO 2025 

Goals Identify Protect Detect Respond Recover Govern Anticipate Withstand Evolve 

Total No. of CRF 36 50 50 45 36 10 26 16 14 

Percentage of CRF 63.16 87.72 87.72 78.95 63.16 17.54 45.61 28.07 24.56 

 

IV. RESULTS 

The review syntheses the result of 55 studies, as presented in 
Table III, Table IV, Table V, and Table VI, with respect to the 
Research Questions that guided this study. The findings 
uncovered notable trends and important insights on the 
prevailing research trends in CRFs. The main results are as 
follows: 

• RQ1 (Goals pursued): Most CRFs emphasise Protect 
(87.72%) and Detect (87.72%), with limited focus on 
Govern (17.54%), Withstand (28.07%), and Evolve 
(24.56%). 

• RQ2 (Emerging threats): Only 45.61% of CRFs 
explicitly address emerging threats such as AI-driven or 
IoT-based attacks. 

• RQ3 (Strengths & weaknesses): Strengths include 
AI/ML integration (29.82%), comprehensive scope 
(24.56%), Situational Awareness (22.81%), Dynamic 

Defence mechanism (17.54%), Zero Trust (7.02%) and 
Blockchain (5.26%). Weakness includes lack of 
empirical validation (7.02%). 

• RQ4 (Gaps): Under-represented goals (Govern, 
Withstand, Evolve) and low empirical validation 
highlight gaps that limit resilience against sophisticated 
threats. 

The radar chart in Fig. 3 is based on the summarised CRFs’ 
goals calculated from Table VI. This chart has been used to 
visualise the multivariate goals in a way that highlights 
comparisons across the CRFs. The general trend shows that 
there are significant variations across the different categories 
with peaks in areas like Protect, Detect, and Respond while 
sharp declines in Govern, Withstand and Evolve. There is an 
overall asymmetrical distribution, indicating that some CRFs 
have focused more on certain specific goals (Protect, Detect, 
Respond, Identify, Recover) than others.

 
Fig. 3. Radar chart showing goal-wise total of CRFs (2010 to 2025). 

The pie chart, in Fig. 4, illustrates the same results from 
Table VI, in the form of percentages. The majority of 
frameworks focus on cybersecurity capabilities, namely, 
“Protect” (87.72%), "Detect" (87.72%), "Respond" (78.95%), 
“Identify” (63.16%), and "Recover" (63.16%). The “Govern” 
function (17.54%) has been overlooked. This is perhaps because 

it focuses on organisational cybersecurity rather than technical 
implementation, which is often the primary concern of security 
teams. Some attention has been dedicated to "Anticipate" 
(45.61%) capabilities. However, not much consideration has 
been devoted to "Withstand" (28.07%) and "Evolve" (24.56%) 
goals.
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Fig. 4. Pie chart showing goal-wise percentage of CRFs (2010 to 2025). 

A noteworthy observation from this review is that the CRFs 
are still heavily dependent on reactive measures. They fail to 
fully embrace the proactive and adaptive principles of cyber 
resilience in terms of withstanding and evolving to ever-
changing cyber threats. The exposed gap has several 
implications for organisations or systems adopting frameworks 
without resilience capabilities. Should a threat arise, for 
instance, an AI-based cyber-attack, the organisations might face 
the following challenges: 

• Adaptation failure to emerging threats and become an 
easy target to cyber incidents; 

• Safe-to-fail strategy of cyber resilience will be 
jeopardised, as systems will not be able to fail in a 
controlled manner; 

• Recovery time delay and lengthening of operational 
downtime; 

• Major financial/reputational loss or legal implication 
issues; and 

• Business closure. 

In view of addressing this major gap, there is a necessity to 
develop a comprehensive framework. This framework should 
integrate resilience capabilities to adverse conditions with 
special focus on govern, withstand, and evolve goals. 
Consequently, a structured visual representation of a model can 
provide a systematic approach to designing such a framework. 
The following sections discuss the results and present a 
proposed conceptual cyber resilience model. 

V. DISCUSSION 

This review reveals that CRFs prioritise reactive capabilities 
(Protect, Detect, Respond), while governance and adaptive goals 
(Withstand, Evolve) remain neglected. The overemphasis on 
technical safeguards reflects a short-term posture, leaving 
organisations under-prepared for evolving threats. 

Comparisons with previous surveys show that while 
situational awareness and AI/ML integration are increasing, 
empirical testing of frameworks is rare, raising concerns over 

practical deployment. 

• Implications for Practice: Policymakers should 
encourage frameworks to institutionalise governance and 
adaptive mechanisms. Practitioners should prioritise 
frameworks with empirical validation before adoption. 

• Limitations: This review only included English language 
sources and excluded grey literature. Binary coding 
(ticks) may oversimplify framework capabilities. 

• Future Research: There is a need for measurable 
resilience indicators for Withstand/Evolve, digital twin 
validation of CRFs, and AI-driven resilience metrics. 

VI. PROPOSED FRAMEWORK 

The proposed AI-powered CRF directly addresses the 
identified gaps. Specifically, it enhances the neglected 
“Govern”, “Withstand”, and “Evolve” goals, integrates Zero 
Trust and situational awareness, and introduces AI/ML for 
adaptive defence. This ensures continuity between the evidence 
synthesis and framework design. 

The framework focuses on the ability to offer real-time 
protection, recovery, and operational continuity based on the 
four dimensions of cyber resilience, i.e., competence in 
predicting threats, resisting shocks, recuperating from, and 
evolving from adverse conditions. Fig. 5 illustrates the model, 
which integrates multiple layers of defence with situational 
awareness and Zero Trust Architecture to create a complete, 
adaptive, scalable, cyber resilient, and dynamic defence 
mechanism to counteract cyber threats. 

This model has three layers with a core, whereby each layer 
is finely coupled and supports one another. It ensures a 
structured and adaptive cyber resilience coverage. It 
incorporates the protection of data in terms of confidentiality, 
integrity, and availability throughout its lifecycle. 

The top layer, Situational Awareness, emphasises 
continuous monitoring and vigilance to stay aware of potential 
threats. This layer consists of Risk Assessment, AI-driven 
Threat Intelligence with continuous monitoring, and Decision 
Support. 
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Fig. 5. AI-powered cyber resilience model (Source: authors’ creation). 

The second layer is the Zero Trust Architecture (ZTA). It 
helps eliminate implicit trust and promotes continuous 
authentication and authorisation of users, devices, and network 
traffic to access network resources. Furthermore, it uses the 
principle of least privilege access, micro-segmentation, dynamic 
security policies, and encryption. Implementing ZTA enhances 
the cybersecurity posture of an organisation by reducing the 
attack surface and preventing lateral movement across networks. 

The third layer of the model consists of the four pillars of 
cyber resilience functions, ensuring resilience spanning the pre-
incident, during the incident, and post-incident stages of a cyber-
attack. Their functions are: 

• To anticipate with proactive threat hunting capabilities. 
AI-driven threat intelligence with Artificial Intelligence 
algorithms for anomaly and threat detection, and real-
time monitoring of cyber threats with early warning. In 
this phase, prioritisation of assets is important, 
suggesting a prioritised approach to asset security; 

• To withstand with dynamic defence, deceptive 
mechanisms to mislead attackers, air-gapped protection 
as a fail-safe, data immutability, as well as Zero Trust 
mechanisms;  

• To recover with automated response, swift recovery, 
self-healing capabilities, redundancy, failover Systems, 
minimum downtime, and business impact; and 

• To evolve with a feedback mechanism, learning, 
acknowledging policies and cyber laws with compliance 
to regulations, adaptation, and a continuous 
improvement process. 

The core of the model consists of governance and humans as 
key factors. On one hand, good governance in line with 
organisational goals and policies guides security decisions, on 
the other, humans through their cybersecure awareness and 
skills bring these policies to life. Together, they create a resilient 
cyber resilience-aware culture where leadership, policy, and 
vigilance jointly safeguard the organisation. 

A. Technical Specificity of the AI Model 

The AI-powered components of the proposed framework 
support specific goals related to cyber resilience. Machine 

learning-based anomaly detection models analyse network 

traffic and system logs in order to enhance the anticipation of 
emerging threats. Automated response mechanisms, which are 
integrated with security orchestration platforms, facilitate rapid 
containment and recovery following security incidents. 
Reinforcement learning techniques enable continuous 
adaptation by updating defensive policies based on observed 

attack patterns and response outcomes. Collectively, these AI 
mechanisms operationalize the goals of anticipation, 
withstanding, recovering, and evolving capabilities. Thus, they 
strengthen resilience against adaptive adversaries. 

B. Framework Validation and Evaluation Strategy 

Although the proposed AI-powered cyber resilience 
framework is conceptual in nature, its effectiveness can be 
systematically evaluated using established validation 
methodologies. Scenario-based simulations may be employed to 
assess the framework's behaviour under representative attack 
conditions. These conditions include AI-driven phishing, 
ransomware propagation, and IoT-based intrusions. Digital twin 
or cyber-range environments can further support controlled 
experimentation. Such environments enable the measurement of 
recovery time, operational continuity, and the effectiveness of 
adaptive responses. 

Furthermore, key performance indicators such as mean time 
to detect, mean time to recover, resilience maturity progression, 
and governance effectiveness may be employed to quantify 
outcomes of the framework. These validation strategies 
establish a robust foundation for future empirical testing. They 
also ensure that the proposed framework is grounded in practical 
feasibility rather than in purely theoretical abstraction . 

VII. CONCLUSION 

Improper implementation of cyber resilience leaves 
organisations susceptible to cyber-attacks. Although a number 
of CRFs have been conceived to date, they still have some 
shortcomings. Most of the frameworks are still using traditional 
cybersecurity approaches with reactive strategies and 
insufficient focus on cyber resilience. They are unable to deal 
with unknown and evolving cyber threats, requiring a 
comprehensive coverage of technologies like AI/ML, ZTA, 
blockchain, IoT, and automation. Consequently, the limitations 
in the frameworks lie mostly in their adaptability to handle 
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evolving threats, and cyber resilience does make a difference. 
Although cyber resilience is not a panacea, it does provide a 
distinctive strength through proactive security management. The 
conceptual model proposed in this research is a stride towards 
this aim, harnessing the speed and accuracy of Artificial 
Intelligence and the “Never Trust Always Verify” paradigm to 
advance Cybersecurity. 

The proposed framework is applicable to a broad range of 
organisational contexts, including small and medium-sized 
enterprises, critical infrastructure operators, and public sector 
organisations. By integrating governance, adaptive learning, and 
emerging-threat awareness, the framework supports informed 
decision-making concerning cybersecurity investment, policy 
formulation, and resilience planning. Consequently, it offers 
both a theoretical contribution to cyber resilience research and 
practical guidance for organisations operating within 
increasingly dynamic cyber risk environments. 

Although this study advances scholarly understanding in 
cyber resilience, it is not free from limitations. The authors 
recognise that there might be some potential biases or 
subjectivities introduced by their own perspectives in evaluating 
the CRFs. Furthermore, the authors acknowledge that the issue 
of the AI aspect would be in the training of the AI model, which 
requires large and accurate datasets, which are often limited. 
Instead, AI-generated synthetic cybersecurity datasets that 
maintain realistic attack patterns and vulnerabilities can be used. 
In addition, adversarial AI-training can be utilised to improve 
the model’s resilience against emerging threats. There is also a 
need to build a prototype CRF from this model and assess its 
practical feasibility in organisations within risk management 
practices. It is also critical to evaluate the CRF to ensure its 
effectiveness against evolving threats. 

Some potential improvements for future research are to 
explore the possibility of using an AI-driven security framework 
evaluation, using machine learning techniques to assess the 
framework's efficiency and predictive accuracy. Also, the use of 
cybersecurity digital twins to empirically test the CRF through 
real case studies or simulations could be envisaged. Another 
option could be the use of AI-Augmented Penetration Testing 
tools to evaluate CRF dynamically against new and evolving 
threats. Lastly, a promising avenue for future research is on self-
healing systems within a framework, which is critical to enhance 
resilience. These techniques and research areas will address the 
current limitations and applicability of CRFs. 

Some practical implications of the proposed model in real-
world scenarios would be proactive threat detection before they 
cause damage, as the AI capability in the model would identify 
patterns and anomalies in network traffic and user behaviours. 
Enhanced response to cyber incidents in real-time by isolating 
compromised systems and mitigating attacks without human 
intervention. Overall, its benefit would be to strengthen 
cybersecurity posture, reduce system downtime, sustain 
business continuity, and protect sensitive data from cyber 
incidents. 

In conclusion, while CRFs have advanced in integrating AI 
and Zero Trust, their limited attention to governance and 
adaptive resilience weakens their effectiveness. Addressing 
these gaps is crucial for organisations facing dynamic cyber 

threats. The proposed framework provides a blueprint for 
strengthening future CRFs through adaptability, validation, and 
evidence-based design. 
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