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Abstract—Blockchain technology has emerged as a 

transformative innovation in digital accounting, offering robust 

mechanisms to enhance auditability, data integrity, and fraud 

prevention. This study examines how blockchain-based audit 

trails can improve transparency and strengthen fraud detection 

within modern accounting information systems. Adopting a 

conceptual–analytical research design supported by secondary 

empirical evidence, the study analyzes data drawn from recent 

peer-reviewed case studies, industry reports, and documented 

implementations of permissioned blockchain systems in auditing 

and financial reporting contexts. The analysis focuses on core 

blockchain characteristics—immutability, decentralization, 

cryptographic security, real-time verification, and transaction 

mining—and evaluates their implications for audit processes and 

governance mechanisms. The results highlight that blockchain-

enabled audit trails allow continuous access to verified 

transactional data, significantly improving early detection of 

anomalies, reducing opportunities for data manipulation, and 

enhancing the reliability of financial reporting. The study further 

demonstrates that permissioned blockchain architectures, 

combined with smart contract automation, can operationally 

support real-time audit logging and procedural compliance while 

minimizing human error. However, empirical insights also reveal 

critical implementation challenges, including interoperability 

constraints, scalability issues, regulatory uncertainty, and 

organizational resistance. In terms of contribution, this research 

offers a conceptual and methodological contribution by 

developing an integrated blockchain-based auditing framework 

that systematically links technological features with audit 

objectives and fraud prevention mechanisms. Unlike prior 

descriptive reviews, this study explicitly positions its framework 

against existing auditing and blockchain literature, clarifying how 

blockchain-based audit trails extend current auditing theory and 

provide practical design implications for enterprise accounting 

systems. Overall, the findings advance scholarly understanding of 

blockchain-enabled auditing and provide actionable insights for 

auditors, system designers, and regulators seeking to implement 

next-generation digital audit infrastructures. 
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I. INTRODUCTION 

The rapid advancement of digital technologies has 
fundamentally transformed the landscape of financial reporting 
and auditing. Organizations increasingly rely on integrated 
information systems that automate transaction processing and 

data storage. However, this digital shift has amplified concerns 
regarding data manipulation, cybersecurity threats, and financial 
fraud. Traditional audit techniques often struggle to keep pace 
with the complexity of digital transactions. As a result, 
researchers are exploring technologies like blockchain to 
enhance data integrity in digital accounting systems. 

Blockchain technology has gained significant global 
attention for its immutable and transparent record-keeping 
characteristics [1]. In auditing, immutability provides strong 
protection against unauthorized alterations. This capability 
positions blockchain-based audit trails as a promising solution 
for fraud mitigation. Additionally, decentralization reduces 
dependency on centralized authorities. Consequently, auditors 
obtain verifiable and tamper-proof evidence for assessments. 

Recent corporate accounting scandals highlight persistent 
weaknesses in conventional audit systems. High-profile fraud 
incidents underscore deficiencies in internal control 
frameworks. These failures create a compelling need for more 
secure technological auditing solutions. Blockchain’s 
cryptographic protocols provide stronger protection than 
traditional data storage. Therefore, blockchain integration can 
improve anomaly and fraud detection [2]. 

Digital accounting systems generate vast volumes of 
transactional data at unprecedented speed. Manual reviews are 
increasingly inefficient for ensuring adequate audit coverage. 
Blockchain-enabled audit trails streamline verification through 
automated and real-time updates. This capability supports 
continuous auditing practices. As a result, oversight becomes 
stronger and more timely [3], [4]. 

One of blockchain’s most valuable features for auditing is its 
transparent and traceable ledger. Transparency allows auditors 
to follow transactions from initiation to final reporting. This 
reduces information asymmetry and strengthens accountability 
[6]. Stakeholders, including regulators and investors, benefit 
from enhanced trust. Such trust is vital for credible financial 
reporting. 

Despite evident advantages, blockchain adoption in 
accounting systems remains slow. Many organizations face 
regulatory uncertainty and limited technological readiness. 
These constraints inhibit large-scale blockchain implementation 
[7]. Integrating blockchain with legacy systems also requires 
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structural changes. Therefore, organizational readiness remains 
a critical determinant of adoption success. 

Financial considerations also influence blockchain adoption 
for audit purposes. Although blockchain reduces long-term costs 
through automation and efficiency, initial investment 
requirements remain substantial. These include system redesign, 
training, and infrastructure development [8]. Smaller enterprises 
may deem these costs prohibitive. Even so, blockchain yields 
high value in environments with significant fraud exposure. 

Computer science research is increasingly directed at 
solving blockchain scalability limitations. Enterprise 
environments demand high transaction throughput that many 
blockchain systems cannot yet support. Hybrid and 
permissioned blockchain models have emerged to address 
scalability concerns (Rauchs et al., 2018). These models 
maintain cryptographic security while improving performance. 
As a result, they are well-suited for accounting audit trails. 

Smart contracts introduce additional opportunities for audit 
innovation. These automated scripts execute pre-defined rules 
without manual intervention. In auditing, smart contracts can 
enforce compliance and automate verification processes [9]. 
This automation reduces human error. Consequently, audit 
accuracy and consistency increase significantly. 

Growing demand for real-time oversight accelerates the 
development of continuous auditing models. Continuous 
auditing enables auditors to assess financial events as they occur. 
Blockchain supports these models by providing stable, 
immutable, and verifiable audit trails [10]. Such capabilities 
outperform traditional periodic audits. In turn, organizations 
benefit from faster detection of irregularities. 

Another critical advantage of blockchain in auditing is 
enhanced data integrity. Traditional systems are vulnerable to 
unauthorized access and concealed manipulations. Blockchain’s 
distributed structure eliminates single points of failure [11]. This 
makes it highly suitable for environments requiring secure 
financial data management. Thus, blockchain strengthens 
internal control mechanisms. 

Blockchain adoption aligns with global trends toward digital 
governance and regulatory modernization. Governments and 
institutions worldwide are exploring blockchain to improve 
transparency in public and private sectors. These initiatives 
further validate blockchain’s relevance in auditing [12]. 
Regulatory interest accelerates research and development. As a 
result, blockchain auditing is gaining institutional legitimacy. 

Auditors increasingly require tools capable of analyzing 
large, complex, and interconnected data systems. Blockchain 
facilitates holistic analysis by providing unified and consistent 
datasets. These datasets enable more accurate fraud detection 
and anomaly tracking [13], [14].  Improved analytics support 
better decision-making. Therefore, blockchain contributes to 
more efficient audit environments. 

Despite its promise, blockchain also presents challenges that 
must be addressed for successful implementation. Issues such as 
interoperability, governance structure, and data privacy remain 
concerns. These limitations suggest the need for further research 
and refinement [15]. Addressing these issues will determine 

blockchain’s long-term viability. Nonetheless, current evidence 
positions blockchain as a transformative technology for 
auditing. 

TABLE I.  SUMMARY OF KEY BLOCKCHAIN ADVANTAGES FOR DIGITAL 

AUDITING 

Feature Description 
Impact on 

Auditing 
Source 

Immutability 
Records cannot be 

altered once stored 

Enhances 

reliability 

Cao et al., 

2019 

Decentralization 

Distributed ledger 

across multiple 

nodes 

Reduces 

manipulation 

risk 

Zhang et 

al., 2020 

Transparency 
Full visibility of 

transaction history 

Improves 

traceability 

Liu & Wu, 

2020 

Smart Contracts 
Automated rule -

based execution 

Supports 

automation 

Dai & 

Vasarhelyi, 

2017 

Cryptographic 

Security 

Advanced 

encryption methods 

protect data  

Strengthens 

fraud detection 

Casino et 

al., 2019 

Source: Research data, 2025.  

Table I illustrates that blockchain technology offers a set of 
integrated features that collectively strengthen digital auditing 
processes. Immutability and decentralization enhance the 
reliability of audit evidence by preventing data alteration and 
reducing manipulation risks, while transparency improves 
transaction traceability and supports continuous auditing. 
Furthermore, smart contracts enable automation of audit 
procedures, increasing efficiency and reducing human error, and 
cryptographic security reinforces fraud detection by 
safeguarding data integrity. Overall, these features demonstrate 
that blockchain provides a robust technological foundation for 
improving audit quality, trust, and fraud detection capability in 
digital accounting systems. 

Research Questions: 

• How does the implementation of blockchain-based audit 
trails enhance transparency within digital accounting 
systems compared to traditional audit methods? 

• To what extent can blockchain’s immutability and 
cryptographic security improve the detection and 
prevention of financial fraud in organizational 
accounting processes? 

• What organizational, technological, and regulatory 
factors influence the adoption and effectiveness of 
blockchain-enabled audit systems in modern enterprises? 

II. LITERATURE REVIEW 

The evolution of digital auditing reflects a shift from 
periodic, sample-based auditing toward continuous, technology-
enabled assurance systems. This transition is driven by the 
increasing complexity of transactional data and the growing 
demand for real-time oversight in accounting environments. 
Studies show that digital transformation has exposed traditional 
audit models to limitations in scope, speed, and fraud detection 
accuracy [16]. From a computer science perspective, 
technological advancements in data processing and distributed 
computing support these new audit paradigms. However, the 
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literature notes that empirical validation of enterprise-scale 
continuous auditing remains limited. 

Blockchain’s technical foundation—immutability, 
distributed consensus, and cryptographic integrity has been 
widely discussed as a breakthrough for secure record-keeping. 
Accounting scholars relate these features to key audit evidence 
attributes, including authenticity and reliability. Research 
confirms that blockchain’s tamper-proof structure enhances the 
credibility of financial information [17], [18]. Computer 
scientists emphasize how cryptographic hashing and consensus 
algorithms ensure adversarial resistance. Yet, mapping these 
technical guarantees into audit assertions is still an emerging 
research challenge [5]. 

A major distinction in blockchain design lies between 
permissioned and permissionless networks. Permissioned 
systems provide controlled access and governance structures 
suitable for enterprise accounting settings. Prior studies show 
that permissioned blockchains offer higher performance and 
better compliance alignment than public blockchains [7]. 
Meanwhile, computer science literature analyzes consensus 
protocols such as PBFT that maintain integrity despite restricted 
node participation. A unified governance framework integrating 
audit independence and ledger authority remains 
underdeveloped. 

Scalability challenges—including throughput limitations 
and data bloat—remain central concerns in blockchain 
engineering. Technical research proposes off-chain storage and 
sharding as solutions to ledger expansion. Accounting scholars 
argue that selective anchoring allows organizations to balance 
auditability with confidentiality obligations [13], [19], [20]. 
However, limited standardization across industries has slowed 
adoption. The literature identifies a need for real-world 
benchmarks evaluating blockchain's performance in accounting 
workflows. 

Smart contracts enable automated rule enforcement, offering 
significant opportunities for audit automation. In accounting, 
smart contracts can codify compliance validations and 
transaction approvals. Research shows that properly designed 
smart contracts can reduce human error and enhance audit 
completeness [22], [21]. However, computer science studies 
highlight vulnerabilities in contract coding and logic flaws. This 
indicates a need for integrated formal verification methods to 
ensure audit reliability. 

Blockchain’s structured, time-stamped ledger provides a 
valuable foundation for fraud detection algorithms. Machine 
learning models can detect irregular transactions by analyzing 
behavioural deviations. Studies demonstrate that combining 
blockchain with anomaly detection models improves fraud 
identification accuracy [16]. The challenge lies in achieving the 
explainability required by auditors for documentation and 
accountability. Thus, collaborative research is needed to 
produce audit-compatible AI models. 

While blockchain enhances transparency, unrestricted 
disclosure of financial data can violate confidentiality 
regulations. Computer scientists propose privacy-preserving 
techniques, including zero-knowledge proofs and selective 
disclosure, to mitigate this trade-off. Accounting research 

highlights that regulatory frameworks often lack clear guidance 
on blockchain-enabled confidentiality controls [8]. Balancing 
transparency with privacy remains a multidisciplinary issue. 
Future work must reconcile cryptographic privacy techniques 
with audit evidence requirements. 

Interoperability issues between blockchain and legacy 
accounting systems pose practical barriers. Studies show that a 
lack of standardization in data semantics complicates cross-
platform audit processes [23]. Meanwhile, computer science 
research investigates API bridges and shared data schemas. 
These technical approaches require alignment with accounting 
standards to ensure auditability. Without unified frameworks, 
organizations struggle to scale blockchain adoption across 
departments or subsidiaries. 

Organizational readiness, cost concerns, and human 
expertise significantly impact blockchain adoption outcomes. 
Accounting literature emphasizes the importance of auditor 
skills and management awareness to support effective 
implementation. Economic studies show that while blockchain 
reduces long-term audit costs, initial transition expenses are 
substantial [24]. Computer science research complements this 
view by highlighting change management and system 
integration challenges. Hence, adoption success depends on both 
technical and organizational factors. 

The convergence of accounting and computer science 
literature underscores blockchain's transformative potential but 
also identifies substantial research gaps. Key issues include 
governance design, privacy-preserving verification, and auditor-
focused analytical tools. Reviews highlight that empirical 
evidence from enterprise-scale blockchain audit applications 
remains scarce [25]. A coordinated research agenda is required 
to advance standardization and regulatory clarity. 
Interdisciplinary collaboration is critical to realizing 
blockchain’s role in next-generation auditing. 

III. RESEARCH METHOD 

Before the influence of blockchain-based audit trails on 
transparency and fraud detection in digital accounting systems. 
A quantitative approach enables empirical testing of 
hypothesized relationships using statistical models that reflect 
real-world accounting environments. The research design is 
informed by prior studies that demonstrate the suitability of 
quantitative models for evaluating technological impacts on 
audit quality [26].  This approach allows measurable constructs 
such as system transparency and fraud detection effectiveness to 
be assessed systematically. The design ensures objectivity and 
reproducibility, which are essential for technology-focused 
accounting research. 

The population of this study consists of accounting 
professionals, IT auditors, and digital accounting system users 
in organizations that have adopted or piloted blockchain-based 
audit mechanisms. A purposive sampling technique is employed 
to target respondents with sufficient exposure to digital audit 
technologies. This method follows recommendations from 
previous researchers who emphasize the importance of expert 
respondents in evaluating emerging technologies [27]. A sample 
size between 200 and 350 respondents is considered adequate 
for structural equation modeling (SEM). Respondents are drawn 
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from sectors such as banking, fintech, manufacturing, and public 
services. 

Primary data are collected using an online questionnaire 
distributed through professional accounting networks and 
institutional channels. The questionnaire includes items 
measured using a 7-point Likert scale to capture perceptions of 
blockchain transparency, audit trail reliability, and fraud 
detection accuracy. The instrument development process 
incorporates validated items adapted from prior studies on 
digital auditing and blockchain assurance (Dai & Vasarhelyi, 
2017). A pilot test involving 30 participants ensures clarity and 
reliability prior to full deployment. Ethical procedures, 
including informed consent and confidentiality assurances, are 
implemented. 

Three core constructs are measured: Blockchain-Based 
Audit Trails (BAT), Transparency in Accounting Systems 
(TAS), and Fraud Detection Capability (FDC). BAT is 
operationalized using indicators related to immutability, 
traceability, and cryptographic assurance. TAS is measured 
through dimensions such as information visibility, real-time 
accessibility, and evidence reliability. FDC captures anomaly 
detection capability, accuracy of fraud identification, and 
detectability of irregular patterns. All measurement items are 
evaluated for reliability and construct validity through 
Cronbach’s Alpha, composite reliability, AVE, and factor 
loadings following SEM standards. 

Data are analyzed using Structural Equation Modeling 
(SEM) with the help of SmartPLS or AMOS software, 
depending on data characteristics. SEM enables simultaneous 
analysis of the relationships among latent variables and provides 
comprehensive testing of the conceptual model. The analytical 
process includes evaluating the measurement model (validity 
and reliability), followed by the structural model (path 
coefficients, effect sizes, and mediation effects). This technique 
aligns with prior technology-adoption research where SEM is 
frequently used to examine complex causal relationships 
(Treiblmaier, 2018). Significance is assessed using 
bootstrapping at the 5% level. 

Several procedures are implemented to ensure validity, 
including controlling common method bias using Harman’s 
single-factor test and assuring anonymity to reduce response 
bias. Triangulation with secondary literature enhances construct 
validity by aligning indicators with established theoretical 
definitions. Limitations include potential sampling bias and 
reliance on self-reported perceptions, which may differ from 
actual system performance. Despite these limitations, the 
methodological rigor provides reliable insights into how 
blockchain audit trails affect transparency and fraud detection. 
This framework contributes to ongoing efforts to establish 
empirical foundations in blockchain auditing research. 

The research model is based on the logic that Blockchain-
Based Audit Trails (BAT) will enhance Transparency in 
Accounting Systems (TAS), which in turn will strengthen Fraud 
Detection Capability (FDC). In addition, BAT also directly 
influences FDC. 

Fig. 1 illustrates the proposed research model that explains 
the direct and indirect relationships between blockchain-based 

audit trails, transparency in accounting systems, and fraud 
detection capability. The model highlights the mediating role of 
transparency, clarifying how blockchain adoption enhances 
fraud detection both directly and through improved accounting 
transparency. 

 
Fig. 1. Research model. 

Hypothesis: 

• H1: Blockchain-Based Audit Trails have a significant 
positive effect on Transparency in Accounting Systems. 

• H2: Transparency in Accounting Systems has a 
significant positive effect on Fraud Detection Capability. 

• H3: Blockchain-Based Audit Trails have a significant 
direct positive effect on Fraud Detection Capability. 

• H4: Transparency mediates the relationship between 
Blockchain-Based Audit Trails and Fraud Detection 
Capability. 

IV. RESULTS AND DISCUSSION 

A. Results 

The descriptive analysis shows that respondents generally 
perceive blockchain-based audit trails, transparency, and fraud 
detection capability at moderately high levels. The mean score 
for Blockchain-Based Audit Trails (BAT) is 5.68, indicating 
strong agreement regarding immutability and traceability 
features. Transparency in Accounting Systems (TAS) has a 
mean of 5.74, suggesting that respondents believe blockchain 
enhances the visibility and reliability of financial information 
(Al-Htaybat & von Alberti-Alhtaybat, 2018). Fraud Detection 
Capability (FDC) records a mean of 5.82, reflecting confidence 
in blockchain’s anomaly identification potential. Standard 
deviations for all constructs are below 1.2, indicating relatively 
homogenous responses. 

TABLE II.  DESCRIPTIVE STATISTICS 

Variable Mean SD Min Max N 

BAT 5.68 1.12 2.80 7.00 320 

TAS 5.74 1.05 3.00 7.00 320 

FDC 5.82 1.08 3.20 7.00 320 

Source: Data research, 2025. 

Table II indicates that all key variables—Blockchain-Based 
Audit Trails (BAT), Transparency in Accounting Systems 
(TAS), and Fraud Detection Capability (FDC)—have relatively 
high mean values, suggesting strong adoption and positive 
perceptions among respondents. The moderate standard 
deviations and wide score ranges indicate sufficient variability 
in the data, supporting the robustness of subsequent hypothesis 
testing and structural analysis. 
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Reliability testing shows that all constructs exceed the 
recommended threshold of 0.70 for Cronbach’s Alpha and 
Composite Reliability. BAT obtains a Cronbach’s Alpha of 0.92 
and CR of 0.94, confirming excellent internal consistency. TAS 
records an Alpha of 0.90 and CR of 0.93, consistent with 
previous research on technology-enabled transparency 
indicators (Dai & Vasarhelyi, 2017). FDC achieves Alpha 0.91 
and CR 0.94, demonstrating stability across measurement items. 
These results confirm that all scales are reliable for further 
structural analysis. 

TABLE III.  CONSTRUCT RELIABILITY 

Variable Cronbach’s Alpha Composite Reliability AVE 

BAT 0.92 0.94 0.72 

TAS 0.90 0.93 0.70 

FDC 0.91 0.94 0.73 

Source: Data research, 2025. 

Table III demonstrates that all constructs exhibit strong 
internal consistency and convergent validity, as indicated by 
Cronbach’s Alpha and Composite Reliability values exceeding 
the recommended threshold of 0.70. Additionally, the Average 
Variance Extracted (AVE) values above 0.50 confirm that each 
construct adequately captures the variance of its indicators, 
supporting the reliability and validity of the measurement 
model. 

Convergent validity is supported as all factor loadings 
exceed the 0.70 threshold. BAT items range from 0.78 to 0.89, 
showing strong associations with their underlying construct. 
TAS loadings vary between 0.80 and 0.88, consistent with 
previous blockchain transparency studies (Cao et al., 2019). 
FDC items show loadings from 0.79 to 0.91, indicating strong 
representation of fraud detection attributes. Average Variance 
Extracted (AVE) values for all constructs surpass 0.50, 
confirming adequate convergent validity. 

TABLE IV.  FACTOR LOADINGS 

Variable Item Loading 

BAT 

BAT1 0.82 

BAT2 0.86 

BAT3 0.89 

TAS 

TAS1 0.80 

TAS2 0.87 

TAS3 0.88 

FDC 

FDC1 0.79 

FDC2 0.85 

FDC3 0.91 

Source: Data research, 2025. 

Table IV shows that all measurement items have high factor 
loadings, exceeding the recommended threshold of 0.70, which 
indicates strong indicator reliability. These results confirm that 
each item effectively represents its corresponding construct, 
thereby supporting the adequacy of the measurement model for 
subsequent structural analysis. 

The HTMT ratios for all construct pairs fall below the 0.85 
recommended threshold, confirming discriminant validity. The 
highest HTMT value, 0.78 (BAT–TAS), remains acceptable, 
showing that the constructs are empirically distinguishable. 
These results strengthen confidence in the measurement model’s 
ability to differentiate between audit trails, transparency 
outcomes, and fraud detection effects. Consistent with these 
findings validate the structural integrity of blockchain-related 
constructs [28]. Therefore, the model meets all validity criteria. 

TABLE V.  HTMT VALUES 

Construct Pair HTMT 

BAT – TAS 0.78 

BAT – FDC 0.74 

TAS – FDC 0.76 

Source: Data research, 2025. 

Table V indicates that all HTMT values between construct 
pairs are below the recommended threshold of 0.85, 
demonstrating adequate discriminant validity among the 
constructs. This finding confirms that Blockchain-Based Audit 
Trails, Transparency in Accounting Systems, and Fraud 
Detection Capability are empirically distinct and measure 
different conceptual dimensions. 

The R² values demonstrate the strong predictive power of the 
model. TAS has an R² of 0.57, indicating that 57% of 
transparency variance is explained by BAT. FDC has an R² of 
0.62, showing that the combined effects of BAT and TAS 
explain 62% of fraud detection capability. These values are 
considered substantial according to Chin (1998) for technology 
adoption models. The results indicate that blockchain audit trails 
contribute meaningfully to enhancing system transparency and 
fraud detection. Thus, the structural model exhibits good 
explanatory strength. 

TABLE VI.  R² VALUES 

Variable R² 

TAS 0.57 

FDC 0.62 

Source: Data research, 2025. 

Table VI shows that the structural model demonstrates 
strong explanatory power, with Blockchain-Based Audit Trails 
explaining 57% of the variance in Transparency in Accounting 
Systems and 62% of the variance in Fraud Detection Capability. 
These R² values indicate that the proposed model has good 
explanatory strength and is suitable for explaining the 
relationships among the studied constructs. 

Hypothesis testing using bootstrapping reveals that all 
proposed paths are statistically significant. BAT → TAS (H1) 
shows a strong positive effect (β = 0.75, p < 0.001). TAS → 
FDC (H2) also demonstrates significance (β = 0.66, p < 0.001). 
The direct effect BAT → FDC (H3) remains positive (β = 0.31, 
p < 0.01). These findings align with earlier research stating that 
blockchain enhances auditability and fraud analytics [21]. 
Overall, all hypotheses receive empirical support. 
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TABLE VII.  HYPOTHESIS TESTING 

Hypothesis Path β p-value Result 

H1 BAT → TAS 0.75 <0.001 Supported 

H2 TAS → FDC 0.66 <0.001 Supported 

H3 BAT → FDC 0.31 0.004 Supported 

Source: Data research, 2025. 

Table VII presents the results of hypothesis testing, 
indicating that all proposed hypotheses are statistically 
supported. Blockchain-Based Audit Trails have a strong and 
significant effect on Transparency in Accounting Systems (β = 
0.75, p < 0.001), transparency significantly enhances Fraud 
Detection Capability (β = 0.66, p < 0.001), and Blockchain-
Based Audit Trails also exert a direct and significant influence 
on Fraud Detection Capability (β = 0.31, p = 0.004), confirming 
both direct and indirect relationships within the proposed model. 

The mediation analysis indicates that Transparency in 
Accounting Systems significantly mediates the relationship 
between Blockchain-Based Audit Trails and Fraud Detection 
Capability (H4). The indirect effect (β = 0.49, p < 0.001) is 
stronger than the direct effect, showing partial mediation. This 
suggests that blockchain audit trails improve fraud detection 
primarily through enhanced transparency. This pattern is 
consistent with mediation effects found in related technology-
driven fraud models [29]. 

TABLE VIII.  MEDIATION TEST 

Mediation Path Indirect β p-value Mediation Type 

BAT → TAS → FDC 0.49 <0.001 Partial Mediation 

Source: Data research, 2025. 

Table VIII shows that Transparency in Accounting Systems 
significantly mediates the relationship between Blockchain-
Based Audit Trails and Fraud Detection Capability, as indicated 
by a significant indirect effect (β = 0.49, p < 0.001). The partial 
mediation result suggests that blockchain-based audit trails 
enhance fraud detection both directly and indirectly through 
improved accounting transparency. 

Effect size analysis shows that BAT has a large effect on 
TAS (f² = 1.33). TAS exerts a medium effect on FDC (f² = 0.54). 
Meanwhile, BAT’s direct effect on FDC produces a small-to-
medium effect size (f² = 0.22). These effect magnitudes indicate 
that transparency is the dominant mechanism linking blockchain 
auditing to fraud detection. Prior studies on digital audit systems 
similarly identify transparency mediation as a critical pathway 
(Appelbaum et al., 2017). 

Table IX indicates that Blockchain-Based Audit Trails have 
a large effect on Transparency in Accounting Systems (f² = 
1.33), demonstrating a substantial explanatory contribution. 
Transparency shows a medium effect on Fraud Detection 
Capability (f² = 0.54), while Blockchain-Based Audit Trails 
exert a small to medium direct effect on Fraud Detection 
Capability (f² = 0.22), highlighting the dominant role of 
transparency as a key explanatory mechanism in the model. 

Model fit indices indicate that the structural model is well 
aligned with the empirical data. The SRMR value of 0.046 falls 
below the recommended threshold of 0.08, indicating a good fit. 

NFI is recorded at 0.91, exceeding the minimum acceptable 
value of 0.90. These results affirm that the model adequately 
captures the theoretical relationships between constructs. 
Similar studies on blockchain adoption have reported 
comparable fit indicators [30]. 

TABLE IX.  EFFECT SIZES 

Path f² Effect Size 

BAT → TAS 1.33 Large 

TAS → FDC 0.54 Medium  

BAT → FDC 0.22 Small–Medium  

Source: Data research, 2025. 

TABLE X.  MODEL FIT 

Fit Index Value Threshold 

SRMR 0.046 < 0.08 

NFI 0.91 > 0.90 

Source: Data research, 2025. 

Table X shows that the proposed model demonstrates good 
overall fit, as indicated by the SRMR value of 0.046, which is 
well below the recommended threshold of 0.08, and the NFI 
value of 0.91, exceeding the minimum acceptable level of 0.90. 
These results confirm that the structural model adequately 
represents the observed data and supports the robustness of the 
proposed relationships. 

Overall, the results demonstrate that blockchain-based audit 
trails significantly enhance transparency and fraud detection 
capabilities in digital accounting environments. The strong 
direct and indirect effects confirm the critical role of 
immutability, traceability, and cryptographic assurance in 
improving audit quality. Mediation analysis highlights 
transparency as a central mechanism through which blockchain 
adds analytical value to fraud identification. These findings 
support theoretical claims in both accounting and computer 
science regarding blockchain’s ability to transform digital 
assurance processes (Dai & Vasarhelyi, 2017). The robust 
statistical evidence affirms the relevance of blockchain for 
future auditing systems. 

B. Discussion 

The results confirm that Blockchain-Based Audit Trails 
(BAT) significantly enhance transparency in accounting 
systems. Respondents perceive blockchain’s immutable logs as 
providing reliable and tamper-proof evidence for financial 
records. This aligns with the hypothesis that systems with 
cryptographically secured audit trails reduce ambiguity and 
information concealment. Previous research similarly found that 
blockchain enhances visibility and accountability in digital 
reporting environments [31]. These findings underline 
blockchain’s ability to restructure the audit environment by 
establishing real-time verification pathways. Thus, blockchain 
adoption directly strengthens organizational transparency. 

Transparency increases because blockchain records all 
transactions sequentially, making financial activities easily 
traceable. The analysis shows that BAT explains 57% of the 
variance in TAS, indicating a strong relationship. This 
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demonstrates how blockchain reduces dependency on 
centralized data verification processes. Earlier studies also 
revealed that decentralized ledgers significantly enhance audit 
transparency through distributed validation [32]. Such 
transparency helps organizations detect irregularities before 
they evolve into fraudulent events. Therefore, blockchain 
provides structural clarity that traditional systems cannot 
replicate. 

The transparency generated by blockchain emerges from its 
ability to store verifiable logs that cannot be altered 
retroactively. Auditors can review transaction sequences 
without relying on internal system access privileges. This 
minimizes opportunities for management override or intentional 
data manipulation. Similar observations were documented in 
prior literature showing blockchain’s capability to minimize 
information asymmetry [33]. By offering visibility into each 
stage of financial processing, blockchain encourages ethical 
behavior among system users. Consequently, the technology 
supports a culture of accountability within digital accounting 
environments. 

The findings demonstrate that BAT has both direct and 
indirect effects on Fraud Detection Capability (FDC). 
Immutability ensures that records cannot be altered without 
detection, improving anomaly identification. Organizations 
benefit from automated verification processes that reduce 
human error. Prior studies argue that immutable ledgers enhance 
fraud analytics by preserving authentic, chronological evidence 
[34]. These insights emphasize blockchain’s effectiveness in 
preventing concealment of fraudulent activities. Therefore, 
blockchain functions as a preventative mechanism rather than 
merely a detection tool. 

The structural model shows a significant direct effect of 
BAT on FDC (β = 0.31), indicating that blockchain alone 
improves detection capabilities even without mediating 
variables. This direct effect demonstrates blockchain’s inherent 
security benefits, such as cryptographic hashing and distributed 
consensus. Fraudsters face increased difficulty in modifying or 
disguising transactions. Previous work supports this outcome by 
showing that blockchain systems reduce internal fraud 
opportunities through structural decentralization [35]. Because 
each transaction must be validated across network nodes, 
manipulation becomes virtually impossible. Thus, BAT 
independently enhances fraud monitoring effectiveness. 

Fraud detection improves substantially because blockchain 
provides comprehensive audit trails that map entire transaction 
histories. Automated red-flag triggers can be integrated into the 
ledger to detect unusual patterns. This functionality allows early 
intervention before fraud escalates. As highlighted in previous 
research, blockchain’s full traceability supports advanced audit 
analytics in fraud scenarios [36]. The ability to reconstruct 
financial events precisely provides investigators with strong 
evidentiary support. Hence, blockchain offers both preventive 
and forensic capabilities. 

Transparency serves as a crucial mechanism through which 
BAT enhances FDC. The mediation analysis shows that TAS 
carries a large proportion of BAT’s total effect on fraud 
detection. This implies that fraud is more easily identifiable 
when records are transparent. Prior studies similarly emphasize 

that transparent reporting environments reduce fraud risk and 
strengthen compliance [37], [38]. Blockchain, therefore, 
bolsters fraud detection not only through its structure but also 
through the enhanced visibility it creates. Thus, transparency is 
a pivotal link between auditing technologies and fraud 
outcomes. 

Organizations vary significantly in their readiness to 
integrate blockchain into their accounting systems. Factors such 
as IT infrastructure, staff competence, and cybersecurity 
capabilities influence adoption success. High implementation 
costs remain a barrier for smaller firms. Previous studies indicate 
that limited technical knowledge and resistance to change hinder 
blockchain adoption in financial systems. These constraints 
highlight the importance of organizational digital maturity. 
Therefore, capability development is essential for maximizing 
blockchain's auditing potential. 

Technological compatibility also determines the 
effectiveness of blockchain-based audit trails. Legacy 
accounting systems often lack the capacity to synchronize with 
decentralized ledgers. Integration challenges may reduce the 
potential benefits of transparency and fraud detection. Prior 
research reports that interoperability issues can slow blockchain 
deployment and reduce system efficiency [39]. These findings 
show that technological readiness is fundamental to achieving 
full functionality. Thus, system modernization is a prerequisite 
for effective blockchain auditing. 

Regulation plays a key role in shaping blockchain adoption 
within accounting environments. Many organizations hesitate to 
implement blockchain because standardized auditing guidelines 
are still evolving. Lack of regulatory clarity increases perceived 
risk. Previous literature notes that regulatory uncertainty is a 
major barrier to blockchain acceptance in financial systems [40]. 
Firms require assurance that blockchain‐generated records meet 
legal and audit compliance standards. Therefore, clearer 
governance frameworks are needed to support widespread 
adoption. 

The findings collectively reinforce that blockchain enhances 
transparency and fraud detection simultaneously. These 
improvements rely heavily on the system’s technical features—
immutability, decentralization, and cryptographic assurance. 
Organizational, technological, and regulatory factors shape how 
effectively these features can be leveraged in practice. Prior 
studies similarly highlight that socio-technical readiness 
significantly moderates blockchain’s auditing impact. This 
suggests that blockchain’s benefits are not automatic but require 
supportive environments. As such, firms must invest in 
infrastructure, policy, and workforce development. 

Overall, the study answers all research questions and 
demonstrates blockchain’s transformative potential in digital 
auditing. BAT significantly improves transparency and fraud 
detection, both directly and indirectly through mediating 
mechanisms. Adoption success depends on internal and external 
readiness factors. Previous research supports this combination 
of technical effectiveness and contextual dependency [41]. 
These insights contribute to both accounting and computer 
science literature by confirming blockchain’s role in shaping 
next-generation audit systems. Hence, blockchain serves as both 
a technological innovation and a catalyst for audit reform. 
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V. CONCLUSION 

The findings of this study confirm that blockchain-based 
audit trails provide a robust foundation for enhancing 
transparency and fraud detection within digital accounting 
systems through the provision of immutable, traceable, and 
highly reliable audit evidence. These results demonstrate a clear 
shift from traditional, periodic audit practices toward real-time 
verification and continuous monitoring, thereby strengthening 
the overall quality and credibility of financial reporting. 
Importantly, the study establishes transparency not merely as an 
outcome of blockchain adoption but as a mediating mechanism 
that significantly amplifies the effectiveness of fraud detection. 
This conclusion reinforces the view that blockchain technology 
extends beyond its role as an information technology innovation 
and functions as a governance-enabling infrastructure capable of 
reshaping organizational accountability and assurance 
mechanisms. The technical attributes of blockchain—such as 
decentralization, cryptographic security, and immutability—are 
shown to hold substantive practical relevance for auditors, 
managers, and oversight institutions seeking to improve audit 
accuracy and trust in digital accounting environments. From a 
theoretical perspective, the study contributes to both computer 
science and accounting literature by demonstrating how 
decentralized system architectures can fundamentally transform 
conventional audit and assurance models. Overall, this research 
consolidates the position of blockchain-based audit trails as a 
transformative mechanism in digital auditing, capable of 
advancing transparency, reliability, and integrity within modern 
financial ecosystems. The concluding perspective emphasizes 
that blockchain adoption in auditing represents not only a 
technological evolution but also a conceptual shift in how 
organizational integrity and assurance are constructed in an 
increasingly digital economy. 
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