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Abstract—Blockchain systems rely on consensus mechanisms 

to validate transactions and coordinate distributed participants, 

making consensus a critical layer that shapes security, trust, and 

privacy. Although blockchain is increasingly applied in privacy-

sensitive domains such as healthcare, smart cities, and the Internet 

of Things, existing review studies primarily examine security or 

performance and rarely analyse how consensus-level design 

properties influence privacy risks. As a result, privacy is often 

treated as a peripheral enhancement rather than a core consensus 

concern. This study presents a systematic literature review that 

examines blockchain consensus mechanisms from a privacy-

focused perspective. The review aims to identify which consensus 

classes are most commonly used in privacy-preserving blockchain 

systems, what privacy limitations are reported across different 

consensus designs, and how privacy-preserving techniques are 

integrated into consensus mechanisms. The review follows 

PRISMA and Kitchenham-guided procedures, using structured 

search and screening of peer-reviewed journal articles from major 

academic databases, followed by relevance and quality 

assessment. 72 peer-reviewed journal articles were synthesised 

using taxonomy-based and thematic analysis. The proposed 

taxonomy explicitly classifies studies by consensus mechanism 

class, privacy limitation, and integration level, enabling structured 

comparison beyond existing surveys.  The findings show that 

Byzantine Fault Tolerant (BFT)-based consensus mechanisms are 

most frequently adopted in privacy-preserving blockchain 

applications. However, privacy challenges such as identity 

exposure and communication pattern leakage remain common 

and are closely linked to consensus design properties. In addition, 

most studies rely on external privacy mechanisms rather than 

embedding privacy directly into the consensus layer. This review 

contributes a structured taxonomy, clear analytical insights, and 

practical guidance that support the development and evaluation of 

privacy-aware blockchain consensus mechanisms. 
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I. INTRODUCTION 

A. Background and Importance 

Blockchain technology has emerged as a critical 
infrastructure for decentralised and tamper-resistant data 
management in distributed systems. Blockchain promotes data 
integrity, transparency, and fault tolerance in untrusted 
environments by allowing a network of nodes to reach an 

agreement without the need for a central authority [1], [2]. These 
characteristics have prompted its use in industries like 
healthcare, supply chain management, smart cities, and the 
Internet of Things (IoT), where secure and auditable data sharing 
is critical [3], [4]. Despite these advantages, privacy is still a 
major concern in blockchain-based systems. The transparency 
of distributed ledgers can reveal sensitive information, such as 
transaction metadata, participant identities, and communication 
patterns [5]. Previous studies have identified several barriers to 
blockchain adoption in privacy-sensitive applications, including 
scalability limitations, high communication overhead, identity 
exposure, and limited support for fine-grained access control 
[6], [7]. Addressing these issues is critical to deploying 
blockchain in regulated and data-sensitive environments. The 
consensus mechanism is a critical element that directly impacts 
the behaviour of blockchains. Consensus mechanisms allow 
distributed nodes to agree on the ledger's state, validate 
transactions, resolve conflicts, and tolerate errors or adversarial 
behaviour [2], [8]. Consensus mechanisms are traditionally 
evaluated in terms of security, performance, and scalability, but 
they also influence how information flows across the network. 
Validator roles, leader election strategies, and message 
exchange patterns can unintentionally reveal sensitive 
information. As a result, consensus mechanisms have a direct 
and frequently overlooked impact on privacy. 

B. Current Research Landscape 

Research on blockchain consensus mechanisms has 
expanded rapidly in recent years. Numerous studies focus on 
improving throughput, reducing latency, enhancing fault 
tolerance, and lowering energy consumption [9], [10]. Proof-
based mechanisms such as Proof of Work (PoW), Proof of Stake 
(PoS), and Delegated Proof of Stake (DPoS) have been widely 
studied due to their applicability in public blockchains [2], [10]. 
In parallel, Byzantine Fault Tolerant (BFT) mechanisms, 
particularly Practical Byzantine Fault Tolerance (PBFT) and its 
variants, have gained attention in permissioned and consortium 
blockchain settings because of their strong consistency and fault 
tolerance guarantees [8], [11]. At the same time, a growing body 
of research addresses privacy preservation in blockchain 
systems. These studies commonly employ cryptographic 
techniques such as encryption, anonymisation, access control, 
and off-chain storage to protect sensitive data [5], [12]. Such 
approaches improve confidentiality and regulatory compliance, 
particularly in healthcare and IoT applications. 
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However, these two research streams are often treated 
independently. Privacy-focused studies typically concentrate on 
the data or application layer, while consensus-focused studies 
prioritise efficiency and robustness. As a result, privacy is 
frequently treated as an external enhancement layered on top of 
existing consensus protocols rather than as a property influenced 
by consensus design itself. This separation limits a deeper 
understanding of how consensus mechanisms contribute to 
privacy risks or protections in blockchain systems. 

C. Limitation of Current Review Studies 

Numerous review articles and surveys have investigated 
blockchain technology and consensus mechanisms, offering 
valuable insights into protocol designs, performance trade-offs, 
and scalability challenges [9], [10], [13]. Some surveys also 
address security and privacy concerns in blockchain 
environments. The existing reviews are notable for their 
limitations, despite their contributions. Performance, scalability, 
and fault tolerance are the primary focus of the majority of 
surveys, while privacy is only briefly reviewed. Secondly, 
privacy is frequently addressed as an application-layer concern, 
without a formal examination of the ways in which consensus 
mechanisms introduce or exacerbate privacy risks. Thirdly, the 
consensus mechanism classes, reported privacy limitations, and 
the extent to which privacy-preserving techniques are integrated 
into the consensus process are rarely linked in existing reviews 
in a structured taxonomy. 

As a result, the current reviews do not provide a clear 
explanation of the reasons why specific consensus mechanisms 
are preferred in privacy-sensitive systems, the impact of 
consensus-level operations on privacy, or whether privacy is 
addressed internally or externally. This gap restricts their 
usefulness as design references for privacy-aware blockchain 
systems. 

D. Research Gap 

Based on the existing literature, there is a clear lack of 
systematic, consensus-centric reviews that examine blockchain 
consensus mechanisms explicitly through a privacy-focused 
perspective. In particular, there is insufficient synthesis of 1) 
which consensus mechanism classes are most frequently 
adopted in privacy-preserving blockchain systems, 2) what 
privacy limitations are reported for different consensus designs, 
and 3) how privacy-preserving techniques are integrated into 
consensus mechanisms. 

Without such analysis, privacy risks originating from 
consensus design remain poorly understood, and system 
designers may select consensus mechanisms without clear 
insight into their privacy implications. Addressing this gap 
requires a structured review that places consensus mechanisms 
at the centre of privacy analysis rather than treating privacy as a 
peripheral concern. 

E. Objectives and Contributions 

To address the identified gap, this study conducts a 
systematic literature review with the following objectives:  

• To identify which classes of blockchain consensus 
mechanisms are most frequently adopted in privacy-
preserving blockchain systems. 

• To analyse the privacy limitations reported across 
different consensus mechanism classes. 

• To examine how privacy-preserving techniques are 
integrated into blockchain consensus mechanisms. 

The main contributions of this review are: 

• A taxonomy-driven synthesis that classifies existing 
studies based on consensus mechanism class, reported 
privacy limitations, and integration level of privacy-

preserving techniques. 

• An evidence-based analysis linking consensus design 
properties to observed privacy risks. 

• Practical insights to support researchers and practitioners 
in selecting and designing consensus mechanisms for 
privacy-sensitive blockchain applications. 

The remainder of this paper is organised as follows. Section 
II describes the research methodology, including study selection 
and analysis procedures. Section III presents and discusses the 
results of the systematic review in relation to the research 
questions. Section IV concludes the paper and outlines future 
research directions. 

II. METHODOLOGY 

The systematic literature review was conducted in 
accordance with Kitchenham’s guidelines for systematic 
literature reviews in software engineering [14]. and reported 
using the PRISMA framework as illustrated in Fig. 1. An initial 
database search identified relevant peer-reviewed journal 
articles related to blockchain consensus mechanisms and 
privacy. After duplicate removal, 1595 records remained for 
screening. After screening process using inclusion and exclusion 
criteria, 1478 records are excluded, leaving 117 record for the 
next process. Full-text eligibility assessment was then applied 
using predefined practical inclusion and exclusion criteria, 
resulting in the exclusion of 25 records that did not meet the 
requirements, and leaving 92 studies. These studies were further 
assessed for conceptual relevance to the research questions, 
leading to the exclusion of 20 records due to insufficient focus 
on consensus mechanisms or privacy aspects. The remaining 72 
studies were subjected to a quality assessment using a structured 
scoring rubric. All 72 studies met the minimum quality threshold 
and were included in the final synthesis. 

This structured process guarantees transparency, 
reproducibility, and methodological rigour in accordance with 
the established best practices of SLR. Fig. 1 shows the PRISMA 
diagram that illustrates the comprehensive review process. The 
detail explanation will be provided in the following section. 

A. Review Planning and Research Question Formulation 

Following Kitchenham’s guidelines for systematic literature 
reviews in software engineering, the review process began with 
careful planning to define the scope and objectives of the study. 
Research questions were formulated using the PICO framework 
(Population, Intervention, Comparison, Outcome), which 
Kitchenham identifies as an effective structuring tool for 
evidence-based software engineering reviews [14] to ensure 
clarity and relevance. The population was defined as 
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blockchain-based systems reported in peer-reviewed literature. 
The intervention corresponds to different classes of blockchain 
consensus mechanisms, while the comparison dimension 
captures variations across consensus designs. The outcomes 
focus on consensus taxonomy, associated privacy limitations, 
and the level of integration of privacy-preserving techniques. 

Using this structured approach, three research questions 
(RQ1–RQ3) were formulated to enable consistent study 
identification, data extraction, and synthesis in line with 
Kitchenham’s recommendations. Table I shows how RQ1-RQ3 
formulated based on PICO framework. There is no records were 

retrieved at this stage. This step established the conceptual 
foundation of the review. 

• RQ1- Which classes of blockchain consensus 
mechanisms are most frequently adopted in privacy-
preserving blockchain systems? 

• RQ2- What privacy limitations are reported for different 
classes of blockchain consensus mechanisms across 
existing studies? 

• RQ3 - How are privacy-preserving techniques integrated 
into blockchain consensus mechanisms in existing 
studies? 

 
Fig. 1. The comprehensive review process is illustrated in the PRISMA diagram . (**Notes: Reason 1-Blockchain not actively used in objectives/method/results, 

Reason 2 - Review/survey without system evaluation, Reason 3 -No evaluation/validation-conceptual only, Reason 4 - No evaluation/validation-conceptual 

only). 

TABLE I.  SEARCH STRING 

Database Search string 

Scopus 

TITLE-ABS-KEY ( ( "consensus mechanism" OR "consensus algorithm" OR "voting system" OR "agreement protocol" ) AND ( "blockchain" OR 

"distributed ledger" OR "DLT" OR "crypto*" ) AND ( "privacy" OR "confidentiality" OR "anonymity" OR "data protection" ) AND ( "limitation" 

OR "challenge" OR "drawback" OR "issue" ) ) 

WoS 

Refine results for ( "consensus mechanism" OR "consensus algorithm" OR "voting system" OR "agreement protocol" ) AND ( "block chain" OR 

"distributed ledger" OR "DLT" OR "crypto*" ) AND ( "privacy" OR "confidentiality" OR "anonymity" OR "data protection" ) AND ( "limitation" 

OR "challenge" OR "drawback" OR "issue" ) (Topic) 

Records identified from: 

• Scopus (n =1563) 

• WOS (n = 196) 

(Total n = 1759) 

Records removed before screening: 

Duplicate records removed (n = 164) 

Id
e
n

ti
fi

c
a

ti
o

n
 

Excluded paper by inclusion and exclusion criteria  

Records excluded (n =1478) 

Records screened 

(n =1595) 

Identification of studies via databases and registers 

S
c
r
e
e
n

in

g
 

Records excluded: due to reasons**. (n=25) 

Reason 1 (n =11) 

Reason 2 (n =5) 

Reason 3 (n= 1) 

Reason 4 (n=8) 

Records assessed for eligibility 

(n =117) 

Records included in the SLR for data 

extraction and synthesis 

(n =72) 

In
c
lu

d
e
d

 

Records identified for quality 

assessment 

(n =72) 

E
li

g
ib

il
it

y
 

Records excluded: due to not relevance to RQ 

(n=20) 

Records evaluated based on full-text  

(n =92) 
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B. Identification of Relevant Articles 

A comprehensive search was conducted using two major 
academic databases: Scopus and Web of Science (WoS). These 
databases were selected due to their broad coverage of high-
quality, peer-reviewed research in computer science and 
engineering. computer science, blockchain technology, and 
information security domains. 

The search was performed using predefined keyword 
combinations targeting blockchain consensus mechanisms and 
privacy-related limitations. The search focused on peer-
reviewed journal articles related to blockchain, consensus 
mechanisms, and privacy preservation. The initial search 

retrieved 1,759 records, including 1,563 records from Scopus 
and 196 records from WoS. The search strings were applied to 
titles, abstracts, and keywords in Scopus, and to topic fields in 
Web of Science as shown in Table II. 

Before screening, 164 duplicate records were identified and 
removed. After deduplication, 1,595 unique records remained 
and were carried forward to the screening stage. 

• Records identified: 1,759 

• Duplicate records removed: 164 

• Records after deduplication: 1,595 

TABLE II.  RQS FORMULA BASED ON PICO 

Research 

Question 
Population (P) Intervention (I) Comparison (C) Outcome(O) 

RQ1 

Blockchain-based 

systems reported in peer-

reviewed studies 

Adoption of different consensus 

mechanism classes (e.g., BFT-based, 

proof-based, authority-based) 

Comparison across 

consensus mechanism 

classes 

Taxonomic distribution and application contexts of 

consensus mechanisms in privacy-related 

blockchain systems 

RQ2 

Blockchain consensus 

mechanisms used in 

existing studies 

Consensus design choices and 

operational characteristics 

Comparison between 

different consensus 

classes and designs 

Identified privacy limitations (e.g., identity 

exposure, communication leakage, metadata 

inference) associated with each class 

RQ3 

Blockchain systems 

employing privacy-

preserving solutions 

Integration of privacy-preserving 

techniques at or beyond the 

consensus layer 

Integrated vs. external 

(overlay) privacy 

mechanisms 

Degree of privacy integration within consensus 

mechanisms and its implications for privacy 

preservation 
 

C. Inclusion and Exclusion Criteria 

The SLR establishes inclusion criteria to identify papers 
relevant to the research objectives. These standards ensure that 
studies that are directly relevant to the research issue are 
included, while studies that are irrelevant to the research 
emphasis or do not adhere to the established standards are 
excluded. The titles and abstracts of the 1,595 records were 
screened using predefined inclusion and exclusion criteria. 
Studies were excluded at this stage if they: 

• were not related to blockchain technology, 

• did not involve consensus mechanisms, 

• did not address privacy or privacy-related concerns, or 

• were not peer-reviewed journal articles. 

As a result of this screening process, 1,478 records were 
excluded. The remaining 117 records were retained for full-text 
eligibility assessment. Fig. 1 illustrates the paper selection 
process and Table III describes the primary inclusion criteria for 
this investigation. 

• Records screened: 1,595 

• Records excluded during screening: 1,478 

• Records retained for full-text assessment: 117 

After applying practical eligibility filters, studies were 
further assessed for topical relevance to the research question. 
Only studies providing direct evidence on consensus mechanism 
limitations related to privacy preservation were retained. A 
subsequent quality assessment was then conducted to evaluate 
the methodological rigor of the included studies, in line with 
Kitchenham’s guidelines. 

TABLE III.  INCLUSION AND EXCLUSION CRITERIA IN SCREENING PROCESS 

Criterion Inclusion Exclusion 

Source Type Journal 

• Conference 

• proceeding 

• Book series 

• Book 

• Trade journal 

Document Type Article 

• Conference paper 

• Book chapter 

• Review 

• Conference review 

• Book 

• Editorial 

• Retracted 

• Note 

• Erratum 

• Short survey 

• Letter 

• Data paper 

Subject Area  Computer Science Other than Computer Science 

Year 2024-2026 Before 2024 

Language English Non-English 

Keywords 

• Consensus 

Algorithm 

• Consensus 

Algorithms 

• Consensus 

mechanism 

• Consensus 

Protocols 

• Data Privacy 

• Data Privacy 

• Protections 

• Data Security 

Other than selected keywords 
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D. Eligibility Assessment 

Full texts of the 117 retained articles were assessed in detail 
to determine their relevance to the research questions. Studies 
were excluded if the full text: 

• did not provide sufficient discussion of consensus 
mechanisms, 

• did not address privacy limitations or privacy-preserving 
approaches, or 

• lacked relevance to the defined research questions. 

At this stage, 25 articles were excluded for specific reasons, 
including insufficient consensus-related content, limited privacy 
discussion, or methodological inadequacy, as documented in 
Table IV. Each excluded article was recorded with a specific 
reason to ensure auditability. After full-text eligibility 
assessment, 92 articles remained. 

• Full-text articles assessed: 117 

• Full-text articles excluded: 25 

• Records evaluated based on full text: 92 

TABLE IV.  INCLUSION AND EXCLUSION CRITERIA IN ELIGIBILITY 

ASSESSMENT 

Reason ID Detail 

Reason 1 Blockchain not actively used in objectives/method/results 

Reason 2 Review/survey without system evaluation 

Reason 3 No evaluation/validation-conceptual only 

Reason 4 no access, cannot validate 

E. Relevance Assessment 

The remaining studies were evaluated for conceptual 
relevance to the research questions. Following the application of 
practical eligibility criteria (Step 3), 92 full-text articles were 
retained and assessed for topical relevance (Step 4) using 
Kitchenham’s evidence-based selection principle. Each article 
was evaluated to determine whether it provided direct evidence 
related to the research question on limitations of blockchain 
consensus mechanisms in supporting privacy preservation. As a 
result, 20 studies were excluded due to insufficient relevance to 
the research questions 

• Records excluded due to insufficient relevance: 20 
records 

• Records included after relevance assessment: 72 records 

F. Quality Check 

A quality assessment was conducted on the 72 studies that 
passed the relevance screening stage to evaluate their 
methodological rigor and reliability, following Kitchenham’s 
guidelines for systematic literature reviews. Each study was 
assessed based on clarity of objectives, explicit description of 
the consensus mechanism, and adequacy of privacy-related 
analysis. All studies met the predefined quality threshold and 
were included in the final synthesis. 

• Records assessed for quality: 72 

• Records excluded at quality stage: 0 

• Final studies included in the SLR: 72 

G. Data Extraction and Synthesis 

For the included studies, structured data extraction was 
performed to capture information related to consensus 
mechanism class, privacy limitations, and the integration level 
of privacy-preserving techniques. The extracted data were 
synthesised using taxonomy-based and thematic analysis, 
enabling quantitative comparison and cross-study interpretation. 
This approach supports Kitchenham’s recommendation to 
combine descriptive statistics with qualitative synthesis when 
addressing complex design-oriented research questions. 

H. Reporting 

The results of the SLR are reported using tables and 
structured discussion to ensure clarity and reproducibility. 
Quantitative summaries and taxonomic classifications are 
presented to support transparent interpretation of findings. 

I. Threats to Validity 

Several potential threats to validity were considered. First, 
publication bias may exist due to the exclusion of non-English 
studies and grey literature. Second, database selection may limit 
coverage, although Scopus and Web of Science provide 
extensive indexing of relevant journals. To mitigate these 
threats, carefully designed search strings, multiple databases, 
and expert-driven eligibility assessment were employed. 

III. RESULTS AND DISCUSSION 

This section discusses the findings of the systematic 
literature review based on the 72 included studies, with 
emphasis on interpreting observed research patterns and their 
implications for privacy-preserving blockchain design. The 
discussion is structured around the three research questions 
(RQ1–RQ3) and adopts a taxonomy- and theme-based synthesis 
to examine how consensus mechanisms are selected, analysed, 
and implemented in existing studies. First, the prevalence of 
different consensus mechanism classes is examined to 
understand dominant design choices and underlying 
assumptions in privacy-sensitive blockchain systems. Next, 
recurring privacy limitations associated with consensus designs 
are discussed to reveal structural weaknesses that persist across 
studies. Finally, the extent to which privacy-preserving 
techniques are integrated into the consensus layer is analysed to 
highlight current design practices and unresolved challenges. By 
linking these observations, this section identifies critical gaps 
between consensus selection and privacy-by-design principles, 
providing a foundation for the research directions outlined later. 

A. RQ1: Which Classes of Blockchain Consensus 
Mechanisms are Most Frequently Adopted in Privacy-

Preserving Blockchain Systems? 

This subsection addresses RQ1, which investigates the 
classes of blockchain consensus mechanisms examined in the 
literature and their taxonomic distribution. The analysis is based 
on the synthesis presented in Table V, which classifies the 
consensus mechanisms adopted across the 72 included studies. 
According to Table V, the Byzantine Fault Tolerant (BFT) based 
class is the consensus mechanism class that is most frequently 
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reported in privacy-preserving blockchain systems. This class is 
referenced in 18 papers, which is 25 percent of the total papers 
as shown in Fig. 2. The leader-based consensus class, which is 
represented in four papers, is the least frequently reported class. 

The BFT-based class's dominance is telling of its widespread 
adoption in permissioned and consortium blockchain 
environments. In the reviewed studies, Practical Byzantine Fault 
Tolerance (PBFT), ZK-BFT, and MGRS-PBFT are common 
examples of BFT-based consensus mechanisms. In contrast, 
RAFT is an example of a leader-based consensus mechanism 

that has received little attention in privacy-focused blockchain 
research. 

The BFT class is the most popular because it works well in 
permissioned blockchain environments, where nodes that are 
part of the network are known and access is controlled [15]. This 
controlled participation reduces the unnecessary dissemination 
of data during consensus execution and limits the exposure of 
sensitive data to unauthorised nodes. Therefore, BFT-based 
consensus mechanisms improve privacy by limiting the access 
of validators and minimising the leakage of identity and 
communication within the network [16]. 

 
Fig. 2. Distribution of consensus classes. 

TABLE V.  DISTRIBUTION OF STUDIES BY CONSENSUS MECHANISM CLASS 

Consensus Mechanism 

Class 

Percentage 

(%) 

No. of 

Papers 
Consensus Mechanism Type References 

BFT-based 25 18 

PBFT, dBFT, DG-PBFT, Grouped PBFT, MGRS-PBFT, 

TRUG-PBFT, CRBFT, Reputation-Enhanced PBFT, Improved 

PBFT, RL-Enhanced PBFT, QBFT, HotStuff, Efficient-

HotStuff, Lightweight BFT, Context-Aware BFT, RSHS, 

MuLCOff 

[15], [33], [34], [35], [36], [37], [38], 

[39], [40], [41], [42], [43], [44], [45], 

[46], [47], [48], [49] 

[15], [33]-[49] 

Proof / Stake / 

Authority-based 
6.9 5 

PoW, PoS, Hybrid PoW–PoS, DPoS, RC-DPoS, PoA, Improved 

PoA, PoSS 

[50], [51], [52], [53], [54] 

[50]-[54] 

Leader-based CFT 5.6 4 RAFT 
[55], [56], [57], [58] 

[37]-[40] 

Committee-based / 

Hybrid / Learning-

enhanced 

8.3 6 
Proof-of-Contribution Committee, PoLU, PoTP, RCME, Q-

Learning–Enhanced Consensus, DQN-Enhanced Consensus 

[59], [60], [61], [62], [63], [64] 

[59]-[64] 

Unspecified / Not 

explicitly stated 
54.2 39 Not specified by authors 

[65], [66], [67], [68] 

[49],[65]-[103] 

[69], [70], [71], [72], [73], [74], [75], 

[76], [77] 

[78], [79], [80], [81], [82], [83], [84], 

[85], [86] 

[49], [87], [88], [89], [90], [91], [92], 

[93], [94] 

[95], [96], [97], [98], [99], [100], 

[101], [102], [103] 

Total 100% 72 — — 
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In Byzantine Fault Tolerance (BFT)-based blockchain 
systems, three synthesised strategies are commonly used to 
improve privacy. First, identity privacy is enhanced by 
integrating ring-signature mechanisms into BFT consensus, 
which conceal validator identities while maintaining consensus 
correctness, as demonstrated by MGRS-PBFT [15]. This 
approach is consistent with previous ring-based Byzantine 
consensus designs that conceal signer identities during 
validation [17], and it is further supported by research 
highlighting anonymity as a critical privacy requirement in 
BFT-driven blockchain services [18]. 

Second, integrating zero-knowledge proofs into BFT 
protocols improves transaction confidentiality by allowing 
nodes to verify transaction validity without disclosing sensitive 
data, as demonstrated in ZK-BFT [16]. Similar privacy 
guarantees are explored in quantum-resistant Byzantine 
consensus models [19] and cryptography-enhanced BFT 
frameworks [18]. Third, privacy exposure is decreased through 
group-based or sharded BFT architectures, where only subsets 
of validators process transactions [20], consistent with sharded 
Byzantine consensus designs [21] and scalability-driven 
consensus partitioning studies [22]. 

The Leader-based Class Consensus Mechanism like RAFT 
is not frequently used to enhance privacy preservation in 
blockchain systems due to two key factors. First, RAFT provides 
only crash fault tolerance and does not protect against malicious 
or Byzantine behaviour, which is critical in privacy-sensitive 
environments [23], [24]. Second, RAFT relies on a leader-based 
architecture, where a single leader coordinates all consensus 
operations. This design creates a potential single point of failure 
and increases privacy risks if the leader node is compromised 
[25], [26] 

Unlike BFT-oriented designs, privacy enhancement in 
RAFT-based blockchain systems is typically accomplished 
through additional mechanisms rather than core consensus 
features. Firstly, numerous studies have improved the privacy of 
RAFT by integrating it with trusted execution environments 
(TEEs). In these environments, transaction execution and state 
management take place within secure enclaves, thereby 
restricting data exposure, despite the fact that RAFT is still 
crash-fault tolerant [23]. This approach is consistent with 
consortium blockchain designs that use hardware-assisted 
isolation for confidentiality [27] and proxy-signature-based trust 
delegation [28]. Second, privacy is enhanced through hybrid 
consensus and cryptographic modifications, in which RAFT is 
combined with mechanisms such as Proof of Work or credit-
based models to reduce trust concentration and mitigate the 
inference risks associated with leader-based coordination [24], 
[29], [30]. Third, RAFT deployments frequently rely on strict 
access control and permissioned governance to ensure that only 
authenticated nodes participate in consensus, which indirectly 
promotes privacy by limiting data visibility to trusted members 
[24], [25], [31]. Overall, these enhancements show that RAFT-
dependent privacy preservation is primarily architectural and 
operational, rather than consensus-based. 

Overall, the differences in privacy outcomes between BFT-
based systems and RAFT stem from their fundamental design 
philosophies. BFT-based consensus, such as PBFT, is inherently 

designed for competitive environments, so privacy is built into 
the consensus core by tolerating malicious behaviour, 
decentralising trust, and supporting cryptographic techniques 
like ring signatures and zero-knowledge proofs to protect 
identity and data [15], [16], [18]. RAFT, on the other hand, puts 
more value on simplicity, performance, and crash fault 
tolerance, assuming that participants are trustworthy and that 
there are no conflicting settings. Because of this, privacy 
protection is only possible through external methods like access 
control, trusted execution environments, or hybrid architectures, 
rather than through native consensus logic  [23], [24], [32]. This 
philosophical distinction explains why BFT-based approaches 
are more suitable for privacy-sensitive blockchain applications. 

B. RQ2: What Privacy Limitations are Reported for Different 

Classes of Blockchain Consensus Mechanisms Across 

Existing Studies? 

This subsection answer RQ2, which examines the privacy 
limitations reported across different classes of blockchain 
consensus mechanisms and how these limitations vary by 
consensus design. The analysis is based on the evidence 
synthesised in Table VI, where privacy-related issues are 
mapped to consensus mechanism classes and supported by 
explicit paper-level citations. 

The findings show that BFT-based consensus mechanisms 
have the most reported privacy limitations of any specifically 
identified consensus type. The most frequently observed issues 
are identity exposure and communication-pattern leakage, 
implying that privacy risks in BFT systems extend beyond 
transaction content to participant identifiability and traffic 
observability. These findings imply that privacy flaws in BFT 
mechanisms are inherent in their design rather than 
implementation-related. Hybrid consensus mechanisms exhibit 
recurring privacy limitations, albeit less frequently than BFT-
based mechanisms. The reported issues are primarily related to 
architectural complexity and cross-layer information exposure. 
Importantly, the quantitative results show that hybridisation 
does not eliminate privacy risks and, in some cases, introduces 
new challenges. 

BFT-class consensus mechanisms, such as PBFT and its 
variants, have inherent privacy constraints due to their 
operational characteristics. In BFT protocols, transactions and 
consensus messages are distributed among multiple replicas to 
accommodate Byzantine faults. This process results in a greater 
exposure of transaction data and metadata to consensus 
participants, which in turn increases the risk of privacy leakage 
[16]. Furthermore, traditional BFT mechanisms lack native 
privacy-preserving capabilities. Validator identities are 
commonly known, and the roles of primary and replica nodes 
are predictable. This predictability facilitates traffic analysis and 
allows adversaries to infer participant behaviour and system 
activity [15]. The high communication overhead required for 
multi-round voting increases these risks by increasing the 
visibility of communication patterns [104]. 

To address these limitations, several studies suggest 
enhancing BFT mechanisms with cryptographic privacy 
techniques. Ring signatures and traceable ring signatures are 
widely used to conceal validator identities while maintaining 
accountability [15], [17]. Zero-knowledge proofs enable nodes 
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to verify transaction correctness without revealing sensitive 
data, thereby significantly reducing information exposure [16]. 
Other approaches use dynamic grouping and reputation-based 
participation to limit long-term role exposure and mitigate the 

influence of malicious nodes [104]. Instead of completely 
replacing BFT, these solutions preserve its fault tolerance while 
improving privacy. 

TABLE VI.  PRIVACY LIMITATIONS IDENTIFIED ACROSS CONSENSUS MECHANISM CLASSES 

Consensus 

Mechanism Class 
Privacy Limitation Description of Limitation No. of papers Paper IDs 

BFT-based 

Identity exposure 

Validator or participant identities are revealed 

during consensus rounds, enabling 

traceability 

9 [15]-[21], [24],[54] 

Communication 

pattern leakage 

Frequent message exchanges expose network 

topology and interaction patterns 
6 [15], [34], [36], [46], [47], [72] 

Metadata leakage 
Transaction timing and ordering reveal 

sensitive operational information 
4 [37], [39], [41], [43] 

Limited anonymity 

support 

Native consensus does not support anonymity 

or unlinkability guarantees 
4 [35], [38], [42], [53] 

Proof / Stake / 

Authority-based 

Stake / authority 

traceability 

Stakeholders or authorities are directly 

linkable to consensus decisions 
3 [50], [52], [53] 

Centralisation risk 
Small validator sets or authorities weaken 

privacy through control concentration 
2 [52], [53] 

Transaction linkage 
Repeated validator participation enables 

transaction correlation 
2 [41], [50] 

Leader-based CFT 

Leader identity 

exposure 

Fixed or elected leaders expose control and 

communication endpoints 
4 [37]-[40] 

Limited privacy 

awareness 

Consensus prioritises performance over 

privacy guarantees 
2 [55], [57] 

Committee / Hybrid / 

Learning-enhanced 

Partial privacy 

integration 

Privacy mechanisms are selectively applied, 

not end-to-end 
4 [41]-[43],[46] 

Model / role inference 
Learning-based or committee selection leaks 

role or contribution information 
3 [43], [59], [63] 

Unspecified 

Implicit consensus 

assumption 

Privacy analysis is conducted without stating 

or analysing the consensus layer 
13 [31],[69]-[76],[78],[80]-[82] 

Unclear privacy 

responsibility 

Responsibility for privacy is shifted to upper 

layers without justification 
7 [78], [83], [95], [97], [101], [102], [103] 

Lack of 

reproducibility 

Absence of consensus details prevents 

comparative or reproducible evaluation 
20 [47]-[59],[61]-[64],[66]-[68] 

Hybrid consensus mechanisms, which integrate components 
from various consensus protocols, are designed to achieve a 
balance between security, scalability, and efficiency in 
blockchain systems. However, this integration introduces new 
privacy challenges. The interaction between heterogeneous 
consensus layers can lead to information leakage at protocol 
boundaries, rather than within a single mechanism [105]. 
According to [106], hybrid mechanisms frequently necessitate 
additional coordination and parameter exchange, which results 
in increased metadata exposure and communication overhead. 
Furthermore, hybrid systems may introduce trade-offs between 
privacy and performance, such as increased computational cost 
or latency, as a result of privacy-preserving enhancements. If not 
managed carefully, these trade-offs can indirectly weaken 
privacy guarantees [107]. 

Despite these challenges, hybrid consensus mechanisms can 
improve privacy with proper design. Anonymous 
communication techniques, such as Tor-based routing, are used 
to conceal node identities and mitigate targeted attacks [105]. 
Other approaches use disruption methods, dynamic key 
management, and privacy-aware consensus protocols to conceal 
sensitive states exchanged during consensus [106]. Hybrid 
architectures, which combine public and private blockchains, 
enhance privacy by limiting sensitive data to permissioned 
environments while ensuring public authenticity [107]. 

Consensus mechanisms are central to the philosophy of 
blockchain systems because they enable distributed agreement, 
trust establishment, and fault tolerance without the need for a 
central authority. Classical consensus designs prioritise 
correctness, consistency, and resilience, frequently assuming 
that transparency and information sharing are required to reach 
an agreement among distributed nodes [2], [4]. RQ2 findings 
show that privacy limitations in both BFT-based and hybrid 
consensus mechanisms are not intentional flaws, but rather 
structural consequences of these foundational design objectives. 
The emphasis on collective verification and Byzantine resilience 
in BFT-based mechanisms requires extensive message 
exchanges and role transparency, which inevitably increases 
identity and communication pattern exposure [2]. 

Hybrid consensus mechanisms use multiple protocols to 
balance performance, scalability, and security; however, this 
architectural layering introduces new privacy risks due to cross-
layer interactions and increased coordination complexity [3], 
[4]. Recent research shows a gradual shift in consensus 
philosophy. Instead of treating privacy as an optional extra, 
modern designs increasingly incorporate cryptographic 
protection, anonymity, and controlled disclosure directly into 
the consensus layer. Techniques such as zero-knowledge proofs, 
anonymous authentication, and adaptive participation 
mechanisms aim to maintain agreement and fault tolerance 
while minimising unnecessary data exposure [2], [3]. 
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In general, the RQ2 synthesis suggests that the evolution of 
consensus mechanisms is transitioning from a model of 
agreement through visibility to agreement with controlled 
disclosure. This shift aligns the technical operation of consensus 
mechanisms with broader privacy expectations in blockchain-
based systems, particularly in sensitive areas like data sharing 
and governance. Consequently, the ongoing development of 
blockchain technologies is increasingly characterised by the 
implementation of privacy-aware consensus design. 

C. RQ3: How are Privacy-Preserving Techniques Integrated 
Into Blockchain Consensus Mechanisms in Existing 

Studies? 

This subsection addresses RQ3, which examines whether 
privacy-preserving techniques are integrated into blockchain 
consensus mechanisms or applied as external solutions. The 
analysis is based on Table VII, which maps consensus 
mechanism classes to privacy techniques and their integration 
levels. 

TABLE VII.  PRIVACY-PRESERVING TECHNIQUE USED IN REVIEWED STUDIES 

Consensus Mechanism 

Class 
Privacy-Preserving Technique Integration Level 

No. of 

Papers 
References 

BFT-based 

Reputation / Incentives (privacy-related) Not specified 4 [39], [42], [44], [48] 

Anonymous Authentication / Pseudonyms 
Integrated 

(consensus-level) 
2 [15], [38] 

Federated Learning Privacy (FL + privacy) External / overlay 2 [36], [43] 

Federated Learning Privacy (FL + privacy) Not specified 2 [42], [72] 

Not specified Not specified 2 [37], [47] 

Sharding / Sidechain / Off-chain 
Integrated 

(consensus-level) 
2 [35], [45] 

Sharding / Sidechain / Off-chain Not specified 2 [44], [48] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 
External / overlay 1 [41] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 
Not specified 1 [34] 

Anonymous Authentication / Pseudonyms External / overlay 1 [46] 

Attribute-Based Encryption (ABE/CP-

ABE/MA-ABE) 
External / overlay 1 [41] 

Encryption (generic) 
Integrated 

(consensus-level) 
1 [35] 

Federated Learning Privacy (FL + privacy) 
Integrated 

(consensus-level) 
1 [33] 

IPFS / Distributed Storage with encryption External / overlay 1 [41] 

IPFS / Distributed Storage with encryption 
Integrated 

(consensus-level) 
1 [35] 

Reputation / Incentives (privacy-related) External / overlay 1 [43] 

Reputation / Incentives (privacy-related) 
Integrated 

(consensus-level) 
1 [33] 

Ring Signatures / Group Signatures 
Integrated 

(consensus-level) 
1 [15] 

Sharding / Sidechain / Off-chain External / overlay 1 [41] 

Trusted Execution / Secure Hardware Not specified 1 [44] 

Zero-Knowledge Proofs (ZKP) 
Integrated 

(consensus-level) 
1 [38] 

Proof/Stake/Authority-based 

Encryption (generic) External / overlay 3 [50], [52], [54] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 
External / overlay 2 [41], [50] 

Attribute-Based Encryption (ABE/CP-

ABE/MA-ABE) 
External / overlay 1 [41] 

Homomorphic Encryption (HE) External / overlay 1 [54] 

IPFS / Distributed Storage with encryption External / overlay 1 [41] 

Not specified Not specified 1 [53] 

Reputation / Incentives (privacy-related) External / overlay 1 [52] 

Sharding / Sidechain / Off-chain External / overlay 1 [41] 

Leader-based CFT 
Access Control 

(ACL/ABAC/RBAC/Smart contracts) 

Integrated 

(consensus-level) 
1 [56] 
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Access Control 

(ACL/ABAC/RBAC/Smart contracts) 
Not specified 1 [55] 

Differential Privacy (DP) External / overlay 1 [57] 

Federated Learning Privacy (FL + privacy) External / overlay 1 [58] 

Committee/Hybrid/Learning-

enhanced 

Federated Learning Privacy (FL + privacy) External / overlay 2 [43], [60] 

Federated Learning Privacy (FL + privacy) Not specified 2 [59], [61] 

Reputation / Incentives (privacy-related) Not specified 2 [59], [61] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 

Integrated 

(consensus-level) 
1 [63] 

Encryption (generic) 
Integrated 

(consensus-level) 
1 [63] 

Not specified Not specified 1 [64] 

Reputation / Incentives (privacy-related) External / overlay 1 [43] 

Reputation / Incentives (privacy-related) 
Integrated 

(consensus-level) 
1 [63] 

Sharding / Sidechain / Off-chain External / overlay 1 [60] 

Trusted Execution / Secure Hardware 
Integrated 

(consensus-level) 
1 [63] 

Trusted Execution / Secure Hardware Not specified 1 [59] 

Unspecified/Not stated 

Not specified Not specified 9 
[67], [68], [69], [70], [76], [91], [102], 

[103], [114] 

Encryption (generic) External / overlay 8 
[49], [66], [71], [74], [78], [80], [92], 

[95] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 
External / overlay 7 [49], [66], [74], [80], [85], [88], [96] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 
Not specified 7 [75], [79], [84], [89], [90], [93], [94] 

Federated Learning Privacy (FL + privacy) External / overlay 5 [71], [78], [81], [82], [83] 

Anonymous Authentication / Pseudonyms External / overlay 3 [74], [88], [92] 

Federated Learning Privacy (FL + privacy) Not specified 3 [72], [97], [98] 

IPFS / Distributed Storage with encryption External / overlay 3 [66], [87], [95] 

Reputation / Incentives (privacy-related) External / overlay 3 [78], [80], [82] 

Sharding / Sidechain / Off-chain Not specified 3 [86], [99], [100] 

Access Control 

(ACL/ABAC/RBAC/Smart contracts) 

Integrated 

(consensus-level) 
2 [65], [115] 

Attribute-Based Encryption (ABE/CP-

ABE/MA-ABE) 
External / overlay 2 [49], [80] 

Encryption (generic) 
Integrated 

(consensus-level) 
2 [73], [101] 

Encryption (generic) Not specified 2 [75], [90] 

Homomorphic Encryption (HE) External / overlay 2 [71], [74] 

IPFS / Distributed Storage with encryption Not specified 2 [86], [99] 

Sharding / Sidechain / Off-chain External / overlay 2 [80], [95] 

Attribute-Based Encryption (ABE/CP-

ABE/MA-ABE) 

Integrated 

(consensus-level) 
1 [73] 

Attribute-Based Encryption (ABE/CP-

ABE/MA-ABE) 
Not specified 1 [75] 

IPFS / Distributed Storage with encryption 
Integrated 

(consensus-level) 
1 [65] 

Reputation / Incentives (privacy-related) 
Integrated 

(consensus-level) 
1 [101] 

Secure Multi-Party Computation (SMPC) External / overlay 1 [77] 

Sharding / Sidechain / Off-chain 
Integrated 

(consensus-level) 
1 [101] 

Trusted Execution / Secure Hardware External / overlay 1 [80] 

Zero-Knowledge Proofs (ZKP) 
Integrated 

(consensus-level) 
1 [101] 
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Table VII classifies the reviewed studies based on where 
privacy-preserving techniques are used in BFT-class consensus 
systems. The table distinguishes between (i) privacy 
mechanisms built directly into the consensus protocol and (ii) 
external or overlay-level privacy mechanisms, such as 
cryptographic add-ons or architectural layers that exist outside 
of the core consensus protocol. The table shows the frequency 
of studies using each approach, allowing for a comparison of 
design preferences and implementation trends in the literature. 
The findings indicate that privacy-preserving techniques are 
more commonly integrated at the consensus level in BFT-class 
mechanisms than at the external or overlay level. A large portion 
of research focuses on modifying PBFT-style protocols by 
incorporating cryptographic primitives directly into consensus 
operations like message validation and leader coordination. 
Fewer studies rely solely on externalised privacy mechanisms, 
though such approaches remain important. In qualitative terms, 
consensus-level integration is typically motivated by strong 
competitive implications and the need for Byzantine resilience, 
whereas external mechanisms are frequently used to improve 
modularity, flexibility, and system interoperability. These 
results show that privacy arrangement is not just a random 
design choice, but a planned architectural trade-off. 

BFT-class consensus mechanisms work in environments 
where nodes may act maliciously. As a result, privacy-
preserving techniques are frequently embedded at the consensus 
level to safeguard node identities, transaction data, and 
coordination messages during agreement execution. Ring 
signatures, threshold signatures, and zero-knowledge proofs are 
used to prevent malicious nodes from obtaining sensitive 
information while still allowing for transaction verification and 
fault tolerance [15], [16], [104]. The risk of Byzantine 
manipulation is also mitigated by embedding privacy within the 
consensus layer, as privacy and security guarantees are enforced 
during message exchange and validation, rather than relying on 
external safeguards [17], [108]. Because of this, consensus-level 
privacy is frequently seen as essential in permissioned or 
consortium blockchains, which have lower trust assumptions. 

Despite the advantages of consensus-level privacy, many 
BFT-based systems incorporate privacy mechanisms at the 
external or overlay level in order to maintain protocol simplicity 
and performance. External mechanisms enable designers to 
implement encryption, deception, or anonymisation without 
significantly altering the consensus logic [15], [16]. This 
approach improves modularity by allowing privacy mechanisms 
to be updated or replaced independently. Overlay-level privacy 
is also used to protect against external adversaries, such as traffic 
analysis or data inference attacks that take place outside of the 
consensus process, while remaining compatible with existing 
BFT implementations [17]. As a result, externalised privacy 
mechanisms are frequently preferred in systems that value 
deployment and scalability. 

The literature suggests several approaches to translating 
externalised privacy mechanisms into actionable design 
principles. First, privacy-by-design necessitates that privacy 
objectives be explicitly defined at the architectural stage, even if 
they are implemented outside the consensus layer [109], [110]. 
Second, privacy design strategies and patterns, such as 
anonymisation, encryption, and access control, are reusable 

building blocks that can be systematically evaluated [110], 
[111]. Third, effective frameworks prioritise ongoing privacy 
evaluation and monitoring to ensure that external mechanisms 
remain effective as system conditions change [112]. Lastly, it is 
imperative to evaluate externalised privacy in the context of 
regulatory and contextual requirements, particularly in sensitive 
domains like healthcare and governance [113]. These principles 
establish concrete criteria for determining whether external 
privacy mechanisms effectively supplement consensus security. 

The findings of RQ3 demonstrate that privacy placement 
reflects the underlying philosophy of consensus mechanisms. 
When strong adversarial resistance and minimal internal trust 
are needed, BFT-class systems build privacy into the consensus 
level. Externalised privacy mechanisms, on the other hand, are 
based on a philosophy of modularity and controlled disclosure, 
with privacy complementing rather than reshaping consensus 
logic [2], [3]. In summary, modern blockchain design 
increasingly recognises privacy as a fundamental architectural 
concern, whether enforced internally or externally. This 
evolution shows a shift from achieving agreement through 
transparency to achieving agreement through carefully managed 
exposure, which aligns consensus mechanisms with modern 
privacy expectations. 

IV. CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

This systematic literature review examined blockchain 
consensus mechanisms from a privacy-focused perspective, 
with particular attention to how consensus design influences 
privacy risks and mitigation strategies. By analysing 72 peer-
reviewed journal articles, the review moves beyond 
performance- or security-oriented surveys and provides a 
consensus-centric understanding of privacy preservation in 
blockchain systems. 

The findings show that Byzantine Fault Tolerant (BFT)-
based consensus mechanisms are the most frequently adopted in 
privacy-preserving blockchain applications, especially in 
permissioned and consortium environments. However, the 
review also demonstrates that privacy challenges remain 
common across studies. Issues such as identity exposure, 
communication pattern leakage, and metadata inference are 
repeatedly linked to consensus-level properties, including 
validator roles, message exchange patterns, and quorum 
structures. These results highlight that privacy risks are not 
solely caused by data handling at the application layer but are 
deeply influenced by how consensus mechanisms operate. 

Another important insight is that privacy-preserving 
techniques are predominantly implemented as external or 
overlay solutions rather than being integrated directly into 
consensus mechanisms. While such approaches improve data 
confidentiality, they do not fully address privacy risks that 
originate from consensus operations themselves. This separation 
reveals a structural limitation in current blockchain designs, 
where privacy is often treated as an additional feature rather than 
a fundamental design requirement of the consensus layer. 

The main contribution of this review is a taxonomy-driven 
synthesis that explicitly connects consensus mechanism classes, 
reported privacy limitations, and levels of privacy integration. 
By organising fragmented findings into a coherent framework, 
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this work provides a clear reference for analysing consensus 
mechanisms through a privacy lens and supports more informed 
decision-making in both research and practice. 

Building on these insights, future research should focus on 
designing consensus mechanisms with privacy embedded at the 
protocol level, rather than relying on external protections. 
Comparative studies using consistent privacy evaluation criteria 
are needed to better understand trade-offs across consensus 
classes. In addition, underexplored consensus designs, such as 
leader-based and hybrid mechanisms, warrant further 
investigation to assess their privacy potential when 
appropriately adapted. Addressing these directions can support 
the development of blockchain systems where privacy is 
considered a core consensus property rather than an 
afterthought. 
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