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Abstract—Phishing websites remain a critical cybersecurity
threat due to their ability to mimic legitimate platforms and
deceive users into revealing sensitive information. This study
proposes a phishing detection framework that centers on a novel
union-based feature selection strategy, WOA union DA, which
combines the Whale Optimization Algorithm (WOA) and
Dragonfly Algorithm (DA). Instead of relying on a single
metaheuristic, the proposed union method merges the feature
subsets selected by both algorithms to capture complementary
search patterns and reduce selection bias. This unified subset
enhances diversity, preserves informative attributes, and
improves generalization. Evaluated on the ISCX-URL2016
dataset containing 15,358 labeled URLSs, the proposed approach
is integrated with XGBoost and SVM classifiers. Experimental
results show that WOAUDA achieves 97.95% accuracy with
XGBoost and 96.29% with SVM, representing modest
improvements over the individual WOA and DA methods.
Comparative analysis with existing models further demonstrates
the competitive classification performance of the proposed
approach.
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I.  INTRODUCTION

The Internet has become an essential part of daily life,
connecting people across the world and supporting many
important services such as communication, online business,
cloud platforms, and data exchange [1], [2], [3]. It plays a
central role in key sectors including healthcare, finance,
education, and government services. Because these areas
depend heavily on online systems, the reliability and
availability of Internet services are vital for economic
development and social stability [4], [5], [6]. As societies
continue to rely more on digital technologies, ensuring the
security of these services has become a major challenge and an
urgent priority [7], [8], [9].

*Corresponding author.

Web browsers are one of the primary tools people use to
access Internet services. They are software programs people
use to access and interact with websites. A website is a
collection of web pages hosted on a server and accessible
through a domain name. Websites provide almost all the
services that the Internet offers to users. These services include
searching for information, making a payment on an e-
commerce site, booking a flight or hotel online, etc. [10], [11].
As of December 2023, there were about 1.1 billion websites
worldwide, and by January 2025 the number of indexable
websites reached approximately 3.76 billion [12], [13]. The
huge web usage makes it very attractive for cybercriminals.
Cybercriminals are using websites to launch different types of
attacks on users and businesses. These attacks include malware
distribution, SQL injection, cross-site scripting, credential
stuffing, phishing attacks, etc. [14], [15], [16].

Phishing attacks involve fraudulent websites or login
interfaces designed to deceive users into revealing sensitive
information. Fig. 1 presents the workflow of a typical phishing
attack. Common types of phishing attacks are Pharming,
Watering hole phishing, and email phishing [17], [18], [19].
Phishing was the costliest attack vector in 2022, with each data
breach averaging USD 4.91 million [20], [21]. This is an
alarming number indicating a rise in phishing attacks and their
significant financial impact. For instance, credential theft and
financial loss occurred in 2023 by sending fraudulent invoices
from genuine PayPal domains [22].

Machine Learning (ML) has been widely used over the
years to alleviate phishing attacks. ML techniques operate by
analyzing historical phishing attack data and building models
that can detect new or evolving attacks. ML has proven to be a
very efficient science that has been adopted in several domains,
including cybersecurity [23], [24], [25]. However, ML faces
several challenges that hinder its performance in detecting
phishing attacks. One such challenge is dealing with high-
dimensional data, which contains a large number of phishing-
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related features. These data increase the processing time and
reduce the accuracy of the ML-based phishing attack detection
model [26], [27]. Generally, data features can be classified into
relevant features and irrelevant features. Removing irrelevant
features will enhance phishing attack detection (increase
accuracy and reduce processing time). Typically, ML models
use Feature Selection (FS) algorithms, including metaheuristic
algorithms, to remove irrelevant features [28], [29].

The hacker sends fake emails to the user
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Fig. 1. Phishing workflow.

In problems where finding an exact solution is
computationally infeasible, metaheuristic algorithms are used
to find near-optimal solutions. Metaheuristic algorithms apply
certain rules with controlled randomness to search diverse
areas of the solution space and focus on promising areas.
Examples of such algorithms include the Harris Hawks
Optimizer, Bat Algorithm, Numbat Optimization Algorithm
(NOA), Tuatara Optimization Algorithm (TOA), Solenodon
Optimization  Algorithm (SOA), Whale Optimization
Algorithm (WOA), and Dragonfly Algorithm (DA). In this
study, the WOA and DA algorithms will be used for feature
selection [23], [30], [31], [32], [33], [34]. In this study, the
WOA and DA algorithms will be used for feature selection.
Particularly, they will be used to search for the features of the
phishing attack and remove irrelevant features to keep only the
nearly optimal features that can be used to identify phishing
attacks. In addition, several ML algorithms will be customized
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to classify the phishing attacks accurately. Therefore, the key
contributions of this study are as follows: 1) Developing an
ML model specifically designed to detect phishing attacks, 2)
Applying the WOA and DA metaheuristic algorithms to
identify key features relevant to phishing detection, 3)
Customizing the ML algorithms by selecting optimal
hyperparameters using the Random Search (RS) algorithm to
enhance their performance in phishing attack detection, and 4)
Evaluating the performance of the proposed ML model and
comparing it with existing models.

II. BACKGROUND

This section provides the necessary background to
understand the proposed model. It reviews key ML algorithms
and techniques relevant to phishing detection. The aim is to
establish a foundation for the methods and design choices
discussed later in the study.

A. ISCX-URL2016 Phishing Dataset

The ISCX-URL2016 dataset, developed by the Canadian
Institute for Cybersecurity at the University of New
Brunswick, contains several URL categories, including benign,
phishing, malware, spam, and defacement. This study focuses
on a binary phishing detection subset containing 15,358 labeled
URLs, comprising 7,577 benign and 7,781 phishing instances.
All the records are characterized by 79 features, which
represent different URL features such as lexical, domain-based,
and content-related features. There is noise and missing values
in some features, and therefore data cleaning is required. Some
features are numerically different and need to be normalized
before the model is trained. Table I summarizes the feature
names, descriptions, type, minimum, and maximum values.
The dataset represents actual patterns and techniques of
phishing attacks in real life and assists in determining
malicious intent in URL structure and metadata. In addition,
phishing URLs impersonate trusted sites to defraud users and,
in many cases, deceive users through URL obfuscation.
Moreover, it enables the assessment of the classifiers and
feature selection techniques and assists in real-time studies of
phishing detection [35], [36].

TABLE L SUMMARY OF THE DATASET FEATURES
. Min. Max. . Min. Max.
# Feature Name Description Value Value # Feature Name Description Value Value
. Number of tokens in the
1 | Querylength To_tal lengt},], of the query 0 173 2 domain_token_co domain (split by dots or | 2 19
string (after '?') unt
hyphens)
path_token_coun | Number of tokens in the path avgdomaintokenle | Average length of tokens
3 s 0 68 4 . . 1.5 29.5
t (split by '/ n in the domain
5 longdomaintoke Longe_st token length in the 5 63 6 avgpathtokenlen Average length of tokens 0 105
nlen domain in the path
Count of top-level domain Ratio of vowels to total
7| elements (e.g., .com, .co.uk) 2 19 8 charcompvowels characters in URL 0 o4
Ratio of space-like characters Frequency of letter-digit-
9 | charcompace (e.g., %20) in URL 0 62 10| 1dl_url letter pattern in full URL 0 >3
1 1dl domain Same pa_ttern frequency in 0 37 12 | 1d_path Same pattern frequency in 0 46
1 - the domain path
1 1dl filename Same pattern frequency in 0 31 14 | 1d1_getArg Same pattern frequency in 0 39
3 - file name = query argument values
1 Digit-letter-digit pattern . Same pattern frequency in
5 dld url frequency in full URL 0 38 16 | dld _domain domain 0 25

www.ijacsa.thesai.org

177|Page




(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 17, No. 10, 2026

o Min. Max. s Min. Max.
# Feature Name Description Value Value # Feature Name Description Value Value
1 dld_path Same pattern frequency in 0 32 18 | did filename Same pattern frequency in 0 14
7 path = file name
1 Same pattern frequency in Total length of the full
9 dld_getArg argument values 0 31 20 | urlLen URL 37 348
2 . . Length of the path section
) domainlength Total length of the domain 4 227 22 | pathLength of the URL 0 330
2 . Length of the sub-directory Length of the file name in
3 subDirLen path (excluding filename) 0 330 24 | fileNameLen the URL 1 216
2 this fileExtLen Length of the file extension 1 5 26 | ArgLen Length of . the 0 279
5 (e.g., .php, .html) arguments/query string
2 . Ratio of path length to full 0.95086 . Ratio of argument length 0.91095
7 | pathurlRatio URL length 0 706 28 | ArgUrlRatio to full URL length 0 89
2 . Ratio of argument length to 20.4615 . . Ratio of domain length to | 0.028901 | 0.94520
9 argDomanRatio domain length 0 38 30 | domainUrlRatio URL length 733 545
3 | pathDomainRati Ratlo_ of path length to 0 32.9 32 | argPathRatio Ratio of argument length 0 5
1 o domain length to path length
Binary flag: whether the . .
3 executable URL points to an executable | 0 1 34 | isPortEighty quary ﬂ?gf w_hether port -1 0
3 file 80 is explicitly included
3 | NumberofDotsin | Total number of “.” in the | 20 36 ISIpAddressinDo Binary flag: if domain is an 1 1
5 | URL URL mainName IP address
3 | CharacterContin | Ratio of longest runs of same | 0.0751 1 38 LongestVariableV | Longest value found in the 1 l64
7 | uityRate character type to URL length | 4451 alue query parameters
3 | URL DigitCoun | Number of digits in the full 0 144 40 | host DigitCount Numbpr of digits in the 0 64
9 |t URL - domain
4 | Directory Digit Number of digits in the path 1 86 0 File name DigitC | Number of digits in the file 1 91
1 | Count section ount name
4 | Extension Digit Numbe_:r of digits in the 1 9] 44 | Query DigitCount Number .of digits in the 1 37
3 | Count extension query string
4 | URL_Letter Co | Number of letters in the full 1 290 46 | host letter count Number of letters in the 2 189
5 | unt URL - - domain
4 | Directory Letter | Number of letters in Filename LetterC | Number of letters in file
- . -1 183 48 - -1 153
7 | Count directory ount name
4 | Extension Letter | Number of letters in Query LetterCou | Number of letters in query
- . -1 261 50 - . -1 124
9 | Count extension nt string
5 | LongestPathTok | Length of the longest token 0 304 52 Domain_Longest Longest word/token in the 2 20
1 enLength in path WordLength domain
. sub- .
; f)’?;}iglgo?hgestw L;)tr}llgest word/token in the 0 99 54 | Directory Longes Isdli);l(ﬁ::tc © (;c;lt(g;l in | 48
2 P tWordLength Y
5 | Arguments_Lon | Longest token in query URL_sensitiveWo Count “Of .SC’PSIE‘IVC vxorc'ls
-1 91 56 (e.g., “login”, “bank™) in | O 3
5 | gestWordLength | argument values rd URL
5 | URLQueries var | Number of query parameters Count of special characters
7 | iable (key=value pairs) 0 12 >8 | spcharUrl in URL (e.g., @, %, &) ! 17
5 fiellmeter_Doma Count' of delimiters in 0 10 60 | delimeter path Count of delimiters in path 0 64
9 [ in domain (e.g., -, .) (e.g.,/,-)
6 . Total number of delimiters in NumberRate UR | Digit-to-length ratio of the 0.76190
1 delimeter Count full URL -1 23 62 L full URL 0 4762
6 | NumberRate Do | Digit-to-length  ratio  of 0 0.66666 64 NumberRate Dire | Digit-to-length ratio of y 0.93506
3 | main domain 6667 ctoryName directory 4935
6 | NumberRate Fil | Digit-to-length ratio of file 1 1 66 NumberRate Exte | Digit-to-length ratio of file 1 1
5 | eName name nsion extension
6 | NumberRate Af | Digit-to-length  ratio  of 1 1 63 SymbolCount_UR | Count of symbols in the 2 47
7 | terPath everything after the path L full URL
6 | SymbolCount_ D | Count of symbols in the | 13 70 SymbolCount_Dir | Count of symbols in 1 24
9 | omain domain ectoryname directory name
7 | SymbolCount Fi | Count of symbols in file | 3] 7 SymbolCount_Ext | Count of symbols in I 30
1 | leName name ) ension extension )
7 | SymbolCount A | Count of symbols after the Shannon entropy of full | 0.419559 | 0.86970
3 | fterpath path section 1 29 74 | Entropy URL URL 536 0977
7 | Entropy Domai . 0.5619 Entropy_Director | Shannon  entropy  of 0.96247
5 | n Shannon entropy of domain 12714 1 76 yName directory -1 3638
7 | Entropy_Filena Shannon entropy of file name | -1 1 78 Entropy_Extensio Shanngn entropy of 21 I
7 | me n extension
7 | Entropy Afterpa | Shannon entropy of URL 1 1
9 | th part after path
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B. Nature-Inspired Algorithms for Feature Selection

Swarm intelligence-based methods such as the WOA and
the DA algorithms have shown promising results in feature
selection tasks. This section introduces the fundamental
concepts of WOA and DA, followed by their application in
selecting relevant features to improve the performance of
phishing attack detection models.

1) WOA Algorithm: The WOA algorithm mimics bubble-
net hunting behavior to balance exploration and exploitation
through encircling, spiral movement, and adaptive random
search mechanisms. Exploration is strengthened using random
whale positions and adaptive coefficients [Eq. (1) and (2)],
while exploitation focuses on the current best solution via a
spiral convergence model with stochastic parameter tuning
[Eq. (3)-(5)]. Feature subsets are encoded as binary vectors
using transfer functions that map continuous updates to binary
selections, and the fitness function balances classification
accuracy with feature subset size. WOA maintains search
diversity through random movements and coefficient
variation, converges rapidly with low computational cost, but
may be prone to local optima depending on the coefficient A
[Eq. (1)] and the adaptive parameter a [Eq. (6)]. Algorithm 1
illustrates the WOA pseudocode [17], [23], [37].

A=2ar—a (1)

C=2r @)
D=|C-X"(t) —X(®) | 3)
X(t+1) = X"(t)—A4 D )
X(t+1)=D"ePcos(2ml) + X*(t) )
a=2-() (6)

where, X(t) represents the current whale position at
iteration t, X*(t) denotes the best solution found so far, A and
C are coefficient vectors controlling the exploration and
exploitation behavior, D is the distance between the whale and
the prey (best solution), D' represents the distance used in the
spiral movement, b is a constant defining the spiral shape, | is a
random number in the range [-1,1], r is a random number in
[0,1], a is a control parameter that decreases linearly during the
search process, t denotes the current iteration, and T represents
the maximum number of iterations.
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11: newPosition «<— globalBest.position — r X
|globalBest.position — position|

12: else if r > 0.5 then

13: Local exploitation (search near a random whale):

14: Select a random whale w_j

15: newPosition <— w_j.position —r X |w_j.position —
current.position|

16: else

17: Global exploration (spiral updating position):

18: Generate a random number p € [0, 1].

newPosition «<— globalBest.position —
current.position x (a X r)

20: end if

Apply boundary handling to ensure newPosition is

19:

21 within the valid search space.

22: Update the current whale’s position with newPosition
23: end for

24: Evaluate the fitness of all updated whales

25: Update globalBest if a better solution is found.

26: end for

27: Return globalBest as the final selected feature subset

Algorithm 1: Whale Optimization Algorithm (WOA)

1: Initialize
2:  Generate an initial population of whales with random positions.
Evaluate the fitness of each whale.
Identify the whale with the best fitness as globalBest
for each iteration do
Update parameters a linearly decreasing from 2 to 0.
for each whale in the population do
Generate two random numbers r € [0, 1].
if r <0.5 then
10: Exploitation (encircling the best whale):

D RN

2) DA Algorithm: The DA algorithm simulates static and
dynamic swarming behaviors for local and global search. It
explores the feature space using alignment, cohesion, and
separation among swarm members [Eq. (7)-(9), and exploits
local solutions via attraction to optimal neighbors (food
sources) (Eq. (10)] while avoiding unfavorable regions
through enemy distraction [Eq. (11)]. Feature selections are
updated using multi-force behavioral dynamics, relying on
swarm-based operators like repulsion, attraction, and
neighborhood interaction through velocity and position
updates [Eq. (12) and (13)]. Features are encoded in binary
vectors through transfer function discretization, while the
fitness function penalizes large subsets and rewards
classification accuracy [34], [38]. DA introduces randomness
through behavior weights and a dynamic neighborhood radius,
which helps maintain search diversity via dynamic behavior
switching. Though it converges more slowly than WOA, it
better avoids premature convergence and is more robust in
escaping local optima due to swarm intelligence. The
algorithm is sensitive to swarm radius and the balance of
interaction forces, and is computationally heavier due to
complex force calculations. Algorithm 2 presents the
pseudocode of the DA algorithm [34], [38].

Si= Y (Xi — X)) (7
A= <3NV, (®)
= (3Z.%) - X, ©
Fi_X*—X; (10)
Ei=X+X (11)

Vl(t + 1) = WVL(t) + SSL' + aAl- + CCL' +fFl + EEL' (12)
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X+ =X,t)+V,(t+1) (13)

where, X; represents the position of the i dragonfly, V;
denotes its velocity vector, X; and V; represent the position and
velocity of neighboring dragonflies, N is the number of
neighbors, S; is the separation force, A; is the alignment force,
C;i is the cohesion force, F; represents attraction toward the food
source X*, E; represents distraction from the enemy X~, w is the
inertia weight controlling momentum, and s, a, ¢, f, and e are
the corresponding behavioral weights controlling the influence
of separation, alignment, cohesion, food attraction, and enemy
distraction forces.

Vol. 17, No. 10, 2026

usage. These methods also lower computational costs for
large-scale phishing datasets and exhibit fast convergence that
is suitable for real-time detection tasks. DA, in particular, can
be integrated but may be computationally heavier depending
on the implementation. Overall, both DA and WOA show
strong benchmarking performance in phishing detection tasks.
Table II shows the main properties of the DA and WOA

algorithms [34], [37], [39], [40], [41].

Algorithm 2: Dragonfly Algorithm (DA)

1: Initialization
2: for each dragonfly df in the population do

3: Assign a random position vector psn
4: Assign a random velocity vector vel
5:  end for

6: Evaluate the fitness of each dragonfly

7: Identify the dragonfly with the best fitness as globalBest
8: for each iteration do

9:  Update inertia weight w (typically decreases linearly)
10:  for each dragonfly in the population do

11: Compute behavioral components based on neighbors:

12: Separation (S): steer away from nearby individuals

13: Alignment (A): align velocity with nearby individuals

14: Cohesion (C): move toward the center of neighbors

15: Attraction to food (F): move toward globalBest

16: Distraction from enemy (E): move away from worst
solution

17: Update velocity:

18: vel=wxvel+S+A+C+F+E

19: Update position

20: psn = psn + vel

21: Apply boundary constraints to keep psn within search
space

22:  end for

23:  Evaluate fitness of all updated dragonflies

24:  Update globalBest if a better solution is found

25: end for

26: Return globalBest as the final selected feature subset.

TABLE II. MAIN PROPERTIES OF DA AND WOA ALGORITHMS
Property DA Algorithm WOA Algorithm
Nature-Inspired Swarming behavior of | Hunting strategy of
Behavior dragonflies humpback whales
Mimics swarm | Mimics encircling and
Search Style movement and group | spiral motion around
interactions prey
Main Strength Thoroqgh exploration East convergence and
and noise tolerance simplicity
Picks diverse and | Picks minimal and

Feature Selection Style

supporting features

strong features

Speed Slower but stable Faster and lightweight
Complexity More ) complex (many Slmple and easy to
behaviors to manage) implement
Noisy or high- | Clean or well-separated
Best For dimensional datasets datasets
Overfitting Risk Low Higher if subset is too
small
Generalization Ability Strong (handles varied Moderate
patterns)
Suitability for Real- | Less ideal without Well-suited

Time

optimization

3) Feature selection with DA and WOA algorithms: DA
and WOA algorithms improve classification accuracy through
optimal feature selection. In addition, they reduce
dimensionality by removing irrelevant and redundant URL
features. By eliminating noisy features, they further enhance
model generalization. Both algorithms are capable of handling
high-dimensional phishing datasets effectively and reducing
both lexical and structural phishing URL features. Moreover,
they retain key patterns crucial for phishing detection and
enhance the detection of obfuscated and evolving phishing
URLs. They also support early-stage phishing threat
identification and produce compact and interpretable feature
subsets. Furthermore, they adapt to different phishing attack
strategies while reducing classifier training time and memory

C. ML Classifiers used in the Proposed Model

This section describes the machine-learning classifiers used
in the proposed phishing detection model. Specifically, SVM
and XGBoost are employed due to their proven effectiveness in

classification tasks.

Support
Vectors

Margin

Support
Vectors

Fig. 2. SVM classifier scheme.

1) SVM Classifier: Finding the appropriate separating

hyperplane that optimizes the margin between the classes is
the fundamental principle of SVMs. In a two-dimensional
space, the margin is the distance between the separating
hyperplane and the nearest data points of each class. The
hyperplane that maximizes the margin is chosen as the
decision boundary. The data points closest to the separating
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hyperplane are called support vectors. These points play a
crucial role in determining the hyperplane and the margin. Fig.
2 clarifies the SVM technique. SVMs can be sensitive to the
choice of kernel function, and the training time can be long for
large datasets. The kernel function that will be used with SVM
in the proposed system is the radial basis function, because it
can handle high-dimensional data and non-linear relationships
between features [42], [43], [44].

2) XGBoost classifier: XGBoost builds sequential
decision trees to improve classification accuracy by using
gradient boosting to minimize the classification loss function.
The model starts with a base prediction and calculates
gradients and Hessians to measure errors. It then builds trees
by splitting data to minimize loss, using gain scores to select
optimal splits, and pruning low-gain splits. Eq. (14) shows the
final prediction, which is a weighted sum of the predictions
from all trees [45], [46], [47].

§00) = Xon=1 fn () (14

where, $(x) is the raw prediction, M is the number of trees,
and fy(x)) is the prediction from the m m-th tree. XGBoost
corrects errors from previous trees, applying a learning rate to
scale their contributions and using L1/L2 regularization to
prevent overfitting. It also handles missing data by learning the
best default directions. For binary classification, this raw
output is passed through a sigmoid function to convert it into a
probability. Table III compares and contrasts the SVM and
XGBoost classifiers [45], [46], [47].

TABLEIIl. SVM AND XGBOOST CLASSIFIERS

Vol. 17, No. 10, 2026

does not assume relationships between parameters, and works
with any machine learning classifier or regressor. Algorithm 3
presents the pseudocode of the RS algorithm [48], [49].

Algorithm 3: Random Search (RS)

Aspect SVM XGBoost

Optimized ensemble of

Model Type Margin-based classifier decision trees
Algorithmic Optimization of margin Regul@rlzed gradient
. boosting (CART-

Foundation between classes
based)

. Hinge loss (or its | Log loss +
Loss Function variants) regularization (L1, L2)
Soft margin with C | Explicit L1 and L2

Regularization Support

parameter

regularization

Handling of Linearly
Separable Data

Optimal ~ with linear

kernel

Effective, but more
complex than needed

Hyperparameter High (especially with ngh (many
. . interdependent
Tuning Complexity RBF kernel)
parameters)

Robustness to
Irrelevant Features

Low to moderate

High (feature splitting
reduces noise impact)

D. RS Algorithm

The RS algorithm randomly selects combinations from
predefined hyperparameter distributions and explores a wide
range of parameter values without testing all possible
combinations. It is efficient for high-dimensional
hyperparameter spaces and performs well when only a few
parameters have a significant influence on model performance.
Each iteration evaluates a new random configuration, and the
process is easily parallelizable due to the independence of
model evaluations. It selects the best-performing set based on
evaluation scores and helps avoid local optima through random
sampling. RS is unbiased toward any specific parameter value,

Require: Machine learning model M, hyperparameter search space H,
number of evaluations N, training dataset D _train,

Ensure: Best hyperparameter configuration H_best, best evaluation
score S_best

1: Initialize S_best «— 0

2 Initialize H_best « @

3: fori=1to N do

4 Sample h_i € H by randomly selecting one value
for each hyperparameter in model M (h_i)

5: Evaluate M(h_i) on D_val using Eval(-) — score_i
6: if score_i> S best then

7: S best «— score_i

8: H best < h i

9: end if

10: end for

11:  Return H best, S best

III. RELATED WORKS

M. K. Prabakaran et al. [50] present a deep learning—based
approach for phishing detection by proposing a hybrid
framework that integrates a Variational Autoencoder (VAE)
with a Deep Neural Network (DNN). In the proposed
architecture, URL strings are first transformed into fixed-size
one-hot encoded matrices of dimension 116 x 84 to ensure
consistent input formatting. The VAE is employed as an
automated feature learning module, mapping raw URL
representations into compact latent vectors. Particular attention
is given to optimizing the latent space, as appropriate
dimensionality is shown to enhance discrimination capability
while simultaneously reducing redundancy and noise.
Empirical analysis indicates that a latent dimension of 24
yields the lowest reconstruction loss during VAE training. The
extracted latent features are subsequently fed into a DNN
classifier to determine whether a given URL is malicious or
benign. Evaluation is conducted using the publicly available
ISCX-URL2016 phishing dataset with an 80/20 training—
testing split. The proposed method achieves an accuracy of
97.45%, surpassing several comparative deep learning models,
including CNN, Vanilla AE, Sparse AE, and Denoising AE.

Vinayakumar R. et al. [51] proposed a DL model to
identify malicious phishing URLs that are not detected by
traditional blacklist-based systems. Their algorithm is called
DeepURLDetect (DUD), and it is a hybrid architecture that
combines CNN and Long Short-Term Memory (LSTM). It is
designed to encode raw URLs on a character-by-character
basis with Keras embeddings to retain sequential features in
URLs and does not require any human feature engineering.
The CNN layer was responsible for retrieving local features
(substrings and common phishing tokens, e.g., login, PayPal),
whereas the LSTM layer was used to gather long-term
dependencies and sequential linkages between characters of the
URLs. The DUD model uses a sigmoid activation function to
classify binary (malicious vs. benign) and learns adaptively by
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reducing the binary cross-entropy loss with the Adam
optimizer. The results of Datasetl (D1), Dataset2-Random split
(D2R), and Dataset2-Time split (D2T) showed accuracies of
97.2%, 95.4%, and 93.1%, respectively. The 3-gram DNN with
a 5-layer baseline model also performed well, with accuracies
of 954%, 95%, and 93% across the same datasets,
respectively.

E. Gandotra and D. Gupta [52] emphasize the impact of
selecting relevant features on the performance and efficiency of
ML models. They built a phishing website dataset from two
public sources. The resulting dataset includes 30 features and
labeled instances of both phishing and legitimate websites. The
study aims to maintain high accuracy by using a smaller yet
more informative feature set. Feature selection is performed
using the IG method, combined with a Ranker algorithm, to
identify the top 15 features. The RF classifier, along with other
models, is evaluated using a 10-fold cross-validation approach.
RF achieves the highest accuracy of 96.3% after feature
selection. Therefore, the selected 15 features preserve strong
classification performance.

SJ. Bu and HJ. Kim [53] have suggested a hybrid
framework of DL and Genetic Algorithms (GA) to improve
phishing website detection. The GA-enhanced DL model
specifically focuses on phishing URLs that were able to
circumvent conventional detection filters. The model uses the
CNN-LSTM model to extract character-level, as well as word-
level, features of URLs. The CNN layers in this architecture
detect local patterns from suspicious substrings using recall and

Vol. 17, No. 10, 2026

sequential dependencies in URL components such as domain
structures. The GA algorithms were used to find the best
combinations of features, whereby the objective was to reduce
false negatives. A recall function was applied as the fitness in
the GA with emphasis on the sensitivity of detection. The
cross-validation function was used to optimize the model
architecture and the hyperparameters, and feature importance
was identified through SHAP values and visualized through
different techniques. The three datasets were analysed using
CNNLSTM, ISCX-URL-2016, PhishStorm, and PhishTank.
The results showed accuracies of 96.85%, 95.05%, and 94.83%
on the different datasets, respectively.

B. Geyik et al. [54] investigate phishing threats that rely on
misleading URLs to obtain confidential user data. Their work
focuses on identifying phishing websites through machine-
learning-based classification of URL-derived attributes.
Experiments are conducted on the CatchPhish D3 dataset,
which contains 122,055 URLs labeled as either phishing or
benign. The URLs are parsed into their constituent
components, and these eclements are transformed into
structured numerical representations suitable for machine
learning. In total, 15 lexical and structural attributes are derived
from each URL—such as protocol type, hostname length, path
characteristics, and delimiter counts—forming the core
preprocessing stage. Four machine learning classifiers are
evaluated, with the Random Forest model demonstrating the
best performance, achieving an accuracy of 83%. Table IV
provides a summary of existing approaches to phishing attack
detection.

cross-validation functions. LSTM layers captured the
TABLEIV. SUMMARY OF EXISTING APPROACHES FOR PHISHING ATTACK DETECTION
Reference Model Feature Reduction Method Dataset Name Results (Accuracy)

DNN 97.45%
CNN 93.18%

M. K. Prabakaran et al. [50] Vanilla AE VAE ISCX-URL2016 datasets 94.73%
Sparse AE 95.09%
Denoising AE 95.71%
DUD-DI 97.2%
DUD-D2R ggl”)rl]l\/c[lﬂy using CNN and V | 93.1%
DUD-D2T Datasetl (built from multiple 93.1%

Vinayakumar R. et al. [S1] public datasets) and Dataset2
3-gram-DI (private from Sophos Labs) 95.4%
3-gram-D2R Implicitly using DNN 95%
3-gram-D2T 93%

E. Gandotra & D. Gupta [52] | RF 1G Built from two public sources | 96.3%

SJ. Buand HJ. Kim [53] CNN-LSTM GA algorithm ISCX-URL-2016 96.85%

B. Geyik et al. [54] RF No feature reduction CatchPhish_D3 83%

IV. PHISHING DETECTION MODEL

In this section, we will discuss the proposed phishing
detection model. The framework starts by processing the
ISCX-URL2016 phishing dataset. Then, the proposed feature
selection method will be deployed to eliminate the irrelevant
features. Finally, the produced subset of features will be

evaluated using several ML classifiers. Fig. 3 clarifies the
proposed phishing detection model.

A. URL-Phishing Dataset Preprocessing

Preprocessing converts raw data into a clean, usable format.
It prepares data for training robust ML models and addresses
missing values, outliers, and inconsistent scales. Raw data
often contains missing or invalid entries, and unprocessed data
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can mislead training algorithms. Feature scales vary and may
bias certain models, while noise or extreme values reduce

URL-Phishing
Dataset
(79 Features)

Data Preprocessing

Data Cleaning
Feature Dropping .

Normalization
Min-max Scaler

v

Feature Selection
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prediction accuracy. In contrast, clean and normalized data
improve learning efficiency and stability [55], [56].

| | Classification

Classifiers Parameters TTunIng
SVM Random Search
XGBoost =Rt

.

Evaluation Technique
K-Fold Cross-Validation

v |

Results
Accuracy, Recall, Precision, and '
F1-score ’
L |
Best classifier and Feature |
Selection Method “End )|
|
|

XGBoost and WOAUDA

Fig. 3. The proposed phishing detection model.

The preprocessing phase begins by loading the ISCX-
URL2016 phishing dataset and inspecting its size and data
types. Statistical properties of each feature, including
minimum, maximum, mean, and distribution, are then
analyzed, followed by checks for missing, infinite, or duplicate
values. In this dataset, NaN values were detected in nine
features, while one feature contained infinite values, namely
avgpathtokenlen, argPathRatio, NumberRate DirectoryName,
NumberRate FileName, NumberRate Extension,
NumberRate AfterPath, Entropy_DirectoryName,
Entropy Filename, Entropy Extension, and
Entropy_AfterPath. To maintain data integrity and avoid
imputation bias, all features containing NaN or infinity values
were removed. As a result, the ISCX-URL2016 phishing
dataset was reduced to 69 remaining features.

The dataset contains both small and large numerical values,
and unscaled data skews distance-based or gradient-based
models. As mentioned earlier, the Min-Max scaling transforms
all values to the [0, 1] range, ensuring that all features
contribute equally to learning. Therefore, the Min-Max scaler
is applied to all features in the ISCX-URL2016 phishing
dataset [56], [57]. Table V shows a sample of the ISCX-
URL2016 phishing dataset before and after normalization.
Following normalization, feature selection improves model
speed and generalization and reduces dimensionality by
removing redundant or noisy features. The WOA and DA
algorithms, along with the proposed union WOA and DA
(WOAUDA) method, will be applied. Selected features are
passed to classifiers for training. Overall, preprocessing
ensures a clean, scaled, and optimized input space, which
boosts performance and interpretability of the final model.

TABLE V. SAMPLE OF THE DATASET BEFORE AND AFTER

NORMALIZATION

Before normalization After normalization

0.138263666, 0.027443609, 0.154322353,

80, 0.023, 5.0833333, 54, 48 0.154121864, 0.157894737

78, 0.025641026, 3.1764705,
54,40

0.131832797, 0.028147292, 0.096350222,
0.154121864, 0.131578947

0.109324759, 0.108228319, 0.182190694,

71,0.09859135, 6, 57, 22 0.164874552, 0.072368421

0.08681672, 0.034304511, 0142668312,
64,0.03125,4.7, 53, 33 0.150537634, 0.108552632

68, 0.5147059, 3.6923077, 48, | 0.099678457, 0.565015502, 0.112032619,
39 0.132616487, 0.128289474

69, 0.028985508, 4.1666665, | 0.102893891, 0.031818678, 0.126453996,
50, 44 0.139784946, 0.144736842

0.180064309, 0.023607405, 0.230833627,
93,0.021503376, 7.6, 72, 61 0.218637993, 0.200657895

0.099678457, 0.032286599, 0.20119184,

68,0.029411765,6.625, 54,45 | 154151864, 0.148026316

62, 0.032258064, 8.166667,
26,17

0.080385852, 0.035411108, 0.248061343,
0.053763441, 0.055921053

B. Proposed WOAUDA Feature Selection Method

As mentioned earlier, feature selection reduces
dimensionality by removing irrelevant or redundant features
and improves model accuracy by eliminating noisy data. It
enhances generalization by preventing overfitting and
decreasing computational cost during model training and
inference. In this work, we propose a union feature selection
method that combines features selected by two selection
techniques, namely DA and WOA metaheuristic algorithms,
called WOAUDA. Union feature selection combines features
selected by multiple selection techniques and merges different
subsets to capture complementary information. It enhances

183|Page

www.ijacsa.thesai.org




(IJACSA) International Journal of Advanced Computer Science and Applications,

model robustness across diverse selection methods and reduces
the risk of missing important but subtle features, while it also
improves generalization by unifying stable feature patterns
[34], [38], [40], [58], [59].

Union feature selection with metaheuristic algorithms
combines feature subsets from multiple metaheuristic
optimization algorithms and captures complementary patterns
missed by individual search strategies. It reduces algorithm-
specific bias in selected feature subsets and is useful when
algorithms explore different regions of the search space.
Additionally, it balances the exploration-exploitation strengths
of different algorithms. Careful consideration must be given
when selecting the two metaheuristic algorithms whose
selected features will be combined. Combining features from

TABLE VL
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two metaheuristic algorithms may amplify redundancy and
increase model complexity, as it can reinforce similar
algorithmic bias and might not increase selection diversity
meaningfully. Therefore, the best practices when uniting
features from two metaheuristic algorithms involve selecting
algorithms with complementary search behaviors and
preferring algorithms with different convergence patterns. It is
also important to validate each algorithm’s stability and
performance independently and to use harmonized fitness or
selection criteria. The suitability of WOA and DA for Union
Feature Selection lies in the fact that WOA and DA use
different feature search strategies. Table VI presents the
justification for selecting WOA and DA as complementary
metaheuristic algorithms for union-based feature selection [34],
[38], [40], [58], [59].

RATIONALE FOR COMBINING WOA AND DA IN FEATURE SELECTION

# Criteria WOA

DA Why It Matters

Exploits the best solution globally via
spiral position updating.

Emphasizes local exploration using swarm behavior
(separation, alignment, cohesion).

Combining WOA’s global
convergence with DA’s local

1 Complementary Balances exploration with adaptive | Dynamically adapts between static (exploitation) | swarm exploration creates
Search Dynamics coefficient a, decreasing linearly. and dynamic (exploration) swarm phases. diverse  feature  subsets,
Uses encircling behavior and spiral attack | Movement is influenced by social forces and | enhancing overall selection

to converge fast. neighborhood awareness. coverage.

Non-Overlapping
2 Convergence

Patterns solution, refining it iteratively.

WOA converges toward a central best | DA
neighborhoods, guided by swarm dynamics.

WOA may focus on
intensifying a narrow
optimum, while DA explores
peripheral and alternative
regions, avoiding
convergence overlap. Their
union reduces selection bias.

distributes ~ search  around  multiple

. . WOA often selects compact, high-impact
3 Distinct Selection feature subsets due to its tendency to

DA tends to retain a broader and more diverse
feature set, reflecting the swarm’s exploration of

Their selected features are
structurally and statistically
different, leading to a union

Tendencies . . . set that is richer and more
exploit early-best solutions. varied paths. . . .
informative than any single
subset alone.
It ensures that the union
4 Fitness Function | Both WOA and DA are compatible with multi-objective fitness functions. reflects features optimized
Harmonization The function balances classification accuracy and feature compactness under the same objective
space.
Swarm Combining these
lnte!hg_ence - DA’s swarm coordination identifies local | WOA’s encircling mechanism captures global mechanisms 1mproves
3 Encircling atterns (e.g., subdomains, arguments) features (e.g., full URL length, entropy) coverage of local anomalies
Mechanism p & - a1g ’ £ g, PY)- and global traits used in
Synergy phishing attacks.

In our feature selection framework, we leverage the
complementary strengths of two metaheuristic algorithms,
WOA and DA, by combining their selected feature subsets
using the union set theory function in mathematics. Formally,
if SWOA and SDA denote the feature subsets selected by
WOA and DA, respectively, the final feature subset Sunion is
obtained using Eq. (15). In other words, first, the WOA
algorithm is executed to select a subset of relevant features.
Subsequently, the DA algorithm is applied to obtain an
additional subset of relevant features. The selected features
from both algorithms are then combined into a unified feature
set, ensuring that each feature appears only once. This final set
of unique features is used for model training or evaluation.
Algorithm 4 shows the pseudocode of the internal operations of
the WOAUDA method.

Sunion = SWOA U SDA = {f;|f; € SWOA or f; € SDA}(15)

Algorithm 4: WOAUDA Pseudocode

Require: Best feature subset S WOA from algorithm WOA,
best feature subset S DA from algorithm DA

Ensure: Final selected feature subset S_union

1 Initialize S_union «— @

2 for each feature fin S WOA do

3 Add fto S_union

4: end for

5: for each feature fin S_DA do

6 if f & S_union then

7 Add fto S_union

8 end if

9: end for

10:  Return S_union
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When applied to the ISCX-URL2016 phishing dataset, the
WOA algorithm selected the following 43 features subset: {1,
7,8,9,10, 11, 13, 14, 15, 16, 17, 19, 20, 28, 29, 30, 33, 34, 35,
36, 37, 38, 40, 43, 45, 46, 47, 48, 49, 51, 52, 53, 55, 57, 58, 59,
62, 63, 69, 71, 72, 74, 75}. In parallel, the DA algorithm
selected the following 46 features subset: {4, 7, 8§, 11, 12, 13,
15,16, 17, 18, 19, 20, 21, 22, 24, 27, 28, 29, 30, 31, 32, 33, 34,
36, 38, 39, 40, 41, 43, 44, 46, 47, 48, 52, 53, 54, 55, 56, 58, 62,
68, 69, 71, 72, 74, 75}. By applying the proposed WOAUDA
union feature selection method to the outputs of both
algorithms, the resulting combined 58 features subset was {1,
4,7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 24,
27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 43, 44,
45, 46,47, 48,49, 51, 52, 53, 54, 55, 56, 57, 58, 59, 62, 63, 68,
69, 71, 72, 74, 75}. After removing duplicates, this unified set
of unique features was used to train and evaluate the phishing
detection model.

C. Classification

In order to build a strong phishing detector model, the
SVM and XGBoost ML classifiers were adopted since they
complement each other in challenging classification problems
and have demonstrated successful use in detecting
cybersecurity-related challenges. The broad ranges of
hyperparameters were set as the initial values of each classifier,
and the optimal values were chosen via tuning and evaluation.
The RS algorithm was used to tune hyperparameters. It
provides greater coverage of the search space and reduces
evaluation. Domain knowledge and prior studies were used to
define the tuning ranges so that they were relevant and
effective.

SVM tuning was done using the kernel type, C, gamma,
and the degree of the polynomials. An RBF kernel with C =10
and gamma being auto-adjusted in the form of scale was used
with the best configuration, whereas the degree of the
polynomials was considered but not included in the final
model. In the case of XGBoost, estimators, learning rate,
maximum depth, minimum child weight, and gamma were
tuned. The most suitable settings were 200 estimators, a
learning rate of 0.05, a maximum depth of 7, a minimum child
weight of 3, a subsample of 0.8, and gamma of 0.1.

The model was evaluated using five-fold cross-validation,
where the dataset was divided into five approximately equal
folds. In each iteration, four folds were used for training and
one for validation. The reported performance metrics were
calculated as the average across the five folds. The individual
fold accuracies, along with their mean and standard deviation,
are reported in Table VIII. The confusion matrices in Fig. 4-6
represent predictions obtained from one validation fold
containing 3,072 samples. Hyperparameter configurations were
selected based on their average validation performance across
the five folds.

V. PROPOSED MODEL EVALUATION

This section assesses the phishing detection model
proposed based on experiment analysis. It explains the
implementation environment, states the assessment measures,
and reports the key performance outcomes. To demonstrate the
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effectiveness of the model, a comparison with existing methods
is provided.

A. Implementation Environment

The experiments in this study were conducted on a high-
end PC with very powerful specifications: An Intel Core 19-
14900KS processor, an NVIDIA RTX 5090 GPU, 128 GB
DDRS5-6400, and Windows 11 Pro as the operating system. For
implementation, this study uses Python 3.12 with scikit-learn
and PyTorch/TensorFlow libraries.

The WOA and DA algorithms were configured with
population sizes of 30 and maximum iteration counts of 40. A
threshold of 0.5 was applied to convert continuous solutions
into binary feature subsets. The fitness function was defined as
F(S) = (1 — Accuracy(S)) + 0.01(|S|/N), where S represents the
selected feature subset, |S| is the number of selected features,
and N is the total number of available features. The function
minimizes classification error while penalizing larger feature
subsets to balance detection accuracy and feature reduction.

B. Confusion Matrix

The confusion matrix is used to analyze phishing detection
with the help of sub-datasets chosen by the DA and WOA
algorithms. It presents the results of classification and points
out the wrong classifications, which gives an idea of the errors
made in the model [60], [61], [62], [63]. Fig. 4(a) and 4(b)
show the confusion matrices of XGBoost and SVM based on
the proposed WOAUDA method, whereas Fig. 5 (a)-(b) and
6(a)-(b) show the results of WOA and DA, respectively. The
extracted values are used to calculate Accuracy, Precision,
Recall, and F1-score in order to compare the performance.

TP: 1475

TN: 1534

Actual Negative Actual Positive

Predicted Positive Predicted Negative

(a) XGBoost

TP: 1447

TN: 1511

Actual Negative Actual Positive

Predicted Positive Predicted Negative

(b) SVM

Fig. 4. WOAUDA confusion matrices.
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TP: 1475

TN: 1534

Actual Negative Actual Positive

Predxcted Positive Predicted Negative

(a) XGBoost

Actual Negative Actual Positive

Predicted Positive

Predicted Negative

(b) SVM

Fig. 5. WOA confusion matrices.

TP: 1466

TN: 1532

Actual Negative Actual Positive

Predicted Positive Predicted Negative

(a) XGBoost

TP: 1438

TN: 1506

Actual Negative Actual Positive

Predicted Positive Predicted Negative

(b) SVvM

Fig. 6. DA confusion matrices.

C. Experimental Results

Several metrics can be calculated using the values of the
confusion matrix, each of which gives a different view of the
performance of a classification issue, such as phishing attack

Vol. 17, No. 10, 2026

detection. One of the primary metrics is Accuracy, calculated
using Eq. (16). Accuracy is used to view the performance of
phishing classification across all classes. Another critical
metric is recall, computed using Eq. (17). Recall measures how
many actual spam emails are correctly identified. In cases
where the cost of missing positive instances is high, recall is
essential. One more prominent metric is precision, calculated
using Eq. (18). Precision measures how many of the data
points predicted as phishing are actually phishing. In cases
where the cost of false positive instances is high, precision is
important. Lastly, the Fl-score is the harmonic mean of
precision and recall, balancing both false positives and false
negatives. It is calculated using Eq. (19) and is particularly
useful when both types of errors carry significant costs [60],
[61], [62], [63].

(TP+TN)

ACC‘U.TG.C_}/ = m (16)
TP
Recall = TptF) (17)
L TP
Precision = TPFR) (18)
F1— score = 2 x 2rexkee (19)

Pre+Rec

Besides, the ROC (Receiver Operating Characteristic)
curve will be used to evaluate the performance of the proposed
model at various threshold settings. The ROC curve compares
the True Positive Rate (TPR) and the False Positive Rate
(FPR). Eq. (20) and (21) are used to calculate the TPR and
FPR, respectively. Each point on the ROC curve represents a
TPR/FPR pair corresponding to a specific threshold. The Area
Under the Curve (AUC) provides a single score to summarize
the area under the ROC curve. AUC closer to 1 indicates better
performance.

TP

TPR = (20)
TP+FN

FPR = =% Q1)
FP+TN

1) Performance evaluation of the proposed phishing
detection model: This subsection outlines the performance of
the proposed phishing detection model on the XGBoost and
SVM classifiers based on the WOAUDA, WOA, and DA
feature selection methods. The proposed phishing detection
model will be evaluated using the Accuracy, Precision, Recall,
and Fl-score evaluation metrics. These measures can give
recommendations on the effectiveness of the proposed
phishing detection model on several aspects.

Fig. 7 shows the accuracy of the model. XGBoost achieves
97.95% accuracy with WOA U DA, compared with 97.92%
using WOA and 97.59% using DA. These results represent
improvements of 0.03 and 0.36 percentage points, respectively.
Similarly, SVM achieves 96.29% accuracy with WOA UDA,
representing an improvement of 0.46 percentage points over
DA. Although WOA U DA achieves the highest recorded
accuracy among the evaluated methods, these differences are
relatively small and should be interpreted as observed
performance improvements rather than evidence of statistical
superiority.
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Accuracy
DA UWOA WOA DA

99%

97.95%
97.92%

98%

97.59%
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95.83%
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95%
XGBoost SVMm
Method

Fig. 7. Phishing classification accuracy.

Table VII presents the accuracy differences between the
evaluated feature selection methods. WOA U DA achieves
improvements over DA of 0.46 and 0.36 percentage points for
SVM and XGBoost, respectively. The corresponding
improvements over WOA are 0.26 and 0.03 percentage points.
These differences indicate modest performance gains under the
evaluated experimental configuration, without establishing
their statistical significance.

TABLE VII.  DIFFERENCE IN ACCURACY (%) BETWEEN METHODS
Classifier WOAUDA-WOA WOAUDA-DA WOA-DA
XGBoost +0.03 +0.36 +0.33
SVM +0.26 +0.46 +0.20

To further assess performance consistency, Table VIII
presents the accuracy results across the five cross-validation
folds for XGBoost and SVM using WOA U DA, WOA, and
DA. The average accuracy and standard deviation (SD) are
also reported to evaluate performance variation across the
folds.

TABLE VIII. FIVE-FOLD CROSS-VALIDATION ACCURACY (%)

XGBoost SVM

Fold WOAUDA WOA DA WOAUDA | WOA DA
1 97.90 97.96 | 97.51 | 96.22 95.97 | 95.77
2 97.99 97.85 | 97.63 | 96.34 96.08 | 95.89
3 97.94 9793 | 97.57 | 96.27 96.01 | 95.81
4 98.03 98 97.68 | 96.39 96.12 | 95.86
5 97.89 97.86 | 97.56 | 96.23 9597 | 95.82
Average | 97.95 97.92 | 97.59 | 96.29 96.03 | 95.83
SD 0.060 0.064 | 0.066 | 0.073 0.067 | 0.046

The results show that WOA U DA achieved the highest
average accuracy for both classifiers, reaching 97.95% for
XGBoost and 96.29% for SVM. The low standard deviations
indicate limited accuracy variation across the five folds,
suggesting consistent classification performance under the
evaluated cross-validation setting.
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Although accuracy provides a general view of the classifier
performance, the Recall, Precision, and F1-score measures give
a better understanding of the performance, as shown in Fig. 8-
10. These measures can be used to measure the capacity of the
classifier to detect positive samples correctly and to prevent
false positives. Fig. 8 presents the recall results, showing that
WOA UDA achieves strong performance in identifying true
positives. XGBoost achieved a recall of 97.49%, while SVM
achieved 95.64% with WOA U DA, compared with 95.04%
using WOA and 94.84% using DA. This shows that
WOAUDA is very effective in eliminating false negatives,
which is a very important consideration in the cases of security
detection and medical diagnostics. Fig. 9 shows that the
Precision is high in all classifiers and methods with slight
variations. WOAUDA attains the same accuracy as WOA on
XGBoost (98.33%) and is also competitive with the SVM
classifier. Fig. 10 shows that WOAUDA is robust in achieving
balanced performance, which is confirmed by the F1-score.

Recall

DAUWOA mWOA mDA
98%

97.49%
97.42%

96.89%

97%

96%

95.64%

94.84%
95.04%

95%

94%

93%
XGBoost SsVMm
Method

Fig. 8. Phishing classification recall.

Precision

DAUWOA mWOA mDA

99%

98.33%
98.33%
98.19%

98%

97.03%

96.79%

97%

96.45%

96%

95%
XGBoost SVM

Method
Fig. 9. Phishing classification Precision.

The Fl-score represents the harmonic mean of precision
and recall. It reflects classifier performance with respect to
both false positives and false negatives. WOAUDA
consistently achieves the highest Fl-scores when used with
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XGBoost and SVM classifiers. In particular, SVM
performance improves to 96.21% with DA and to 96.21% with
WOA (yielding Fl-scores of 95.74% and 95.92%,
respectively). These findings show that WOAUDA gives the
most balanced classification performance.

97.95%
97.92%
97.59%
97.45%

F1-Score

DAUWOA mWOA mDA
99%

Fig. 10. Phishing classification F1-Score.
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Overall, the experimental results show that WOA U DA
achieves competitive performance across Accuracy, Recall,
Precision, and Fl-score with both XGBoost and SVM
classifiers. Although the proposed method achieves favorable
results compared with the individual feature selection methods,
the observed improvements require further statistical validation
to establish their consistency and significance.

Fig. 11. Accuracy of proposed vs. existing models on ISCX-URL2016.

97.95%
97.92%
97.59%
97.20%

93.00%

2) Comparison with existing approaches: Fig. 11 presents
the accuracy comparison with existing methods evaluated on
the ISCX-URL2016 dataset. The proposed XGBoost - WOA
U DA model achieved 97.95% accuracy, compared with
97.45% for [50] DNN, 94.73% for [50] Vanilla, 95.09% for
[50] Sparse, 95.71% for [50] Denoising, and 93.18% for [50]
CNN. It also achieved higher accuracy than [53] CNN-LSTM
(96.85%). However, differences in evaluation protocols
should be considered when interpreting these comparisons.
Under the same experimental setting, the proposed method
outperformed the XGBoost—-WOA and XGBoost-DA variants
by 0.03 and 0.36 percentage points, respectively. Fig. 12
presents an indicative accuracy comparison with other existing
approaches evaluated on different datasets and under different
experimental protocols. Although the proposed XGBoost -
WOA U DA model achieved competitive accuracy, these
results cannot be directly compared due to differences in
dataset characteristics, classification tasks, and evaluation
settings. Therefore, the cross-dataset comparisons are
presented for general performance context rather than as

evidence of direct performance superiority. Fig. 12. Indicative accuracy comparison across different datasets and
evaluation protocols.
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VI. CONCLUSION

This study proposed a phishing detection framework
centered on a novel union-based feature selection strategy that
integrates the Whale Optimization Algorithm (WOA) and
Dragonfly Algorithm (DA). Unlike single metaheuristic
approaches, the proposed WOAUDA method combines the
feature subsets selected by both algorithms to exploit their
complementary search behaviors, enhancing feature diversity
and reducing selection bias. Evaluated on the ISCX-URL2016
dataset using XGBoost and SVM classifiers with Random
Search tuning and 5-fold cross-validation, the proposed method
achieved superior performance. Specifically, XGBoost—
WOAUDA attained 97.95% accuracy, outperforming
XGBoost-WOA (97.92%) and XGBoost-DA (97.59%), while

SVM improved to 96.29%, exceeding its DA-based
counterpart by 0.46%. The model also demonstrated
competitive Recall, Precision, and Fl-score values.

Comparative analysis with existing machine learning and deep
learning models further indicated the effectiveness of the
proposed approach under the evaluated experimental setting.
However, repeated experimental runs and statistical
significance tests are required to establish the consistency of
these improvements.
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