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Abstract—The rapid growth of IoT technologies and 

blockchain has increased attention to IoT–blockchain integration 

in various environments. A blockchain is a distributed ledger that 

records encrypted blocks and stores transactions or digital events 

shared among entities, which can be verified in the future. 

Blockchain integration is expected to improve supply chains 

through record immutability, enhanced traceability, quality 

assurance, decentralised control, and reduced fraud risks. 

However, scalability issues create challenges in terms of 

computational power and mining complexity due to the limited 

storage capacity of IoT devices, resulting in trust issues among 

stakeholders. This research proposes a mechanism to address 

sensor scalability and data privacy issues through a lightweight 

authentication algorithm for IoT sensors in supply chains. The 

study aims to develop an enhanced lightweight authentication 

algorithm to validate legitimate and fraudulent nodes and 

integrate it with blockchain technology. The proposed algorithm 

uses bitwise operations and hash functions to improve scalability, 

security, and data integrity. 

Keywords—Authentication; blockchain; Internet of Things 

(IoT); lightweight security; supply chain; data privacy 

I. INTRODUCTION 

A supply chain is a network of distribution facilities and 
providers, including producers, dealers, and resellers, 
responsible for procuring raw materials, processing them into 
intermediate and finished products, and distributing finished 
products to consumers. The primary aim of a supply chain is to 
optimise the overall value generated. Supply chain management 
is therefore essential to ensure the efficient flow of materials and 
finished products from manufacturers to consumers, utilising 
manufacturing facilities and warehouses throughout the process. 
Manufacturers, suppliers, transporters, warehouses, retailers, 
and customers represent all stages involved in the manufacturing 
industry, either directly or indirectly, in fulfilling customer 
demand [1]. In recent years, supply chain analysis has gained 
importance as it provides insights into labour division practices, 
increasing competition, global market entry that supports 
sustainable income growth, and the realisation of globalisation 
benefits [1]–[3]. As supply chains play a significant role in the 
global fish industry, transparency is a fundamental requirement. 

Although the Internet of Things (IoT) offers substantial 
benefits and addresses a wide range of challenges across various 
industries, several difficulties remain. These challenges mainly 
involve security threats, privacy concerns, and system 
vulnerabilities. By analysing IoT component interactions, this 
section briefly discusses the potential issues associated with IoT 
systems. Most IoT-related challenges are closely linked to 
security and privacy concerns, and security remains a critical 
requirement for these applications. Despite the rapid growth of 
IoT technologies, security issues have not been 
comprehensively addressed. Both industry professionals and 
academics regard security as the most critical challenge due to 
inherent IoT vulnerabilities. Many existing security solutions 
are unsuitable for IoT systems because they impose high energy 
consumption and computational overhead [4], [5]. Furthermore, 
threats such as data theft, physical tampering, hacking, and 
counterfeiting among supply chain partners contribute to trust 
issues. According to [6], IoT systems must be protected against 
external attacks, support secure data aggregation at the 
perception and network layers, and ensure that only authorised 
entities can access or modify information at the application 
layer. 

IoT-enabled smart agriculture systems are particularly 
vulnerable to a variety of attacks [7], [8]. A replay attack occurs 
when an attacker intercepts a secure communication session, 
gains access to transmitted data, and fraudulently delays or 
resends it to deceive a legitimate entity. A man-in-the-middle 
attack takes place during communication between two users, 
allowing an attacker to intercept or alter messages without 
detection. A stolen-verifier attack arises when an attacker 
extracts authentication information from a gateway node that 
stores identity-related credentials. In a stolen or lost smart card 
attack, attackers obtain a smart card or mobile device and extract 
credentials using power analysis or timing attacks. The retrieved 
credentials may then be exploited to access sensitive data. 
Password guessing attacks involve attempting to derive correct 
credentials from intercepted messages, while password change 
attacks require access to compromised devices to alter legitimate 
users’ passwords. A denial-of-service (DoS) attack disrupts 
services by exhausting system resources, causing hardware or 
software malfunctions. Privileged insider attacks occur when 
authorised users misuse their access rights to gain unauthorised *Corresponding author. 
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modification or deletion privileges. Identity theft attacks involve 
adversaries impersonating legitimate users, making it difficult to 
distinguish between genuine and fraudulent messages. 

Resilience against sensing device capture attacks is another 
critical concern. Such attacks occur when an IoT sensing device 
is physically captured, enabling attackers to extract confidential 
data and disrupt network communication. The impact of device 
capture attacks can be estimated by calculating the probability 
of compromised communication. These threats must be 
considered in system authentication, key management, and 
access control mechanisms. The objective is to minimise the 
probability of successful attacks, ideally approaching zero. 
Other IoT vulnerabilities include wormhole attacks, Sybil 
attacks, unauthorised deployment of sensing devices, and node 
replication attacks. Wormhole attacks use in-band or out-of-
band channels to connect distant nodes, misleading them into 
believing that they are in proximity and granting attackers 
control over network traffic. Sybil attacks involve the creation 
of multiple fake identities, enabling attackers to submit multiple 
requests under different identities. Similarly, node replication 
attacks involve duplicating compromised devices to infiltrate the 
network and interact with legitimate nodes. 

The emergence of blockchain technology in supply chain 
applications has attracted considerable attention due to its 
decentralised and tamper-resistant properties [9], [10]. 
However, alongside technological advancements, issues such as 
data tampering, fraud, falsification, and trust remain significant 
concerns before and after data are recorded on the blockchain 
[11]–[14]. Authentication and validation of data sources 
continue to be challenging tasks [15]. Consequently, identifying 
and authenticating fraudulent nodes within blockchain-based 
infrastructures remain difficult, highlighting the need for robust 
security mechanisms. To address these challenges, an enhanced 
lightweight authentication algorithm is proposed to support IoT-
enabled supply chains while preserving data privacy. 

Despite extensive prior research, several issues remain 
unresolved. Studies focusing on scalability often neglect 
security aspects, while security-focused approaches frequently 
compromise scalability. Most existing research does not 
adequately address system scalability, even though supply 
chains involve large and complex networks comprising 
numerous entities. As network size increases, communication 
overhead grows, leading to higher energy consumption and 
reduced device lifespan due to the limited computational 
capabilities of IoT devices. Addressing these challenges can 
benefit industries by enabling secure and efficient supply chain 
operations that support economic growth and product safety. 
The proposed framework aims to identify and eliminate 
unauthorised or compromised nodes while ensuring that only 
legitimate nodes participate in the supply chain. Accordingly, 
the objectives of this study are to identify key features for 
authentication and validation, design a lightweight 
authentication algorithm to distinguish legitimate and fraudulent 
nodes, and evaluate the performance of the proposed algorithm 
through a proof-of-concept implementation. 

Recent systematic reviews and empirical studies confirm 
that integrating blockchain technology with IoT systems 
enhances security, trust, and identity management, particularly 

in large-scale decentralised environments [10]. Blockchain-
based frameworks support decentralised identity management, 
smart contract–driven access control, and tamper-proof audit 
trails, addressing many security challenges in heterogeneous IoT 
systems. Nevertheless, scalability remains a major obstacle in 
densely populated IoT networks. Lightweight consensus 
protocols such as Delegated Proof of Stake (DPoS) have 
demonstrated improved throughput and reduced latency in 
large-scale deployments [16]. Similarly, lightweight 
authentication frameworks for resource-constrained domains, 
including the Internet of Medical Things, have been proposed 
using hybrid blockchain and edge computing architectures to 
balance security and scalability [17]. Recent studies integrating 
lattice-based cryptography with blockchain further demonstrate 
reduced computational overhead and improved resistance to 
cryptanalytic attacks [18]. Despite these advances, few solutions 
provide a holistic integration of lightweight authentication and 
scalable blockchain mechanisms for supply chain environments. 

The novelty of this study lies in the joint optimisation of 
lightweight authentication and scalable blockchain integration 
for IoT-enabled supply chains. By employing simplified bitwise 
operations and efficient hash functions, the proposed approach 
minimises computation and storage overhead at the sensor level 
while ensuring that authenticated transactions are securely and 
immutably recorded on the blockchain ledger. The objectives of 
this research are to identify authentication features, design an 
efficient lightweight authentication algorithm, and evaluate its 
performance through a proof-of-concept implementation. The 
significance of this study lies in its contribution to a cost-
effective and scalable solution that enhances trust, data integrity, 
and the secure participation of heterogeneous IoT devices, 
thereby supporting the broader adoption of blockchain 
technologies in supply chain systems. 

The remainder of the study is structured as follows: Section 
II outlines the methodology of the proposed scheme. Section III 
presents the results and discussion. Finally, the conclusion is 
provided in Section IV. 

II. THE PROPOSED AUTHENTICATION ALGORITHM 

This section presents the design of a lightweight 
authentication algorithm for an IoT sensor node. There are two 
primary components of the authentication algorithm: 

TABLE I.  THE NOTATIONS USED IN THE AUTHENTICATION ALGORITHM 

Symbols Description 

T, R, S 
Box sensor, reader/gateway, and supply chain nodes, 
respectively 

IDT, IDR, IDS 
Identity of the box sensor, the reader/gateway, and the 

supply chain node, respectively 

KRT, KRS 
A shared key between T and R, R and S for identity 

validation, respectively 

h(. ) SHA-256 

RN, RR, RS Random nonces 

TK, TT, TR, TS Current timestamps 

∆T Maximum transmission delay 

Rot(X, Y) Left rotation of X by the Hamming weight of Y 

RRot(X, Y) 
X ≫ Y, right rotation of X by the Hamming weight of 

Y 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 17, No. 10, 2026 

388 | P a g e  

www.ijacsa.thesai.org 

The initialization phase and the authentication and key 
establishment phase. Table I presents the notations used in the 
authentication algorithm, along with their definitions. 

A. Initialisation Phase 

The initialisation phase begins when the raw material arrives 
at the distribution centre, as shown in Fig. 1. This research 
considers the box sensor, reader/gateway, and supply chain 
server identities as secret keys. Once a box sensor is registered 
in the supply chain system, it permanently stores the box sensor 
ID (IDT) and the supply chain server ID (ID). Subsequently, the 
reader/gateway ID (IDR) is sent to the box sensor (T) via IDC = 
ROT (IDT ⊕ IDR ⊕ TK, IDT ⊕ TK), where TK represents the 
current timestamp of the operation. The box sensor then stores 
the tuple {IDT, IDR, IDs}. Through a secure channel, the 
reader/gateway (R) receives the supply chain system ID (IDs) 
along with a list of box sensor IDs (IDT) assigned to the specific 
reader/gateway (R) from the supply chain system. Accordingly, 
the reader/gateway (R) stores the tuple {IDT, IDR, IDs}. The 
reader/gateway (R) is assumed to be a high-end device with 
greater computational capability compared to the box sensor (T). 
All devices used in this research are assumed to be secured and 
equipped with a Trusted Platform Module (TPM). 

 

Fig. 1. The placement of the device in the supply chain. 

B. Implementation of the Proposed Authentication Algorithm 

The proposed authentication algorithm is implemented in the 
simulation environment to evaluate its security strength and to 
calculate its power consumption. The proposed algorithm 
consists of Tag (T) Initialization, Reader (R) Verification, 
Supply Chain Node (S) Verification, Reader (R) Final 
Authentication, and Tag (T) Final Computation. The overall 
steps involved in the proposed work are explained below 
(Algorithms 1-5). 

Algorithm 1: Tag (T) Initialization 

RT  ← RAND() 

TT  ← NOW() 

KRT ← h(IDT || IDR) 

MT  ← ROT((RT⊕IDT)⊕TT), (IDR⊕IDT) 

CT  ← h(MT || |IDT| || RT) 

MSG1 ← {KRT, MT, CT, TT} 
send(MSG1) 

 

Algorithm 2: Reader (R) Verification 

MSG1 ← recv(R)                        # {KRT, MT, CT, TT} 

if |NOW() – TT| ≥ ΔT then  

        terminate("TT stale or replay detected") 

else, compute K’RT ← h(IDT||IDR) 

if K’RT ≠ KRT then  

        terminate("Tag->Reader KRT mismatch") 

else, (“retrieve IDT and extract RT from MT”) 

RT ← RROT(MT, (IDR⊕IDT))⊕TT⊕IDT) 
Compute C’T  ← h(MT||IDT||TT) 

if C’T ≠ CT then  

        terminate("Tag->Reader CT mismatch") 

else, generate random nonce RR and timestamp TR 

RR  ← RAND() 

TR  ← NOW() 

Retrieve KRS, 

KRS ← h(IDT||IDS||IDR) 

Compute MR, 

MR ← ROT((RR⊕IDR)⊕TR, IDS⊕IDR) 

Retrieve CR, 

CR ← h(MR||IDR||TR) 

MSG2 ← {KRS, MR, CR, TR} 
send(MSG2) 

 

Algorithm 3: Supply Chain Node (S) Verification 

MSG2 ← recv(S)                     # {KRS, MR, CR, TR} 

if |NOW() - TR| ≥ ΔT then  

terminate("TR stale or replay detected") 

retrieve K’RS, 

K’RS ← h(IDT||IDR||IDS) 

if K’RS ≠ KRS then  

terminate("Reader->Node KRS mismatch") 

else, compute RR  

RR ← RROT(MR, (IDS⊕IDR))⊕TR)⊕IDR) 

Retrieve C’R, 

C’R← h(MR||IDR||TR) 

if C’R ≠ CR then  

terminate("Reader->Node CR mismatch") 

else, generate RS at TS 

RS ← RAND() 

TS ← NOW() 

Compute MS, 

MS ← ROT(RS, IDS)⊕ROT(IDS, IDR⊕TS) 

Compute session key SKST, 

SKST=h(IDT⊕IDS⊕RS⊕TS) 

Retrieve SR, 

SR ← h(RS||IDR||IDS||TS) 

Retrieve ST, 

ST ← h(RS||IDT||IDR||IDS||TS) 

MSG3 ← {MS, SR, ST, TS} 
send(MSG3) 

 

Algorithm 4: Reader (R) Final Authentication 

MSG3 ← recv(R)                     # {MS, SR, ST, TS} 

if |NOW() - TS| ≥ ΔT then  

terminate("TS stale or replay detected") 

else, compute RS 
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RS← RROT((MS⊕ROT(IDS, IDR⊕TS)), IDR) 

Retrieve S’R, 

S’R ← h(RS||IDR||IDS||TS) 

if S’R ≠ SR then  

terminate("Node->Reader SR mismatch") 

compute MP, 

MP ← ROT(RS, IDR) ⊕ ROT(RT, TS) 

MSG4 ← {MP, ST, TS} 
send(MSG4) 

 

Algorithm 5: Tag (T) Final Computation 

MSG4 ← recv(T)                            # {MP, ST, TS} 

Compute RS, 

RS ← RROT((MP⊕ROT(RT, TS)), IDR) 

Compute S’T, 

S’T← h(RS||IDT||IDR||IDS||TS) 

if S’T ≠ ST then  

terminate("Reader->Tag ST mismatch") 

Derive the session key SKST, 

SKST← h(IDT⊕IDS⊕RS⊕TS) 
stores the session key (S), 

store(SKST) 

uses the session key (S), 
use(SKST) 

III. RESULT AND DISCUSSION 

Section III discusses the threat model, the security analysis, 
and the performance analysis of the suggested method. 

A. Threat Model 

Two types of threat models were chosen: the ‘Dolev-Yao 
threat model’ and ‘Canetti and Krawczyk’s adversary model’. 
This research employed the well-known "Dolev-Yao (DY) 
threat model," in which an adversary can perform several 
potential attacks, including impersonation, replay, man-in-the-
middle, and ephemeral secret leakage (ESL) attacks, as well as 
eavesdrop, modify, delete, or incorporate fake information 
between the various entities' communications [19]. The CK-
adversary model enables the adversary to compromise the 
session states together with secret information, including secret 
keys, in addition to his/her abilities as accomplished utilising the 
DY model. Considering this, regardless of whether session 
states and secret information are revealed in a single session, the 
compromised information must not jeopardise the privacy of 
other parties' login information. The forward and backward 
secrecy of an authentication scheme must therefore be ensured 
under the CK-adversary model [20]. This section demonstrates 
how the suggested approach resists various threats and 
guarantees user anonymity and confidentiality. The analysis was 
performed using AVISPA for formal security verification, and 
theoretical evaluations were conducted as informal security 
verification [21], [22]: 

B. Informal Security Analysis 

Comparing the attack resistance and security features of 
similar algorithms is a crucial step in identifying the most robust 
and resilient solution for IoT–blockchain supply chain 
environments [23], [24]. This comparative analysis examines 
how well each algorithm withstands attacks such as brute force, 
cryptographic, or network-based attacks. Additionally, it 
evaluates resistance to known vulnerabilities and potential 

weaknesses, highlighting the ability to maintain data integrity 
and confidentiality. Moreover, the comparison reviews security 
features provided by each algorithm, including authentication 
methods, key management, and data protection mechanisms, as 
provided below: 

1) Confidentiality: Messages exchanged T→R: MSG1  = 

{KRT, MT, CT, TT}, MSG2 = {KRS, MR, CR, TR}, MSG3 = {MS, 

SR, ST, TS}, MSG4  = {MP, ST, TS} are correlated with 

participant-generated random numbers (RT, RR, and RS). It is 

computationally infeasible for an attacker (A) to extract RT, RR, 

and RS to compute valid messages and impersonate legitimate 

participants. Therefore, transmitted data confidentiality is 

preserved. 

2) User anonymity: If attacker A can intercept the messages 

𝑀𝑆𝐺𝑖, where 𝑖 =  1, 2, 3, 𝑎𝑛𝑑 4, that were transmitted across 

unsecured channels when the process of authentication and key 

exchange takes place. It is computationally impossible for A to 

predict the identities of the box sensor (T) and reader (R) in 

polynomial time without knowing the parametric values IDS, 

IDT, and RN. This guarantees that the user anonymity attribute 

of the suggested method is maintained. 

3) Mutual authentication and session key establishment: 

The proposed method involves mutual authentication between 

the reader (R), the box sensor (T), and the supply chain node 

(S). The secret random number RN and the present timestamp 

TT are used to protect the message 𝑀𝑆𝐺1 = {KRT, MT, CT, TT}. 

By checking that C'T = h(MT||IDT||RT), only the genuine R can 

acknowledge. R then instructs S to transmit the message 𝑀𝑆𝐺2 

= {KRS, MR, CR, TR}. S verifies R after receiving the message 

using CR = h(RR||IDR||TR). The message MSG3 = {MS, SR, ST, 

TS} is then transmitted by S after it creates its random number 

RS and the present timestamp TS and computes the session key 

SKST = h(IDT⊕IDS⊕RS⊕TS). When R receives a message 

from S, S'R = h(RS||IDR||TS) is used to validate the message and 

confirm S'R validity. When the verification is successful, R 

authenticates S and sends the information 𝑀𝑆𝐺4 = {MP, ST, TS} 

to T. Upon receiving the 𝑀𝑆𝐺4, T derives the random number 

RS from MP. T then uses RS to check for the authenticity of R 

and S by performing S'T = h(RS||IDT||IDR||TS). In addition, all 

participants are successful in confirming the legitimacy of the 

sender and receiver parties. If the verification is successful, T 

computes the session key SKST and enables T and S to establish 

a secure connection. As a result, the suggested approach is 

effective in maintaining mutual authentication and 

guaranteeing the generation of the session key. 

4) Forward secrecy: If an attacker A compromises the box 

sensor T, the secret keys held within it are likewise revealed. 

The data sent during the prior session may then be obtained by 

A. The reader ID and the random numbers are not saved in the 

tag's memory in the suggested method. Additionally, to ensure 

that the session keys are unique for each session, new random 

numbers are created for each session. Therefore, A would not 

benefit in any way from the session key or random numbers in 

a particular session being compromised. As a result, the offered 

approach guarantees forward secrecy. 
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5) Internal attacks: Internal participants may attempt 

impersonation. Two cases are considered: 

a) Tag impersonation attack: We also take into account 

the possibility that an internal, legitimate box sensor from store 

1 (S1) that has access to secret parameters tries to mimic a box 

sensor from a different S2 that has secret parameters distinct 

from S1's. The fraudulent box sensor sends 𝑀𝑆𝐺1 to the genuine 

reader, which belongs to S2, when it inquires about the reader. 

Because the IDT saved in S2 differs from the box sensor ID 

available to reader S1, the message MSG1 cannot be validated 

by reader S1. This indicates that the reader is unable to 

determine the validity of MSG1 by examining the condition C'T 

= h( MT || IDT || RN), as well as extract the proper RT. The tag 

impersonation attack is constrained as a result. 

b) Reader impersonation attack: We assume that a 

legitimate internal reader of store 1 (S1) attempts to mimic the 

reader of store 2 (S2) with its own secret settings. Now, the 

fraudulent reader may obtain 𝑀𝑆𝐺1 from the genuine T, which 

belongs to S2, when it queries the box sensor. However, the 

reader S1 was unable to retrieve the appropriate IDT in order to 

extract the random number produced by T; hence, the message 

MSG1 could not be authenticated. Since the reader is unable to 

retrieve the right IDT and RN, and the IDT value is invalid, it is 

unable to continue the supply chain node authentication 

process. Thus, the suggested method is to prevent reader 

impersonation attacks. 

6) External attacks: In this research, we took into 

consideration two types of external attacks. 

a) Replay attack: It is assumed that attacker A attempts 

to intercept messages 𝑀𝑆𝐺𝑖, 𝑖 ∈  [1, 5], and replay them to the 

recipient during the authentication and key exchange phase. 

However, this attempt fails because the transmitted messages 

include current timestamps and random numbers. Timestamp 

verification occurs first after the messages are received, 

followed by validation of the transmitted messages. Thus, the 

proposed method effectively resists replay attacks. 

b) Man-in-the-middle attack: Assume that attacker A 

tries to record and alter messages 𝑀𝑆𝐺𝑖, 𝑖 ∈  [1, 5], during the 

authentication and key exchange phase so that participants 

believe the messages originate from legitimate entities. For 

example, if A attempts to modify 𝑀𝑆𝐺1 to launch this attack, 

the attempt fails due to the lack of knowledge of the secret RT. 

Similarly, subsequent messages—𝑀𝑆𝐺2  (random secret RR), 

𝑀𝑆𝐺3 (random secret RS), and 𝑀𝑆𝐺4 (random secrets RS and 

RT)—cannot be modified despite A’s efforts. Therefore, the 

proposed method withstands man-in-the-middle attacks 

because all messages incorporate random values and current 

timestamps. 

7) Ephemeral Secret Leakage (ESL) attack: After mutual 

authentication is verified, the supply chain node (S) and the tag 

(T) establish a shared session key SKST during the 

authentication and key exchange phase. The current CK-

adversary model for session key security is considered in 

accordance with the threat model discussed in Section I. Two 

cases illustrate the robustness of the proposed method: 

a) Case 1: Assume that attacker A knows the ephemeral 

(short-term) secrets RN, RR, and RS. A’s challenge is to compute 

SKST based on these short-term secrets. However, this is 

infeasible because A cannot guess the long-term secrets (IDT, 

IDS, and IDR), which is computationally infeasible. 

b) Case 2: Consider that A obtains some or all long-term 

secrets (IDT, IDS, and IDR). Building SKST remains A’s 

challenge, similar to Case 1. However, predicting the correct 

short-term secrets (RN, RR, and RS) without knowing their 

actual values is also computationally infeasible. 

From these cases, it is evident that SKST can only be 
computed using both valid long-term and short-term secrets, 
which is possible only for legitimate participants (S, R, and T). 
Furthermore, because the proposed method uses random and 
distinct session keys for each session, compromising the current 
session key does not affect previous or future sessions. Even if 
the current session key is exposed, A cannot derive past or future 
keys. Thus, the proposed approach successfully maintains SK-
security and ensures both backward and forward secrecy. At 
most, one session key could be compromised through session 
hijacking, but its impact does not jeopardize other sessions. 
Therefore, the proposed method is protected against ESL 
attacks. 

C. Formal Security Analysis 

To provide a comprehensive and unbiased formal 
examination of the proposed method, the security of the protocol 
was analysed using a combination of AVISPA and Scyther 
tools. This combined approach mitigates attack omissions 
caused by limitations in security models and algebraic property 
handling within AVISPA and Scyther, respectively. 

1) Analysis of AVISPA results: The intruder simulation 

under OFMC is shown in Fig. 2, while the analysis results are 

illustrated in Fig. 3 and 4. The findings indicate that AVISPA's 

OFMC engine and CL-AtSe engine report the protocol as 'safe' 

within 0.02 seconds and a similarly short duration, respectively. 

In addition, the extensive intruder knowledge set indicates that 

an attacker can learn multiple hashed nonce structures; 

therefore, the formal verification step (e.g., using AVISPA 

backends) is essential to confirm that, despite this knowledge, 

the authentication and secrecy goals remain valid, and no 

feasible attack trace exists. 

 

Fig. 2. The intruder simulation under OFMC. 
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Fig. 3. Result of the simulation under OFMC. 

 

Fig. 4. Result of the simulation under OFMC and CL-AtSe backend. 

D. Analysis of Scyther Results 

The Scyther-Compromise tool is used to analyse the 
authentication algorithm under the CK security framework by 
examining the following: "Session-Key Reveal," "Long-Term 
Key Reveal," "State Reveal," and "wPFS" in the statistical 
options, as shown in Fig. 5. The tool shows that, under the CK 
model, the protocol is session-key secured. 

1) Performance analysis: Conducting a comprehensive 

performance analysis of the enhanced lightweight 

authentication algorithm and comparing it with other 

lightweight authentication algorithms is essential for evaluating 

its effectiveness in the IoT–blockchain supply chain 

environment. This analysis involves assessing key metrics, 

including communication cost, computational cost, and storage 

cost. By systematically measuring and comparing these factors, 

researchers and practitioners gain valuable insights into the 

algorithm’s efficiency and suitability for real-world 

deployment. Such evaluation enables a precise assessment of 

how well the enhanced algorithm balances security 

requirements and resource constraints inherent in IoT devices 

compared to other available options. Ultimately, this analysis 

not only validates the algorithm’s performance but also 

supports informed decisions regarding its adoption and 

optimization, ensuring compliance with the stringent 

requirements of the evolving IoT–blockchain supply chain 

ecosystem. 

 

Fig. 5. Result of security protocol verification in the Scyther tool. 

2) Communication cost: To calculate communication cost, 

we assume a 256-bit hash output (SHA-256), a 160-bit 

Hamming weight, 160-bit identities and random numbers, and 

a 32-bit timestamp. According to Sidorov and Mujahid’s 

protocols, the “Hello” message is 160 bits long. Similarly, the 

“Query” message in Fan et al.’s LRMAPC and ULRMAPC 

protocols is assumed to be 160 bits. Under these assumptions, 

messages 𝑀𝑆𝐺1, 𝑀𝑆𝐺2, 𝑀𝑆𝐺3 and 𝑀𝑆𝐺4 require (256 + 160 + 

256 + 32) = 704 bits, (256 + 160 + 256 + 32) = 704 bits, (256 + 
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160 + 256 + 32) = 704 bits, and (256 + 160 + 32) = 448 bits, 

respectively. Therefore, the total communication cost for the 

proposed method is 2560 bits for four message exchanges. 

As shown in Fig. 6, the proposed method incurs a higher 
communication cost than the other schemes. This is because 
LBRAPS and Sidorov et al. employ smaller key sizes of 160 bits 
and 96 bits, respectively, which may increase the risk of brute-
force attacks during authentication message exchanges. 
LBRAPS requires a total communication cost of 2240 bits 
because it uses SHA-1, which produces a 160-bit hash output. 
However, SHA-1 is no longer considered secure due to known 
cryptographic weaknesses, thereby reducing the overall security 
of the authentication scheme. If LBRAPS were implemented 
using SHA-256, its total communication cost would increase to 
3008 bits. In that case, 𝑀𝑆𝐺1, 𝑀𝑆𝐺2, 𝑀𝑆𝐺3, 𝑀𝑆𝐺4 and 𝑀𝑆𝐺5 
would require 448 bits, 704 bits, 704 bits, 704 bits, and 448 bits, 
respectively. 

Furthermore, the proposed method outperforms other 
existing protocols in terms of security. Unlike Mujahid’s scheme 
and the LRMAPC and ULRMAPC protocols, which were not 
designed for blockchain integration and did not establish a 
session key between entities, the proposed method and protocols 
such as LBRAPS and Sidorov were specifically created for 
blockchain-based environments. 

 

Fig. 6. Comparison of the communication cost between multiple algorithms. 

3) Computational cost: The execution times for exclusive-

OR, Hamming weight, one-way hash function, and left/right 

rotation operations—denoted as Txor, THW, THash, and 

TROT—are considered here. TROT and Txor are excluded 

from the computation because their impact is negligible. During 

the authentication and key exchange phase, a box sensor incurs 

a computational cost of 4THash + 2TROT + 2Txor, a reader 

incurs 5THash + 4TROT + 4Txor, and a supply chain node 

incurs 5THash + 2TROT + 2Txor during authentication and 

session key storage. Overall, the total computational cost is 

14THash + 8TROT + 8Txor. Based on the number of exchange 

messages in Fig. 7 and the comparative study of computational 

costs in Fig. 8, the proposed method requires less computational 

cost than the schemes by Jangirala et al. [25] and Sidorov et al. 

[26]. 

 

Fig. 7. Number of exchange messages. 

 

Fig. 8. Comparison of the computational cost between multiple algorithms. 

IV. CONCLUSION 

A lightweight authentication framework was proposed to 
address the critical challenges of integrating blockchain with 
IoT-enabled supply chains, where scalability, security, and 
resource limitations have traditionally posed significant barriers. 
Computation and storage overhead on resource-constrained IoT 
devices were minimised using simplified bitwise operations and 
efficient hash functions, while robust security features such as 
mutual authentication, user anonymity, and data confidentiality 
were ensured. Formal security verification was conducted using 
AVISPA and Scyther, and resilience against replay, man-in-the-
middle, and ephemeral secret leakage attacks was confirmed. 
Informal analysis validated forward secrecy and protection 
against internal impersonation attempts. Performance evaluation 
indicated that the proposed method achieved a lower 
computational cost than existing schemes such as LBRAPS, 
Jangirala et al., and Sidorov et al., with only a marginal increase 
in communication cost due to the adoption of SHA-256 for 
enhanced security—a trade-off that significantly strengthened 
resistance to brute-force and cryptographic attacks. Secure 
session key establishment was supported, enabling end-to-end 
encrypted communication across supply chain nodes, a feature 
absent from several existing protocols. 
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Blockchain integration was employed to guarantee 
immutability and transparency, while the lightweight design 
ensured scalability for large IoT deployments, overcoming the 
limitations of prior approaches that compromised either security 
or performance. This dual optimisation provided a cost-
effective, secure, and scalable architecture suitable for real-
world supply chain environments, fostering trust, data integrity, 
and operational efficiency in decentralised ecosystems. Future 
enhancements will include the incorporation of post-quantum 
cryptographic primitives and adaptive consensus mechanisms to 
further improve resilience and performance. Overall, a practical 
and innovative solution was delivered that strengthens IoT–
blockchain integration and paves the way for secure, 
transparent, and efficient supply chain operations in an 
increasingly connected world. 
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