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Abstract—The rapid development and increasing integration
of the Internet of Things (IoT) and cloud computing can improve
a system's ability to process big data in real time. These
technologies complement each other. A cloud-based IoT system is
more complex and presents new challenges in requirements
engineering, especially for non-functional requirements (NFRs).
Additionally, NFRs play a significant role in determining software
quality and user satisfaction. Thus, gaps in requirements
specification studies increase development costs, rework, and the
risk of project failure. Failure to identify NFRs systematically and
manage them through effective governance leads to ambiguous
requirements and unmet user requirements. Therefore, this
systematic literature review (SLR) aims to identify and classify the
main NFR characteristics of cloud-based IoT systems. This study
adopted the PRISMA approach to identify and select literature. A
total of 180 studies were initially identified from four main online
databases, of which 21 final selected studies from 2017 to mid-2026
met the inclusion criteria. The findings were grouped into nine
NFR characteristics relevant to cloud-based IoT system
development, namely Performance Efficiency, Compatibility,
Interaction Capability, Reliability, Security, Maintainability,
Flexibility, Safety, and External Requirements. The main
contribution of this study is to identify and classify NFR
challenges, significant NFR characteristics, and publication trends
for cloud-based IoT system development. This SLR will be
valuable to academics and researchers in this field.

Keywords—Non-functional requirement; software engineering;
requirement engineering; Internet of Things; cloud computing

L INTRODUCTION

Emerging technology-driven system development is
evolving through artificial intelligence, cloud computing,
Internet of Things, and blockchain [1]. The development of IoT
systems is progressing rapidly, with more organizations
increasingly implementing IoT technologies in their systems and
operations.

This study was supported by the National University of
Malaysia (UKM) www.ftsm.ukm.my/softam.

Moreover, efficient technology supports smart governance
by processing data and enabling decision-making in the digital
era. One advantage of emerging technology is that it provides
the best software for security and IoT network protection [2]. In
addition, some past studies have stated that the number of
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devices has increased as expected, with 22 billion in 2018 [3],
38.6 billion in 2025 [4], and is expected to reach 50 billion in
the year 2030 [3], [4], as shown in Fig. 1.
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Fig. 1. Number of devices in the Internet of Things.

The graph in Fig. 1 reveals that [oT device connectivity has
increased as expected and will continue to grow due to big data
adoption. This fact has been supported by International Data
Corporation (IDC) report in 2025 that the global number of
connected devices was projected to reach about 55.7 billion, of
which around 75% will be connected to IoT platforms [5] and
also devices connected to the network will produce about 163
zettabytes (ZB) of data [6]. Among digital transformation
components, [oT has been used in smart governance, smart
health, smart industry, smart transportation, and more. IoT is
defined as a complete object with sensors that drives a complete
system with an interface connected to the Internet for data
exchange [7]. In addition, IoT is the foundation for various smart
systems such as smart cities, smart healthcare, and intelligent
transport systems [7], [8]. As the data grows tremendously the
cloud platforms become crucial enabler to store all the huge
numbers of data safely.

Cloud computing is well known as a provider of numerous
slices such as servers, storage, databases, networking, software,
and analytics to users on demand [9]. However, weaknesses in
cloud computing, such as limited infrastructure and networks,
can reduce performance [10]. In addition, cloud computing has
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three main service models, namely Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), and Software as a Service
(SaaS) [11]. Cloud computing can be implemented in real-world
industries through three implementations: public cloud, private
cloud, and hybrid cloud [12]. In general, most previous studies
agree that using cloud systems can overcome resource
constraints on [oT devices, such as limited processing capacity,
small storage, and the inability to handle large-scale data
automatically [13]. The data management revolution in cloud
computing provides flexible and scalable storage solutions
based on user requirements [14]. IoT can benefit from the cloud
by integrating and improving existing loT processes [15].

IoT and cloud integration enable IoT devices to connect with
the infrastructure for data storage, data analytics, and service
delivery [16]. Cloud-IoT integration makes IoT devices data
sources, while cloud-based systems are used to process and
analyze data to produce real-time data [17]. An integrated
requirements engineering (RE) process plays a vital role in
developing cloud-based IoT systems. Large-scale system
development involves many requirements, and determining
success is crucial [18].

RE is the process of understanding user requirements,
identifying, evaluating solutions, verifying specifications, and
managing requirements throughout system development [19].
On the other hand, RE aims to ensure that "what the system
should do" and "how the system should operate" are clearly
defined from the beginning of system development to reduce
misinterpretations, the risk of failure, and high-cost changes in
the next phase [20]. According to [21], a system is generally
usable, effective, and free from faults for the user; the user's
requirements must be considered when determining the factors
that affect the quality of the system. In the RE context,
requirements are divided into two parts: functional requirements
(FR) and non-functional requirements (NFR), as shown in Fig.
2. However, FR defines what the system does, while NFR
determines how the system functions based on user
requirements.

FUNCTIONAL
REQUIREMENT

REQUIREMENT
ENGINEERING

NON FUNCTIONAL
REQUIREMENT

Fig. 2. Requirement engineering.

According to previous studies, NFR is known as a software
quality standard requirement, while FR can be defined as a
service, function, or behavior that a system can provide [22].
These functions should be concurrent and must be present in any
type of system development, whether it is an IoT system or a
conventional system. There are many emerging technology-
driven developments in the system. It consists of NFRs and FR
driven by emerging technology.
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NFRs remain critical in software engineering for
determining the quality of the system produced. Thus, the
security and reliability of NFR technology can increase rapidly
[1]. Previous studies show that industry practice prioritizes
technological advancement security and efficiency are often
treated as secondary outcomes [23]. With the availability of
international references such as ISO, few changes have occurred
in the specialization of software quality as a product, including
quality models [24]. To ensure NFRs in cloud-based IoT,
specific NFR characteristics are needed to identify and guide the
characteristics that influence proper and effective performance.
In addition, user satisfaction with NFR remains unexplored [24].
NFRs are often incomprehensible to end users, as they involve
technical aspects such as speed data, network accessibility, and
network performance.

Thus as this, cloud-based IoT systems are rapidly growing in
use, and the characteristics of FR and NFR remain
underexplored. FR is system-specific and difficult to identify as
a main characteristic because it depends on the project scope,
whereas NFR generalizes characteristics that can be applied to
every project in a cloud-based IoT system. Although numerous
studies have theoretically explored NFR, few researchers have
consolidated the prominent NFR in their studies. This SLR
explores NFR characteristics for cloud-based IoT systems to
benefit future research and the development of cloud-based IoT
systems.

II.  RELATED WORK

Most previous studies examined NFR and FR
simultaneously in the context of requirements specification on
FR-oriented modeling, validation, and architectural design [25].
FR helps understand IoT system requirements, and the focus is
more on system operational requirements rather than on quality.
In contrast, some recent studies have shifted the focus to NFRs
by emphasizing various aspects of system quality. Authors in
[26] examine privacy and security issues in the Cloud of Things
(CoT), while [27] focuses on Quality of Service (QoS) for cloud-
assisted middleware-based IoT and other applications.
Additionally, [27] evaluated NFR in the context of middleware
and edge computing, showing that characteristics such as
performance, reliability, and scalability are increasingly
recognized as main characteristics in the development of
modern systems. Authors in [28] examine how the design is
suited to collect NFRs, [29] identify NFRs from FR
characteristics using the standard ISO/IEC25023, and [30]
propose a new approach to identifying NFRs.

Although research on NFRs continues to grow, previous
studies have generally addressed different aspects of NFRs
separately. For example, [31] focuses on performance and
timeliness, while [32] examines API quality. Study [33]
proposes an NFR measurement model based on FURPS,
whereas [34] presents an NFR framework for business systems.
Other studies have explored the prioritisation of NFRs [35] and
their automatic classification [36]. These contributions provide
useful insights into NFR identification, measurement, and
management. However, they address different research
objectives and application contexts, and their findings do not
necessarily represent the NFR characteristics of cloud-based IoT
systems specifically. This makes it important to examine the
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evidence available in studies that fall within the scope of cloud-
based IoT, rather than assuming that findings from general NFR
research can be directly applied to this context.

Other approaches have been proposed to support NFR
management, including use case modelling [37], model-driven
approaches [38], and the use of large language models (LLMs)
for NFR elicitation [39]. These approaches offer different ways
to identify and manage quality requirements during system
development. However, their applicability to cloud-based IoT
systems needs to be considered in relation to the specific
challenges of integrating lIoT devices with cloud infrastructure
and services. The relationship between functional requirements
(FRs) and NFRs also remains important, as system functions
alone do not fully describe the quality expected from a system.
As discussed in [32], both types of requirements need to be
considered during development. In addition, the guidelines
presented in [40] and [41] highlight the importance of
addressing requirements carefully in specific application
contexts, including Smart Campus development. Taken
together, these studies provide useful foundations for NFR
engineering, but further examination is needed to understand
how NFR characteristics are addressed specifically in cloud-
based [oT systems.

The literature reviewed highlights the need for a clearer
understanding of NFR characteristics in cloud-based IoT
systems. Although previous studies have examined various
aspects of NFRs, their findings cover different application
contexts and individual quality concerns. As a result, it remains
difficult to determine how these characteristics are addressed
collectively within the cloud-based IoT context. This gap
provides the motivation for the present systematic literature
review, which examines the selected studies to identify and
classify the NFR characteristics reported in cloud-based IoT
systems. Fig. 3 illustrates the classification of previous studies
according to their focus on functional requirements (FRs), non-
functional requirements (NFRs), or both. This classification
provides a broader view of how requirements have been
addressed in previous research and helps establish the context
for the present review.

Fig. 3. Requirements classification.

This gap is important to be addressed because failing to
identify and manage NFRs systematically can affect system
performance entirely. Consequently, it can increase
development costs and the risk of project failure [17]. Therefore,
this gap motivated the present SLR to identify comprehensive
NFR characteristics for cloud -based IoT systems.
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III. RESEARCH METHODOLOGY

This SLR process consists of three phases: planning,
conducting, and reporting [42]. To ensure transparency in
selecting and reporting studies, this study used the PRISMA
guidelines [43]. The SLR process is shown in Table L.

TABLE L SYSTEMATIC LITERATURE REVIEW PHASE
Phases Steps
Research Question
Plannin Data Resources
g Search String Strategy
Inclusion and Exclusion Criteria
. Primary Study Selection
Conducting Data Inclusion and Exclusion
Reporting Synthesis Report

A. Planning Phase
1) Research question: This study was designed to answer
the following questions:

a) RQI1: What are the key challenges reported in cloud-
based IoT systems that are relevant to non-functional
requirements (NFR)?

b) RO2: What are the main characteristics of non-
functional requirements (NFR) identified in cloud-based loT
systems?

¢) RO3: What are the publication trends in cloud-based
IoT studies over the years?

2) Data resources: A Literature search was conducted
using a database that included:

a) Web of Science

b) IEEE Xplore

¢) Scopus

d) ScienceDirect

3) Search string strategy: The study used online resources
and searched in academic databases. To combine keywords into
the search, use the Boolean operators ‘‘AND’’ and “OR”
followed by keywords:

TABLE I KEYWORDS

Databases Keywords
("non-functional ~ requirements" OR  system
IEEE Xplore development” AND "cloud-based IoT" AND

"software
engineering")
("non-functional ~ requirements"  OR
development" AND "cloud-based IoT")
("non-functional requirements" AND "cloud-based
IoT" OR "NFR" OR "cloudloT")

("non-functional requirements" AND "cloud based
IoT" OR "NFR" OR "cloudloT")

requirement”  AND  "requirement

Web of Science
(WoS)
Scopus

system

Science Direct

4) Inclusion and exclusion criteria: In the selection of data
inclusion, this study used measurements of previous studies
[62] as a guide as follows:

a) Written in English.
b) Published between 2017 and mid-2026.
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¢) Articles relevant to the research objectives, including
studies on loT—cloud integration, NFR-related challenges, NFR
characteristics, and other issues in the development and
operation of cloud-based IoT systems.
5) On the other hand, the exclusion criteria included the
following conditions:

a) Repetitive (redundant) articles.
b) Articles written in languages other than English.

¢) Published outside the study period from 2017 to mid-
2026.

B. Conducting Phase

1) Primary study selection: The data inclusion and
exclusion criteria included peer-reviewed journal and
conference articles, focusing on NFR in the context of IoT and
cloud computing. Articles not directly related to or outside the
target period are removed through the exclusion process.

PRISMA (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) is a guideline for reporting in
systematic reviews that helps identify, select, appraise, and
synthesize studies [44]. Thus, it helps researchers report the flow
of studies comprehensively and transparently. In addition,
PRISMA also has a PRISMA flow diagram, which is used for
mapping the total reading material identified, filtered, and
excluded with justifications to improve transparency. Fig. 4
shows the PRISMA Systematic Literature Review of this study.

2) Data inclusion and exclusion

[ Identification of Studies through Databases }
Rccu-rds |dc(‘mﬁcd through (n=180) Records removed before screening (n= 40)
*  Web of Science
* Duplicate records removed (n=30)
* Scopus ™™ + Record removed out of scope (n= 10)
+ IEEE
*  Science Direct
Records screened (n=140) —* Record excluded based on relevance domain (n=119)

Report assessed for eligibility = 140

I

Studies included in the final synthesis (n=21)

Results: Identify main characteristics in the theme
Main Characteristics = 9

B B CE e

Fig. 4. PRISMA-based paper selection.

3) Data extraction and NFR classification: The 21 selected
studies varied in the extent of explicit engagement with NFRs.
While some studies directly addressed software quality
attributes or NFR-related topics, others examined technical
issues, challenges, and quality mechanisms of cloud-based loT
systems, such as performance efficiency, security, reliability,
scalability, and interoperability. Therefore, the selected studies
were not assumed to adopt a common NFR classification or to
explicitly use all nine characteristics established in this review.
Instead, the relevant findings reported in each study were
examined and mapped to the nine NFR characteristics based on
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their conceptual meaning and the operational definitions
adopted in this research.

A characteristic was assigned to a study only when its
reported content provided sufficient supporting evidence. This
approach enabled the review to synthesise NFR-related evidence
across studies with different research emphases while
maintaining traceability between the classification and the
original findings. The result represents the -classification
developed in this review rather than a claim that all selected
studies used the same NFR framework.

C. Reporting Phase

1) Synthesis reporting: Overall, the synthesis reporting
phase aims to report findings from selected studies and present
them systematically to produce a comprehensive summary.

IV. FINDINGS AND DISCUSSION

This section presents findings from 21 selected studies on
NFR in system development. Each main characteristic is
examined in relation to the three research questions (RQI1—
RQ3), and each question is discussed in sub-sections.

A. RQI: What Are the Key Challenges Reported in Cloud-
Based IoT Systems that Are Relevant to Non-Functional
Requirements (NFR)?

This study explores the challenges arising from unclear
NFRs in cloud-based IoT system development. Existing
research identifies similar challenges across the literature,
suggesting the need for a comprehensive set of NFRs that
addresses them holistically and supports high-quality
development of cloud-based IoT systems.

The issues identified in RQ1 reveal challenges that lead into
issues related to the development of cloud-based IoT systems.
Fig. 5 illustrates five main challenge themes.

Challenges

80 7%
67
60 57
52
29
24

R I |
20
10
0 I

Security and I and Legislation Re

privacy in y ure (st

Fig. 5. Challenges in cloud-IoT systems.

As in Fig. 5, based on a synthesis of 21 selected articles,
security and privacy were the most dominant challenges,
reported in 16 articles (76%). These challenges include data
leaks, cyberattacks, identity verification, access controls, and the
protection of sensitive information. The dominance of these
challenges shows that the integration of IoT devices with cloud
environments increases the need to protect data collected,
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transmitted, and stored through interconnected infrastructure.
Next, resource management and scalability were identified in 14
articles (67%), involving processing, storage, and energy
constraints, as well as increased data volume and workload. This
challenge arises because Cloud-Based IoT systems need to
support the increase in devices and processing demands without
compromising resource utilization and operational efficiency.
Communication and processing performance were reported in
12 articles (57%), specifically related to latency, data
transmission delays, response times, bandwidth usage, and real-
time application requirements. These findings show that the
efficiency of data transfer and processing is an important aspect
to ensure that the system can meet the set service requirements.

In addition, integration and interoperability were reported in
11 articles (52%). These challenges stem from the heterogeneity
of devices, communication protocols, data formats, and
platforms used in the IoT—Cloud ecosystem. Such diversity can
make it difficult for data exchange and integration between
system components, thus demonstrating the need for appropriate
communication mechanisms and integration approaches.
Reliability challenges and system failures were identified in 5
articles (24%), involving node failure, single point of failure
risk, connection stability, and system recovery. Although the
percentage is lower, this challenge remains significant because
interference with components or connections can affect the
continuity of system operation. Meanwhile, the categories of
rules and standards were reported in 6 articles (29%), covering
the lack of common standards, uniform protocols, and
compliance requirements. This issue is related to the difficulty
of coordinating implementation and ensuring compatibility
between different technologies. Legislation is recorded in 4
articles (19%). Based on the synthesis table, this category
includes issues of lack of concrete metrics, tool support, Service
Level Agreement (SLA) management, and service quality
assessment. Therefore, this category needs to be interpreted
based on the scope of coding used in the study, as its content
also includes aspects of service management and measurement,
not just legal obligations.

These findings were obtained through a systematic synthesis
process of 21 selected articles, which involved identifying
challenges in each article, comparing findings between studies,
combining challenges with similar meanings, and grouping
them into seven main categories. The process also involves
repeated review to assess the suitability of the challenges with
the set categories and reduce overlap between themes. The
number of articles per category is then used to determine the
percentage frequency, taking into account that an article can
contribute to more than one category. This approach allows
findings from various studies to be compiled in a more
organized manner and provides a comprehensive picture of the
challenges reported in Cloud-Based IoT systems.

Overall, this synthesis shows that Cloud-Based IoT
challenges involve the relationship between security, resource
management, performance, integration, reliability, and service
management. These findings provide the basis for further
analysis to map the challenges to nine characteristics of non-
functional requirements (NFRs).
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B. RQ2: What Are the Main Characteristics of Non-
Functional Requirements (NFRs) Identified in Cloud-
Based IoT Systems?

RQI uncovers the challenges that exist in cloud-IoT systems
reported in the literature review, specifically those with
implications for the development of non-functional
requirements (NFRs). RQ2 extends the study by identifying the
best NFR characteristics that address those challenges. In this
context, the NFR list must adapt to any possible changes in
operations or governance, such as big data, network
environments, or other requirements.

The recent insights highlight that NFR serves not only as a
quality attribute but also as a critical element that determines the
effectiveness of system operations. This implies that systems
must be able to handle large-scale data efficiently, securely, and
stably in a dynamic environment. NFR is a quality characteristic.
However, NFR also includes characteristics that determine how
a system operates in terms of performance, security, and
scalability.

A systematic analysis was carried out on the 21 studies
selected for this review to identify the NFR characteristics
reported in cloud-based IoT systems. Relevant information was
examined and compared across the studies to identify common
characteristics and organise them into meaningful categories
that reflect the research context. Existing software quality
models and NFR frameworks were also consulted to support the
interpretation and classification of these characteristics.
However, the classification was guided primarily by the findings
reported in the selected studies, rather than by the characteristics
defined in existing models alone. The findings were then
synthesised to establish the main NFR characteristics identified
in the literature and address RQ2.

This study uses a combined approach in the development of
the NFR model for Cloud-Based I[oT systems in Smart
Governance. The SLR findings prove that there are challenges
and some important NFR features, while ISO/IEC 25010:2023
is used as the main reference for ICT product quality structure
[45]. In addition, classical quality models are used as a source of
comparison of concepts such as McCall’s [46], Boehm [47],
FURPS [48], and Dromey [49], while the NFR Framework
supports the analysis of the relationship between quality
requirements [50]. Next, international digital government
guidance and related policy documents are used to assess the
suitability of NFR features in the context of Smart Governance
such as Guidelines for the State's IT project model Vejledning
til statens it-projektmodel from Denmark [51], Estonia ICT
Development Guidelines Digital Public Administration
Factsheet from Estonia [52], Internet of Things Cyber Security,
Guidelines Internet of Things (IoT) Cyber Security Guide from
Singapura  [53], [54] , eGovFrame Hands-on Guide for
Developing Applications with the eGovernment Standard
Framework from Korea [55] and Panduan Kejuruteraan Sistem
Aplikasi Sektor Awam (KRISA) from Malaysia [56]. This
combination allows the proposed model to be based on a
literature review as a basis for quality and to consider the needs
of the digital government context. Fig. 6 shows NFR
characteristics that have been identified through the literature.
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Fig. 6. Non-functional requirement characteristics cloud-based IoT.

Overall, the findings of Fig. 6 provide an overview of the
distribution of the nine NFR features in the literature of cloud-
based IoT systems. This analysis also helps to identify features
that are under-appreciated and can be used as the basis for a
more comprehensive study of cloud-based IoT systems in the
context of Smart Governance.

Based on an analysis of 21 selected articles, Security (SE)
was the most dominant NFR feature, with a percentage of 95%,
followed by Performance Efficiency (PE) at 90% and Reliability
(RY) at 81%. These findings show that security, performance
efficiency, and reliability are the quality aspects that need the
most attention in the Cloud-Based IoT literature. Next,
Compatibility (CY) and Flexibility (FY) recorded 76%
respectively, demonstrating the importance of compatibility
between system components as well as the ability of the system
to adapt to changing needs and workloads. External
Requirements (ER) recorded 29%, while Interaction Capability
(IC) and Safety (SA) were 14% each. In addition,
Maintainability (MY) recorded the lowest percentage, at 10%.

Overall, these findings suggest that the literature focuses
more on safety, performance, and reliability, while interaction
capabilities, physical safety, and maintainability are
underreported. This pattern identifies aspects that require further
attention in NFR research of Cloud-Based IoT systems, without
meaning that underreported features are not important.

Table II summarizes the SLR, revealing NFR characteristics,
such as performance efficiency (PE), compatibility (CY),
reliability (RY), security (SE), maintainability (MY), flexibility
(FY), safety (SA), and external requirement (ER).

Table III shows the summary of NFR characteristics
discovered from recent research and relevant studies focused on
characteristics related to performance efficiency, security, and
reliability, while aspects of interaction capability, compatibility,
maintainability, flexibility, external requirement, and safety
remain underexplored. This distribution is more specific to
article matches. In addition, this article clearly mentions some
of the quality features but doesn't necessarily elaborate on each
feature in depth. Table III uses the rule that a mark “/” is given
when there is relevant evidence from the literature.

Vol. 17, No. 10, 2026

TABLEIIl.  NFR MAIN CHARACTERISTICS

Author | PE | CY | IC ‘ RY | SE | MY FY | SA | ER
[15] /
[571 / / / / / /
[58] / / / / / / /
[59] / /
[60] / / / / /
91 / / / / /
[61] / / / / / /
[62] / / / /
[63] / / / / / /
[64] / / /
[13] / / / / /
[65] / / / / / / /
[66] / / / / /
[27] / / / / /
[67] / / / / / /
[68] / /
[69] / / / / /
[70] / / / / /
[71] / / / / / / / /
[72] / / / / / /
[73] / / /

C. RQ3: What Are the Publication Trends in Cloud-Based
IoT Studies Over the Years?

The analysis of 21 selected studies shows the publishing
trends in this research field. This trend aligns with technological
changes, indicating that this topic remains relevant for
exploration in future modern technology. Fig. 7 shows the trend
by year of publication.

Percentage of Study
20% 19% 19%  19%

18%

16%

14%

12%

10% 10% 10%
8

6 5% 5% 5% 5% 5%

4

SRR RN
0%

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026

£ F & ¥

Fig. 7. Publication trends.
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The analysis shows that starting from 2017, the trend in
NFR-related studies on cloud-based IoT systems has grown
inconsistently. The publication rate was low in the early stages,
at only 5% per year between 2017 and 2019. However, the rate
increased significantly to 19% starting in 2020. This indicates
growing awareness among researchers of the importance of
accurately collecting NFRs to address issues of performance,
security, and reliability in cloud-based IoT systems. The
following year, publications again declined to 5% in 2021 before
rising to 10% in 2022. The highest number of publications in
2023 and 2024, at 19% each year, shows that NFR-related
studies are gaining more attention in line with the development
of IoT technologies, cloud computing, edge computing, and
increasing data security requirements. However, the slight
decrease to 5% in 2025 and a modest increase to 10% in mid-
2026 are still developing and have not reached end of year which
is expected to be more stable level of maturity.

Overall, these findings show that while NFR is important in
developing cloud-based IoT systems, the number of studies is
still limited. The trend of publications shows that research in this
field is still developing, so there is an opportunity to explore
more widely to strengthen understanding of the issues being
studied.

V. CONCLUSION AND FUTURE STUDIES

The study identifies the main characteristics of NFR for
cloud-based IoT systems using an SLR approach. The main
characteristics include performance efficiency, compatibility,
interaction capability, reliability, security, maintainability,
flexibility, safety, and external requirements prioritized among
NFRs for cloud-based IoT. These findings further strengthen the
existing basic theories obtained from previous studies and make
the development of this NFRs model more effective. Further
studies are proposed to confirm this NFRs model through
empirical studies such as expert interviews or industry case
studies, as jointly planned.

The findings highlight the need for further research to
establish a comprehensive approach to NFRs in cloud-based IoT
systems. Although previous studies have identified a range of
NFR characteristics, these characteristics are often considered
separately, making it difficult to understand how they
collectively address the quality needs of cloud-based IoT
systems. Future research could therefore focus on developing a
comprehensive NFR model, identifying its applicability through
empirical studies, and performing a comprehensive experiment
with different use-case scenarios in real-world cloud-based IoT
system development. This would help determine whether the
identified NFR characteristics are relevant and practical when
applied to actual system development contexts, while also
providing insights for further refinement of the proposed model.

VI. LIMITATIONS

The study had some limitations, starting with findings based
on 21 selected articles from five databases and depending on the
search strategy and selection criteria used. Next, the articles
analysed included a wide range of studies, including literature
reviews and mapping studies. Therefore, the challenges
identified reflect issues reported in the Cloud-Based IoT
literature and have not necessarily been empirically tested in real
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systems. In addition, the process of grouping challenges into
seven categories and mapping them to nine NFR characteristics
involves the analytical considerations of researchers.

Despite these limitations, this study provides a structured
synthesis of the challenges of Cloud-Based IoT and NFR
features reported in the literature. Analysis of publication trends
provides a descriptive picture of the distribution of selected
studies but does not necessarily reflect the overall maturity of
this field. The findings of the study can be used as a basis for
identifying research gaps, conducting further empirical studies,
and supporting the development and validation of the NFR
model in the future.
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