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Abstract—Byte-level analysis has become an essential 

capability in digital forensics, enabling content-based 

investigation when file system metadata, headers, or structural 

information are unavailable or unreliable. Recent advances in 

deep learning allow forensic systems to learn discriminative 

features directly from raw byte streams; however, the growing 

diversity of representation strategies, architectural designs, and 

attention mechanisms makes it difficult to assess their relative 

effectiveness and practical suitability. This study presents a 

structured survey of representation learning and attention-based 

approaches for byte-level digital forensic analysis. We examine 

statistical, embedding-based, image-based, sequential, and 

hybrid representations, and analyze how architectural choices 

and attention mechanisms influence performance, robustness, 

and scalability. Across the literature, hybrid representations 

combined with lightweight convolutional backbones and selective 

attention mechanisms consistently provide a favorable balance 

between accuracy and computational efficiency. The survey also 

reviews key forensic applications, including file fragment 

classification, malware and binary analysis, network payload 

forensics, and encrypted or compressed data triage. In addition, 

we critically discuss challenges related to distribution shift, 

dataset bias, adversarial vulnerability, interpretability, and 

reproducibility, along with practical considerations for 

deployment in large-scale forensic pipelines. By synthesizing 

architectural trends, operational constraints, and reliability 

concerns, this work identifies critical research gaps and provides 

a structured foundation for the development of robust and 

trustworthy byte-level forensic learning systems. 
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I. INTRODUCTION 

The exponential growth of digital storage, networked 
systems, and connected devices has significantly increased 
both the volume and complexity of digital evidence 
encountered in modern forensic investigations. In many real-
world scenarios, investigators must analyze data that are 
incomplete, fragmented, partially overwritten, or stripped of 
file system metadata. Such conditions are common in cases 
involving file deletion, disk corruption, memory acquisition, 
network interception, and anti-forensic activities. As a result, 
traditional metadata-driven forensic techniques often prove 
insufficient, motivating the adoption of content-based and 
byte-level analysis methods [1], [2]. 

Byte-level digital forensics refers to the direct analysis of 
raw byte sequences without reliance on high-level semantic 
structures such as file headers, filenames, or file system 
information. This paradigm underpins several critical forensic 
and security tasks, including file fragment classification, 
malware detection, and network payload analysis. Early 
research in this area relied primarily on handcrafted statistical 
features, such as byte frequency distributions, entropy 
measures, and n-gram statistics, to distinguish between 
different data types [3], [4]. While these approaches 
demonstrated feasibility, their performance was often limited 
when applied to high-entropy data, short fragments, or 
previously unseen file formats. 

The emergence of machine learning and deep learning 
techniques has substantially advanced byte-level forensic 
analysis by enabling automatic feature extraction directly from 
raw byte streams. Convolutional neural networks, recurrent 
architectures, and hybrid models have been successfully 
applied to learn discriminative patterns from byte sequences 
without explicit feature engineering [5], [6]. These models 
have shown improved generalization across diverse file types 
and forensic conditions, particularly when trained on large-
scale benchmark datasets designed to reflect realistic 
fragmentation scenarios. 

Despite these advances, learning from raw byte streams 
remains fundamentally different from processing structured 
data such as images or natural language. Byte-level data lack 
semantic meaning, exhibit high variability, and often display 
entropy characteristics that closely resemble random noise. 
Consequently, deep learning models trained on byte sequences 
are prone to overfitting local statistical artifacts and are highly 
sensitive to minor perturbations in the input data [7]. These 
properties pose significant challenges for representation 
learning, robustness, and interpretability in forensic 
applications. 

In recent years, representation learning and attention 
mechanisms have emerged as promising tools for addressing 
these challenges. Representation learning aims to transform 
raw byte sequences into feature spaces that capture informative 
statistical and structural regularities, while attention 
mechanisms enable models to dynamically emphasize 
discriminative regions or features within otherwise noisy 
inputs. Attention-based architectures have demonstrated 
notable success in related security domains, particularly 
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malware classification and binary analysis, by improving both 
classification accuracy and model efficiency [8], [9]. However, 
a systematic understanding of how different representation 
strategies and attention mechanisms operate across byte-level 
forensic tasks remains lacking. 

Existing surveys in digital forensics have primarily focused 
either on classical file fragment classification techniques or on 
adversarial vulnerabilities of machine learning models. In 
contrast, this survey adopts a broader architectural perspective, 
centering on how byte-level representations are learned, how 
attention mechanisms are applied, and why these design 
choices matter for forensic reliability. By synthesizing research 
across multiple forensic tasks and model families, this study 
aims to provide a unified foundation for designing effective 
and trustworthy byte-level forensic learning systems. 

However, existing literature lacks a unified analysis that 
jointly examines representation learning strategies, 
architectural design choices, attention mechanisms, and their 
implications for robustness, scalability, and operational 
deployment in real-world forensic environments. Limited work 
has systematically connected model design decisions with 
practical challenges such as distribution shift, high-entropy 
data, computational constraints, and reliability requirements. 
This gap motivates the need for a structured synthesis that 
integrates architectural, methodological, and operational 
perspectives. 

The main contributions of this survey are as follows: 

1) A structured review of representation learning 

strategies for raw byte streams in digital forensics. 

2) A comparative analysis of deep learning architectures 

applied to byte-level forensic tasks. 

3) An in-depth examination of attention mechanisms and 

their role in improving discriminability and robustness. 

4) A discussion of key challenges related to reliability, 

robustness, and trustworthiness in byte-level learning. 

5) Identification of open research directions to guide 

future developments in forensic intelligence systems. 

While recent advances in deep learning and attention-based 
models have significantly improved the effectiveness of byte-
level forensic analysis, the design of reliable and robust 
learning systems remains tightly coupled to the intrinsic 
properties of byte-stream data. Unlike structured domains such 
as text or images, raw byte sequences exhibit unique statistical, 
structural, and entropy-related characteristics that directly 
influence representation learning, model generalization, and 
susceptibility to error. A clear understanding of these 
underlying data properties is therefore essential before 
examining representation strategies and architectural choices. 
The following section discusses the fundamental characteristics 
of byte-level forensic data and outlines the key challenges they 
impose on learning-based forensic systems. 

The remainder of this study is organized as follows: 
Section II describes the survey methodology and literature 
selection process. Section III discusses the fundamental 
characteristics of byte-level forensic data. Section IV reviews 
representation learning strategies for raw byte streams. 

Section V examines deep learning architectures used in byte-
level forensic analysis, followed by Section VI, which presents 
attention mechanisms and their role in improving model 
performance and robustness. Section VII summarizes key 
application domains, while Section VIII discusses challenges 
related to robustness, reliability, and trustworthiness. 
Section IX outlines open research challenges and future 
directions, and Section X concludes the survey. 

II. SURVEY METHODOLOGY 

This survey was conducted using a structured literature 
review approach to ensure comprehensive coverage of research 
related to byte-level learning for digital forensic applications. 
Relevant publications were identified through major academic 
databases, including IEEE Xplore, ACM Digital Library, 
ScienceDirect, SpringerLink, and Google Scholar. The search 
covered the period from 2003 to 2025 to capture both 
foundational work on file fragment classification and recent 
advances in deep learning, representation learning, and 
attention-based architectures. 

Search queries included combinations of keywords such as 
file fragment classification, byte-level analysis, raw byte deep 
learning, binary classification, representation learning, 
attention mechanisms, malware raw byte analysis, and 
encrypted or network payload classification. Retrieved studies 
were screened based on title and abstract, followed by full-text 
assessment to ensure relevance to content-based analysis of 
raw byte data. 

Studies were included if they proposed methods for 
analyzing raw byte streams, investigated deep learning 
architectures applicable to binary or fragment data, examined 
representation learning or attention mechanisms for byte-level 
inputs, or discussed reliability aspects such as distribution shift, 
adversarial robustness, interpretability, or reproducibility in 
security or forensic contexts. Works focused solely on 
metadata-based analysis, signature-based techniques, or 
unrelated domains without transferable methodological 
relevance were excluded. 

Since research specifically dedicated to file fragment 
classification remains relatively limited, the scope of this 
survey was expanded to include closely related byte-level 
security domains such as malware detection, binary analysis, 
and encrypted traffic classification. These domains share key 
characteristics with forensic fragment analysis, including high-
entropy inputs, lack of semantic structure, large input sizes, and 
sensitivity to small perturbations. Insights from these areas 
were incorporated when they provided transferable principles 
for representation design, architectural choices, attention 
mechanisms, or robustness. 

In total, the final corpus comprises foundational statistical 
methods, modern deep learning models, hybrid representation 
strategies, attention-based architectures, and studies addressing 
reliability and operational considerations from 60 papers. The 
selected literature was organized and analyzed according to 
representation strategy, model architecture, attention 
mechanism, application domain, and reported limitations to 
support the comparative synthesis presented in this survey. 
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III. CHARACTERISTICS OF BYTE-LEVEL FORENSIC DATA 

As established in the previous section, the effectiveness of 
learning-based forensic systems is fundamentally constrained 
by the nature of the data they operate on. Before examining 
representation learning strategies and model architectures, it is 
therefore necessary to understand the intrinsic properties of 
byte-level forensic data that shape both model behavior and 
performance. Fig. 1 illustrates the shift from traditional 
metadata-dependent forensic methods to learning-based 
approaches that operate directly on raw byte streams under 
conditions of fragmentation, corruption, or missing structural 
information. 

 

Fig. 1. Conceptual illustration of byte-level digital forensic analysis. 

Byte-level forensic analysis operates directly on raw 
sequences of bytes extracted from storage sectors, memory 
pages, or network payloads, typically in the absence of file 
system metadata or semantic context. Unlike structured 
domains such as text or images, byte streams lack natural token 
boundaries, spatial coherence, or human-interpretable meaning. 
Each byte represents only a numerical value between 0 and 
255, and any higher-level structure must be inferred implicitly 
through statistical regularities across the sequence. 

One of the most significant characteristics of byte-level 
forensic data is high-entropy, particularly for fragments 
originating from compressed, encrypted, or proprietary 
formats. In such cases, byte distributions often approximate 
uniform randomness, making class-discriminative patterns 
weak and difficult to isolate. Recent empirical studies on large-
scale fragment benchmarks have shown that even deep 
learning models experience notable performance degradation 
as entropy increases, especially when operating on short, fixed-
size fragments typical of forensic pipelines [10]. 

Fragmentation further amplifies this challenge. Forensic 
tools commonly process data in fixed-size blocks - often 
aligned with disk sectors rather than logical file boundaries - 
resulting in fragments that contain only partial structural 
information. Fragmentation disrupts long-range dependencies 
and eliminates global cues such as headers, trailers, and 
format-specific markers. Modern benchmark datasets 
intentionally remove header information to prevent trivial 
classification, but this design choice also forces models to rely 
on subtle local patterns that may not be consistently present 
across fragments [6]. 

Another defining property of byte-level forensic data is the 
absence of semantic interpretability. Unlike words in natural 
language or pixels in images, individual bytes do not convey 
meaning that is interpretable by humans. Consequently, 
learning-based systems must rely almost exclusively on 
statistical correlations and positional relationships. Recent 

analyses of byte-level neural networks suggest that many 
models learn highly localized, distribution-sensitive features, 
which can lead to overfitting and reduced robustness under 
realistic forensic conditions involving noise, corruption, or 
partial overwrites [9]. 

Byte-level forensic data are also inherently heterogeneous. 
Different file types, encodings, and storage contexts exhibit 
distinct statistical behaviors, yet these differences may be 
subtle or partially obscured at the fragment level. Cross-dataset 
evaluations have demonstrated that models trained under 
specific fragmentation or acquisition settings often generalize 
poorly when exposed to fragments generated under different 
conditions, highlighting persistent challenges related to dataset 
bias and distribution shift [11]. 

Finally, byte-level data are particularly sensitive to minor 
perturbations. Small modifications - such as padding, bit-level 
corruption, or partial overwriting - can significantly alter the 
statistical patterns on which learning-based systems rely. This 
sensitivity has important implications for reliability and 
trustworthiness, especially in forensic environments where data 
integrity cannot be guaranteed. These properties motivate the 
need for representation learning strategies that can capture 
discriminative information while remaining resilient to noise 
and variation [12]. 

Taken together, these characteristics illustrate why naïve 
feature engineering and direct application of conventional deep 
learning architectures are often insufficient for byte-level 
forensic tasks. They also underscore the central role of 
representation learning in transforming raw byte sequences into 
features that are both informative and robust. The next section, 
therefore, examines the principal representation learning 
approaches that have been proposed for byte-level digital 
forensics and analyzes how they address - or fail to address - 
the challenges outlined above. 

IV. REPRESENTATION LEARNING FOR BYTE STREAMS 

The data characteristics discussed in the previous section 
make it clear that raw byte sequences are not directly amenable 
to effective learning without appropriate feature 
transformation. Representation learning, therefore, becomes 
the foundation of byte-level digital forensic analysis, as it 
determines how statistical regularities, structural cues, and 
contextual dependencies are exposed to downstream models. 
Over the past decade, research has evolved from handcrafted 
statistical descriptors toward learned representations that can 
adapt to heterogeneous file formats and forensic conditions. 

A. Statistical Representations 

Early representation strategies for byte-level analysis relied 
on handcrafted statistical features such as byte frequency 
distributions, Shannon entropy, and fixed-length n-gram 
statistics. These representations summarize global properties of 
a fragment and are computationally efficient, which makes 
them attractive for large-scale forensic workflows. However, 
recent empirical studies have shown that statistical descriptors 
alone are often insufficient when fragments are short, highly 
compressed, or encrypted, as discriminative patterns become 
weak or indistinguishable from noise [7], [13]. Moreover, such 
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features are sensitive to fragmentation strategies and dataset 
bias, limiting their generalization across forensic contexts [11]. 

Despite these limitations, statistical representations remain 
relevant as complementary signals. Several recent works 
incorporate entropy measures or frequency-based features 
alongside learned representations to improve robustness and 
stabilize training, particularly in low-data or high-entropy 
regimes [7]. 

B. Learned Byte Embeddings 

To overcome the rigidity of handcrafted features, recent 
research has increasingly adopted learned byte embeddings. In 
this paradigm, each byte value is mapped to a dense, trainable 
vector that captures contextual relationships among 
neighboring bytes. Byte embeddings are learned jointly with 
the classification model and enable the network to discover 
similarities between byte values that frequently co-occur in 
specific structural or statistical contexts [4]. 

Large-scale studies have demonstrated that embedding-
based representations significantly outperform raw byte 
encodings and statistical features on benchmark datasets for 
file fragment classification and binary analysis [5], [6]. 
Learned embeddings also reduce input dimensionality and 
improve optimization stability, making them particularly 
effective when combined with convolutional architectures. 
Extensions of this idea have explored context-aware 
embedding objectives and multi-scale embedding schemes, 
further improving performance on heterogeneous forensic 
datasets [14]. 

C. Image-Based Byte Representations 

Another widely explored representation strategy reshapes 
byte sequences into two-dimensional arrays and interprets them 
as grayscale images. This approach enables the direct 
application of convolutional neural networks originally 
developed for computer vision. Image-based representations 
have shown competitive results in several byte-level tasks, 
including malware classification and file fragment 
identification, due to the ability of CNNs to capture local 
spatial patterns efficiently [15], [16]. 

However, the imposed spatial structure is artificial and does 
not reflect inherent relationships in the byte stream. Recent 
comparative analyses indicate that while image-based 
encodings can be effective for fragments containing repeated 
local motifs, they may obscure long-range dependencies and 
degrade performance when structural regularities are weak or 
fragmented [17]. As a result, image-based representations are 
best viewed as a task-dependent alternative rather than a 
universal solution. 

D. Sequential and Context-Aware Representations 

Sequential models explicitly preserve byte ordering and 
aim to capture contextual dependencies across fragments. Early 
work employed recurrent neural networks and long short-term 
memory (LSTM) architectures to model byte sequences, but 
these approaches suffered from scalability and training 
inefficiencies on long inputs [18]. More recent studies have 
investigated the use of self-attention and Transformer-based 
models for byte-level representation learning, demonstrating 

improved capacity to model long-range dependencies and 
contextual interactions [10], [19]. 

Despite their expressive power, Transformer-based 
approaches remain computationally expensive and are often 
impractical for high-throughput forensic pipelines. 
Consequently, recent research favors lightweight sequential 
components or attention modules integrated into convolutional 
backbones to balance expressiveness and efficiency. 

E. Hybrid and Multi-View Representations 

State-of-the-art systems increasingly adopt hybrid 
representation strategies that combine multiple views of the 
data. Common combinations include byte embeddings with 
convolutional feature maps, statistical descriptors with learned 
representations, or parallel processing of sequential and image-
based encodings. Such multi-view designs aim to mitigate the 
weaknesses of individual representations and improve 
robustness across diverse file types and acquisition conditions 
[20], [21]. 

Empirical evaluations on large fragment corpora indicate 
that hybrid representations consistently outperform single-view 
approaches, particularly in cross-dataset and mixed-entropy 
scenarios [22]. These findings highlight the importance of 
representation diversity in addressing the heterogeneity 
inherent in byte-level forensic data. Table I summarizes the 
principal representation learning strategies used in byte-level 
digital forensic analysis, highlighting their core characteristics, 
strengths, limitations, and typical application contexts. 

TABLE I.  COMPARISON OF REPRESENTATION LEARNING STRATEGIES 

FOR BYTE-LEVEL FORENSIC DATA. 

Representatio

n Strategy 
Core Idea Strengths Limitations 

Typical 

Applicatio

ns 

Statistical 

Representatio

ns 

Global 

statistics 

such as 

byte 

frequency, 

entropy, 

and n-

grams 

Simple, fast, 

interpretable 

and low 

computation

al cost 

Poor 

discriminati

on for high-

entropy or 

short 

fragments; 

limited 

generalizati

on 

Baseline 

fragment 

analysis; 

feature 

augmentati

on 

Learned Byte 

Embeddings 

Trainable 

dense 

vectors for 

byte values 

learned 

end-to-end 

Captures 

contextual 

byte 

relationship

s; compact 

and efficient 

Requires 

sufficient 

training 

data; 

embedding 

quality task-

dependent 

File 

fragment 

classificatio

n; binary 

analysis 

Image-Based 

Byte 

Encodings 

Reshaping 

byte 

streams 

into 2D 

grayscale 

images 

Enables 

reuse of 

CNN 

architecture

s; strong 

local pattern 

learning 

Artificial 

spatial 

structure; 

weak long-

range 

dependency 

modeling 

Malware 

classificatio

n; visual 

binary 

analysis 

Sequential 

Representatio

ns 

Explicit 

modeling 

of byte 

order using 

RNNs or 

Transforme

rs 

Preserves 

ordering; 

captures 

contextual 

dependencie

s 

High 

computation

al cost; 

scalability 

challenges 

Context-

aware 

fragment 

analysis; 

sequence 

modeling 
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Representatio

n Strategy 
Core Idea Strengths Limitations 

Typical 

Applicatio

ns 

Hybrid 

Representatio

ns 

Combinatio

n of 

embedding

s, statistics, 

and/or 

image 

encodings 

Improved 

robustness; 

better cross-

dataset 

performance 

Increased 

model 

complexity; 

higher 

training cost 

Large-scale 

forensic 

pipelines; 

mixed-

entropy 

datasets 

In summary, representation learning has progressed from 
simple statistical descriptors to sophisticated, multi-view 
encodings that integrate embeddings, convolutional features, 
and contextual modeling. However, representation choice 
alone does not guarantee effective learning. How these 
representations are processed by downstream architectures - 
and how attention mechanisms selectively emphasize 
informative patterns - plays a critical role in determining 
overall system performance. The next section, therefore, 
examines the deep learning architectures used to consume 
these representations and analyzes their respective strengths 
and limitations. 

V. DEEP LEARNING ARCHITECTURES FOR BYTE-LEVEL 

FORENSICS 

Selecting an architecture for byte-level forensic tasks is a 
pragmatic balancing act. Models must be expressive enough to 
capture discriminative signals buried in noisy fragments, yet 
efficient enough to process large volumes of data in operational 
pipelines. In practice, three architectural families dominate the 
literature- convolutional backbones (often compacted for 
speed), sequence/contextual models (for longer dependencies), 
and hybrids that combine local processing with global 
reasoning. Below, we review each family, highlight important 
architectural innovations that matter for forensic use, and 
summarize practical trade-offs. 

Convolutional neural networks (CNNs) are widely used 
because they extract local byte patterns with high efficiency. 
One-dimensional convolutions over byte sequences or two-
dimensional convolutions over reshaped byte images both 
work in practice; which one is preferable depends on the task 
and dataset. Lightweight convolutional designs, such as those 
using depthwise-separable convolutions, substantially reduce 
computation and memory while preserving accuracy, making 
them attractive for forensic deployments where throughput or 
CPU inference is a priority [23], [24]. Recent fragment-
classification work explicitly adopts these compact 
convolutional blocks to achieve near-state-of-the-art accuracy 
at a fraction of the inference cost [17]. 

A simple but effective architectural addition is channel-
wise recalibration. Modules that learn to reweight feature 
channels allow networks to suppress noisy dimensions and 
amplify informative ones. These blocks are inexpensive to 
insert into compact backbones and improve robustness to 
heterogeneous fragments by dynamically emphasizing 
channels that correlate with useful format cues [25]. Empirical 
studies on byte and binary inputs show that channel 
recalibration helps when fragments contain sparse but 
discriminative motifs spread across channels. 

Reshaping byte streams into 2-D arrays so they can be 
processed by image CNNs is a popular engineering choice. It 
permits reuse of mature image architectures and pretraining 
tricks. On many benchmark datasets, image-style CNNs match 
or exceed 1-D counterparts when local texture-like signatures 
exist in the data, but they can fail when the reshaping imposes 
artifacts that obscure meaningful sequential correlations [16], 
[26]. Practitioners, therefore, validate image encodings against 
sequential approaches before committing to a design. 

For fragments, where long-range interactions matter, 
sequential encoders and Transformer‐style models are 
compelling. Transformers use attention to link distant positions 
and have been adapted for binary and code analysis tasks with 
success; they excel when pretraining on large corpora is 
feasible and when tokenization/patching strategies reduce 
sequence length [27]. Yet vanilla Transformers are memory-
intensive for long byte sequences; practical forensic designs 
thus use patched tokenizations, sparse attention, or operate 
Transformers on compressed representations learned by a 
front-end CNN. 

A frequently effective pattern is hybrid: a compact 
convolutional front-end extracts local features and reduces 
sequence length; a lightweight attention or recurrent head 
integrates global context; and shallow classifier heads make the 
final decision. Hybrids balance expressiveness with throughput 
and are common in large, published fragment datasets and 
operational systems where both speed and accuracy matter [5], 
[28]. They also make it easier to fuse auxiliary features - e.g., 
entropy statistics or byte histograms - improving robustness 
under mixed-entropy conditions. 

Architecture influences not only accuracy and latency but 
also robustness to distribution shift and adversarial 
manipulation. Models that rely excessively on narrow local 
motifs can be fragile to small perturbations; conversely, 
architectures that integrate multi-scale context and explicit 
recalibration mechanisms tend to be more stable. Recent work 
on binary and malware domains shows that architecture-level 
choices (tokenization, attention window, channel recalibration) 
materially affect adversarial susceptibility and cross-dataset 
generalization, underlining the need to evaluate architectures 
under diverse and realistic fragment generation scenarios [29], 
[30], [31]. 

 

Fig. 2. A generic byte-level deep learning pipeline for digital forensic 

applications, from raw byte streams to feature representation, model 

processing, and forensic analysis outputs. 

As shown in Fig. 2, the pipeline begins with raw byte 
streams obtained from storage media or memory, which are 
converted into suitable feature representations such as 
statistical features, byte embeddings, or image encodings. 
These representations are subsequently analyzed by deep 
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learning architectures, including convolutional, recurrent, 
transformer-based, or hybrid models, to support forensic tasks 
such as file fragment classification, fragment reassembly, and 
malware detection. 

In practical forensic environments, computational 
efficiency and scalability are critical considerations, 
particularly when processing large volumes of data. Byte-level 
models often operate on long input sequences, which increases 
memory usage and inference time. Attention-based 
architectures further amplify this challenge, as self-attention 
mechanisms scale quadratically with input length, limiting 
their applicability to large fragments or high-throughput 
analysis scenarios. To address these constraints, several studies 
have explored lightweight convolutional architectures and 
efficient feature extraction strategies that reduce computational 
overhead while maintaining competitive performance [17], 
[24]. Hybrid designs that combine convolutional front-end 
feature extraction with selective or localized attention 
mechanisms offer a practical trade-off between contextual 
modeling and efficiency. Such design choices are particularly 
important for real-world forensic pipelines, where timely 
processing and resource constraints must be balanced against 
model accuracy. 

VI. ATTENTION MECHANISMS IN BYTE-LEVEL LEARNING 

Architectural advances discussed in the previous section 
have substantially improved the capacity of deep learning 
models to process raw byte streams. However, a fundamental 
limitation remains: byte-level forensic data are inherently 
noisy, fragmented, and heterogeneous, yet conventional 
architectures typically treat all parts of the input with equal 
importance. In realistic forensic scenarios, only a small subset 
of bytes within a fragment may carry discriminative 
information, while the remainder consists of padding, 
overwritten regions, or statistically random content. Attention 
mechanisms address this mismatch by enabling models to 
dynamically prioritize informative features and suppress 
irrelevant signals. 

Early applications of attention in byte-level security tasks 
emerged from malware analysis, where researchers observed 
that convolutional filters often responded strongly to localized 
but semantically insignificant byte patterns. Attention 
mechanisms were introduced to re-weight learned features 
based on their relevance to the classification objective, leading 
to consistent improvements in accuracy and stability across 
datasets [15], [32]. These findings motivated the adoption of 
attention in file fragment classification and other forensic 
domains, where similar challenges related to noise and 
fragmentation are prevalent. 

One widely adopted form is channel attention, which 
operates on feature maps produced by convolutional layers. In 
byte-level models, each channel typically captures a distinct 
statistical or structural pattern, such as repetition, local entropy 
variation, or format-specific motifs. Channel attention modules 
learn to amplify channels that contribute meaningfully to 
discrimination while attenuating those dominated by noise. 
Recent studies demonstrate that incorporating channel attention 
into compact convolutional backbones improves cross-dataset 

generalization and reduces sensitivity to fragment length and 
entropy variation [33], [34]. Importantly, channel attention 
introduces minimal computational overhead, making it suitable 
for large-scale forensic pipelines. 

Complementing channel-wise reweighting, spatial or 
positional attention mechanisms focus on identifying 
informative regions within a byte sequence or its reshaped 
representation. Spatial attention enables models to localize and 
emphasize these subsequences, improving resilience to 
fragmentation and partial overwriting. Empirical evaluations 
on fragment classification benchmarks show that spatial 
attention-guided models outperform baseline CNNs, 
particularly when fragments are generated using non-uniform 
or adversarial fragmentation strategies [35], [36]. 

More recently, self-attention and Transformer-inspired 
architectures have been adapted for byte-level learning. Unlike 
convolutional or recurrent models, self-attention explicitly 
models pairwise interactions between positions, allowing long-
range dependencies to be captured without sequential 
processing. In byte-level forensic tasks, self-attention has been 
applied to embedded byte tokens or compressed patch 
representations, enabling models to reason about global context 
across a fragment. Studies report improved performance on 
complex and high-entropy data, although computational cost 
remains a significant consideration [37], [38]. To address 
scalability, several works propose constrained or hierarchical 
self-attention schemes that limit attention scope while 
preserving contextual modeling benefits. 

Beyond performance gains, attention mechanisms 
contribute to robustness and interpretability, both of which are 
critical in forensic settings. By reducing reliance on uniformly 
distributed statistical noise, attention-equipped models are less 
susceptible to spurious correlations and dataset-specific 
artifacts. Furthermore, attention weights can be visualized to 
provide insights into which regions or features influenced a 
classification decision. Recent research highlights the value of 
such visualizations in supporting forensic analysis, model 
validation, and trustworthiness, particularly when learning-
based evidence must be explained or scrutinized [39], [40]. 

While attention mechanisms enhance feature selection and 
contextual modeling, their contribution should be interpreted 
with caution. In many studies, improvements attributed to 
attention may also be influenced by increased model capacity, 
deeper architectures, or larger training datasets, making it 
difficult to isolate the specific impact of the attention 
component without controlled ablation analysis. Furthermore, 
attention weights do not necessarily correspond to causal 
feature importance, and visualizations may create a misleading 
impression of model interpretability. Prior work in explainable 
artificial intelligence has emphasized that internal model 
signals, including attention, should not be treated as faithful 
explanations without additional validation [54], [59]. 
Interpretations that are not rigorously evaluated may therefore 
be unreliable in forensic contexts, where analytical conclusions 
must be defensible. To support trustworthy deployment, 
attention-based models should be accompanied by systematic 
ablation studies and complemented with multiple explanation 
methods and stability checks, in line with emerging 
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recommendations for rigorous interpretability assessment [55], 
[60]. 

Overall, attention mechanisms have increasingly 
transitioned from auxiliary performance boosters into core 
architectural components for byte-level forensic learning. 
Channel, spatial, and self-attention address complementary 
aspects of the challenges posed by raw byte data, and their 
integration into hybrid architectures represents a key trend in 
current research. The next section examines how these 
attention-enabled models are applied across practical digital 
forensic tasks, illustrating their effectiveness in real-world 
investigative scenarios. 

VII. APPLICATIONS IN DIGITAL FORENSICS 

The integration of byte-level representation learning and 
attention mechanisms has expanded the applicability of 
learning-based methods across several digital forensic 
domains. These applications share a reliance on raw data 
analysis under constrained conditions, such as missing 
metadata, partial data acquisition, or deliberate obfuscation. 
This section reviews established application areas where byte-
level learning has been demonstrably applied and evaluated in 
the literature. 

A. File Fragment Classification 

File fragment classification is a long-standing problem in 
digital forensics, traditionally addressed using statistical 
features such as byte frequency distributions, entropy 
measures, and n-grams. Early foundational work demonstrated 
that fragment classification is feasible even in the absence of 
file system metadata but also highlighted strong sensitivity to 
fragmentation strategy and entropy variation [3], [41]. 

Subsequent studies explored machine learning–based 
classifiers to reduce reliance on handcrafted features, showing 
improved discrimination across common file types [4]. While 
deep learning–based fragment classification remains a 
relatively narrow research area, convolutional neural networks 
have been shown to learn discriminative local byte patterns 
directly from fragment content, outperforming classical 
approaches under controlled experimental conditions [26]. 
These results establish the feasibility of byte-level learning for 
fragment classification, though large-scale and cross-dataset 
evaluations remain limited. 

B. Malware and Binary Artifact Analysis 

Byte-level learning has been more extensively studied in 
malware detection and binary analysis, making this domain a 
key source of transferable insights for digital forensics. Static 
malware detection systems operating directly on raw 
executables have demonstrated that byte-level statistical and 
structural patterns are sufficient for effective classification 
without disassembly or dynamic execution [42]. 

Later work showed that convolutional architectures can 
automatically learn hierarchical representations of binary 
structure, while attention mechanisms improve robustness by 
suppressing noise introduced by padding, packing, or unused 
code regions [43]. These techniques are directly relevant to 
forensic analysis tasks such as malware triage, artifact 

attribution, and family clustering, where raw binaries are often 
the only available evidence. 

C. Network Payload and Traffic Forensics 

In network forensics, payload data may be fragmented 
across packets, partially captured, or encrypted, limiting the 
effectiveness of protocol-specific parsers. Byte-level deep 
learning enables content-based traffic analysis without 
requiring prior knowledge of application protocols. Early deep 
learning approaches demonstrated that neural networks can 
classify network traffic directly from raw packet payloads with 
competitive accuracy [44]. 

More recent work has emphasized the role of representation 
learning and attention in improving payload-based traffic 
classification, particularly under encrypted or obfuscated 
conditions [45], [46]. These approaches allow models to focus 
on informative payload segments while ignoring protocol 
overhead, making them suitable for forensic investigations 
involving incomplete or noisy traffic captures. 

D. Encrypted and Compressed Data Identification 

Encrypted and compressed data present inherent challenges 
due to their high-entropy and lack of semantic structure. While 
content recovery is infeasible, forensic triage often requires 
identifying whether data are encrypted, compressed, or 
random. Prior research has demonstrated that machine learning 
models trained on byte-level statistics can distinguish between 
these categories with meaningful accuracy [47]. 

Recent studies extend this work by applying learning-based 
classification to encrypted traffic and storage artifacts, 
supporting forensic prioritization and investigative decision-
making [48], [49]. Attention mechanisms contribute by 
highlighting subtle statistical irregularities that persist across 
encryption or compression schemes, although performance 
remains sensitive to dataset composition and entropy levels. To 
consolidate, Table II provides a summary of representative 
byte-level forensic tasks along with their associated input 
characteristics and analytical challenges. 

TABLE II.  BYTE-LEVEL FORENSIC TASKS AND ASSOCIATED 

CHALLENGES. 

Forensic Task 
Input 

Characteristics 
Key Challenges 

File fragment 

classification 

Short, high-entropy 

byte fragments; 

missing headers and 

metadata  

Loss of global structure; 

class overlap; limited 

discriminative cues 

Malware binary 

analysis 

Large raw executables 

with mixed code and 

data regions 

Obfuscation and packing; 

padding noise; scalability 

constraints 

Network payload 

analysis 

Fragmented packet 

payloads; partial or 

encrypted content 

Incomplete visibility; 

protocol noise; payload 

fragmentation 

Encrypted and 

compressed data 

triage 

Near-random byte 

distributions with 

minimal structure 

Extremely high-entropy; 

weak statistical separability 
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E. Public Datasets and Evaluation Settings 

Recent advances in byte-level learning have been supported 
by the development of several benchmark datasets for file 
fragment classification and related tasks. However, these 
datasets differ significantly in terms of fragment generation 
strategy, header removal, entropy distribution, and evaluation 
protocols. Such variations complicate direct comparison across 
studies and contribute to inconsistencies in reported 
performance. 

Large-scale datasets such as FiFTy and ByteRCNN have 
become commonly used benchmarks for deep learning–based 
fragment classification. These datasets typically remove file 
headers and generate fixed-size fragments to prevent trivial 
classification based on structural signatures. Some studies 
further stratify fragments based on entropy levels to evaluate 
performance under realistic forensic conditions involving 
compressed or encrypted data. Despite these efforts, 
differences in file type coverage, fragment size, and train–test 
splitting strategies continue to affect cross-dataset 
generalization. 

Table III summarizes representative publicly reported 
datasets and experimental settings used in recent byte-level 
learning studies. The table highlights key factors that influence 
evaluation outcomes and underscores the need for standardized 
benchmark protocols to enable fair comparison and reliable 
assessment of forensic learning systems. The Public column 
indicates whether datasets or implementation code are 
explicitly made available through official author resources. 

TABLE III.  DATASET AND EVALUATION CHARACTERISTICS FOR BYTE-
LEVEL FRAGMENT CLASSIFICATION. 

Dataset / 

Study 
Type Public 

Header 

Removed 

Key 

Characteristics 

FiFTy [6] Dataset 
Yes 

(dataset) 
Yes 

Large-scale 

benchmark 

ByteRCNN 

[5] 
Study Yes (code) Yes 

CNN–RNN 

model 

ByteNet 

[35] 
Study 

Not 

specified 
Yes 

Attention-based 

model 

Lightweight 

CNN [17] 
Study 

Not 

specified 
Yes 

Efficient 

architecture 

Image-

based CNN 

[28] 

Study 
Not 

specified 
Yes 

Grayscale 

representation 

Taken together, these applications demonstrate that byte-
level learning supports a range of forensic tasks where 
traditional feature engineering struggles. However, empirical 
evidence also reveals limitations related to generalization, 
robustness, and dataset bias. These concerns motivate a closer 
examination of reliability and trustworthiness, which are 
addressed in the following section. 

VIII. ROBUSTNESS, RELIABILITY, AND TRUSTWORTHINESS 

While byte-level deep learning models demonstrate 
promising performance across multiple forensic applications, 
their deployment in real-world investigations raises important 
concerns related to robustness, reliability, and trustworthiness. 
Unlike controlled experimental settings, forensic environments 
are characterized by heterogeneous data sources, imperfect 

acquisition processes, and potential adversarial manipulation. 
This section examines key challenges that affect the 
dependability of byte-level forensic learning systems and 
reviews established research addressing these issues. 

A recurring challenge in byte-level forensic learning is 
sensitivity to distribution shift. Models are often trained on 
datasets generated under specific fragmentation strategies, file 
type distributions, or acquisition conditions. When deployed on 
data collected under different conditions, performance can 
degrade significantly. This issue has been widely observed in 
security and forensic machine learning, where classifiers learn 
dataset-specific artifacts rather than generalizable patterns [50], 
[51], leading to significant performance degradation when 
deployed under different conditions. 

Dataset bias is particularly problematic for byte-level 
models, as subtle differences in compression tools, software 
versions, or storage media can alter byte distributions. Studies 
in malware and binary classification demonstrate that high 
reported accuracy may not translate to robust real-world 
performance when training and test distributions differ [52]. 
These findings underscore the need for cross-dataset evaluation 
and careful dataset construction in forensic research. 

Byte-level models are inherently sensitive to small 
perturbations, such as padding, bit flips, or partial overwriting. 
Even modifications that preserve semantic equivalence can 
significantly alter learned representations. Research in 
adversarial machine learning has shown that deep models 
operating on raw bytes can be misled by carefully crafted 
perturbations, raising concerns about reliability in adversarial 
forensic scenarios [31], [53]. 

Beyond natural perturbations, byte-level forensic systems 
may also be vulnerable to deliberate adversarial manipulation. 
Such threats can be broadly categorized into evasion and 
poisoning attacks. Evasion attacks occur at inference time and 
involve modifying input data to mislead the model while 
preserving its functional or semantic behavior. In byte-level 
contexts, these manipulations may include byte insertion, 
padding, reordering, or localized bit modifications that alter 
statistical patterns without changing the operational 
characteristics of the file, as demonstrated in adversarial 
malware studies [29], [31]. Because byte-level models rely 
heavily on low-level distributional features, even small, 
localized changes can significantly distort learned 
representations. 

Poisoning attacks target the training process by introducing 
manipulated or mislabeled samples into the training dataset. In 
forensic environments, such risks may arise from contaminated 
data sources, incorrect labeling, or intentionally crafted 
evidence designed to bias model behavior. Related concerns 
include evidence manipulation and model inversion, where 
adversaries attempt to infer sensitive training information or 
exploit model responses to reconstruct underlying data. These 
threats highlight the importance of maintaining data integrity 
and secure training pipelines in forensic machine learning. 

Several defensive strategies have been explored in related 
byte-level security domains. Data augmentation using realistic 
byte-level transformations can improve robustness to padding, 
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corruption, and minor perturbations, while adversarial training 
exposes models to perturbed samples during learning to 
improve resilience. Architectural designs that incorporate 
multi-scale feature aggregation and attention-based filtering 
may further reduce sensitivity to localized noise. In addition, 
techniques such as confidence calibration, out-of-distribution 
detection, and ensemble-based decision making can help 
identify uncertain or potentially manipulated inputs. 

Although many forensic use cases are not explicitly 
adversarial, the presence of corrupted or partially overwritten 
data can produce similar effects. Robustness to such 
perturbations is therefore essential for trustworthy forensic 
deployment. Existing work suggests that architectural choices, 
regularization strategies, and feature aggregation mechanisms 
influence sensitivity, but no universally robust solution has yet 
emerged. 

Another dimension of reliability concerns generalization 
across diverse file types and fragment sizes. Byte-level forensic 
systems are often evaluated on fixed fragment lengths and 
limited file categories, which may not reflect operational 
diversity. Prior research indicates that models trained on 
specific fragment sizes can exhibit degraded performance when 
applied to shorter or longer fragments [3]. 

Similarly, generalization across file formats remains 
challenging, particularly for formats with similar statistical 
properties. These limitations highlight the importance of 
evaluating models under varied experimental conditions and 
avoiding overly narrow performance claims in forensic 
contexts. 

Trustworthiness in forensic applications extends beyond 
accuracy. Investigators, analysts, and legal stakeholders must 
be able to understand and justify how conclusions are reached. 
Deep learning models trained on raw bytes are often criticized 
for their lack of interpretability, which can hinder their 
acceptance as forensic tools. 

Recent work in explainable artificial intelligence (XAI) 
emphasizes the need for interpretable models in security-
sensitive domains. Techniques such as saliency mapping, 
feature attribution, and attention visualization provide partial 
insight into model behavior, but their forensic validity remains 
an open question [54], [55]. Without careful interpretation, 
explanations may be misleading or unstable, limiting their 
usefulness as evidential support. 

Reproducibility is a foundational requirement for trust in 
forensic methods. However, byte-level forensic learning 
studies often rely on proprietary datasets, undocumented 
preprocessing steps, or unavailable code, making independent 
verification difficult. Surveys in digital forensics have 
repeatedly highlighted reproducibility as a systemic challenge 
that undermines confidence in experimental results [56]. 

Transparent reporting of dataset composition, 
fragmentation strategies, evaluation protocols, and limitations 
is therefore essential. Without such transparency, even 
technically sound models may be unsuitable for forensic 
adoption. 

In summary, while byte-level deep learning offers powerful 
tools for digital forensics, its reliability and trustworthiness 
cannot be assumed. Sensitivity to distribution shift, noise, and 
dataset bias, along with challenges related to interpretability 
and reproducibility, must be carefully addressed. These 
concerns motivate ongoing research into robust architectures, 
standardized benchmarks, and explainable learning 
frameworks. Section IX of this survey discusses open 
challenges and future research directions that must be 
addressed to advance byte-level forensic learning toward 
practical, trustworthy deployment. 

IX. OPEN CHALLENGES AND FUTURE DIRECTIONS 

Despite notable advances in byte-level representation 
learning and attention-based architectures, several unresolved 
challenges continue to limit their practical adoption in digital 
forensic investigations. These challenges are not purely 
algorithmic; rather, they arise from the interaction between 
data characteristics, model behavior, operational constraints, 
and evidentiary requirements. Addressing them requires both 
technical innovation and methodological rigor. 

A. Generalization, Robustness, and Real-World Validity 

A central challenge in byte-level forensic learning is 
achieving reliable generalization beyond controlled 
experimental settings. Many existing studies evaluate models 
using datasets constructed under specific assumptions about 
fragmentation strategy, file type distribution, or acquisition 
process. While such evaluations are necessary for 
benchmarking, they often fail to capture the variability 
encountered in real forensic environments. Prior work in digital 
forensics has repeatedly emphasized that results obtained under 
narrowly defined conditions may not translate into operational 
reliability [57]. 

Robustness to non-ideal data further complicates this issue. 
Forensic artifacts may be partially overwritten, corrupted, or 
intentionally manipulated, leading to distribution shifts that 
degrade model performance. Research in security-focused 
machine learning shows that models operating on low-level 
representations are particularly sensitive to subtle 
perturbations, even when semantic content is preserved [58]. 
Future research must therefore prioritize systematic robustness 
evaluation under realistic noise, corruption, and manipulation 
scenarios, rather than relying solely on clean benchmark 
performance. 

Closely related is the need for standardized, openly 
available benchmarks that reflect real-world diversity. Without 
shared datasets and evaluation protocols, it remains difficult to 
compare approaches objectively or to assess progress 
meaningfully. The development of representative fragment 
corpora and transparent evaluation methodologies remains a 
critical open problem for the field. 

B. Interpretability, Scalability, and Forensic Integration 

Beyond performance and robustness, the trustworthiness of 
byte-level forensic learning systems depends heavily on 
interpretability and operational feasibility. Deep learning 
models trained on raw byte streams are often opaque, making it 
difficult for forensic practitioners to understand why a 
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particular classification decision was reached. While attention 
mechanisms and post hoc explanation techniques offer partial 
insights, their reliability and evidential value require careful 
scrutiny. Research in explainable artificial intelligence cautions 
that visual or attribution-based explanations can be unstable or 
misleading if not rigorously validated [59]. 

Scalability presents an additional barrier to adoption. 
Forensic investigations frequently involve large-scale data 
processing, such as disk-wide analysis or continuous network 
monitoring. Although recent architectures have improved 
efficiency, many attention-based models remain 
computationally intensive, particularly when applied to long 
byte sequences. Future work should explore hierarchical 
processing strategies, lightweight attention mechanisms, and 
hardware-aware model design to ensure that learning-based 
methods can be deployed at scale. 

Finally, effective integration into forensic workflows 
remains an open challenge. Automated byte-level analysis 
should support, rather than replace, human expertise. Forensic 
methodology research consistently emphasizes the importance 
of transparency, reproducibility, and analyst oversight in 
evidentiary processes [56], [60]. Future systems should 
therefore incorporate confidence estimation, auditability, and 
human-in-the-loop mechanisms to align learning-based 
analysis with forensic best practices and legal standards. 

In summary, advancing byte-level forensic learning 
requires more than incremental improvements in model 
accuracy. Progress depends on addressing foundational 
challenges related to generalization, robustness, 
interpretability, scalability, and workflow integration. Meeting 
these challenges will require collaboration across machine 
learning, digital forensics, and legal domains and represents a 
necessary step toward trustworthy and operationally viable 
byte-level forensic analysis. 

X. CONCLUSION 

Byte-level learning has emerged as a powerful paradigm 
for digital forensic analysis, enabling content-based 
investigation in scenarios where metadata, structure, or 
semantic context is unavailable or unreliable. By operating 
directly on raw byte streams, learning-based systems address 
long-standing forensic challenges such as file fragment 
classification, binary artifact analysis, and the triage of 
encrypted or compressed data. Advances in representation 
learning and deep architectures have substantially improved the 
ability of models to extract discriminative signals from noisy 
and fragmented inputs. 

This survey examined how modern forensic systems 
transform raw bytes into informative representations, how 
architectural choices influence learning capacity and 
efficiency, and how attention mechanisms enhance robustness 
and interpretability. Across the literature, attention-based 
designs consistently emerge as a unifying theme, allowing 
models to selectively emphasize informative patterns while 
suppressing irrelevant or misleading content. These 
mechanisms are particularly well-suited to forensic data, where 
discriminative cues are sparse and unevenly distributed. 

At the same time, the review highlights important 
limitations that constrain practical adoption. Sensitivity to 
dataset bias, distribution shift, and minor perturbations raises 
concerns about reliability under real-world conditions. The 
lack of standardized benchmarks and reproducible evaluation 
protocols further complicates meaningful comparison across 
studies. Moreover, the interpretability of byte-level models 
remains an open challenge, particularly when learning-based 
outputs are expected to support forensic reasoning or legal 
decision-making. 

Moving forward, progress in byte-level forensic learning 
will depend on addressing these foundational issues rather than 
pursuing incremental accuracy gains alone. Emphasis on 
robustness, transparency, and methodological rigor is essential 
for translating research advances into dependable forensic 
tools. By aligning representation learning, attention 
mechanisms, and evaluation practices with the practical 
realities of digital investigations, future work can help bridge 
the gap between experimental success and trustworthy forensic 
deployment. Establishing standardized benchmarks and 
evaluation practices will be essential for translating research 
advances into operational forensic capability. 
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