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Abstract—Risk management is the systematic process of
identifying, assessing, monitoring, and responding to risks in
projects and ongoing operations. Effective execution of risk
management activities is essential for the successful completion of
projects and the achievement of key performance indicators in
operational environments. In recent years, organizations have
increasingly emphasized the proactive identification and
mitigation of risks before they materialize. Consequently, risk
assessment is addressed early in the lifecycle and continuously
revisited to ensure the proper functioning of ongoing operations
and the successful delivery of projects. A central tool in the risk
management process is the risk register, which consolidates all
critical and relevant information related to identified risks. The
risk register serves as a focal point around which risk management
activities are organized. It is inherently dynamic and must be
continuously updated to reflect changes in risk exposure and
response strategies. When properly managed, the risk register
supports informed decision-making and enables managers to
handle risks in a systematic and timely manner. The primary
objective of this study is to bridge theory and practice by
developing a risk management information system centered on a
comprehensive risk register. The study presents the design of the
proposed system using established modeling techniques and
diagrams, followed by the development of a functional prototype
based onmodern web technologies. Finally, a demonstration of the
prototype is provided to illustrate its capabilities and practical
applicability.
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I.  INTRODUCTION

Risks are inherent in the management of projects and
ongoing operations. Managers are therefore expected to be
capable of identifying and anticipating risks that may affect
organizational activities. In practice, however, risks are often
neglected or inadequately managed, either because they are
perceived as unlikely to occur or because risk management is
viewed as an unnecessary overhead. Some managers also tend
to associaterisk solely with negative outcomes to be avoided.
In reality, risk is an integral part of organizational performance
and value delivery, makingeffective risk management essential
for business success. In today’s rapidly changing environment,
organizations face increasing levels of uncertainty, and their
resilience and sustainability depend largely on how well risks
are managed.

The importance of risk management is particularly evident
ininformationsystems projects. The Standish Group’s CHAOS
report [35] indicates that approximately 69% of such projects

partially or completely fail. Empirical evidence shows that
integrating risk management into the project development
process significantly improves the likelihood of successful
projectexecution and deployment. The same principle applies
to ongoing business operations, where unmanaged risks can
undermine performance and continuity.

A wide range of standards, guidelines, and best practices
has been proposed to support risk management in general and
project risk management in particular. Notable examples
includethe ISO 31000 risk management guidelines [16] and the
Project Risk Management framework of the Project
Management Body of Knowledge (PMBOK) published by the
Project Management Institute [28]. Studies indicate that 71% of
projects that systematically apply risk management practices
succeed in meeting customer expectations with respect to time,
quality, and cost [6].

As partofa preliminary investigation, 28 leading RMIS and
risk register tools were systematically analyzed through
provider websites, email questionnaires, live chats, and limited
demo access. The comparative analysis revealed several unmet
limitations in existing solutions. Most tools primarily target
medium and large enterprises, with limited accessibility for
small organizations or individual users. Additionally, many
systems are complex, expensive, require extensive
configuration, and often integrate risk management as a
secondary function within broader project management
platforms rather than offering a focused and streamlined risk
register solution.

Furthermore, access restrictions, quote-based pricing
models, installation requirements, and limited web or mobile
availability reduce usability and flexibility. These findings
highlight a practical and conceptual gap in the availability ofa
lightweight, web-based, accessible, and cost-effective RMIS
designed specifically to simplify risk management processes
while maintaining usability, scalability, and security.
Therefore, the proposed RiskMIS addresses this identified gap
by offering a simplified, web-based, and broadly accessible
solution adaptable across various domains without heavy
customization requirements.

Among the tools used to support risk management, the risk
register plays a central role. It provides a structured repository
for documenting identified risks, their characteristics, and
planned responses, and it serves as the focal point for risk
analysis, prioritization, and monitoring. Despite its importance,
existing research has largely focused on theoretical aspects of
risk management—such as risk categorization, probability,
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impact, and prioritization—while paying limited attention to
the design and structure of the risk register itself. Some studies
propose domain-specific risk registers or spreadsheet-based
approaches. Forexample, [37] suggests areference riskregister
for project management and outlines steps for its
implementation using Excel, while Burcar, Radujkovi¢, and
Vukomanovi¢ [5] propose a methodology for developing a risk
register in construction projects using software support such as
relational databases. However, these studies provide limited
guidance on how to systematically design and implement a
comprehensive risk register or how to embed it within an
integrated risk management information system. Moreover,
existing solutions are often domain-specific and lack
adaptability across different organizational contexts.

This study addresses these limitations by presenting the
systematic development and implementation of RiskMIS, a
comprehensive risk management information system designed
around a dynamic and reusable risk register. The system
supports the structured documentation of risks and response
strategies to enhance the success of projects and ongoing
operations. To develop the proposed tool, we adopted a
Software Development Life Cycle (SDLC) approach based on
the waterfall model, encompassing analysis, design,
implementation, testing, and maintenance phases [34].

The study begins with an extensive analysis of existing
approaches and relevant literature to consolidate risk register
concepts and identify suitable theories related to risk
categorization, prioritization, probability, and impact. It then
specifies the functional and non-functional requirements of the
proposed system, followed by the detailed design and
implementation of a working prototype. The development
process includes algorithm design, database conceptual
modeling, system architecture, activity and state diagrams,
graphical user interface design, and data structure definition.
The database was designed using the Entity Relationship (ER)
model, while Unified Modeling Language (UML2.5) diagrams
were used to representbehavioral and structural aspects of the
system [25]. The prototype was implemented as a web-based
applicationusing the ASP.NET Core framework, developed in
C#, with Microsoft SQL Server 2018 used for data
management. The system was subsequently tested to verify that
it meets its specified requirements and intended functionality.

The remainder of this study is organized as follows:
Section Il presents background concepts related to risk and risk
management. Section Il defines and analyzes the functional
and non-functional requirements of the proposed system.
Section IV describes the design and implementation of
RiskMIS. Section V demonstrates the system prototype.
Finally, Section VI discusses the findings, draws conclusions,
and outlines directions for future work.

Despite the structured design of RiskMIS, several
limitations remain. The system has not yet been validated
through longitudinal case studies in real organizational
environments, and quantitative performance metrics have not
been formally established. Technical benchmarking under high
operational loads has not been conducted, limiting conclusions
regarding scalability and database efficiency. Additionally,
formal security assessments, version control mechanisms, and
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comprehensive data lifecycle management strategies have not
yet been fully implemented. The system has not been
empirically validated across multiple sectors, and structured
user training and adoption frameworks have not been
systematically evaluated. These limitations highlightareas for
further empirical and technical development.

II. BACKGROUND

This section provides background information on risks and
risk management, including risk terminology, risk
classification, operational and project risk management, risk
management frameworks and processes, risk registers, and risk
assessment criteria.

A. Risk Terminology

Risk is commonly defined as the probability of an event
occurringand the consequences associated with thatevent [14].
It is typically characterized by three fundamental elements: the
event itself, its probability of occurrence, and its impact [29].
In general terms, risk refers to any event or condition that may
hinderan organization fromachievingits objectives. This study
focuses on negative risks, hereafter referred to simply as risks.
Effective risk management aims to minimize adverse impacts
while enabling organizations to sustain performance and
achieve desired outcomes.

Organizations classify risks based on their nature, context,
and specific concerns [26]. Although no universal risk
classification system applies to all organizations, many adopt
classifications proposed by relevant standards, frameworks, or
prior research [13]. The terms risk classification, risk
categorization, risk typing, and risk taxonomy are often used
interchangeably to describe the grouping of risks according to
defined criteria.

Risks may be categorized by source, type, timescale, or
nature of impact. For example, risks can affect financial
performance, operational activities, infrastructure, reputation,
or market position. A structured risk classification system
facilitates risk identification, responsibility assignment,
comparison of similar risks, and the definition of risk
management scope. Consequently, organizations often tailor
their classification schemes to align with their specificactivities
and objectives [13]. Forinstance, Larson and Gray [ 19] propose
a generic Risk Breakdown Structure (RBS) based on risk
sources, while a similar RBS for generic projects is presented
in [12].

B. Operational and Project Risk Management

Organizations face multiple types of risks, and
categorization plays a key role in their effective identification
[11]. Common categories include operational, project,
organizational, and commercial risks. Operational risks arise
from routine organizational activities and typically result from
human error, process failures, or deficiencies in systems and
controls [9]. Such risks often affect service quality, efficiency,
and reliability [13].

Project risk management, in contrast, focuses on
uncertainties that may affect project objectives throughout the
projectlifecycle. It encompasses planning for riskmanagement,
risk identification, qualitative and quantitative analysis,
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response planning, and ongoing monitoring and control [28].
The objectiveis to minimize negative risks while maximizing
positive risks, or opportunities. Effective project risk
management is widely recognized as a critical factor in

successful project delivery [30].

Projects progress through a defined lifecycle from initiation
to closure [28]. Numerous lifecycle models exist, often tailored
to specific industries or organizational contexts. Organizations
typically select lifecycle models that best align with their
operational needs and governance structures.

C. Risk Management Processes and Frameworks

Effective risk management requires well-defined processes
supported by appropriate risk management frameworks [30].
According to [15], risk management is the systematic
application of policies, procedures, and practices to activities
such as communication, consultation, context establishment,
risk identification, analysis, evaluation, treatment, monitoring,
and review. These processes are formalized within widely
adopted standards and frameworks, including ISO 31000, the
IRM Standard, BS31100,and the COSO ERM framework[13].

In the software and information systems domains, several
formal risk management methodologies assess risks throughout
the development lifecycle [8]. Notable examples include
Boehm’s risk management model [ 3], the SEI Continuous Risk
Management (SEI-CRM) method [10], the Riskit method [18§],
the CMMI framework [7], and the Larson and Gray approach
[19].

Since its introduction, ISO 31000:2009 has gained
widespread adoption due to its comprehensive and flexible
structure [2]. Nevertheless, many organizations prefer the
PMBOK framework when managing project-specific risks.

Larson and Gray [ 19] describe a four-step risk management
process comprising risk identification, risk assessment, risk
response development, and risk response control. The final step
include implementing response strategies, monitoring risk
triggers, activating contingency plans, updating risk records,
and identifyingemergingrisks. Empirical evidence supports the
effectiveness of structured risk management processes. For
example, Junior et al. [17] found that applying formal risk
management practices and assigning dedicated risk roles
significantly improved project success. While project managers
remain accountable for overall project outcomes [19], risk
managers are responsible for planning, coordinating, and
overseeing risk-related activities [4].

D. Risk Register

The risk register is a fundamental component of risk
management at both project and organizational levels [13]. Its
importance is consistently emphasized in the literature; for
instance, Saffin et al. [33] report that 70% of project managers
consider the risk register a critical project management tool. A
risk register consolidates detailed information about identified
risks, including their likelihood, impact, priority, ownership,
and response strategies. The risk register should be highly
accessible and provide the necessary information about risks
[32].
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Risk registers vary widely in form and complexity, ranging
from simple paper-based documents to sophisticated software
solutions. Many organizations rely on spreadsheets or word-
processing tools for risk documentation. A study by the Design
Information Group at Bristol University found that 67% of
respondents documented risks using paper or computer-based
registers, with 78% developed internally [27]. While such
approaches are accessible, they often lack scalability,
consistency, and integration.

Several studies have explored risk register implementation
in specific domains. For example, Burcar et al. [4] report
positive results from implementing a database-driven risk
register in the Croatian construction industry. Other research
highlights that a risk register is essentially a structured and
continuouslyupdatedrepository of risk information [37], which
may be implemented using documents, spreadsheets, or
relational databases [13].

Comparative studies further indicate that theoretical models
alone are insufficient for developing comprehensive and
reusable risk registers [36]. Domain-specific
implementations—such as reference risk registers in
information security [24] or electric power generation [20]—
demonstrate practical benefits but often lack generalizability.
According to the PMBOK Guide [28], a risk register should
include identifiers, descriptions, owners, causes, impacts,
triggers, response strategies, and status information. To remain
effective, it must be continuously updated and treated as a
dynamic information resource [13].

Despite their widespread use, spreadsheet-based risk
registers present significant limitations. Martins [22] identifies
issues related to data organization, version control,
collaboration, integration, and usability. These limitations are
reinforced by survey findings indicating that while 97% of
finance professionals use spreadsheets for risk management,
72% consider them inefficient [ 1]. Spreadsheet-based tools are
particularly vulnerable to access control issues, formula errors,
and inconsistent data handling, making them unsuitable for
comprehensive and long-term risk management.

E. Risk Criteria and Risk Matrix

Risk criteria define the basis on which risks are evaluated
and prioritized and vary according to organizational objectives
and context [16]. Establishing clear risk criteria ensures a
shared understanding of risk-related terms and assessment
scales across the organization.

Following risk identification, risks are analyzed by
assessing their probability and impact based on the defined
criteria. Each risk is assigned a risk score to support
prioritization. Risk analysis may be qualitative or quantitative.
Chihuri and Pretorius [6] found that qualitative risk analysis is
more commonly used due to its simplicity and ease of
interpretation. Although cost-effective, qualitative methods are
inherently subjective [30]. Quantitative analysis, while more
precise, is less frequently applied because of its complexity. In
qualitative analysis, risk scores are typically calculated by
combining probability and impact values [33], whereas
quantitative analysis numerically estimates potential losses and
is often reserved for high-exposure risks [30].
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III.  ANALYSIS

In this section, we identify the mostrelevant theories related
to risk categorization, prioritization, probability, and impact,
and use them to derive the functional and non-functional
requirements of the proposed tool.

A. Main Risk Management Elements

Risk management can become complex and time-
consuming when inefficient tools are used. Manual and semi-
structured approaches, such as word processors and
spreadsheets, impose significant limitations on consistency,
traceability, and timely decision-making. These limitations
highlight the need for an automated and unified risk
management tool capable of supporting risk identification,
analysis, and treatment throughout the project lifecycle, thereby
improving the likelihood of project success.

1) Project life cycle: To ensure applicability across
different business domains, the proposed tool adopts a generic
predictive project life cycle model consisting of five stages,
based on the standardized project lifecycle and best practices
defined by the Project Management Institute (PMI). In
predictive life cycles, project cost, duration, and scope are
defined early in the lifecycle [28].

The first stage, Idea, represents a preliminary concept in
which project goals, specifications, and team responsibilities
are not yet finalized. Projects in this stage can be modified or
canceled without organizational impact, preventing
unnecessary allocation of resources to initiatives that may never
commence. The second stage, Initiating, involves finalizing
project objectives, scope, budget, duration, and assigning
project and risk managers. In the Planning stage, the project
manager develops detailed plans to meet projectrequirements
within approved constraints. Once the plan is confirmed, the
project enters the Executing stage, during which tasks are
carried out according to the approved plan. The final stage,
Closing, concludes the project and delivers outcomes to the
client. In this model, execution and monitoring activities
defined by PMBOK [28] are consolidated into a single
Executing stage.

Within the tool, projects transition through seven
operational states, as illustrated in Fig. 8. Projects are initially
createdin the Idea stateand progressto Initiate, once key details
are finalized and responsible managers are assigned. Upon plan
development, the project moves to the Plan state. When at least
one task enters execution, the project transitions to In Process.
A project is marked Completed when all tasks are completed.
Projects may also enter On Hold or Canceled states. Only
administrators may cancel projects, and only when the project
is in the On Hold state. Projects canceled in the Idea state are
permanently removed, as they provide no long-term value.
Project states are automatically updated based on task status,
ensuring consistency between task progress and overall project
state. The meaning of each state is summarized in Table L
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TABLEI. PROJECT STATUS OF THE DEVELOPED TOOL
Project .
State Meaning Notes

The administrator has
an idea of a new
project discussed or
requested by the client

This is the first and default status
of the project.

The administrator is the one who
decides to have a new project.

Idea butdoesn't havea final | The administrator can change the
decision about the project information.
duration, budget, and The administrator can delete the
the assigned PM and project from the tool
RM for the project. permanently.
The administrator The administrator should provide
finalizes the contract a description of the project.
with the client and The administrator is Not allowed
decides the start and to make changes to the project
Initiate end date of the project, | information.
the budget, and the The project will be available to
PM and RM who will PM and RM to work in.
be responsible for the Administrator cannot delete the
project. project after initiation.
The project will be in plan status
when PM starts making tasks for
the plan.
PM divides the project | The plan should be within the
into tasks, each task duration and budget decided by
with a start and end the administrator.
date, cost, and Requirements for each task will
requirements (goals to | be used as indicators of the
Plan be achieved in specific | completion of the task goal.
tasks). If PM confirms the plan the
Project being in Plan project still in plan status but
status when at least ready to start, all tasks will be in
one task is created for | "Not Started" status.
the project. PM can cancel tasks after
confirming the plan . If all tasks
are canceled the project becomes
in canceled status.
If PM starts at least
one tasl: (task in "In Administrator or PM cannot
Process" status or Lo
" . cancel or delete a project in the
Delay" status) the ,, "
In Process | projectstatus becomes In Proc_ess state
“ . The project state changes
In process ically by the tool based
automatically even if automatically by .
there canceled tasks or | O™ the tasks of the project.
“On hold”.
If all tasks status is
"Completed", even if
Completed | e E)asks are in the .
"Canceled" state
Administrator can delete the
Tool make the project | project and become in canceled
status "On Hold" state. This will make the status of
On Hold automatically when at | "Not Started" tasks and "On
least one task "On Hold" tasksto "Deleted" and keep
hold" and no task "In their cost and scope values to be
Process" or "Delay". used in the overall project
calculations.
Tool make the project
state "Canceled"
automatlcal@y ifal Project with "Canceled" status,
tasks status is their data will be stored in the
Canceled "Canceled" or when

the Administrator
cancels the project
when it is "On Hold"
state

tooland not deleted, and users
can see the report of the project.
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2) Task life cycle: During the Executing stage, the
approved project plan is implemented through task execution.
Tasks progress through three primary steps: Not Started, In
Process,and Completed. Once the project planis confirmed, all
tasks default to the Not Started state. Project managers may
initiate tasks, moving them to In Process, and continuously
monitor their progress. Tasks are marked Completed once all
defined requirements are achieved.

In addition to these steps, tasks may assume one of six
possible statuses. Tasks that have not started may be canceled
and are subsequently treated as non-existent. If an executing
task exceeds its planned duration, it is marked as Delayed.
Tasks in In Process or Delayed states may be placed On Hold,
at which point the project managerrecords the associated cost
and scope. On-hold tasks may later be resumed or completed,
with final cost and scope values recorded upon completion.

3) Projectsuccess criteria: To ensure general applicability,
projectsuccess inthe proposed tool is evaluatedusing the triple
constraint model—cost, time, and scope. By embedding this
triangle within the predictive project life cycle, the tool allows
project and risk managers to continuously assess the impact of
identified risks on the key project constraints. This approach
aligns with the Project Management Institute’s PMBOK Guide,
which emphasizes the integration of scope, schedule, and
budget managementacross the project lifecycle, and is further
reinforced by ISO 31000:2018 principles, which highlight the
importance of assessing risk impact on organizational
objectives. Consequently, the proposed provides a structured
method to manage risks while maintaining balance among the
critical project parameters, ensuring both effective risk
management and project success.

Eachtaskis assessed based on actualexpenditure, execution
duration, and degree of requirement fulfillment. Aggregated
task-level metrics determine overall project success. Risks
directly influence these dimensions, thereby affecting both task
performance and overall project outcomes.

4) Risk management process: The proposed tool supports a
collaborative risk management process involving
administrators, project managers, risk managers, and team
members. Upon project initiation, roles are clearly assigned to
ensure separation of duties. Although organizations may adopt
different risk management models, most follow a common
process comprising risk identification, assessment, response,
and monitoring. This structure aligns with the principles and
risk management process defined in ISO 31000:20 18, upon
which the design of the proposed tool is conceptually grounded.
In the proposed system, risks are identified collaboratively by
projectand riskmanagers, with input from team members using
techniques such as brainstorming. Identified risks are reported
through the system and recorded in the risk register. Risks are
then categorized, assessed, and prioritized based on defined
criteria. Risk managers prepare response strategies and assign

Vol. 17, No. 2, 2026

risk owners responsible for implementation under the
supervision of the project manager. The risk manager
continuously monitors risks, including secondary risks, and
updates the register as new risks emerge.

5) Risk register content: Based on the preceding analysis,
the risk register in the proposed tool includes the following
attributes: risk name, description, owner, probability, impacton
cost, time, and scope, detectability, urgency, status,
classification, response strategy, and secondary risk
information. The structure of this risk register is aligned with
the recommendations of the Project Management Institute as
outlined in the guide of PMBOK.

6) Risk classification: Given the absence of a universally
applicable risk classification system, the tool allows
organizations to define and customize their own classifications.
A default two-level classification structure is provided to
simplify risk identification and reduce ambiguity. This structure
consists of main categories and subcategories with no limit on
the number of entries. The default classification is based on the
Larson and Gray framework, which includes four main
categories and corresponding subcategories, as discussed in
Section II A.

7) Risk criteria: The tool incorporates a generic risk criteria
framework covering probability, impact on cost, time, and
scope, detectability, and urgency. Each factor is defined on a
five-level scale (1-5) with percentage-based definitions to
minimize ambiguity.

The risk probability is categorized, as shown in Table IL
The risk detection is categorized, as shown in Table IIl. Risk
urgency is defined using a binary scale distinguishing urgent
and non-urgent risks (see Table IV). Task scope completion is
also evaluated using a predefined scale (see Table V).

Organizations are required to specify their risk attitude by
ranking probability, impact, and detectability according to
importance. These rankings influence risk scoring, project
status evaluation, and the calculation of risk impact on cost,
schedule, scope, and response effectiveness.

TABLE II. RISK PROBABILITY SCALE

Score Description Definition

1 Almost Never The risk is 1% or less expected to occur in the
project.

5 Low The risk is more than 1% expected to occur in
the project.

3 Moderate The risk is 20% and more expected to occur in
the project.

4 High The risk is 50% and more expected to occur in
the project.

5 Almost The risk is 90% and more expected to occur in

Certain the project.
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TABLE III. RISK DETECTION SCALE
Score Description Definition
. The probability that the risk will be
! Almost Certain detected is more than 90% certain.
5 Hich The probability that the risk will be
e detected is more than 50%.
The probability that the risk will be
3 Moderate detected is more than 25%.
4 Low The probability that the risk will be
detected is more than 5%.
. The probability that the risk will be
5 Almost Impossible detected is 0%
TABLEIV. RISK URGENCY SCALE
Score Description Definition
1 Urgent Risk The risk needs an inmediate action
0 Unurgent Risk The risk can wait
TABLE V. TASK SCOPE SCALE
Score Description Definition
Less than 60% of the task requirements have
1 Poor
been met.
. 61% - 80% of the task requirements have been
2 Fair
met.
More than 81% of the task requirements have
3 Good been met, and some essential requirement not
done yet.
All essential requirements of the task have been
4 Very Good done, but there are some remaining low
priority requirements not done.
All the requirements of the task have been met
5 Excellent . .
exactly as mentioned in the plan.

8) Risk matrix: The proposed tool employs qualitative risk
analysis to prioritizerisks. Precisedefinitions of probability and
impact ensure consistent interpretation across the organization.
Risk scores are derived by combining probability and impact
values, using either the highest or average impact when
multiple dimensions are affected.

For example, consider the risk “The technology is new and
the projectteam lacks sufficient experience, leading to delays”.
If the likelihood of occurrence is between 1% and 20%, the
probability is classified as Low (score = 2). Based on the
defined criteria, the impact may be assessed as Moderate for
cost(score=3)and Catastrophic for bothtime and scope (score
= 5). The resulting risk score is then calculated using the
predefined qualitative formulas, supporting systematic
prioritization and treatment.

Risk Score =p * 151233{55@’ t,s)
where, p is the probability of occurrence, c is the impact in
cost, t is the impact in time, and s is the impact in scope. By
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applying this equation, the risk score of the risk will be
computed as follows:

Risk Score = 2 * max5(3,5,5)

1=ct,s<
Risk Score=2 x 5 =10
The risk score using the average impact is expressed using
the following formula:
c+t+s
3

where, p is the probability of occurrence, c is the impact in
cost, t is the impact in time, and s is the impact in scope. By
applying this equation, the risk score will be computed as
follows:

Risk Score =p *

3+5+5

Risk Score =2 * 3

13
Risk Score =2 * 3 = 8.67

The risk score based on the average impact reduces the
priority of risk compared to the highest impact score. So, the
risk score calculation can have a critical impact on how the risk
is evaluated and dealt with. In [31], the authors proposed a new
formula to calculate the risk score by adding a detection score
to the well-known risk analysis method and they found that it
improvesrisk prioritization. The Risk Priority Number (RPN)
is expressed using the following formula:

Risk Score=p * i* d

where, p is the probability of occurrence, i is the impact of
risk,and d is the detectability score. Detectability is the capacity
ofthe organization to detect the risk before ithappens [23]. The
importance of detectability is important even if the risk is
having low probability and low impact. If not detected, the risk
can cause a big loss to the project [31]. In our example, if the
RM uses techniques and tools to easily detect the risk that the
project team is unfamiliar with the new technology, the
detectability of risk is "High" with a score of (2) based on
Table III.

RPN gives the same weight for the three components of the
risk score. That may result in inaccurate risk assessment [ 21].
It neglects the importance of each component for the
organizations and assumes that each organization considers
probability, impact,and detectability with the same importance.
In [21], the authors proposed a new method to solve the issue
of the weights’ difference of risk components by generating
measures based on the weights of the probability, impact, and
detectability taken from a domain expert.

The developed tool prioritizes risks in the new proposed
methodology based on the previously discussed measures. The
prioritization process has six steps. First, the organization
should specify its risk criteria which should include in addition
to the references of the risk probability, impact in cost, time,
and scope, and detectability, and score, the rank of the risk
probability, impact, and detectability from the most important
to least. The importance rank indicates the weight of each
component, the first component in the rank indicates thatit’s
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the most important component factor to the organization and
needs more attention, so it will take the weight of (3). On the
otherhand, the secondand third components in the organization
ranks of importance will have the same weight of (1), which
means that those components are less important to the
organization compared to the first one. The organization rank
of importance can be setby the Risk Manager in the developed
tool using "Risk Settings" page.

Secondly, after determining the weights, the RM should
specify the risk scores of the probability, impact on cost, time,
and scope, and detectability for risks. The third step is
performed by the tool using the following formula to calculate
the risk score for each risk:

Risk Score
%((p xg() + (%) +d,if g(p) > g and g(p) > g(d)

p + (max (c,t,5) * g(@) + d, if g(@) > g(p) and g(©) > g(d)
(c +t+s
w+{—5—

where, p is the probability of occurrence, i is the impact of
risk, d is the detectability score, g(p) is the weight of
probability, g(i) is the weight of impact, g(d) is the weight of
detectability, ¢ is the impact on cost score, t is the impact on
time score, s is the impact on scope score. By applying this
equation based in theprevious number of the provided example,
and by assuming that the most important risk component to the
organization is the impact which gives impact component
weight of (3) and both the probability and detectability weight
of (1), the risk score will be computed as follows:

) +(d *g(@d),if g(d) > g(p) and g(d) > g(i)

Risk Score
(p*9®) + (Czﬁ) +d,if g(p) > g(@) and g(p) > g(d)
={ p+ (max(c,t,s) *g(0) +d, if gi) > g(p) and g(i) > g(d)

lp+ (%) +(dxg@),if g(d) > g(p) and g(d) > g(i)

The second partof the formula will be used to calculate the
risk score, since the weight of impact is greater than both the
weight of portability and detectability.

Risk Score = p + (max (¢, t,5) *g(i)) +d
Risk Score = 2 + (max (3,5,5) *3) + 2
Risk Score= 2+ (5%*3)+2= 19

In the fourth step, we convert the resulting risk score from
a range between 5 and 25 to be in arange from 1 to 5 using the
following formula:

1
Risk Score;_s = <(Risk Scoreg_,5— 5) * (g)) +1

By applyingthe risk score result fromthe previous equation,
the final result will be computed as follows:

1
Risk Score;_s = ((19 —5)* (§)> +1

1
Risk Score;_g = (14 * (§)> +1=38
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In the fifth step, we add another factor or component that
can affect the prioritization of risks. We add an Urgency scale
that can also be determined by the RM for each risk. Risk
Urgency is determining whichrisk in the list of risks should be
dealt with first before others [29]. Organizations should define
riskurgencyin theirrisk criteria. In the developed tool, we have
an urgency scale from 0 to 1: 1 means that the risk needs
immediate action, while 0 means the risk can wait. 0 is the
default urgency status for all risks. The developed tool deals
will urgent risk based on the value of the risk score. The
following formula shows how the tool will deal with risks that
are specified as urgent by the RM:

Risk Score;_g
( 5if u=1 and Risk Score,_¢ = 4
| Risk Score, g + 0.75,if u =1 and Risk Score,_s = 3
= { Risk Score,_g + 0.50,if u =1 and Risk Score,_s = 2
lRisk Score,_s + 0.25,if u= 1 and Risk Score,;_s > 1
Risk Score,_g,if u=0

where, u is the urgency score. So, to continue with the
previous example, ifthe risk isurgent, the final risk score ofthe
risk will be calculated by the system by adding 0.75 to the risk
score because the urgency is 1 and the risk score is greater than
3 as shown in the following evaluation of the formula:

Risk Score;_g
( 5if u=1 and Risk Score,_s = 4
| Risk Score,_g + 0.75,if u =1 and Risk Score,_s = 3
=< Risk Score,_5 + 0.50,if u =1 and Risk Score;_5 = 2
lRisk Score,_s + 0.25,if u= 1 and Risk Score,;_; > 1
Risk Score,_g,if u=0

Risk Score,_g = Risk Score;_g+ 0.75
Risk Score;_s = 3.8+ 0.75 = 4.55

The final step is performed by the system by providing the
user with a risk score definition, as shown in Table VI. In our
example, the risk is considered "Serious".

TABLE VI. RISK SCORE SCALE
Score Description Definition
1 Negligible Risk Score is less than 2.
2 Minor Risk Score is greater or equalto 2.
3 Moderate Risk Score is greater or equalto 3.
4 Serious Risk Score is greater or equal to 4.
5 Critical Risk Score is 5.

9) Riskimpact: In the developed tool, any risk added to the
project will affect the cost, time, and scope of the project
according to the definitions mentioned in Table VII.

TABLE VII. RISK IMPACT SCALE IN COST, TIME, AND SCOPE
Definition
Score | Description | Risk Impact Risk Impact | Risk Impacton
on Budget on Schedule Scope
The risk has The risk has g::efm; has
animpacton | animpactin noticZable
1 Trivial the budget of | the project . t on th
the project by | schedule by lsr:opaeco(f)rtlhe ¢
less than 5%. | less than 5%. P
project.
age
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The risk has The risk has
animpacton | animpacton The risk has
the budget of | the time of an impact on
2 Low . .
the project by | the project by | the scope of
less than less than the project.
10%. 10%.
The risk has The risk has The risk has
animpacton | animpacton | animpacton
the budget of | the time of the scope of
3 Moderate the project by | the project by | the project by
less than less than more than
25%. 25%. 50%.
Thg risk has Th§ risk has The risk has
animpacton | animpacton | o
. the budget of | the time of pact
4 High . . the essential
the project by | the project by .
requirements
less than less than of the proicet
50%. 50%. projeet.
The risk has The risk has Th; risk has
. . an mpact on
an impact on an impact on the proiect to
. the budget of | the time of proj
5 Catastrophic . . end in
the project by | the project by
unacceptable
greater than greater than et by th
50%. 50%. project by the
client.

For example, if a serious risk which has a high impact on
the costofthe project(r=4,as mentionedin Table VII) is added
to a project which has a budget of 1000 USD, the actual cost is
300 USD, and the needed money to finish the remaining tasks
is 600 USD, the following formula will be used:

[ n*0.05, ifr=1

! n*010, ifr=2

Risk Impact Costygp = n* 0.25, ifr=3
ln*O.SO, if r=4

n * 1.00, ifr=5

where, r is the riskimpact on costscore, and n is the needed
money to finish remaining tasks. By implementing the formula
in the example, the result will be as follows:

[ n*0.05, ifr=1

! n*010, ifr=2

Risk Impact Costygp =4 n*0.25, ifr=3
ln*O.SO, ifr=4

n * 1.00, ifr=5

Risk Impact Costygp = n *0.50
Risk Impact Costygp = 600 * 0.50 = 300 KD

So, the risk may incur a loss of 300 USD, which will be
added to the actual project cost and the needed money to finish
the remaining tasks. The result is 1200 USD, which makes the
projectoverbudget. In the same manner, the risk impact on time
will be calculated. If the same risk has moderate impact on the
time of the project (r = 3, as mentioned in Table VII), the tool
will find the needed days to finish the remaining tasks, let's say
in our example it is 30 days, then the same formula will be used
wherenisthe needed daysto finish the remainingtasks, finally,
we compute the ceiling of the result to find the result in days.
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( [n*0.05], ifr=1

| [n+0.10], ifr=2

Risk Impact Timep,, = | [n* 0.25], ifr=3
[n* 0.50], ifr=4

[n*1.00], ifr=5

Risk Impact Timep,, = [n * 0.25]
Risk Impact Timep,, = [30 * 0.25] = [7.50] = 8 days

The risk impact on scope will be calculated in a different
manner. For example, if the risk hasa low impact on the scope
of the project (from Table VII the r value is 2), and the current
scope of the project is very good (the n value is 4 based on
Table V). The scope will be calculated as follows:

1, ifn<r

Risk Impact Scope,_s = {(n _D+1 ifn>r

where, r is the risk impact on the scope ofthe project, andn
is the actual scope of the project. So, by implementing the
formula, the scope of the project will be as follows:

1, ifn<r

Risk Impact Scope,_s = {(n —+1 ifn>r

Risk Impact Scope,_s = (n—r) +1
Risk Impact Scope; s =(4—2) +1
Risk Impact Scope,_s = 3 (Good based in Table V)

Finally, the analyzed serious risk is estimated to increase
project cost by USD 300, delay project delivery by
approximately eight days, and reduce the project scope to a
Goodlevel. When multiple risks exist within a project, eachrisk
independently affects the project costand schedule. However,
the impacton projectscopeis determined by identifyingthe risk
with the highest scope impact score and applying the Risk
Impact on Scope formula accordingly.

10)Risk response strategy: During the risk response phase,
the Risk Manager (RM) defines the actions required to treat
each identified risk. Risk response strategies are generally
categorized as responses to either negative risks (threats) or
positive risks (opportunities) [29]. The proposed tool focuses
exclusively on negative risks and supports four standard
response strategies: acceptance, mitigation, transference, and
elimination [26].

Acceptance involves acknowledgingthe risk without taking
proactive action, whereas elimination seeks to remove the risk
entirely by addressing its root cause. Mitigation aims to reduce
the likelihood and/or impact of the risk, while transference
shifts responsibility for managing the risk and its consequences
to a third party [29]. In the proposed tool, acceptance retains the
risk’s impact within the project, while elimination removes its
effects. Mitigation and transference strategies influence project
performance based on predefined impact scalesspecified by the
project manager. Any selected response strategy is documented
and made available to the project manager and risk owner for
implementation. Additionally, response strategies may generate
secondary risks, as discussed in the following subsection.
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11)Secondary risks: The execution of a risk response
strategy may introduce new risks, commonly referred to as
secondary risks [4]. The proposed tool explicitly supports the
identification and management of such risks by allowing risk
managers to link secondary risks to their originating response
strategies. Secondary risks are initially assigned a Pending
status and transition to Open once the associated response
strategy is implemented.

For each secondary risk, the risk manager specifies a
description, risk owner, impact attributes, and an appropriate
response strategy. For example, consider the risk “The
technology is new, and the project team lacks sufficient
expertise, leading to delays”. If the RM selects an elimination
strategy—such asrequiringall team members to attend training
on the new technology prior to project start—this action may
introduce a secondary risk. Specifically, team members
attending training may delay their assigned tasks. This
secondary risk, “Employees are assigned to mandatory training
while project tasks remain incomplete”, is initially marked as
Pending. Once the primary response strategy is executed, the
secondary risk becomes Open, and a corresponding response
plan is defined to manage its impact.

12)Project health: Project health is evaluated using three

indicators: cost health, time health, and scope health.

e Cost Health: Cost performance is classified as Within
Budget (green), Worry (yellow), or Critical (red). The
Within Budget status indicates that project spending has
not entered the cost danger zone, defined as

CostDangerZone = ProjectBudget — (ProjectBudget X 5%).
Projects within budget but approaching this threshold are
marked Worry, while projects exceeding the allocated budget
or requiring additional funds are classified as Critical.

e Time Health: Schedule performance is categorized as
On Track, Worry, or Delay. The time danger zone is
calculated as

TimeDangerZone = ProjectDuration — (ProjectDuration % 5%).
A projectis On Track if the estimated completion date remains
within the approved duration. It is classified as Worry if delays
approach the danger zone but remain within schedule limits,
and Delay if the projected completion date exceeds the planned
end date.

e Scope Health: Scope performance is assessed as
Excellent, Good, or Poor. An Excellent scope
corresponds to a score of 4.5 or higher, Good reflects a
score between 3 and 4.5, and Poor indicates a score
below 3.

B. Description and Scope of the Tool

RiskMIS is delivered as a web-based application designed
to support organizational risk managementactivities. The tool
enables project management, risk monitoring, and internal
communication amongusers. Its primary focusis on supporting
risk managers and project managers in managingrisks and their
impacts, rather than directly managing task execution by
employees.

C. Requirements
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A complete and structured specification of the system
requirements was developed. Table VIII summarizes the
functional requirements of the proposed tool, while Table IX
presents the corresponding non-functional requirements.

TABLE VIII. FUNCTIONAL REQUIREMENTS OF THE PROPOSED TOOL

Category Requirements

. A professional website will be designed and
developed to effectively manage project risks in
organizations, regardless of the business domain of the
organization.

. On the tool home page, the purpose and
logo of the tool will be shown along with a brief
description of the tool.

. A link to other pages like About, Contact,
Register, and Login should always be reachable from
any of those pages and home page.

. On the About page, a brief description of
the reason for developing the tool will be provided.

. On the Contact page, an email of the
developer will be provided.

. The tool targets organizations from all
domains in both government or private sectors, and
small, medium, or large organizations.

. The tool requires registration of the
organization by one Administrator.

. Alert should be sent from the system to
users if a big change has been done to their project like
a new project, a new risk in the project, and requesting
a new response strategy.

. Users can read alerts by clicking the alert
link.

. The Administrator can create new
employees to use the tool by filling the form which
contains: the employee’s name, email, ID, and role.

. The roles of the users of the tool are limited
to be A Project Manager, A Risk Manager, and An
Employee.

. When a new employee is created a
verification email will be sent to the user containing a
random password, if the user clicks the verification
link, the user’s account will be activated and then can
use the email and the password to log in the tool.

. The Administrator can prevent the users
from using their accounts without deleting the
accounts.

. The Administrator can edit the user's
information.

. Users with the role "employee" cannot use
the tool, the only reason why it’s created is to assign
responsibility to them in taking a practical action
toward risk in the supervision of Project Manager.

. The tool can manage risk by identifying
project risks, analyze risks, and prepare a risk response
strategy to implement.

. It provides the ability to create, open, close,
or suspend risks (including secondary risk).

. The Risk Manager can create main
categories and subcategories for the risks.

Manage Risks . Only two-level risk categorization is
allowed.

. The tool provides default categories that the
Risk Manager can use or delete if not needed.

. The Risk Manager should specify the risk
settings by ranking of probability, impact, and
detectability based on its importance to the

General
Requirements

Manage
Employees

organization.
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. Risk settings specified by the organization
will determine the risk impact in the project budget,
time, and scope.

. Risk Manager can create risks in the
subcategories only and should specify the probability,
impact, and detectability value of each risk.

. The RM can edit created risks or delete
them.
. The RM can create response strategies for

created risks in four types: accept, mitigate, transfer,
and eliminate.

. The Risk Manager can add risk to the
project by determining the risk, risk owner, and the
recommended response strategy. If the response
strategy has a secondary risk, the RM should specify
the risk owner and the response strategy for the
secondary risk

. The Project Manager can request a specific
response strategy from the Risk Manager to prepare.
. All details of project risk and impact are
included in the project details.

. The Project Manager should specify the
implemented response strategy and its effect on cost,
time, and scope of the project.

. The tool can analyze the risks, calculates
the probability and impact of risk on cost, time, and
cost, then prioritize risks.

. It can save the history of risks.

. It provides different types of charts and
graphs to represent risk management progress.

. Itcan send notification automatically to the

users when the status of risks or projects have changed.

Registration

. In the registration page, the Administrator
should provide information about the organization like
name and type, and information about the
Administrator who will be the representative of the
organization in the tool, like full name, civil ID, and
password.

. If the Administrator email already exists in
the tool, an error message should appear, and
registration will not be allowed.

. Each organization should have only one
administrator.

. The administrator account is the owner of
the organization record in the tool and has the highest
privilege.

. If the Administrator successfully submits

the registration form,an activation email will be sent to
the email of the Administrator with the activation link.

Communication

. All users can communicate using the tool
by sending and receiving messages.
. Users can send a message by filling the

form with title, message, attached file if needed, and
recipient.

. The system will notify the user if there is a
new message sent to them.
. Users can read messages by clicking the

notification of a new message or clicking the messages
link to view all received messa ges.

Manage
Projects

. The Administrators can create a new project
"idea" by filling the form with the project’s name,
description, budget, start and end dates, project
manager’s name, and risk manager’s name.

. The Projects with status "Idea" will be
shown only to the Administrators.

. The Administrators can delete the projects
with status "Idea" permanently.

. The Administrators can edit the project
information while in the "Idea" status.

. The Projects can be initiated by
Administrators only if all the project’s information is
filled.

. The Administrators cannot edit Initiated
projects.
. The Initiated project will appear to the

Project Manager and Risk Manager to whom the
project is assigned.

. If the project is in initiation state, a link will
appear to the Project Manager to make a plan for the
project

. The Administrator can delete the projects

after initiation only if it is in the "On Hold" state, the
data of the project should be kept.

. All users can view the project’s details and
progress by clicking the details link.
. The Project Managercan makea planto the

project by filling a form, which consists of the task
name,start and end dates, cost, and the requirements of
the task.

. The Task start and end dates and the costs
should be within the project’s budget and duration.

. The Project Manager should create at least
one task in the plan.

. The Tasks of the project can be processed
in parallel or serial.

. The Project Manager can delete and edit

plans or tasks only if the plan is not finalized/
confirmed.

. Ifthe Project Managercreatesa plan for the
project, a link will appear to the Risk Manager to add
risks for the project.

. The Project Manager can start, delete, on
hold, complete, and resume tasks only if the plan is
confirmed.

. Any action to the task of the project should
be stored in the tool like task start date, end date, cost,
and scope.

. The Project Manager should provide the
cost and scope of the task when delete, hold or
complete any task.

. Task status, cost, time, and scope should be
calculated and shown in the project details.
. If the Project Manager wants to complete

the task after resuming, the cost should be added to the
previous cost of the task.

. The Project's overall status, progress, and
health information like cost, time, and scope should be
calculated and updated continuously as the project
progress and shown in the project details.

. The tool should update the status of the
project based on the tasks of the project status. For
example, if all tasks are completed, the status of the
project is "Completed". If at least one task is started,
the project status will be "In process". If all tasks are
on hold, the project status will be "On hold" and can be
deleted. If all tasks are canceled the project status will
be "Canceled".

Logging in

. It provides different types of charts and
graphs to represent project management progress.

. On the login page, users should fill the form
with the email and password.

. Only activated user accounts can log in.

. Project Managers and Risk Managers can

log in using the information in the email that was sent
to them from the system which contains the user’s
email, a random password, and an activation link.

. Administrators can log in using the email
and password which they entered in the registration
form.
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. If users forget the password, they can click
the link "Forgot Password" to retrieve a new password
from the tool to the user’s email.

NONFUNCTIONAL REQUIREMENTS OF THE PROPOSED TOOL

Category Requirements

. Website should be hosted on dedicated
Server, with minimum of 2 x vCPU, 4 GB RAM, 2000
GB Bandwidth, 75 GB Disk Space, and 1000 Mbps
Connection.

. The tool should open from a common web
browser like: Chrome, Firefox, IE, Safari, Edge, and
Opera.

. The tool should be friendly to portal
Operational devices like: Mobile and iPad.

Requirements . The tool should be able to communicate
with email web services to operate verification emails.
. The tool should be able to communicate
with google charts web service to create graphs and
charts.

. The tool should be able to communicate
with the database.

. The tool should give users the capability to
upload files from different types.

The tool should load in less than 2 secs.
The tool should be available 24/7.

The tool should always give real-time data.
The tool should be easy to navigate.

Performance
Requirements

. Only those who have registered usernames

and valid passwords can access the tool.

. Users can access the tool based on their

role and function in the organization.

. The Organization’s projects, tasks, risks,

and information should be accessible only to users
Security | with the required privileges and assigned jobs.

Requirements | e Login must be very secure with a

maximum of three incorrect logins.

. A time-out feature should be available on

the tool if left idle for more than 5 minutes to protect

the integrity of the organization’s data.

. Only developers of the tool will be able to

log in to the backend of the tool to modify it.

. The tool displays the results and charts in
easy to read and understand formats.

Usability | e The tool is easy to use and facilitates the
process of project and risk management.

. The tool is user-friendly.

D. Stakeholders

The primary users of RiskMIS are Administrators, Project
Managers, and Risk Managers, each interacting with the system
according to their assigned roles. The Administrator holds the
highest level of privilege and is responsible for creating users
and configuringsystemaccess. Additional stakeholders include
employees from various organizational units who execute risk
response actions under the supervision of project managers.
The Tool Owner is responsible for system maintenance,
monitoring, error resolution, and ongoing updates.

IV. DESIGN AND IMPLEMENTATION

RiskMIS is a web-based Risk Management Information
System designed to support organizational risk and project
management activities. The tool is freely accessible and can be
adopted by organizations of any size or domain, requiring only
an internet-connected device and a standard web browser.
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RiskMIS is framework-agnostic and does not mandate
adherence to any specific risk management standard or
methodology.

RiskMIS provides integrated support for the core risk
management lifecycle, consolidating risk identification,
classification, assessment, response, and monitoring into a
unified platform. In addition to risk management, the system
offers essential project management functionalities, enabling
project managers to create, plan, and track projects and tasks
across their entire lifecycle. To enhance coordination and
responsiveness, the tool also includes an internal
communication center and an automated alert system, reducing
the need for supplementary project management tools.

The system is implemented using the open-source
ASP.NET Core framework and developed in C#. Microsoft
SQL Server 2018 is used for data management, and Microsoft
Visual Studio 2017 supported the development process. The
currentimplementation comprises approximately 74,800 lines
of source code and includes 40 ASPX-based web pages.

1) Overall architecture: RiskMIS follows a three-tier
architectural model consisting of the Presentation Layer,
Business Access Layer (BAL), and Data Access Layer (DAL).
The Presentation Layer provides the user interface through web
forms implemented using HTML, CSS, and JavaScript,
ensuring compatibility across modern browsers and devices.
The BAL, developed in C#, contains the application logic and
mediates interactions between the user interface and the
database. The DAL encapsulates data persistence functionality
and performs Create, Read, Update, and Delete (CRUD)
operations on the underlying database implemented using
Microsoft SQL Server Management Studio 18.

In addition to core system components, RiskMIS integrates
external services for email-based user verification and
notification, as well as Google Chart services for visualizing
projectand risk-related data. The overall system architecture is
illustrated in Fig. 1.

e ———

Data Access Layer

Fig. 1. RiskMIS architecture.
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2) Use case model: The system’s functionality is captured
usingause case model that describesinteractions betweenusers
and RiskMIS. Three primary user roles are defined:
Administrator, Project Manager, and Risk Manager. The
Administrator, typically representing top management, holds
the highestlevel of privilege and is responsible for creating and
managing users, assigning project and risk managers, and
initializing project information. The Risk Manager oversees
organizational and project-level risk activities, including risk
configuration, prioritization, and monitoring. The Project
Manager is responsible for managing the project lifecycle and
implementingrisk response actions. Fig. 2 presents the usecase
diagram depicting these roles and their interactions with the
system.

User View alerts Detals
- opee
View ’
endz>

<< Information @
Administratr Creme —
Employee
- { EditProject

Email Senvice
<<Extand>> Dol
Edit Task
Update Tasks \
Cag <<Extend>> . Create Task

Project Manager

<<Extend>> |

- Edit Risk
-~ Treate New
.7 <<Extend>> Response
= ©TT <<Extend>>
-------------- --- - Delete Risk
<<Extend>>

Fig.2. Use case diagram.

Risk Manager

3) Activity diagrams: Activity diagrams are used to model
and clarify key system workflows. Fig. 3 illustrates the login
and dashboard access process common to all users. After
credentials are submitted, the system validates the user’s email
and password against stored records. To enhance security,
accounts are temporarily blocked after three consecutive failed
login attempts, and a verification email containing a new
activation link and password is automatically sent to the user.
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Increm‘enl Invalid Authentication
Login Count

No

Yes 3rd Invalid Login

Check

Gem ;::;ivaiiuD [Black Acouur\l)

Retrieve
Messages

Retrieve Projects, Tasks,
& Risks Information

Draw Charts & Update Projects &
Graphics lasks Status & Health

Display Account Display
Blocked Page Dashboard

Fig.3. Activity diagram for dashboard page display.

Fig. 4,

Fig. 5, and Fig. 6 present activity diagrams specific

to the Administrator, Project Manager, and Risk Manager,
respectively, highlighting role-based workflows within

RiskMIS.

Invalid
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Fig. 4. Activity diagram for the administrator side.
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i

’ Check

Fig.5. Activity diagram for the project manager side.

Fig. 6. Activity diagram for the risk manager side.

4) Finite state machines: RiskMIS behavior is formally

represented using four finite state machines (statechart
diagrams):

e Account State: Newly created accounts begin in a Not
Verified state. Upon email verification, the account
transitions to Active. Repeated invalid login attempts
result in a Blocked state, from which the account can be
reactivated via email verification. Administrators may

also suspend or permanently delete accounts, as shown
in Fig. 7.
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)
employee suspended by Administrator l Activate by PM

.New User Crsaledr Not Verified ] Click Verification Link Active
Blocked

Delete Account

Wrong login>3 Click Verification Link

Fig. 7. Statechart diagram for the account state.

e Project State: Projects initially enter the Idea state,
where they may be modified or deleted. Once project
details are finalized, the project transitions to Initiate,
grantingaccess to the Project Manager. Subsequent task
creation moves the project to the Plan state, followed by
In Process, On Hold, Completed, or Canceled states
depending on task progression and administrative
actions (see Fig. 8).

@D —E

Fig. 8. Statechart diagram for the project state.

e Task State: Tasks start in the Not Started state after plan
confirmation. They transition to In Process when
execution begins, Delayed if planned timelines are
exceeded, On Hold if temporarily suspended, and
Completed once all requirements are satisfied (see
Fig. 9).

Plan Confirmed Start Task Finish Task

. _\r Not Starled ] \[ In Process ’\ \(m @

Delayin
Stop Task Task Date
Resume

Task
Stop Task

Finish Task

Resume Task

Fig.9. Statechart diagram for the task state.

e Risk State: Risks initially exist in a Created state and
transition to Open when associated with a project.
Secondary risks generated through response strategies
are initially marked as Pending and become Open once
the corresponding response strategy is implemented
(Fig. 10).

Update Risk

Creale New Risk ﬂdd Risk to Prolecer_\ Apply Risk Responss Strategy
. Created Open Closed >©

Fig. 10. Statechart diagram for the risk state.

Add Secondary Risk
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5) Data model using the entity relationship diagram:
RiskMIS relies on a relational database to support its
functionalities. The database schema, implemented using
Microsoft SQL Server Management Studio 18, consists of 14
tables: OrganizationTypes, Organizations, RiskSettings,
AlertsFromSystem, EmployeesRole, Employees, Projects,
Messages, MessageReceivers, Tasks, Risks, RisksInProjects,
ResponseStrategy, and RiskCategories. These entities and their
relationships are represented using an Entity Relationship (ER)
diagram, as shown in Fig. 11.
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| dlersO intager T :
(7] atetite varcharS0) 2.
[7] ateDate dute X = A
Eww- v-uunu: 4] U empEmal  varchar(1s0)
(5] aletRoad char(1) IN] [ empia varchar(12)
(1) sbonype chant) Emn varchar(100)
() sedToPrgectNo  integer ompRole cha®) —
: o (2] empPass vanchants0)

D omOrpD  integer
(CWeswmpeReceven N . | D omostann  chatis)
S S Do
T © projectio g

(2] projectDeseription vaschar
é S 7] proectsian P o
(T} ettt Vo) (1] proctEsa e N
e ———— esone = am——r3
7] FieName. vaxhar200) () fﬂm’w- o
[3] Extanaion char(10) N £ procanagee o G
g il ) isMansgertmal  vacnar(150) (]

" cmatecty varchar(150)

%M‘ cha1)

g e
ﬁ. =) T"hl.' A | — N
7] tasttiame varchar(100) ] plansadire e
(7] taskDoscrpton  varchar250) gm : g
(] isnstant dute plannadF reaCost
(7] taskene P ) phanecFreaTime  nteger N .
(7] taskCost float 7] sctaaCont soat N ;e :’" ©
P o> intoger (] achtrion integor N cosodDat date 0
] taaktatn chan(1) bt - - 4[] schascpe foat DL+ - - od (7] ey B
7] tassosat intoger [ sctaPrjectProgess  soat N | ooy M‘"""‘" ®
] actoTastcost  foat N (1] actuaContiiotn Sout o o A ]
[ scheTanstrD ot 0 [T schrsat oy s [ [ remimpactTime. ~ chartt) [
(1) schuaTasiEndD  dote | [ achaScopatomn  fout N £ Aghngeasiops= [
1] actualTasiScope ~ficat o [ proectomnsans  neger [ (] recomendodResp  char)
=t § = £ i =23
dmver e 8 Lﬁ ot (Y [ recumsiRessonse vachart) (]

Fig. 11. Database schema for the RiskMIS.

V. PROTOTYPE DEMONSTRATION

To validate the practicality and effectiveness of the
proposed RiskMIS, a fully functional web-based prototype was
implemented and evaluated against the requirements defined
earlier in the study. Rather than emphasizing user interface
details, the demonstration focuses on what the prototype proves
in terms of integrating project lifecycle management with
continuous risk management.

Fig. 12 and Fig. 13 illustrate two important dashboards,
which serve as the primary decision-support interfaces for all
roles. These dashboards aggregate project and risk data in real-
time and present key indicators such as project status
distribution, budgetutilization, projects at risk, and a risk heat
map. This visualization demonstrates the system’s ability to
transform risk register data into actionable insights, enabling
managers to rapidly identify high-risk projects and prioritize
response actions without navigating multiple views or reports.
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Fig. 13. Dashboard in the RiskMIS: information.

The prototype confirms that project lifecycle control and
risk management are tightly coupled. Projects progress through
predefined states, and task execution directly influences project
health indicators related to cost, time, and scope. As risks are
added or updated, their quantified impacts are automatically
propagated to project performance metrics, demonstrating that
risk assessment is not treated as a static activity but as a
continuous driver of project status.

RiskMIS further demonstrates structured and consistent risk
handling through a centralized risk register. Risks are
categorized, assessed using standardized qualitative criteria,
and prioritized according to organizational risk preferences.
The prototype shows that recommended response strategies—
acceptance, mitigation, transference, or elimination—are
systematically linked to project execution. Importantly, the
system proves its ability to manage secondary risks generated
by response actions, reinforcing continuous monitoring and
control throughout the project lifecycle.

Overall, the prototype demonstrates that RiskMIS can
effectively unify project management and risk management
within a single platform, providing real-time visibility into risk
exposure and its operational consequences. This integration
supports informed decision-making and proactive risk
treatment across projects and ongoing operations.

The current evaluation is limited to functional validation
using predefined scenarios and qualitative risk data. Large-
scale empirical validation, performance benchmarking, and
longitudinal studies in real organizational settings are planned
as future work to assess scalability, user adoption, and decision-
quality impact.
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VI. SuMMARY, CONCLUSION AND FUTURE WORK

The primary objectiveofany organizationis to deliver high-
quality products or services that meet stakeholder requirements
within defined time and budget constraints. Effective risk
management is essential to achieving this objective, as it
reduces uncertainty and supports informed decision-making,
Central to this process is the risk register, which serves as a
continuously updated repository of risk information and
enables systematic identification, analysis, monitoring, and
treatment of risks across project lifecycles and ongoing
operations.

In this study, we conducted an extensive review of the risk
management literature to identify key concepts, challenges, and
research gaps. Building on this analysis, we defined the
problem, proposed a solution, specified system requirements,
and designed, implemented, and tested a comprehensive risk
management information system. The main conclusions of this
work are summarized as follows:

e Manual versus Automated Risk Management: Manual
tools, such as word processors and spreadsheets, are
inefficient and error-prone for managing risks. An
integrated and automated risk management information
system significantly enhances the consistency,
efficiency, and effectiveness of risk identification,
analysis, and treatment throughout the project lifecycle.

e Central Role ofthe Risk Register: Therisk register is the
core component of an effective risk management
system. Its value depends on being comprehensive,
dynamically maintained, and tightly integrated with all
stages of the risk management process.

e Flexible Risk Classification: No single risk
classification scheme is sufficient for all application
domains. While the Larson and Gray classification is
provided as a default, the proposed tool allows
organizations to define and adapt classifications that
reflect their specific context and risk landscape.

e Organization-Specific Risk Criteria: Consistent risk
evaluation requires clearly defined and shared risk
criteria. The system provides a generic yet extensible
framework for defining risk probability, impacts on
cost, time, and scope, detectability, and urgency.

e Generic Risk Management Framework: The tool
implements a continuous and domain-independent risk
management framework comprising five core activities:
risk identification, classification, assessment, response,
and monitoring and control. This framework is
supported by explicit project and task lifecycles and
state models.

e Structured Risk Prioritization: A multi-step risk
prioritization methodology is introduced, enabling
organizations to weight risk factors according to their
priorities, compute risk scores, incorporate urgency, and
classify risks on a standardized scale from negligible to
critical.
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e Integration with Project Performance Metrics: The
system automatically propagates risk impacts to project
cost, schedule, and scope using predefined formulas,
ensuring that risk exposure is transparently reflected in
project performance indicators.

e Managementof Negative and Secondary Risks: The tool
focuses on negative risks and supports systematic
selection and implementation of response strategies. It
also explicitly models secondary risks arising from
response actions, enabling more comprehensive and
continuous risk treatment.

e Web-Based and Framework-Agnostic Design: RiskMIS
isimplementedas a web-based, generic solution that can
be readily adopted by organizations of different sizes
and domains, without enforcing compliance with a
specific risk management standard.

We are planning to evaluate RiskMIS through longitudinal
case studies in real organizational settings. User interviews and
empirical analyses will be conducted to assess system
effectiveness, usability, and organizational impact. Future
enhancements may include advanced analytics, intelligent risk
trend detection, enhanced notification mechanisms, and
broader user participation by enabling employees at all levels
to report and review risks directly.

Future research will prioritize rigorous technical and
empirical validation of the proposed RiskMIS through
systematic performance benchmarking under realistic
operational conditions to evaluate response time, scalability,
and database efficiency. Clear quantitative evaluation metrics
will be established to objectively assess system efficiency,
transparency, decision-support effectiveness, and measurable
impacts on risk exposure reduction, mitigation timelines, and
decision-making accuracy through controlled case studies. In
parallel, future work will incorporate formal security
assessments covering authentication, authorization, and data
protection mechanisms, alongside the integration of version
control and change-tracking features to strengthen auditability
and governance capabilities. Further studies will examine
comprehensive data lifecycle management strategies, including
archival policies, regular system maintenance procedures,
automated backups, update deployment strategies, and long-
term risk retention models. Finally, cross-organizational
validation across multiple sectors, together with structured user
training and onboarding frameworks, will be explored to
enhance generalizability, system adoption, and sustainable
usability transition.
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