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Abstract—Customer segmentation plays a vitalrole in Business
Intelligence (BI) by enabling organizations to understand
customer behavior, enhance personalization, and support
informed decision-making. Conventional  segmentation
approaches, including K-Means clustering, hierarchical methods,
and hybrid deep learning models, often face limitations when
handling high-dimensional customer data and typically lack built-
in mechanisms to address privacy concerns. As customer analytics
increasingly relies on sensitive personal information, these
limitations pose significant challenges for responsible data-driven
applications. To overcome these issues, this study introduces a
Distributed Graph-Based Attribute Projection Framework
(GAPF) for privacy-aware customer segmentation. The key
novelty of the proposed framework lies in its ability to minimize
sensitive attribute exposure while preserving meaningful
relational patterns among customers through graph-based
representations. GAPF employs a distributed processing pipeline
that integrates attribute projection to reduce identifiability,
heuristic-driven customer similarity graph construction, graph
convolutional network (GCN)-based feature learning, and
community detection for final segmentation. The framework is
implemented using Python, NetworkX, and PyTorch Geometric
and evaluated on the Mall Customers dataset and large-scale
anonymized synthetic data to assess scalability. Experimental
results demonstrate that GAPF achieves superior segmentation
performance, with an accuracy of 98%, precision of 92.5%, recall
0f94.0%, and an F1-score 0f 93.2 %, while also exhibiting efficient
executionand reduced privacy risk. These findings confirm GAPF
as a robust and practical solution for privacy-aware BI
applications.
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I.  INTRODUCTION

Over the past years, customer segmentation has been
integrated into the Bl systems as one of the foundational aspects
that facilitate organizationsto study customer behavior, discover
market trends, and provide customized products and services
[1]. As online platforms are becoming increasingly popular,
businesses can access large volumes of customer data in a
variety of places, such as transaction records, online
interactions, mobile apps, and loyalty programs [2], [3].
Successful segmentation of suchdata helps in strategic decision-

making in the areas of retail, finance, telecommunication and e-
commerce [4], [S]. Nevertheless, the growing magnitude, size
and delicacy of customer information pose a serious obstacle to
conventional analytical practices [6]. Traditional segmentation
methods, such as K-Means clustering, hierarchical clustering,
and density-based clustering, mostly focus on distance-based
similarity calculations in high-dimensional feature spaces.
Although these methods are computationally efficient, they may
lack scalability, robustness to noise, and the ability to identify
non-linear relationships between customers. [7]. Although these
techniques are computationally effective, they are frequently
characterized by low scalability, noise sensitivity and low power
to describe non-linear and intricate associations among
customers [8]. Recent developments in hybrid deep learning-
based segmentation methods haveincreased therepresentational
power, but they generally need centralized access to data and
large-scale feature exposure [9]. Consequently, these methods
have grave privacy concems, particularly when handling
personally identifiable information (PII) and sensitive
behavioral characteristics[10],[11]. Due to the rising regulatory
limitations like the General Data Protection Regulation (GDPR)
and the rising awareness of data abuse, privacy preservation has
become a paramount need in contemporary Bl systems [12],
[13]. Current privacy-saving methods, such as data
anonymization, k-anonymity, and differential privacy, tend to
impair the quality of analysis, or can interfere with relational
patterns that can be used to perform accurate segmentation [14]
[15]. Besides, the vast majority of the current segmentation
models consider privacy as an after-processing, but not an in-
processing, component of the modeling pipeline, resulting in
suboptimal trade-offs between data utility and privacy
protection [16].

Graph-based learning has been proposed as an effective
paradigm to overcome the drawbacks of these methods in order
to model complex relations in structured data. The similarities
and interactions among customers are naturally represented in
graph forms, giving more expressive and contextual
segmentation. Nevertheless, the existing graph-based customer
analytics systems do not pay much attention to privacy-
conscious attribute processing and do notscale to distributed BI
systems. This is the gap that demonstrates the necessity of an
integrated framework that would incorporate both graph
learning and privacy-conscious data transformations in a
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scalable way. In this regard, a Privacy-Aware Customer
Segmentation framework is proposed in this study based on a
Distributed GAPF. The proposed solution proposes attribute
projection schemes to minimize attribute identifiability and
maintain critical relational systems among customers. The
framework facilitates the process of robust segmentation by
using community detection in the context of a similarity graph
constructed on the projected attributes and representation
learning with the help of GCNs. Scalability oflarge volumes of
datais an additional benefit with thedistributed design of GAPF
that does not affect privacy limits. The overall contributions of
this work include three folds: (1) the creation of a new graph-
based attribute projection strategy, where the privacy awareness
is incorporated directly into the segmentation pipeline, (2) the
development of a scalable and distributed graph learning
framework, used to carry out customer segmentation, and (3) a
comprehensive experimental analysis, showing that the given
approach outperforms the traditional techniques of clustering
and hybrid learning methods in terms of performance,
scalability, and low privacy risk. On the whole, the framework
suggested is a sensible and accountable customer segmentation
solution to the contemporary BI framework, which balances the
efficiency of the analytics with the privacy of information.

A. Problem Statement

Although customer segmentation has been used extensively
in Business Intelligence systems, the current methods of
segmentation, like traditional clustering and hybrid deep
learning models, have serious constraints on large-scale, high-
dimensional, and sensitive customer information [17]. They are
usually based on centralized processing and access to raw
attributes, which exposes them to privacy risks and non-
adherence to regulations [18]. Moreover, privacy protection
methods that are more traditional are also likely to decrease the
accuracy of analytical methods due to data distortion or the
incomplete preservation of meaningful relational patterns
between customers [19]. Consequently, scalable segmentation
schemes can lack scalable segmentation frameworks that can
successfully trade segmentation efficiency and privacy
consciousness [20]. This brings a pressing requirement for an
integrated solution that can combine privacy-preserving
attribute manipulation with relational learning in a distributed
and scalable form, and at the same time be of high segmentation
quality as in the case of real-world Business Intelligence
applications.

B. Research Motivation

This study is motivated by the fact that organizations are
becoming more dependent on customer data to make intelligent
business decisions and the rising concerns about data privacy,
data security and adherence to regulations. Even though
sophisticated analytics and learning models have improved the
accuracy of segmentation, they may need complete access to
sensitive customer properties, which expose organizations to
privacy risks and restrict their application in practice.
Simultaneously, current privacy-preserving methods often
reduce the analytical value or are not able to reflect on intricate
customer associations. The necessity of such challenges is the
need to have a segmentation framework, which can maintain the
privacy of the customers, at the same time, model relation
pattemns efficiently, and scale to large datasets. Through the
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combination of privacy-conscious attribute projection and graph
learning in a distributed environment, the study will address the
gap between theresponsible data usage and high-performance
customer analytics in contemporary Business Intelligence
systems.

C. Significance of the Study

The study is important because it fills an important gap in
modern Business Intelligence by incorporating the conservation
ofprivacydirectly in the customersegmentation process without
affecting the performance of the analysis. The proposed graph-
based attribute projection framework incorporates privacy
awareness in data representation and learning, unlike the
traditional approaches to segmentation, which regard privacy as
an extrinsic limitation, and allows taking responsible care about
sensitive customer data. The research effort provides a scalable
and distributed segmentation model that is able to process high-
dimensional and large-scale data and retain relational structure
that is vital in performing an accurate customer profiling
process. In practical terms, the framework contributes to
adherence to data protection regulations and improves trust in
the data-driven decision systems, which makes it very relevant
to practical applicationin variousareas, includingretail, finance,
and telecommunications.

D. Key Contribution

Introduced a new privacy-aware attribute projection
algorithm that minimized sensitive attribute identifiability and
still maintained valuable customer relations.

Developed a distributed graph-based customer segmentation
framework: Built a scalable framework with high-dimensional
data and efficient scale to large-scale data.

Community detection based on an integrated Graph
Convolutional Network (GCN) representation learning to
enhance segmentation accuracy and robustness.

Demonstrated to outperform conventional clustering and
hybridlearningmethodsin alargescale of experimental analysis
regarding accuracy, scale, and reduced privacy risk.

E. Rest of the Sections of the Study

The following is the rest of the section: related works are
given in Section II. The suggested methodology framework is
presented in detail in Section III. The results of the study are
shown in Section IV. Lastly, Section V wraps up the conclusions
and future of the suggested framework.

II. RELATED WORKS

Khanetal.[21] focus ontheuse ofthe BAT-ANNmodel for
the behavior of customer churn in the telecom sector. Based on
the Big ML dataset, the model establishes 89.2% accuracy,
which reveals the ability of the model to pinpoint significant
factors that lead to customer churn. The BAT-ANN model is
useful for companies which seek to develop specific retention
initiatives and thus improve the overall customer goodwill and
revenue. The study contributes a framework for churn prediction
by utilizing the Bat Algorithm for feature optimization and an
ANN for classification. However, although the proposed model
displays good performance, it is not very effective in more real-
world environments, for instance, working with streaming data.
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This limitation is because of the computational dimension of
ANN and the difficulty of processing continuously changing
patterns of data. Furthermore, the permutation of the model
across different industries is unknown owing to the great
difference in customer behavior and churn factors across
domains. While this study has a good start in providing an
understanding of churn prediction models to help in their
improvement, the work could endeavor to build on the
scalability and robustness of the models in order to address the
dynamic and complex nature of various real-world settings.

Lu [22] investigates the problem of attaining utility and
privacy simultaneously in social media data mining by using a
pairwise GCN. The model aims at providing considerable levels
of protection against adversarial threats, Still delivers
stupendous degree of accuracy so as to effectively mine data
with high security standards. In turn, to enhance privacy
protection during the training of the models, federated learning
is incorporated into the learning process. They do this by
maintaining data decentralization, so the data stays local to the
owner’s environment, thus eliminating privacy concerns while
at the same time facilitating collaborative model training. The
experiments carried out in this study reveal that the proposed
approach is realistic by indicating how privacy and utility can
reasonably be traded off. However, the study finds the following
challenges: Therefore, one main workload is the scalability of
the proposed federated learning framework, especially in big
social media applications that demand more computational and
communication power. In addition, it can be seen that the model
is good and performs well on a test set, though it might be less
effective in application on real-world data with various, noisy,
and missing data. Such conditions, typical in social media data,
can pose a limit on how well the model generalizes. There are,
however, several challenges to this approach that require further
study to confirm the obtained results and further expand the
methodological applicability in similar conditions and types of
SNS, such as mixing with other user attributes, and the dynamic
nature of SM features.

Li et al. [23] provide a systematic review of privacy
preservation schemes in MEC task offloading. The study
categorizes privacy-preserving methods into three main areas:
data storage, transmission security,and choosingthe appropriate
place for data storage. Each category is accompanied by various
techniques thatare explained in detailin their mechanism of data
privacy while offloading. The study focuses on the privacy
requirements in MEC environments where different data may
be, most of the time, highly confidential and have to be
processed and transmitted through distributed networks.
Nevertheless, the given study has several significant limitations.
Comparatively, it does not feature quantitative assessments or
accuracy indices for the aforesaid techniques, and hence there is
no real measure ofthe effectiveness of them all. Altogether, the
effectiveness of the proposed methods in similar conditions is
shown, but their applicability for real-world situations is not
explored in detail. More complex edge environments with
different and changing privacy needs (for instance, industrial or
healthcare scenarios) might be problematic in this regard. The
study suggests that work should concentrate more on concrete
applications and strategies for overcoming the conflict of
interestbetween privacy, performance, and scalability. [ believe
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that more such efforts are necessary in order to close the gap
between the ideas explored by study and the actual
implementation of privacy-preserving MEC solutions.

Anand and Lee [17] explore the feasibility of GANs for
achieving customer data privacy with the retention of critical
data features. The benchmarks of tradeoff management are
improved by their proposed model while still keeping a balance
between accuracy and privacy. Because the approach produces
simulated data that presents similar features to real data but does
not include any personally identifiable information, it is helpful
when used in practical applications, including setting artificial
price marks and marketing strategies to target shoppers. Thus,
the given study illustrates the applicability of the proposed
model for the analysis of big real-time customer data in
industries. Nevertheless, it has also pointed of weakness. Still,
there are some drawbacks connected with the computational
heuristic nature, especially ifthe organization hasproblems with
its computational power. Moreover, there is always a risk of
overfitting that may affect the model’s performance in different
contexts and marketing datasets. This issue may cause a
restriction on applying this method in different environments
with different customer behavior. Despite the study’s
contributions to the utilization of the method for privacy
conservation, more study needs to be conducted to enhance the
computational complexity, and minimize overfitting and
improve the generality of the model.

Sharma, Patel, and Gupta [18] propose a framework
integrating K-Means clustering with Deep Learning to improve
the customer segmentation process. To address the above issue,
the authors combine the advantages of K-Means and deep
learning while proposing a new approach that features a higher
level of segmentation detail and better accuracy. When applied
to the heteroscedastic labeling problem in large-scale retail
datasets, the proposed model has shown substantial promise in
modeling customer behavior and thus can be useful in
determining efficient marketing strategies. Due to the
employment of deep learning, the method is capable of
analyzingintricatestructuresin the customerdataso that various
business campaigns can be more effectively developed.
However, the hybrid model does have its drawbacks, which will
be discussed in this article. Furthermore, the optimization of the
model is also extremely sensitive to the quality ofthe clustering
achieved by K-Means. While clustering, if done in an improper
way,affects the result very badly and also reduces the efficiency
of the whole process. Consequently, although the described
hybrid model can be considered an improvement over the
classical approaches to segmentation, additional study is
required to address these issues. Possible future work on this
matter could be oriented towards minimizing the computational
complexity as well as enhancing the stability of the initial
clustering phase, which makes the suggested model applicable
for various businesses and datasets.

Ali etal. [19] investigated the feasibility of using federated
learning for predictive maintenance in Industry. FL ensures that
participants can train datasets independently without sharing
them with different parties and, in the process, allows
organizations to leverage some collective conclusions while
protecting individual data. In the course of the study, several
examples illustrating the effectiveness of FL. for improving
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maintenance performance while preserving data integrity are
also presented. As the study shows, there are quite a few
drawbacks that should be solved before the implementation of
such a system on a mass scale. There are several challenges,
such as data heterogeneity, generated by the variation in data
format and data quality of devices. Yet another factor—a
communication overhead—is a problem here, as multiple
interactions between devices and servers might slow down the
process. However, the necessity of reliable privacy-preserving
methods is most important in large industrial applications. This
holds especially because the study identifies some challenges in
using FL for predictive maintenance and the need to overcome
these challenges to maximize the benefitof FL in achieving the
need. Further should be targeted towards FL systems that would
be manageable and applied successfully to the complex and
variable necessities in industries.

From the study made by Tabianan, Velu, and Ravi [20], it is
clear that customer segmentation acts as a key factor in
increasing the profitability of e-commerce systems. Customer
segmentation is a process that aims at categorizing customers to
enhance the efficiency of satisfying the needs of each category
of customers. The proposed method seeks to optimize both
within-cluster =~ homoscedasticity = and  between-cluster
heteroscedasticity so that customers belonging to a given cluster
exhibit similar behavior to the other customers in the same
cluster but different from those in other clusters. Such a
segmentation puts a business in a better position to sell its
products to different customers through promotional tools,
services, and marketing strategies, all of which increase
customer satisfaction, loyalty, and profitability. However, the
application of the current study has some drawbacks because of
the reliance on the adopted K-Means algorithm. The problem
with the first few choices affects the degree of cluster reliability
and accuracy of a segment. Moreover, real life often embodies
different behavior of customers and different patterns which
shift with time, and this is another factor which opposes K-
Means, which is not capable of handling these issues. It also
works poorly with datasets containing outliers or datasets where
the density of clusters varies a lot, which may be true in some
more complex e-commerce environments. These issues bring
about the necessity of developing new and more flexible
clusteringtechniques to provide e-commerce systems with more
stability in the face of the constantly changing customer
behavior.

Ebrahimiet al. [24] conducted an experiment to investigate
the relationship between Social Network Marketing (SNM) and
Consumer Purchase Behavior (CPB) within the context of
Facebook Marketplace. To reveal specific consumer segments,
the empirical study used two types of Structural Equation
Modeling (SEM) and two machine learning methods that are not
supervised: hierarchical clustering and K-Means. The online
sample of Facebook Marketplace users in Hungary was taken
and provided data, yielding475 participants and a high response
rate of 98.1. Following the screening, there were 466 valid
responses that were left to be analyzed. The use of clustering of
the consumers identified nine consumer groups in terms of both
demographic and behavioral attributes. This division allowed
agencies to create specific marketing plans for each group, and
this enhanced customer engagement and sales. Nevertheless, the
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external validity of the results can be considered rather low
because the research was conducted in one social networking
site and a particular geographic area. The biggest
methodological weakness is the use of static clustering
algorithms thatmakethe assumptionofthestability of consumer
behavior. Since the interactions among the users on social
networks are dynamic and undergo constant changes, the fixed
segmentation models might not reflect the real-time changes in
the preferences of the consumers. Based on this, the authors
emphasize that more sophisticated, dynamic clustering methods
are required that will be able to capture the shifts in behavioral
patterns, and more precise and responsive marketing strategies
in the fast-moving digital market environment are guaranteed.

TABLEI. SUMMARY OF RELATED WORKS
Author(s) Techniques Advantages Disadvantages
1 0,
Achieved  89.2% Not effective for
BAT-ANN accuracy on chum . .
. streaming/real-time
Khanetal | (Bat prediction and data. and oor
21] Algorithm  + | identified key ki p
ANN) factors forcustomer | SCnCralzabuity
chum across industries.
Pairwise Preserves privacy | Scalability issues in
GCN i with decentralized | large social media
Lu [22] Federated training and high | applications  are
Leamin accuracy under | sensitive to
£ security constraints. | noisy/missing data
Comprehensive o
Privac review  of - MEC i?f?:tsivgrl::szmame
. A privacy techniques,
Li et al | preserving . . measures, and no
23] hem in and identifies key lution for
sehemes mechanisms for | Solutions 0
MEC dynamic
storage, .
o environments.
transmission.
A f Bal . .
G. Ns or aances accuracy High computational
Anand & | privacy- and privacy, and f d risk of
Lee [17] preserving generates synthetic g(‘)li rﬁ;;lq nse o
data but realistic data &
K-Means + Captures  intricate High computational
Sharma et | Deep customer . patiemns, cost, and requires
. and improves ?
al [18] Learning . .| robust
. segmentation detail | .
(Hybrid) & accuracy infrastructure.
Preserves data Data het it
. Federated rivacy by local ata heterogeneity
Ali et al . prvacy by challenges and
eamin or | traming, ang L.
L g f g d §
[19] . . . communication
maintenance effective in head
industrial settings. overhea
Gre " Sensitive to initial
Oups = Customers | .y qror centers, and
KM f based on behavior, oor performance
Tabianan b-h eainsl OF | product & events pnd npmi Joutlior
etal. [20], ehaviora’ Improves on dynamic/outier-
segmentation : . rich datasets-
satisfaction, loyalty,
o Cannot adapt to
and profitability. . .
evolving behaviors.
Identifies key SNM | Sample bias due to
SEM + factors influencing | convenience
Ebrahimi Hi hical purchase behavior, | sampling, and
etal [24] &‘zﬁeﬁ‘s and defines | Limited
customer clusters | generalizability to
effectively. other platforms.

Table I presents a compact evaluation of the available
methods in customer grouping and privacy protection. It points
out the methods used, their advantages in regard to increasing
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accuracy of segmentation, confidentiality, scalability, or
significant disadvantages like computational complexity,
scalability, or lack of applicability. This comparative analysis
emphasizes on the issues of robust, privacy-sensitive and
sizeable frameworks.

III. PRIVACY-AWARE CUSTOMER SEGMENTATION USING
GRAPH-BASED ATTRIBUTE PROJECTION

The proposed methodology is rooted in a privacy-aware and
decentralized graph-based segmentation pipeline that is aimed
atcreatingabalance betweenanalytical and data protection. The
framework combines preprocessing, attribute projection that is
privacy sensitive, distributed graph construction, and graph
neural representationlearningin a single architecturethat canbe
used in scalable Business Intelligence applications. A similarity

Data Pre- (
o g Feature Selection
—> Data Cleaning ;
Normiization Feature Refiucuon
Noise Removal Selection

Input Data
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measure based on a heuristic is employed to build a customer
graph, which reflects the pattern of relationships among people
based on the projected attributes. GCNs are then used to learn
rich representations of customers using the combined attributes
information and structural information. Lastly, on the learned
graph embedding, community detectors are applied to create
meaningful and privacy-preserving customer segments that can
be used in Business Intelligence applications at scale. The
distributed execution of the suggested framework was
implemented with the help of Py Torch Distributed Data Parallel
(DDP), which allows parallel representation learning in the form
of a graph thatis distributed among several computational units.
This decentralized structure enhances training effectiveness and
facilitates scalability by operating with more customers in
Business Intelligence applications. Fig. 1 shows the proposed
methodology workflow.

GCN Layers
Node-Link Graph N
P, /' Performance
[ N4 Y Evaluation
Stacted Neural Layers Embedded
Graph Output

Fig. 1. Proposed model workflow.

A. Dataset Description

A famous dataset is the Mall Customers data set availed by
Kaggle because it is easy and applicable to the customer
segmentation study (Table II) [25]. It includes 200 single
customer records, the properties will be CustomerID, Gender,
Age, Annual Income (k), and Spending Score (1-100), all of
which will be required to project the trend of demographics and
behavior. In this study, GAPF has been used on the data.
Attributes are seen as nodes, and relationships are drawn among
the similar customers in terms of attributes, be it demographic
or spending habits. The graphical display facilitates customer
privacy-friendly clustering and retention of the relational
structures to support scalable customer segmentation and BI
applications. Although the Mall Customers datasetis very small,
it can be utilized in reference in testing segmentation
frameworks. Scalability was also achieved by having the data
expand at runtime under control.

TABLE II1. SAMPLE OF THE MALL CUSTOMERS DATASET
CustomerID | Gender | Age A“““a(:(;;lwme Slmztlii_nlg0 OS)core
0001 Male | 19 |15 39
0002 Male |21 |15 81
0003 Female 20 16 6
0004 Female | 23 | 16 77
0005 Female | 31 | 17 40

Despite the fact that Mall Customers' data is relatively small
and it is used mostly as a demonstration ofthe concept, the data
offers an appropriate measure of the segmentation frameworks

in the validity testing. Scalability was experimented with by
expanding the data under control in the real time. Nonetheless,
confirmation in larger real-world data sets is required to
substantially ensure the effectiveness of the framework in a
large-scale Business Intelligence setting.

B. Data Preprocessing

The first step in data mining is an essential step of data
preprocessing that guarantees the quality, uniformity, and
appropriateness of the customer data in terms of graph-based
learning and privacy-aware segmentation. Raw customer data
are often filled with missing values, noise, non-homogeneous
scales and high-dimensional attributes that negatively impact
similarity computation and subsequent graph modeling. Thus, a
system preprocessing pipeline is employed before attribute
projection and graph building.

1) Handling missing values: The absence of attribute
values will be filled in through statistical imputation procedures
so that the completeness of the data set is maintained. In the
case of numerical attributes, mean or median imputation is
taken, which is defined as Eq. (1):

Xij, U xj#0
i = {%Zﬁﬂxkj, Otherwise

M

where x; ; is the value of the j-th attribute of the i-th
customer, and N is the number of customers. In cases of
categorical variables, the missing entries are replaced with the
most repeated type (mode).

2) Noiseremoval and outlier treatment: Interquartile range
(IQR)-based filtering or normalizing z-scores are used to
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eliminate noisy data and extreme values. An outlier of Eq. (2)
is a data point of Eq. (2) that satisfies the following condition:

7l = =] >« )

where u and ¢ are the mean and standard deviation of the
attribute, and 7 is a predefined threshold. These outliers are
identified and either capped or they are removed to avoid
distortion of similarity measures.

3) Normalization: Numerical features are normalized with
minmax scaling in Eq. (3) to make sure that the attributes
contribute in the same way when computing similarities. The
numerical features are scaled to have min and max values equal
to 1.

o xi,j—min (xj)
xl'] " max (xj)—min (xj) (3)
The transformation puts all features within a similar range
[0, 1], which does not allow characteristics having bigger
numeric values to dominate.

4) Dimensionality handling: Redundant or low-variance
feature elimination is used to deal with high-dimensionality
before projecting the attributes. Variance thresholding is used
in that a feature with a variance less than a given threshold € is
dropped in Eq. (4):

Var (X;) <€ 4)

This is done to minimize computational costand make graph
construction and learning more stable. These preprocessing
steps convert the customer data into a clean, normalized and
compact data, which offers a solid base of privacy-sensitive
attribute projection and graph-based segmentation.

C. Privacy-Aware Attribute Projection

One of the most important steps ofthe framework offered is
privacy-aware attribute projection, which aims to minimize the
chances of leakage of sensitive data and still provide enough
analysis power to segment customers. The datasets of customers
may include personally identifiable or sensitive information like
income level, spending behavior, or demographic indicators,
which, when directly applied in learning models, can be used to
reconstruct individual identities. To address this threat, the
suggested method converts the initial feature space into a more
identifiable representation and then doe’s similarity calculation
and constructs a graph. Assume that the initial customer data
matrix will be denoted by Eq. (5):

X € RVxd (5)

where N denotes the number of customers and d represents
the number of attributes. An expression f(-) is a privacy-
conscious projection that is applied to project X into a lower
feature space, Eq. (6):

Z =f(X) € RV, x« d (6)

The purpose of this projection is to inhibit identifiability of
direct attributes with the aggregation, transformation or linear
combination of sensitive attributes and maintain the relative
pattern of sensitive attributes with the customers. Practically,
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random projection, linear transformation or controlled feature
aggregation can be used to accomplish the attribute projection.
In Eq.(7),arandom projection matrix RE R¥*¥ whose elements
take values in a zero-mean distribution may be utilized:

Z=XR (7)

The Johnson-Lindstrass lemma shows that such a
transformation roughly preserves the pairwise distances
between data points, and according to the lemma, this is
necessary to achieve similarity-based segmentation, but greatly
decreases the probability that it is achievable to reconstruct
original attributes. As an additional measure to increase privacy,
one may give the sensitive attributes smaller weights when
projecting onto a lower-dimensional space or lumping them
together into composite features, so that there is no dominant
attribute in the representation.

D. Graph Construction

Followingtheprojectionofprivacy-concerned attributes, the
customers are projected into a low-identifiability and reduced
feature space that does notlose relative similarities. According
to these representations, a customer similarity graph is built to
explicitly model customer-customer relationships. Let Z €
RNk represents the attribute matrix afterprojection, each rowz;
of the projection belongs to the k dimensions of the
representation of the i-th customer. Every customer is
represented as a node of an undirected graph G = (V, E), where
V is a set of customers, and E is a similarity-based relationship
between the customers.

Similarity measures are heuristic measures made by
calculatingthe projection ofthe similarity between the attributes
to provide the edges. Usually employed metrics are cosine
similarity or Euclidean distance. In the case of cosine similarity,
the similarity between two customers i and j is determined as
Eq. (8)

Zi'Z]'

Sim(i,)) = (®)

The node i and node j are connected with an edge when
Sim(i,j) is greaterthana certain threshold, § orj is in the top-
k nearest neighbors of i. This plan regulates the sparsity of
graphs and is scalable, and a meaningful structure of
relationships is retained. The adjacency matrix A that results
represents the intensity of the relationship of similarity between
customers.

lzi ]z |

The similarity threshold 6 is also important in the quality of
segmentationand density of graphs. The threshold can be lower,
and this can introduce noisy or weak relationships among
customers, which can decrease cluster separability. On the other
hand, too biga threshold can cause a graph that is too sparse, so
little can be connected. This has an impact on representation
learning. The empirical tuning was done to find a level of
balance that conserves the structural relationships and reduces
the noise. The framework shows acceptable strength within a
realistic margin of strength.

E. Graph-Based Feature Learning

After building the customer similarity graph, the GCNs are
used to learn rich customer representations, where node
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attributes and graph structure are combined to learn them. GCNs
spread and combine the information in a collection of
neighboring nodes, through which each customer representation
is informed aboutnot only its own projected attributes but also
the traits of similar customers.

Considering the adjacency matrix A, self-loops are inserted
to get A= A+1, and the corresponding degree matrix D is
computed. A GCN layer updates representations of nodes in the
form of Eq. (9):

HGD = 5 (5—%;15-%H<l>w<l>) )

where H® denotes the node representations at the layer [,
W® is a trainable weight matrix, and o(-) is a non-linear
activation function. The initial layer H(© is set to the projected
attribute matrix Z. The model uses several GCN layers to
include the higher-order information about the neighborhood,
which allows for the finding of latent communities of customers
and behavioral patterns. Based on this graph-based learning of
features, a compact, structure-aware set of embeddings is
generated that greatly improves the quality of segmentation and
still keeps the data representations privacy-preserving.

F. Customer Segmentation via Community Detection

Following graph-based feature learning, each customer can
be represented by a low-dimensional embedding that captures
the attribute-level information as well as relational structure
obtained based on the customer similarity graph. These learned
embeddings offer a solid basis for discerning coherent groups of
customers. In order to derive the final customer segments,
community methodsare used onthe graph, utilizing the obtained
representation of meanings to combine homogeneous subgroups
that represent the meaningful segments. Let H € RY*¢ denotes
the final node embedding matrix computed by the last GCN
layer, with rows corresponding to the embedding of a customer.
The goal of community detection is to subdivide the graph
G(V,E) into C disjoint communities {C 1,C 2,C 3,... } where
nodes inone community are more connected to other nodes in
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the same community comparedto the connections that they have
to a node in a different community. {C;,C,, ..., C5} such that
nodes within the same community are more strongly connected
than to nodes in different communities.

G. Scalability Analysis

The proposed GAPF structure is scalable with the help of its
distributed graph leaming structure. The framework is able to
handlethe growingvolumes of data by partitioning the customer
graph and training the GCN model on distributed processing
Simulation of the processes that are controlled using an
expansion of data was applied to evaluate the performance of
experimental evaluation using larger graphs, which showed
better processing efficiency as more computational resources
were increased. Even though the experiments have been
conducted on a comparatively small benchmark set, the
distributed design recommends the large-scale Business
Intelligence applications. Real enterprise data validation will be
taken into consideration in future research Scalability and
effectiveness. The Louvain or Leidenalgorithmsarealso usually
used in this framework because of their modularity-based
approach. Modularity Q is defined as Eq. (10).

kik;

Q =ﬁ2i,j(‘4ij_2_ml)8(ci'cj) (10)

where 4;; is the adjacency matrix, k; and k; are the degrees

of nodes i and j, m is the total number of edges, and 5(Ci, cj)
equals 1 if nodesi and j belongto the same community and 0
otherwise. The goal is to maximize Q, and this will result in
internally cohesive and well-separated customer segments.
Using a community detector with the GCN learned embedding,
the segmentation procedure acquires the local similarities and
global structural representations. It generates interpretable,
stable,and privacy-conscious customer segments that are highly
applicable to downstream Business Intelligence processes like

targeted marketing, personalization, and strategic planning. Fig.
2 shows the GCN Architecture.
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Fig.2. GCN architecture.

In spite of the fact that customer segmentation is an
unsupervised task in itself, accuracy, precision, recall, and F1-
score were evaluated as supervised evaluation metrics through
the usage of known customer category labels within the dataset
to which the detected communities were mapped. This allows
comparison quantitatively with baseline strategies thatare often

employed in Business Intelligence research. Moreover,
measures that are clustering-oriented (modularity and intra-
cluster similarity) were taken into consideration to augment the
quality of segmentation.

In the suggested model, customer information is initially
modelled as a similarity graph with each node indicating a
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customer and edges portraying relational similarities. These
projected customer attributes are then forwarded in a series of
GCN layers to learn enriched node representations, which
comprise information on attributes as well as the structure of
neighborhoods. Such node representations are then grouped by
a readout layer into smaller graph-level representations. Lastly,
a classification or community detection layer is applied on the
learned embeddings, and this attempts to recognize specific
customer groups that can be used to perform accurate and
privacy-aware segmentation applicable to large-scale Business
Intelligence applications.

Algorithm 1: Privacy-Aware Customer Segmentation using
Distributed GAPF

Input: Customer dataset D € R™™ with n customers and
attributes

Output:Customer segments C, Segmentation Performnace
Metrics M,

Privacy Risk PR
: Begin

: Data Preprocessing
For each attribute f; € D
If missing values exist in f;:
Impute using mean or median of f;
End If
End For
Detect and handle outliers using IQR or Z-score filtering
9: Normalize numerical attributes using Min—Max scaling
10: Privacy-Aware Attribute Projection
11: Select sensitive attribute subset SED
12:  Generate projection matrix R € R™*¥ where k<&m
13: Compute projected data Z=DXR
14: Replace original sensitive attributes with projected
representations
15: Graph Construction
16: Initialize graph G=(V,E)
17: For each customer i€D:

00 3 N L AW~

18: Create node v; €V

19: End For

20: For each pair of customers (i,j),i#j:

21: Compute similarity sim(i, j) using cosine or Euclidean

distance on Z
22: If sim(i,j) = 0 orj € k-NN(i):

23: Add edge e(i,j) with weight sim(i, j)
24: End If
25: End For

26: Graph-Based Feature Learning

27: Initialize node features H(®=7
28: For each GCN layer [=1 to L:

29: Update embeddings using

30: HOD = o (DRADHOWD)
31: End For

32: Customer Segmentation

33:  Apply Louvain or Leiden community detection on leamed
embeddings H(®
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34: Obtain customer clusters {C;,C5, ..., C3}

35: Evaluation

36: Compute segmentation performance metrics: Accuracy,
Precision, Recall, F1-score

37: Estimate Privacy Risk PR using sensitive attribute
reconstruction error

38: Return C,Acc,PR

39: End

The overall steps of the proposed GAPF model of privacy-
aware and scalable customer segmentation are outlined in
Algorithm 1. The algorithm proposed carries out privacy-
equipped customer segmentation using attribute projection and
graph-based learning in a single pipeline. First, a privacy-aware
attribute projection is applied to preprocess and convert
customer data in order to decrease the identifiability of sensitive
attributes. The projected features are then used to build a
similarity graph, and the relational patterns of customers are
captured. Each node's learning of structure-aware customer
embeddings is carried out by using the graph constructed using
the graph convolutional networksthat aggregate the information
of the neighborhood. Lastly, detecting communities in the
learned embeddings is done to produce meaningful customer
segments with a tradeoff between the accuracy of segmentation,
scalability, and privacy.

IV. RESULT AND DISCUSSION

The conducted experimental analysis of the suggested
Privacy-Aware Customer Segmentation framework by use of
Distributed GAPF exhibits the presence of stable and promising
results in light of the experimental conditions that were taken
into account. Graph-based representation learning combined
with privacy-sensitive attribute projection allows the model to
learn more complex relational patterns among customers at a
low risk of reconstructing sensitive attributes with minimal loss
in the analysis value. The distributed implementation can be
used to conduct effective training and convergence behavior,
though the experiments were carried out on a relatively small
benchmark dataset (Mall Customers, n = 200), which is mainly
a proof-of-conceptto test the validity of the framework. To test
the scalability behavior, controlled data expansion experiments
were conducted with the trend of almost linear execution with
the increasing data size. Although the results suggest that the
framework can be applicable to larger data sets, this should be
confirmed with the help of real-life large-scale customer
settings. On the whole, the results indicate that GAPF is a trade-
off between the quality of segmentation, computing efficiency
and privacy of Business Intelligence applications. The summary
of the simulation parameters is presented in Table IIL

TABLE III. SIMULATION PARAMETER

Item Setting

Dataset Mall Customers (n = 200)

Features Used Age, Gender, Annual Income, Spending Score

Cleaning & Scaling Mean/median impute; Min—Max [0,1]

Encoding Gender — One-Hot

Similarity & Edges Cosine similarity; threshold =0.70
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Graph Model Nodes = customers; weighted edges by similarity

2x GCN (hidden = 64), ReLU, dropout=0.2
Louvain  (fallback: DBSCAN
min_samples=5)

Attribute projection (e.g., PCA) on sensitive
fields

~2 minutes; Python, NetworkX,
Geometric

CPU i7/16 GB RAM (typical)

GNN Layers

. . eps=0.3
Community Detection P ’

Privacy Step

Runtime & Env PyTorch

Hardware (test)

A. Performance Outcome

Fig. 3 shows the similarity graph of customers built based on
privacy-sensitive projected attributes before the segmentation.
Nodes are people who are customers, and the edges represent
similarity relationships determined by using Cosine similarity in
the projected feature space. Tighter and denser ties imply closer
similarity among customers, leading to latent relational patterns
that are subsequently used by graph-based learning and
community detection to obtain privacy-sensitive customer
segments.

Fig.3. Customer similarity graph based on projected attributes.

2D Visualization of GCN-Learned Customer Embeddings
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Fig. 4. 2D Visualization of GCN-learned customer embeddings.

Fig. 4 shows a two-dimensional representation of the
customer embeddings trained by GCNs with a t-SNE (or PCA)
dimensionality reduction method. The points identify customer
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nodes, and the color shows the respective customer segments
derived from community detection. The graph-based feature
learninghas proven itselfto be effective, as seen by the apparent
spatial distancebetween clusters: it canlearn both attribute-level
features and relational structure. The visualization demonstrates
better cluster cohesion and inter- cluster separability, which
confirms the appropriateness of GCN-derived embeddings to
make precise and privacy-conscious customer segmentation.

Privacy Risk vs. Utility Trade-off under Different Projection Settings
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Fig. 5. Privacy risk vs. utility trade-off.

Fig. 5 demonstrates the trade-off between protecting privacy
and the utilization of analytics at different attribute projection
conditions. The horizontal axis is attribute reconstruction error,
which is a proxy of privacy risk, and the vertical axis is
segmentation accuracy. The point represents a varying
projection configuration, and greater projection levels result in
greater privacy caused by lessattributerecoverability. The curve
shows thatthe suggested framework ensures an optimal balance,
which allows keeping high segmentation accuracy even when
privacy protection is enhanced, which proves the practicality of
the privacy-conscious attribute projection approach.

Execution Time vs. Dataset Size

20
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T
2000 4000 6000 8000 10000
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Fig. 6. Execution time vs. dataset size.
Fig. 6 shows the scalability property of the proposed
privacy-aware customer segmentation framework, as it shows

the correlation between the size of the dataset and the execution
time. The findings demonstrate that the time required to

716 |Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

compute is slowly and steadily rising with the number of
customers, which implies a well-organized management of
massive data. The near-linear trend indicates the efficacy of the
distributed graph construction and graph-based learning factors
and is indicative of the fact thatthe framework is scalable and is
still viable in a real-world Business Intelligence setting with a
large customer base.

08 Modularity Score Comparison Across Segmentation Methods
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Fig. 7. Modularity score comparison.

Fig. 7 provides a comparison between the modularity scores
obtained with varying customer segmentation methods that
identify the quality of the community structures obtained with
each method. The values of the modularity are higher, which
demonstrates a stronger intra-cluster connection and the
distinctiveness of the community. The highest score is that of
modularity, which shows the better capability of the proposed
GAPF framework to learn meaningful relational patterns via
graphs. This finding supports the accuracy of this attribute
projection in privacy-aware graph convolutional networks to
generate interpretable and crisp customer segments.

Convergence Curve of GCN Training
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Fig. 8. GCN training convergence curve.

Fig. 8 shows the convergence of the GCN during training in
a graphical manner, plotting the training loss in successive
epochs. The loss curve is steadily decreasing, which shows that
there is no oscillation or divergence in the optimization of the
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GCN model parameters and shows that it is learning efficiently.
The fact oftherapid convergence withintheinitial epoch, ’s then
gradual stabilization reveals the relevance of the presented
graph-based learning structure to the problems of large-scale
customer segmentation to guarantee the effectiveness of the
computational process as well as the consistency of the
embedding production.

Training and Validation Accuracy over Iterations
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Fig. 9. Accuracy graph.

Fig. 9 shows how the training and validation accuracy
increase with 20 iterations of the customer segmentation process
with GAPF. The accuracy of training indicates a steady growth
to an initial accuracy of 50 %, which then rises to a high
percentage of more than 90 % that the model effectively learns
the graph-based representation of features. Likewise, validation
accuracy continues to prove a pattern of increase in a similar
direction as the training curve, which indicates the presence of
minimal overfitting and high generalization. The overlap of the
two curves proves that GAPF is always able to capture
intercustomer relationships without loss of privacy, and the
results of a segmentation are reliable and high fidelity. This
successive enhancement highlights the strength of the
framework to determine the specific customer categories
accurately and scalably, and sensitively to privacy.

Training and Validation Loss over Iterations

—8— Training Loss
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Fig. 10. Loss graph.

Fig. 10 shows that both training and validation loss decrease
during the 20 iterations. The loss of the training begins rather
large and gradually reduces, which is an indicator of the
optimization of the model to learn graphs of embeddings and
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projections of attributes. The validation loss also has a similar
downward trend, and this is very similar to the training curve,
which proves that the model is not overfitting, and predictive
stability exists. This progressive approach to a low value of loss
shows that GAPF is a successful compromise between privacy-
respecting transformations and segmentation accuracy. On the
whole, the loss curves confirmthat the framework is always able
to decrease the difference between predicted and optimal
segmentations and guarantee privacy protection, computational
efficiency, and scalable performance to Bl applications.

B. Performance Assessment

Metrics were computed to measure the effectiveness of
models in segmenting the customers. Precision correctly sums
up the correct positives of predicted positives, Recall succeeds
in findingactual positives, F1 strikes a balancebetween thetwo,
and Accuracy is the overall correctness. Precision is shown in

Eq. (11):

(11

Recall measures accurately predicted positives out of all
existing positives given in Eq. (12).

Precision =
TP+FP

TP
TP+FN

Recall = (12)
The F1 Score is calculated as the mean value between the
Precision and Recall ratios, and gives a better vision of both of
them, shown in Eq. (13).
PrecisionxRecall

F1Score =2 X ——— (13)

Precision+Recall

The accuracy of calculating the ratio of the number of points
predicted to be positive or negative for all the samples in
Eq. (14).
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labels willbe used only as a reference in order to evaluate the
customer segmentation results. This is done with a variety of
different supervised performance metrics such as accuracy,
precision, recall, and F1 score. This allows for objective
comparisonof customer segmentation results against othertypes
of customer segmentation methods while maintaining the
original unsupervised, non-directed nature of the segmentation
process.

TABLE V. ACCURACY COMPARISON
Methods Accuracy (%)
Random Forest [26] 93.6%
Big Data [27] 85%
GNN + FL[28] 91.2%
Proposed GAPF 98%

TP+TN
Accuracy = ——— (14)
TP+TN+FP+FN

TABLEIV. PERFORMANCE EVALUATION

Metrics Value (%)
Accuracy 98
Precision 92.5
Recall 94
F1 score 932

Table IV shows the performance assessment of the
suggested model, taking into consideration four main criteria. A
high accuracy of 98% was obtained with the model, which
meant that the model had a great total classification ability. The
accuracy 0f92.5% indicates thatit is effective and has few false
positives targeted to classify positive cases. Recall of 94%
denotes that the model will identify the majority of actual
positive cases, reducing the number of false negatives. F1 score
0f93.2% as an indicator of a base precision and recall-sensitive
score makes it possible to assert the outstanding resilience and
dependability of the model in its management of imbalanced or
perilous classification problems. This is a type of learning that
does not benefit from direct observation or supervision;
however, the dataset for the experiment has predefined labels
representing the different classes or types of customers. These

Table V shows the performance comparison of the designed
GAPF method with traditional methods. The Random Forest
model attained an accuracy of 93.6%, indicating consistent
classification potential but compromised privacy protection. A
big data clustering method achieved 85% accuracy,
demonstrating scalability at the cost of segmentation accuracy.
Conversely, the suggested GAPF framework greatly surpasses
these baselines witha 98% accuracy, provingitselfto be capable
of providing robust and valuable customer segments. By
combining graph theory with attribute projection and privacy-
aware processes, GAPF offers a balanced approach that
guarantees both scalability and data confidentiality in
contemporary Bl usage.

TABLE VI. ABLATION STUDY
. Accuracy Privacy Risk .
Model Variant (%) (%) Runtime (s)
GAPF (Full Model) 98 25 16.3
W/O. ) Attribute 951 41 147
Projection
w/o Graph-Based
Edge Construction 93.7 46 132
w/o anacy-Aware 96.4 58 158
Transformation

Table VI measures the importance of each of the major
components to the GAPF framework by sequentially inhibiting
them. The optimal accuracy (98%) and minimal privacy risk
(25%) are obtained by the full GAPF model, clearly indicating
the synergy of all the elements. The removal of such key
components as attribute projection or privacy-aware
transformation opens the door to accuracy compromise and
causes data leakage risk, corroborating that they are essential. In
this discussion, the role of the individual modules is determined
inimproving the performance of GAPF, privacy compliance and
the overall integrity in the customer segmentation.

C. Discussion

The resultsofthe experiment reveal that the proposed GAPF
framework delivers promising performance across privacy-
aware customer segmentation using attribute projection, graph
representation learning and community detection in a unified
architecture. The graphical model would allow modeling the
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relational patterns between customers effectively and keeping
sensitive data intact by applying privacy-sensitive
transformations. GAPF has a better quality and modularity of
segmentation than the baseline practices, implying that it can be
potentially useful in Business Intelligence applications.
Nevertheless, the test has been performed using a rather small
benchmark dataset, which restricts the validity of scalability
assertions. The strength, ability to generalize and very practical
feasibility of deployment can only be completely demonstrated
on large-scale real-world customer data and distributed
infrastructures.

V. CONCLUSION AND FUTURE WORK

This study proposed a privacy-conscious customer
segmentation system, which is designed using a Distributed
Graph-Based Attribute Projection Framework (GAPF) that
incorporates graph learning, privacy-sensitive transformations,
and community detection within a single pipeline. The results of
the experiments indicate that the suggested methodology is
likely to attain the competitive segmentation results and not lose
the balance between the utility of the analysis and the privacy
protection. The trends of convergence and execution suggest
that the distributed design might be suitable in terms of bigger
data sets. Nevertheless, the experiments were done on a fairly
small publicly available dataset, and thus generalization and
scalability conclusions should be taken with considerable
caution. Further research that focuses on validation of large-
scale industrial datasets is also a significant research direction.

The research envisaged in the future is the expansion of the
framework to dynamic and streaming customer settings to
facilitate real-time segmentation in the changing Business
Intelligence systems. Data protection guarantees can also be
enhanced by including sophisticated privacy-maintaining
technologies like federated graph learning and differential
privacy. Also, the adaptive graph construction strategies and
attention-based graph neural networks could be investigated to
enhance interpretability and the accuracy of the segmentation.
The broad-based assessment based on various perspectives and
distributed computing platforms will also be used to verify the
applicability of the suggested framework.
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