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Abstract—Virtual Power Plants (VPPs) face significant chal-
lenges in secure data management and sharing, including risks of
centralized control, single points of failure, and dynamic access
requirements among multiple stakeholders. To address these
issues, this study proposes SIFChain, a decentralized framework
that integrates Hyperledger Fabric, the InterPlanetary File Sys-
tem (IPFS), and a revocable Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) scheme with collaborative key generation.
Unlike existing solutions such as Filecoin or Storj, SIFChain
introduces a dual-channel blockchain architecture that separates
public operational data from sensitive attribute information,
mitigating privacy leakage and access policy exposure. The
framework achieves fine-grained, dynamic access control with
forward and backward security through an enhanced CP-ABE
mechanism. Experimental evaluation demonstrates that SIFChain
provides scalable performance: data upload/download times in-
crease linearly from 1 MB to 1 GB, blockchain transaction
latency remains under 5 ms for typical operations (registration,
access requests, policy updates), and attribute-based encryp-
tion/decryption overhead scales linearly with policy complexity.
These results confirm the practicality of SIFChain for secure,
cross-organizational data sharing in Virtual Power Plant ecosys-
tems.
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I. INTRODUCTION

With the rapid advancement of renewable energy integra-
tion and smart grid technologies, Virtual Power Plants (VPPs)
have emerged as critical components in modern energy systems
[1]. VPPs aggregate distributed energy resources (DERs) such
as solar panels, wind turbines, battery storage systems, and
flexible loads into unified, controllable entities that participate
in electricity markets and grid services [2]. These systems
generate massive volumes of operational data daily, including
generation forecasts, real-time power measurements, market
bids, grid interactions, and participant settlement information
[21].

According to energy industry analysis [3], well-managed
VPPs can improve grid stability by 20-30% while reducing
operational costs by 15-25%, significantly enhancing energy
efficiency and renewable integration [22]. However, current
VPP data management systems face multiple security and gov-
ernance challenges. From a technical perspective, traditional
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VPP architectures often rely on centralized control systems,
creating single points of failure and exposing critical energy
infrastructure to risks of cyber-attacks, data tampering, and
unauthorized access [4], [15]. The threat model includes ma-
licious insiders, external adversaries targeting communication
links, and compromised DER devices that could leak sensitive
operational data. These vulnerabilities make it difficult to
ensure data integrity and reliability in multi-stakeholder energy
environments involving generators, aggregators, grid operators,
regulators, and consumers.

Furthermore, from an access control standpoint, VPP data
management is typically controlled by single entities or limited
consortia, leaving other legitimate stakeholders without veri-
fiable and open access to necessary operational and financial
data. As energy markets become increasingly decentralized and
dynamic, with frequent changes in participation, ownership
structures, and regulatory requirements, the need for secure,
fine-grained, and adaptable access control mechanisms has
become paramount. The evolving nature of VPP collabora-
tions—where participants may join or leave, assets may change
ownership, and access privileges must adapt to real-time
market conditions—requires fundamentally new approaches to
data security and sharing.

Blockchain technology offers promising solutions to these
challenges through its distributed ledger architecture, which
authenticates and records data via consensus algorithms with-
out requiring trusted third parties [5]. The immutable nature
of blockchain records provides strong guarantees against data
tampering, while smart contracts enable automated execution
of energy agreements, settlements, and access policies. Hyper-
ledger Fabric, as a permissioned blockchain framework [6], is
particularly suitable for VPP applications due to its efficient
consensus mechanisms, multi-channel architecture for data
isolation, and support for complex organizational structures
typical in energy ecosystems.

The InterPlanetary File System (IPFS) complements
blockchain technology by providing decentralized storage
capabilities, addressing the inherent storage limitations of
blockchain systems for large-scale energy data [7]. By storing
encrypted VPP operational data on IPFS and maintaining only
cryptographic references on the blockchain, energy organiza-
tions can achieve both scalability and security while preserv-
ing data availability. Additionally, Attribute-Based Encryption
(ABE) technology [8], particularly Ciphertext-Policy Attribute-
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Based Encryption (CP-ABE) [9], enables fine-grained access
control by allowing data owners to define access policies
based on user roles, organizational affiliations, and operational
contexts rather than specific identities.

Despite these advancements, existing decentralized storage
systems such as Filecoin and Storj rely on proof-of-storage
mechanisms that introduce high computational overhead and
lack fine-grained access control tailored to multi-stakeholder
VPP environments. Moreover, typical IPFS-Ethereum inte-
grations suffer from on-chain storage bottlenecks and lack
privacy-preserving attribute management. Many systems still
rely on centralized key management authorities or lack efficient
mechanisms for access privilege revocation and updates as
market conditions change [10], [11], [16], [17]. These limi-
tations create security vulnerabilities and administrative over-
head in practical VPP deployments where access requirements
frequently evolve due to changing market participants [12],
regulatory compliance needs, asset ownership transfers, and
real-time operational conditions.

This study addresses these gaps by proposing SIFChain,
a comprehensive framework for secure storage sharing and
dynamic access control in Virtual Power Plants. Our solution
integrates Hyperledger Fabric, IPFS, and an enhanced revoca-
ble CP-ABE scheme with collaborative key generation, which
mitigates the risk of single points of failure in key distribution.
The main contributions of this work are as follows:

• We propose SIFChain, an efficient dynamic storage
sharing framework for VPP consortium blockchains
that enables granular and flexible access control for
sensitive energy data through an enhanced Ciphertext
attribute-based encryption algorithm.

• We design a multi-channel architecture comprising
public channels and attribute channels to address ac-
cess policy and attribute leakage challenges in on-
chain attribute encryption. This architecture enables
separate storage of different data types (operational,
financial, regulatory), ensuring enhanced privacy man-
agement through dedicated attribute nodes represent-
ing different VPP stakeholders.

• We modify the Certificate Authority (CA) structure to
enable collaborative attribute key generation between
the CA and attribute authorization nodes, enhancing
the security of user attribute private key generation
and distribution in distributed energy environments.

• We implement a comprehensive security strategy that
combines symmetric encryption for IPFS-stored VPP
data with attribute-based encryption for blockchain-
managed access control, ensuring data security while
facilitating efficient storage and sharing across orga-
nizational boundaries in energy ecosystems.

The remainder of this study is organized as follows: Section
II reviews related woks. Section III details the specific imple-
mentation of the SIFChain framework in VPP contexts. Section
IV presents experimental results and performance analysis.
Finally, Section V concludes the study and outlines directions
for future research.

II. RELATED WORK

Decentralized storage and access control for energy sys-
tems have attracted significant research interest. Filecoin and
Storj provide blockchain-based storage markets but focus on
proof-of-storage rather than fine-grained access policies, mak-
ing them less suitable for dynamic multi-stakeholder VPPs.
IPFS combined with Ethereum has been proposed for IoT data
sharing [13], yet on-chain storage costs and lack of attribute-
based privacy controls limit scalability. In the context of VPPs,
consortium blockchains like Hyperledger Fabric have been
explored for energy trading [11] and data management [14],
but these works often assume static access rights and do not
address attribute revocation or collaborative key generation.

CP-ABE schemes with revocation capabilities have been
studied extensively [8], [9]. However, most implementations
rely on a single authority for key distribution, creating a
central point of trust. Collaborative key generation between
multiple authorities, as in SIFChain, reduces this vulnerabil-
ity. Furthermore, existing VPP data management frameworks
seldom integrate IPFS for scalable storage alongside dynamic
attribute-based access control [18]. Our work bridges this gap
by proposing a holistic architecture that combines Fabric’s
permissioned channels, IPFS’s content-addressed storage, and
a revocable CP-ABE scheme with distributed key generation,
thereby advancing the state-of-the-art in secure VPP data
sharing.

III. SIFCHAIN FRAMEWORK FOR VIRTUAL POWER
PLANTS

A. System Architecture and Stakeholders

Our solution enhances the storage and sharing of VPP
data among multiple stakeholders, including distributed en-
ergy resource owners, VPP aggregators, grid operators, elec-
tricity market participants, regulators, and consumers. The
system consists of four main entities: the Fabric consortium
blockchain, the IPFS distributed file system, data owners
(typically VPP operators or asset owners), and data consumers
(various authorized stakeholders).

We enhance dynamic access control through the revoca-
ble Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
mechanism, where decryption key parameters are generated
collaboratively by the Fabric Certificate Authority (Fabric-CA)
and the attribute authorities AAl representing different stake-
holder groups. This approach reduces the risk of data leakage
and enhances security in the distributed energy environment.

For the consortium blockchain, we employed a dual-
channel architecture that distinctly separates public operational
data (e.g., aggregated power forecasts, market prices) from
sensitive attribute data (e.g., individual asset performance,
participant identities, financial settlements), encryption poli-
cies, and other privacy-related information, thereby ensuring
enhanced data security. This solution also utilizes the IPFS
distributed file system for secure and efficient storage of VPP
operational data, including high-frequency sensor data, detailed
asset performance logs, and historical market interactions. Data
owners encrypt their sensitive VPP data and upload it to IPFS,
creating a dedicated, secure IPFS network that guarantees data
confidentiality while improving storage efficiency for large-
scale energy datasets.
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B. Data Flow and Access Control Mechanism

In terms of data storage, IPFS only stores the ciphertext
of the original VPP data, while the blockchain maintains the
address in IPFS, along with symmetric keys and hash values
of the original data. When an endorsing node in Hyperledger
Fabric executes a smart contract for data access, it combines
the data user attribute set with the channel anchor point to
verify the ciphertext decryption. If the attribute set meets the
established access policy (e.g., “Grid Operator AND Real-
time Operations”), the consumer can successfully decrypt
the ciphertext and gain access to the data; otherwise, the
endorsing node will return a failure indicator, thereby denying
the access request. This design facilitates secure data storage
and fine-grained attribute-based access control tailored to VPP
requirements [13].

C. Relevant Symbols

To facilitate the discussion, we first present the required
parameters and relevant symbols in Table I.

TABLE I. NOTATION FOR SIFCHAIN IN VPP CONTEXT

Notation Description
PP System common parameter
IDi ID of user i in the VPP system
AAl Attribute authorization node l representing a stakeholder group
S Collection of attributes (roles, organizations, access levels)

PK Attribute encryption public key in the system
MSK Attribute encryption master key in the system

ω Attribute set of user IDi in the system
SKIDi,ω

Attribute private key of user IDi

m Original sensitive VPP data (sensor readings, bids, etc.)
H1 Hash value of the original sensitive data

CTm Symmetrically encrypted ciphertext of the original data
URL Address where IPFS stores encrypted data
k Symmetric key used to encrypt data
m1 New data formed by combining URL, k, and H1

Rl Revocation lists maintained in the system
P∗

ω Access policy for attribute encryption
CTABE Ciphertext encrypted with data m1 attribute
CT ‘

ABE Recalculated attribute encrypted ciphertext
leafj Access the leaf node j in the policy
Root Access the root node in the policy
x Accessing non-leaf nodes in a policy
z Accessing child nodes of non-leaf nodes
H2 Hash value computed by the data user for verification
DO Data owner in the system (VPP operator/asset owner)
DU Data users in the system (various stakeholders)
CA Certificate Management Center in Fabric

D. System Model for VPP Applications

The proposed storage sharing system for Virtual Power
Plants is illustrated in Fig. 1. The Fabric consortium blockchain
features two core channels: a public channel for operational
data and an attribute channel for sensitive information [14],
each with its own distinct ledger.

We classify nodes into two categories: public nodes (main-
taining the public ledger with grid and market data), and at-
tribute nodes (joining the attribute channel to manage attribute
data for different stakeholder groups).

Before VPP data is uploaded to the blockchain, the data
owner predefines the access policy based on energy market
rules and regulatory requirements. The sensitive VPP data
is encrypted using a symmetric algorithm and subsequently
stored in IPFS. The IPFS address, symmetric encryption key,

and data hash are then uploaded to the blockchain using
attribute encryption. In the blockchain, the ciphertext and
revocation lists are maintained as public data within the public
channel, while sensitive information—such as encryption poli-
cies, participant attributes, and financial details—is stored in
the attribute channel, managed by attribute nodes representing
different stakeholder interests. Data within the same channel
is synchronized in real-time across all relevant nodes.

When a data user (e.g., grid operator, regulator, market
participant) requests access to VPP data, the attribute node
evaluates the user’s attribute set within the attribute channel
utilizing Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) to verify whether the consumer satisfies the access
policy. If verification succeeds, the system performs decryption
and grants access; otherwise, a failure message is returned.
Access rights in VPPs may change frequently due to market
conditions, regulatory updates, or participant status changes. If
a consumer loses privileges, the system uses the revocation list
to re-encrypt the ciphertext with a random value, replacing the
original to ensure both forward and backward secrecy [19].

Fig. 1. SIFChain system model for Virtual Power Plants.

E. Components of the Solution

This solution consists of six stages: system initialization,
key generation, data encryption and storage, data encryption
upload, attribute revocation, and decryption. The specific op-
erations are detailed as follows:

1) System initialization: The Fabric-CA selects a bilinear
mapping e : G1 × G1 → G2, where G1, G2 are two cyclic
groups of order q. Then, it selects generators g, h, v ∈ G1 and
random numbers α, β ∈ Zq , and computes Z = e(g, g)β , vβ .
Finally, it outputs the system public parameters PP =
(G1, G2, e, g, h, v, Z).

For each authenticated VPP participant IDi in the system,
the CA selects a unique secret parameter λi ∈ Zq and securely
sends (λi, β) to the user, while sending (α, h) to the attribute
authorization node AAl in Fabric, where l ∈ {1, . . . , n} is the
index of each attribute authorization node, and n is the total
number of attribute authorization nodes in the system.

Define the attribute domain S representing VPP roles
and permissions (e.g., “Grid Operator”, “Market Participant”,
“Asset Owner”, “Regulator”). For any attribute j ∈ S, if the
attribute authorization node AAl holds the key distribution
authority for it, i.e., j ∈ AAl, then AAl selects a secret random
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number tj ∈ Z∗
q , computes Tj = gtj , and finally outputs the

attribute public key PK = ({Tj}j∈AAl
)l∈(1,2,...,n) and the

attribute master secret key MSK = ({tj}j∈AAl
)l∈(1,2,...,n).

2) Key generation: A VPP participant IDi with attribute
set ω (e.g., ω = {Asset Owner, Solar Farm,North Region})
sends λi to the attribute authority node AAl to request the
corresponding private key. For any attribute j ∈ ω ∩AAl, the
computation is conducted as follows:

Si,j = g
αλi
tj h

α
tj , Wi = gαλi (1)

After receiving Si,j and Wi, the user computes W ∗
i =

Wi · g−β . The final private key for VPP participant IDi is:

SKIDi,ω = (λi,W
∗
i , Si,1, . . . , Si,∥ω∥) (2)

In this process, since each attribute authority node AAl

cannot obtain the secret parameter β, and the Certificate
Authority (CA) cannot access the attribute key tj , it is ensured
that untrusted attribute authority nodes and the system center
cannot decrypt the user’s ciphertext.

3) Data encryption and storage: The VPP data owner
employs the Secure Hash Algorithm 256 (SHA-256) hash
function to hash the original data m (e.g., power generation
data, market bids), denoted as H(m) → H1, where H1 is
utilized for subsequent verification. The data owner symmetri-
cally encrypts the data as Enc(k,m) → CTm, where k is the
encryption key, and CTm is the resulting ciphertext. CTm is
uploaded to IPFS for storage.

Upon receiving CTm, IPFS evaluates the size of the data. If
the size exceeds 256 KB, it performs chunking on the data and
stores the chunks across nodes located around the world. This
process generates a unique hash value based on the content,
referred to as the storage address, represented as a URL.
Finally, the URL is returned to the data owner.

The data owner executes a concatenation operation, specif-
ically m1 = (URL∥k∥H1), where m1 represents the new
data, URL is the unique address returned by IPFS, k is the
symmetric encryption key, and H1 is the hash value.

4) Data encryption and upload: Obtain the latest attribute
revocation list from all attribute authority nodes AAl, repre-
sented as Rl = {(j, (λrev, Lj,rev)rev∈Listj )}. The data owner
selects random numbers s, r ∈ Z∗

q and calculates:

C0 = m1 · Zsr, C∗ = gsr (3)

The data owner selects an access tree policy Pω∗ that
defines which attributes are required to access the VPP data.
Starting from the root node, an nx−1 degree polynomial qx is
selected for each internal node from top to bottom, as detailed
in the access policy generation algorithm shown in Fig. 2.

For each leaf node leafj in the access tree Pω∗ , compute:

C1,j = T
r·qleafj

(0)

j , C2,j = L
r·qleafj

(0)

j (4)

where, Lj = v · gtj .

For attributes that have been revoked (i.e., j ∈ ω∗, Listj ̸=
∅), compute:

C1,j,rev = T
r·(qleafj

(0)−urev)

j , C2,j,rev = L
r·(qleafj

(0)−urev)

j
(5)

where. urev is a random number associated with the
revoked user.

The final attribute-based encrypted ciphertext is:

CTABE = ⟨C0, C
∗, {C1,j , C2,j}j∈ω∗, Listj=∅,

{C1,j,rev, C2,j,rev}j∈ω∗, rev∈Listj ⟩
(6)

Once the data owner encrypts m1, they upload CTABE ,
along with the encryption policy Pω∗ , to the blockchain. The
attribute-encrypted ciphertext is stored in the public channel,
while the access policy and user attributes are securely stored
in the attribute channel. The public channel also holds the
revocation list for managing access permissions. The compre-
hensive architecture for this data encryption and upload process
is illustrated in Fig. 3.

Fig. 2. Access policy generation algorithm for VPP data.

5) Attribute revocation: When a VPP participant loses
decryption privileges or access rights change (e.g., a market
participant leaves the VPP consortium), the data owner can re-
encrypt the ciphertext without updating the decryption keys.
The system supports two revocation scenarios:

a) Case 1: Attribute not previously revoked: (j ∈
ω∗, Listj = ∅) Select a random number u∗

rev and compute
the re-encrypted ciphertext CT ‘

ABE :

C1,j,rev = C1,j · T
−u∗

rev·r
j (7)

C2,j,rev = C2,j · L
−u∗

rev·r
j = L

(qleafj
(0)−u∗

rev)·r
j (8)

C1,j,rev∗ = T
u∗
rev·r

j , C2,j,rev∗ = L
u∗
rev·r

j (9)
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Fig. 3. Data encryption and upload architecture for VPP.

b) Case 2: Attribute already revoked: (j ∈ ω∗, Listj ̸=
∅) Select a random number u∗

rev and compute the re-encrypted
ciphertext CT ‘

ABE :

C1,j,rev = C1,j,rev · T
−u∗

rev·r
j = T

(urev−u∗
rev)·r

j (10)

C2,j,rev = C2,j,rev · L
−u∗

rev·r
j = L

(urev−u∗
rev)·r

j (11)

C1,j,rev∗ = T
u∗
rev·r

j , C2,j,rev∗ = L
u∗
rev·r

j (12)

The original attribute-encrypted ciphertext should be re-
placed with the newly computed ciphertext CT ‘

ABE on the
blockchain.

6) Data decryption: The decryption algorithm operates
recursively on the access tree Pω∗ . For each leaf node leafj ,
query the attribute revocation list R.

If the user’s attribute has not been revoked (j ∈ ω ∩
ω∗, Listj = ∅), compute:

DecryptNode
(
CTABE , SKID,ω, leafj

)
=

e
(
Si,j · vβ , C1,j

)
e
(
g, C2,j

)
= e(g, g)αrλi·qleafj (0)

(13)

If the user’s attribute has been revoked (j ∈ ω∩ω∗, Listj ̸=
∅), compute:

DecryptNode(CTABE , SKID,ω, leafj)

=
∏

rev∈Listj

(
e(Si,j · vβ , C1,j,rev)

e(g, C2,j,rev)

) λi
λi−λrev

= e(g, g)αrλi·qleafj (0)

(14)

For a non-leaf node x in the access tree Pω∗

where the child node is z, call the result of
DecryptNode(CTABE , SKID,ω, z) and denote it as FZ .

F (x) =
∏
z∈Sx

F (z)
∆

i,S
(0)
x

=
∏
z∈Sx

(e(g, g)αrλi·qz(0))
∆

i,S
(0)
x

= e(g, g)αrλi·qx(0)

(15)

The user is able to recursively compute F (root) =
e(g, g)αrλis, using the Lagrange interpolation method if and
only if their attribute set ω satisfies the access policy Pω∗ .

The plaintext m1 is ultimately recovered through the sub-
sequent calculation:

m1 =
C0 · e(C∗,W ∗

i )

F (root)

=
m1 · Zsr · e(gsr, gαλi−β)

e(g, g)αλirs

=
m1 · e(g, g)βsr · e(gsr, gαλi−β)

e(g, g)αλirs

(16)

The data user decomposes the retrieved data m1 =
(URL∥k∥H1) into three distinct components: the unique ad-
dress URL, the symmetric key k, and the hash value H1. The
user will locally store k and H1, and use the URL to query
IPFS and download the encrypted data CTm.

The data user performs the decryption algorithm
Decrypt(CTm, k) → m, where CTm is the ciphertext down-
loaded from IPFS, k is the symmetric key provided by the data
owner, and m is the original VPP data that the user intends to
access. After obtaining m, the user performs a hash operation
on it, resulting in H2. By comparing H2 with H1, if the two are
found to be consistent, the data can be confirmed as authentic
and valid. The data can then be utilized for various VPP
purposes, such as a grid operator making dispatch decisions,
a market participant submitting bids, or a regulator auditing
VPP operations.

IV. IMPLEMENTATION AND PERFORMANCE EVALUATION

We conducted the experiments on a server equipped with an
11th-generation 64-bit Intel i7-11800H processor (2.30 GHz,
8 GB RAM). The Hyperledger Fabric blockchain network was
implemented on Ubuntu 22.04 using Fabric version 1.4.12
and Fabric CA version 1.4.12. All nodes operated on virtual
machines via VMware Workstation. We selected a Java-based
pairing cryptography library version 2.0.0 with an A-type
curve for bilinear pairing operations relevant to VPP security
requirements.

A. Data Upload and Download Performance

We evaluated data sizes typical for VPP applications: 1
MB (configuration files), 5 MB (hourly operational reports), 10
MB (daily aggregates), 50 MB (market bidding data), 100 MB
(high-frequency sensor logs), 500 MB (historical performance
data), and 1 GB (comprehensive datasets). The results, shown
in Fig. 4, demonstrate linear scaling suitable for VPP data
volumes.
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Fig. 4. Data upload and download performance for VPP data on IPFS.

B. Blockchain Performance for VPP Operations

We measured blockchain operations relevant to VPP sce-
narios: participant registration (2.8 ms), data access requests
(3.1 ms), policy updates (3.5 ms), and revocation opera-
tions (4.0 ms). As depicted in Fig. 5, the block generation
time remained stable at 2.02 seconds for VPP transaction
batches, highlighting the system’s operational efficiency. Each
block contains VPP-specific metadata: operation type, stake-
holder identifiers, timestamp, previous/current hashes, and data
hashes.

(a) VPP on-chain operation times. (b) VPP block generation times.

Fig. 5. Blockchain performance for VPP operations.

C. Access Control Performance Analysis

We evaluated system performance under VPP-specific at-
tribute configurations: stakeholder roles (owner, operator, regu-
lator, consumer), access levels (real-time, historical, financial),
and organizational affiliations. With 5 policies and 10 attributes
fixed, we measured initialization time (stabilizing at 255 ms),
encryption time (proportional to policy complexity), decryp-
tion time (meeting real-time VPP requirements), and ciphertext
size (scaling linearly with policies). The performance impacts
of increasing attributes and policies are presented in Fig. 6.
These results confirm the system’s suitability for dynamic VPP
environments where policies frequently evolve.

D. Discussion on Practical Deployment

While the experimental results demonstrate the feasibility
of SIFChain, several practical considerations warrant discus-
sion beyond the performance analysis presented above.

(a) VPP attribute scaling performance. (b) VPP policy scaling performance.

Fig. 6. SIFChain performance under VPP parameter variations.

First, the experiments were conducted on a server-grade
processor, whereas real VPP deployments involve numerous
low-power IoT devices at the edge. The computational over-
head of CP-ABE operations, particularly pairing and exponen-
tiation, may be significant on such constrained hardware. How-
ever, in practice, encryption is performed by data owners (typ-
ically VPP operators with sufficient computational resources),
while decryption is carried out by consumers such as grid
operators and regulators, who also possess adequate capacity.
For resource-constrained edge nodes, lightweight ABE variants
or offloading cryptographic operations to gateway devices
could be considered as mitigations.

Second, our implementation uses Hyperledger Fabric
v1.4.12, which, although stable, has been superseded by newer
versions (2.x and 3.x) with different performance charac-
teristics. The framework design is version-agnostic, and we
expect similar trends in newer releases, but actual latency and
throughput may vary. Future work should evaluate SIFChain
on updated Fabric versions to validate its performance in
modern production environments.

Third, the revocation mechanism requires communication
between the data owner and attribute authorities to update
the ciphertext. In a wide-area network, this may introduce
additional latency proportional to the number of revoked
attributes. Our experiments measured revocation operation
time at 4.0ms in a local network; however, in geographically
distributed settings, network delays could increase this to
tens or hundreds of milliseconds. Nevertheless, revocation is
an infrequent operation in VPPs, and the impact on overall
performance is acceptable given the security benefits.

Finally, the evaluation was conducted in a controlled envi-
ronment without a geographically distributed VPP consortium.
Realistic deployment would involve multiple sites with het-
erogeneous network conditions and IoT devices, which could
affect both performance and security. We plan to conduct field
trials in a pilot VPP testbed as future work to validate the
framework under real-world conditions.

E. Security Analysis

The security of SIFChain relies on standard cryptographic
assumptions, including the bilinear Diffie-Hellman (BDH)
assumption for the CP-ABE scheme and the collision resis-
tance of SHA-256. We provide an informal security analysis
covering the following guarantees:

www.ijacsa.thesai.org 825 | P a g e



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 17, No. 2, 2026

1) Data confidentiality: Through the combination of sym-
metric encryption for IPFS-stored data and CP-ABE for access
control, sensitive VPP data remains confidential even if IPFS
nodes or blockchain channels are compromised.

2) Forward and backward security: The revocable CP-
ABE scheme ensures that when a VPP participant’s access
privileges are revoked, they cannot decrypt newly encrypted
data (forward security) nor previously encrypted data that they
could previously access (backward security). Even if a user
caches old symmetric keys, the re-encryption of the cipher-
text with fresh randomness invalidates those keys, preserving
backward secrecy.

3) Collusion resistance: Even if multiple VPP participants
collude by combining their attribute keys, they cannot decrypt
ciphertext unless at least one of them individually satisfies the
access policy.

4) Decentralized trust: The collaborative key generation
between CA and attribute authorization nodes eliminates single
points of trust, making the system resilient to compromise of
any single authority.

5) Data integrity: The use of cryptographic hashes ensures
that any tampering with VPP data stored on IPFS can be
detected during the decryption and verification process.

6) Privacy leakage: Although the dual-channel architecture
isolates sensitive attributes, blockchain transactions themselves
may leak metadata such as access patterns. An adversary
monitoring the network could infer relationships between data
owners and consumers. To mitigate this, future iterations could
incorporate obfuscation techniques or zero-knowledge proofs
[20]; however, this remains an open challenge.

We emphasize that a full formal proof of the CP-ABE
scheme under bilinear assumptions is beyond the scope of
this study and is left as future work. Nevertheless, the design
follows established practices from prior art [8], [9].

V. CONCLUSION

This study presents SIFChain, a decentralized data man-
agement framework for Virtual Power Plants that integrates
Fabric blockchain, IPFS, and enhanced revocable CP-ABE
to ensure secure storage and dynamic access control. The
key innovation is the collaborative key generation mechanism
between CA and attribute nodes, reducing centralization vul-
nerabilities in distributed energy systems. The dual-channel
architecture preserves confidentiality while supporting multi-
stakeholder VPP operations. The revocable CP-ABE scheme
enables fine-grained access control adapting to dynamic VPP
environments. By storing encrypted data on IPFS, we achieve
scalable security without semi-trusted third parties. Experi-
mental results demonstrate linear scalability and low-latency
operations suitable for VPP workloads. We also discussed
practical considerations for IoT hardware, newer Fabric ver-
sions, and network overhead, and identified privacy leakage
as an area for future enhancement. Future work will focus on
decentralized attribute encryption, integration with real VPP
systems, enhanced key management for large-scale energy
applications, and formal security proofs.
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