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Abstract—As living standards rise, people are paying increas-
ing attention to health. Vast quantities of medical data are
generated daily, yet each piece contains sensitive information
such as patients’ names, mobile numbers, email addresses, and
places of employment. Should this information be compromised,
the consequences would be irreversible, causing severe damage.
Traditional solutions merely implement access control policies,
permitting data access only to authorised personnel. While this
approach offers some protection, even compliant users cannot
be entirely trusted and may engage in malicious activities. Once
data is accessed, patients’ sensitive information becomes fully
exposed to the user, posing a significant data security risk.
Therefore, this study proposes a medical data sharing scheme
based on Dual-Chain and differential privacy. It employs a
hybrid approach combining private chains, consortium chains,
and IPFS. Internal hospital personnel can access data after de-
identification, while external parties can only access data that
has been de-identified and subsequently augmented with noise.
This significantly enhances security. The experimental section of
this study also demonstrates that the proposed scheme effectively
protects data, while the data shared with external users enables
them to successfully complete downstream tasks.
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I. INTRODUCTION

People’s living standards are rising as a result of the econ-
omy’s quick development. Health has become an increasingly
prominent concern [1][2]. Consequently, in this era of infor-
mation and data, vast amounts of medical data are generated
daily [3]. Sharing and analyzing this data helps doctors make
better decisions and provide effective patient care. However,
this data often contains sensitive patient information, such
as names, employers, phone numbers, and email addresses
[4][5]. Moreover, during the sharing process, data users are
not entirely trustworthy and may engage in malicious activities
[6]. This significantly increases the risk of information leaks,
resulting in extremely low security and reliability [7].

II. RELATED WORKS

Over time, with continuous technological advancement,
significant achievements have been made in the privacy pro-
tection and access control of medical data. Akinyele et al.
[8] introduced an attribute-based encryption access control
scheme for personal health data on mobile devices, enabling
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data owners to exercise granular control over data access
and sharing. Zhou et al. [9] designed a CP-ABE-based data
exchange mechanism that allocates access permissions based
on requester attributes and defines specific access policies,
incorporating attribute timestamps to support attribute revo-
cation. However, a common limitation of these ABE-based
access control systems is their reliance on a single attribute
authority to manage attribute permissions and key distribution.
As a result, there is a major single point of breakdown: should
the authority be compromised, it jeopardises system stability
and overall security, undermining reliability.

To address potential single points of failure, Chase et al.
[10] proposed a solution based on multi-attribute authorization
authorities. However, it still relies on a fully trusted central
authority, creating a significant vulnerability: should the central
authority cease to be trustworthy, the entire system’s security
would be compromised, and the integrity of all encrypted data
would be undermined, failing to achieve true decentralization.
Liu et al. [11] subsequently suggested adopting a distributed
multi-authority access control scheme, yet regulatory bodies
continued to play a dominant role. The system remains only
partially decentralized and remains susceptible to centralized
power, which undermines its security and efficiency.

Subsequently, with the advent of blockchain technology
[12][13], its inherent transparency and decentralization char-
acteristics prompted integration efforts with existing systems.
In 2016, Azaria et al. [14] proposed MedRec, an electronic
health record management system. By employing distributed
ledger technology to store patient records on a blockchain, it
created a decentralized record management framework. This
approach preserves data integrity and prevents tampering,
while facilitating seamless sharing of medical records between
distinct healthcare providers. Ownership, access rights, and
data integrity of medical records are governed through smart
contracts [15][16]. B. Chen et al. [17] and B.B. Gupta et al.
[18] proposed integrating blockchain with CP-ABE to enhance
security. In order to overcome centralized healthcare systems’
shortcomings, Wang et al. [19] developed a trusted healthcare
data management platform leveraging blockchain smart con-
tracts and attribute-based encryption for flexible access control.
Jin et al. [20] combined blockchain, smart contracts, and proxy
re-encryption for secure medical information sharing. How-
ever, it lacks attribute integration, limiting fine-grained access
control, and depends heavily on user activity, which may
compromise security. Chen et al. [21] designed a blockchain-
based access control scheme with hybrid on-chain/off-chain
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storage to reduce expense of storage. However, the absence
of hashing and signing the IPFS-generated content identifier
(CID) on upload enables potential injection of malicious files,
lowering system security.

However, the aforementioned approaches merely protect
data at the access control layer by establishing an access
policy, allowing only those who meet the policy to access
the data. Yet in reality, even some visitors who comply with
the access policy may not be entirely trustworthy. Over time,
they could potentially engage in malicious activities, leading
to data leaks and misuse. Therefore, Shao et al. [22] proposed
a solution combining dynamic reputation with token-based
allocation. Blockchain nodes distribute varying quantities of
tokens to each visitor based on their reputation. After each
access event, the reputation value is updated, and the token
allocation is reassigned. While this approach offers some
protection for data privacy, it relies on the assumption that
visitors remain trustworthy throughout. If a visitor betrays
trust during the period when they possess tokens for access,
it could still result in data leakage. Cai et al. [23] advised
a federated blockchain-based healthcare data sharing system
with enhanced proxy re-encryption for improved data sharing
security [24][25]. However, data privacy protection remains
inadequate. Therefore, this study addresses the shortcomings
of all previous approaches by proposing a novel solution with
the following key contributions:

• This work introduces a role-oriented data classification
framework that structurally separates internal raw-data
access from external privacy-preserving data release.
Instead of applying de-identification and differential
privacy as isolated preprocessing steps, the proposed
scheme embeds them into distinct operational domains
governed by different access policies. Internal med-
ical personnel access encrypted, but structurally in-
tact datasets under strict attribute-based control, while
external researchers interact only with differentially
private representations. This separation reduces cross-
domain inference risk and limits unnecessary exposure
of raw medical records.

• A functionally decoupled dual-chain architecture is
designed to enforce domain-specific governance. The
private hospital chain manages identity authentication
and fine-grained CP-ABE-based access control for raw
data, whereas the consortium chain supervises differ-
entially private data publication and external access
requests. This architectural separation is not merely a
deployment choice but a security-driven design that
reduces trust concentration, isolates attack surfaces,
and mitigates risks associated with single-chain or
centralized systems.

• The scheme integrates blockchain integrity guaran-
tees with IPFS-based encrypted storage in a policy-
enforced workflow. By storing only metadata and
cryptographic hashes on-chain, while maintaining
encrypted bulk data off-chain, the framework en-
sures tamper-evident verification without compromis-
ing scalability. Unlike conventional blockchain-IPFS
integrations that focus solely on storage optimization,
this design tightly couples data integrity validation

with access policy enforcement and privacy quantifi-
cation, forming a unified secure data-sharing model.

III. ORGANIZATION

This study’s general organization is separated into four
major sections: Section IV displays the preliminary knowledge
used in the work. Section V analyzes the overall scheme,
mainly from the overall model of the scheme, the description
of the scheme and the specific flow of the scheme. Section VI
analyzes the security of the entire solution. The performance
analysis of the suggested plan is provided in Section VII.
Lastly, we conclude the study in Section VIII.

IV. BACKGROUND KNOWLEDGE

This section primarily introduces the technologies used in
the study: blockchain technology, differential privacy technol-
ogy, bilinear mapping, and linear secret sharing.

A. Blockchain

Blockchain is a fault-tolerant, append-only replicated state
machine maintained by a distributed set of nodes over an
unreliable network [26][27]. Transactions are batched into
blocks that commit cryptographically to prior state, yielding
tamper-evident immutability under standard hash-collision as-
sumptions. A consensus layer establishes a globally consis-
tent total order and finality; permissionless systems achieve
Sybil resistance through resource-based mechanisms, whereas
permissioned deployments typically rely on Byzantine fault-
tolerant agreement. Public-key cryptography underpins iden-
tity, authentication, and authorization, and light-client pro-
tocols enable inclusion verification without full replication.
Deterministic smart contracts specify application logic as state-
transition functions executed by validators, enabling verifiable
automation, while raising concerns about correctness, com-
posability, and adversarial execution. Current research targets
scalability, latency and throughput, privacy via advanced cryp-
tography, and cryptoeconomic robustness. Despite open chal-
lenges, blockchains provide auditability and credible neutrality
for applications in digital assets, decentralized finance, and
provenance tracking [28][29].

B. Differential Privacy

Differential privacy [30][31], is a provable privacy frame-
work for statistical release and machine learning that injects
noise calibrated to the query’s sensitivity, ensuring that the
inclusion or exclusion of any single individual has only a con-
trolled, quantifiable effect on the output distribution; formally,
for neighboring datasets D ∼ D′ that differ in one record and
a randomized mechanism M , if the inequality below holds for
every measurable event S, then M satisfies (ε, δ)-differential
privacy [32][33], where ε bounds multiplicative leakage and δ
allows a negligible failure probability, as shown in Eq. (1):

∀D ∼ D′, ∀S : Pr
[
M(D) ∈ S

]
≤ eε Pr

[
M(D′) ∈ S

]
+ δ.
(1)
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C. Bilinear Mapping

In elliptic curve cryptography, a bilinear mapping is a
mapping e, in which elements of two elliptic curve groups
are mapped to another group [34][35]. Suppose we have two
groups G1 and G2, and a target group GT [36]. We define a
bilinear mapping as shown in Eq. (2):

e : G1 ×G2 → GT (2)

This mapping has several important properties:

• Bilinear: For any p ∈ G1, q ∈ G2 and scalars a and
b, the bilinear mapping is satisfied in Eq. (3):

e(pa, qb) = e(p, q)ab (3)

• Non-degradation: The bilinear mapping is not degen-
erate, there exists at least one p ∈ G1 and q ∈ G2,
such that e(p, q) ̸= 1 (unit element).

• Computability: For most implementations, computing
bilinear mappings is efficient in practice.

D. Linear Secret Sharing Scheme

Linear Secret Sharing Scheme (LSSS) [37][38] first splits
the secret into n distinct components and then sends these
n parts to n distinct participants, and a set of authorized
participants can recover the secret by merging their shares
[39][40]. It is defined as follows:

The description of the access framework is (M,ρ), P
stands for the group of characteristics, containing the attribute
names and attribute values. M is a linear secret sharing matrix
of size l × n. ρ is a mapping function, and ρ(i) refers to the
mapping of the ith row of the matrix M to an attribute name.
Map the secret s to a value on Z∗

p with p is a prime number.
Construct a vector v = (s, r2, r3, . . . , rn)

T by randomly
choosing {r2, r3, . . . , rn} ∈ Z∗

p, and compute γi = Mj · v
where γi refers to the attribute named ρ(i) — the secret share
of all uses of the attribute [41][42].

Secret reconstruction: Let B ∈ M be the collection of
attributes that comply with the authorizations of the access
structure, where I = {i | ρ(i) ∈ B} ⊆ {1, 2, . . . , l}. Being
able to find the coefficients {xi ∈ Z∗

p}i∈I in polynomial time
such that

∑
i∈I xiMi = (1, 0, . . . , 0), and then compute s =∑

i∈I xiγi.

V. SCHEME STRUCTURE

This proposal primarily consists of six entities: data own-
ers, data users, attribute authorization agencies, authoritative
certification agencies, IPFS, and Blockchain. Fig. 1 displays
the complete model diagram.

1) Data Owner (DO): DO is primarily responsible for
establishing access policies, authorizing visitors who meet
these policies, and encrypting and uploading both original de-
identified medical data and data with privacy-preserving noise
added to IPFS. They then upload metadata to the blockchain,
comprising the CID returned by IPFS, the CID’s hash value,
and the hash value of the encrypted ciphertext.

2) Data User (DU): DU here likely refers to internal
medical personnel and external research scientists. Before
accessing data, DU must submit an authorization request to
DO. Only DU meeting the access policy are authorized to
access the data.

3) Attribute Authorities (AA): Multiple Attribute Author-
ities work together to manage all attributes, authenticate the
identity of the visitor and generate the visitor’s attribute key.

4) Certification Authority (CA): All users must register
with the CA, which issues certificates to users, generates their
public and private keys, and assigns them a unique id.

5) Interplanetary File System (IPFS): IPFS primarily
stores large-volume raw medical data to alleviate storage
tension on the chain and returns the CID to the DO.

6) Blockchain (BC): This is mostly made up of a consor-
tium blockchain created by outside research institutes and a
private blockchain inside the hospital. The blockchain stores
metadata and records all activities.

The following steps make up the overall scheme’s basic
process:

• Step 1: Each entity in the system first registers with
CA and obtains its own public and private key, which
it uploads to the BC.

• Step 2: DO encrypts both types of data using symmet-
ric encryption algorithms and upload them to IPFS.
Metadata composed of the CID of data that has un-
dergone only de-identification processing is uploaded
to the hospital’s internal private chain. Metadata com-
posed of the CID of data that has been added noise
via DP is uploaded to the consortium chain. Separate
access policies are established for internal and external
personnel.

• Step 3: DU requests authorization from DO to access
data. DO verifies compliance with access policies. If
compliant, AA will assign DU an attribute private key.
Blockchain nodes will send metadata to DU.

• Step 4: Upon receiving the metadata, DU first per-
forms a hash operation on the CID within the meta-
data. If the hash matches, it uses the CID to request
access to the original data from IPFS.

• Step 5: After obtaining the encrypted raw data from
IPFS, DU first performs a hash operation on the
ciphertext and verifies its consistency with the hash
value stored in the metadata. If consistent, it uses its
own attribute private key to decrypt the symmetric
encryption key, thereby decrypting the raw data for
access.

A. Scheme Definition

1) Initialization phase: During the initialization phase, all
entities register with the CA and generate global parameters.

a) CA.setup: CA runs CA.Setup to initialize the system.
Given the security parameter λ, it selects a prime p and instan-
tiates multiplicative cyclic groups G and GT of order p with
generator g, together with the bilinear map e : G×G→ GT .
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Fig. 1. System model.

It also chooses hash functions H : {0, 1}∗ → G. The resulting
global public parameters GPP are given in Eq. (4):

GPP = {G,GT , g, p,H, e} (4)

b) AA.register: Every AA submits a request together
with its identifying information infoa, to register with the CA.
The CA derives a unique identifier aid← H(infoa). The AA
then samples αaid, βaid ∈ Zp to form its private key SKaid,
computes the public key PKaid =

(
gβaid , e(g, g)αaid

)
, and

registers this public key with the CA.

c) DO.register: Each DO registers with the CA by
submitting a request along with its identity information infoo.
The CA computes a unique identifier oid ← H(infoo). The
DO then samples γ ∈ Zp as its private key SKoid, derives
the corresponding public key PKoid = gγ , and registers this
public key with the CA.

d) DU.register: By submitting a request and supplying
its identifying information infou, each DU registers with the
CA. The CA derives a unique identifier uid ← H(infou).

The DU samples µ ∈ Zp as its private key SKuid, computes
the corresponding public key PKuid = gµ, and registers this
public key with the CA.

2) Key generation phase:

a) KeyGen: The user requests a private key from each
attribute authority AAaid that governs their attributes. Let S be
the user’s attribute set, and assume att ∈ S is administered by
AAaid. Before issuance, the authority verifies the user’s iden-
tity uid and the validity of Certuid. If verification succeeds,
AAaid samples raid ∈ Zp and constructs the user’s attribute
private-key component, as in Eq. (5):

SKatt = (gαaid ·H(att)raid , graid) (5)

Then the final private key of the user is the set of private
keys produced by all relevant attribute authorizations, as shown
in Eq. (6):

SKuid,att =
⋃
aid

{SKatt | att ∈ S ∩AAaid} (6)
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3) De-identification and DP phase: We utilized 500,000
outpatient medical records, first de-identifying sensitive fields
such as patient names, workplaces, mobile numbers, and
email addresses to protect privacy. This anonymized data was
provided to internal personnel for viewing and use. Subse-
quently, we employed a rule-driven weakly supervised learning
approach to match the de-identified data with a set of positive-
class terms (infection-related) from the “initial diagnosis”
field, generating binary labels as shown in Eq. (7). During
feature construction, we exclusively utilized non-diagnostic
text categories (“chief complaint + medical history”), while
excluding diagnostic keywords used for annotation. This yields
a bag-of-words count vector, as shown in Eq. (8). For each
sample vector, we perform per-sample processing, as described
in Eq. (9) and apply ℓ1 regularization to limit its contribution.
During the differential privacy phase, independent Laplace
noise is added to each dimension of the pruned count vector,
as shown in Eq. (10):

y = 1{ ∃ k ∈ kpos | k ⊂ diagnosis } (7)

x =
[
c(w1), . . . , c

(
w|v|

) ]
(8)

xclip = x ·min

(
1,

C

∥x∥1

)
(9)

x̃ = xclip + η, ηj
i.i.d.∼ Laplace(0, b), b =

C

ϵ
. (10)

4) Data encryption phase: DO chooses to employ sym-
metric encryption techniques to encrypt both the de-identified
data and the data with additional noise via DP due to the
effectiveness of encrypting massive amounts of raw data.
DO selects different symmetric encryption key k ∈ GT to
encrypt each type of data separately to acquire the ciphertext
C. Separate access policies (M,ρ) used to encrypt different
symmetric key k. Here, M is an l × n matrix and ρ maps
each row index i to an attribute. First sample a random vector
v = (k, v2, . . . , vn) ∈ Zn

p . Compute the secret shares, as in
Eq. (11); each xi is associated with the attribute ρ(i). For
each row i, assume ρ(i) is administered by authority AAaid;
choose ti ∈ Zp and derive the ciphertext component, as in
Eq. (12). Next, compute the pairing value, as in Eq. (13). The
final metadata is given in Eq. (14):

xi = Mi · v, ∀i ∈ {1, . . . , l} (11)

Ci,1 = gβaidxi , Ci,2 = H(ρ(i))xi , Ci,3 = gti (12)

Di = e(g, g)αaidxi · e(g, g)βaidti (13)

metadata =
(
C, hash(C), CID, hash(CID),

{Ci,1, Ci,2, Ci,3, Di}ℓi=1, k ·
∏
aid

e(g, g)αaidk
)

(14)

5) Data decryption phase: If DU meets the access pol-
icy, in addition to a reconstruction factor {wi} such that∑

i∈I wiMi = (1, 0, . . . , 0). The pairwise value of each share
is recovered through Eq. (15) and use the reconstruction
coefficients wi to decrypt the symmetric key k, according to
Eq. (16) and Eq. (17). Eventually the DU decrypts the C via
the obtained symmetric key k to get the data it wants to access.

e(Ci,1, g
αaidH(ρ(i))raid)

e(Cβaid

i,3 , graid)
=

e(gxi , gαaidH(ρ(i))raid)

e(gβaidti , graid)
(15)

∏
i∈I

(e(g, g)αaidλi)wi = e(g, g)
∑

i∈I αaidλiwi = e(g, g)
∑

aid αaidk

(16)

k =
k ·
∏

aid e(g, g)
αaidk

e(g, g)
∑

aid αaidk
(17)

VI. SECURITY ANALYSIS

This section primarily analyzes the proposed scheme from
three perspectives: threat model, correctness, and resistance to
attacks.

A. Threat Model

In this work, we consider a probabilistic polynomial-
time adversary operating in a realistic medical data-sharing
environment. The adversary is assumed to have full visibility of
all public system parameters, blockchain transactions, on-chain
metadata, content identifiers CID, and encrypted data stored on
IPFS. In particular, the adversary may obtain complete read
access to ciphertext corresponding to both internally shared
de-identified datasets and externally shared differentially pri-
vate datasets. The adversary may attempt active manipulation,
including CID substitution, ciphertext tampering, replay of
outdated metadata, or injection of malicious files into the IPFS
storage layer. Multiple malicious data users may also collude
by combining their attribute private keys in an attempt to
satisfy an access policy not satisfied individually. Furthermore,
the adversary may possess auxiliary background knowledge,
such as demographic attributes or partial medical information,
and attempt linkage attacks, membership inference, or statis-
tical re-identification against externally released data. At the
system level, metadata analysis and traffic pattern observation,
including access frequency and timing information, are also
considered possible attack vectors.

We assume that standard cryptographic hardness assump-
tions hold, including the discrete logarithm and bilinear
Diffie–Hellman assumptions in pairing-based groups, as well
as the semantic security of symmetric encryption. The Cer-
tification Authority is trusted to correctly initialize the sys-
tem and protect master secrets, while Attribute Authorities
follow the protocol for attribute key issuance and are not
assumed to be fully colluding with the adversary. Blockchain
nodes operate under Byzantine fault tolerance assumptions,
and the adversary controls fewer nodes than the consensus
threshold required to rewrite confirmed ledger history. IPFS
is considered an untrusted storage layer and provides no
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confidentiality guarantee. Under these assumptions, we define
the security objectives of confidentiality, fine-grained access
control, collusion resistance, data integrity, and differential
privacy protection for external data release.

B. Proof of Correctness

First, consider the reconstruction properties of LSSS. Let
B denote the set of attributes satisfying the access policy, and
let the corresponding row index set be:

I = { i | ρ(i) ∈ B } ⊆ {1, . . . , l}.

According to the LSSS definition, there exists a set of
reconstruction coefficients {wi}i∈I ⊂ Zp, such that:∑

i∈I wiMi = (1, 0, . . . , 0).

From Eq. (11), it can be seen that the secret share for each
row is:

xi = Mi · v (v = (k, v2, . . . , vn)
T ).

By taking a linear combination of these shares, k is
obtained by Eq. (18):∑

i∈I

wixi =
∑
i∈I

wi(Mi · v)

=

(∑
i∈I

wiMi

)
· v

= (1, 0, . . . , 0) · v
= k

(18)

In the decryption process description, the text uses λi to
denote the secret share associated with the i-th row, equivalent
to the aforementioned xi. The above derivation demonstrates
that provided the access structure is satisfied, the secret k
can be linearly recovered using an appropriate reconstruction
coefficient wi. For each row i ∈ I , administered by AAaid,
the DU holds the attribute private-key component:

SKρ(i) =
(
gαaidH(ρ(i))raid , graid

)
.

Using the ciphertext components and the private key above,
DU computes the pairing ratio in Eq. (19):

e(Ci,1, g
αaidH(ρ(i))raid)

e
(
Cβaid

i,3 , graid

) =
e
(
gβaidxi , gαaidH(ρ(i))raid

)
e(gβaidti , graid)

= e(g, g)αaidλi

(19)

By bilinearity, the masking randomness ti, raid cancels out,
leaving a factor depending only on αaidλi. DU then uses
the reconstruction coefficients wi over all i ∈ I to obtain
e(g, g)

∑
aid αaidk, where the last step uses

∑
i∈I wiλi = k.

This yields the masked exponent
∑

aid αaidk. Finally, com-
bining this with the masked key term from the metadata, DU
acquires k by Eq. (20):

k =
k ·
∏

aid e(g, g)
αaidk

e(g, g)
∑

aid αaidk
(20)

C. Resistance to Attacks

The proposed scheme leverages multi-authority CP-ABE,
blockchain with IPFS, and differential privacy to jointly pro-
vide confidentiality, integrity, and privacy, thereby resisting
several typical classes of attacks. For passive eavesdropping
and key-guessing attacks, even a powerful adversary with
full access to blockchain transactions and IPFS storage only
observes the ciphertext C, the CID and their hashes, the ABE
ciphertext components {ci,1, ci,2, ci,3, Di}, and the masked key
term k ·

∏
aid e(g, g)

αaidk. Without any legitimate attribute
private key SKatt, the adversary cannot form the pairing
ratios, nor can they derive e(g, g)

∑
aid αaidk. Attempting to

guess k from k ·
∏

aid e(g, g)
αaidk requires solving discrete

logarithm or DBDH-type problems in bilinear groups, which
is infeasible under appropriate parameters. The scheme is thus
robust against eavesdropping and brute-force attacks.

For unauthorized access and collusion, access control is
enforced by a multi-authority CP-ABE with an LSSS access
structure. If a user’s attribute set S does not satisfy the
policy, there exist no coefficients wi such that

∑
i∈I wiMi =

(1, 0, . . . , 0), and hence
∑

i∈I wiλi = k cannot hold. Even
when multiple unauthorized users collude and pool their at-
tribute keys into a union set SU , if this union still fails to
satisfy the access matrix, LSSS theory guarantees that no valid
reconstruction coefficients can be found, so the colluding users
cannot elevate their collective access privileges or derive k
beyond what their authorized attributes permit.

For data tampering and replay attacks, the scheme relies on
blockchain-stored hashes and timestamps to guarantee integrity
and auditability. Upon decryption, DU recomputes the hashes
of the received CID and the ciphertext C retrieved from IPFS
and compares them to on-chain values. Any modification of
CID or ciphertext causes hash mismatches and will be detected
and rejected. Replay attacks that attempt to resubmit outdated
metadata or access requests are mitigated by the append-only,
timestamped blockchain ledger, which records the latest state
and access logs. The system can detect and prevent abnormal
replays by checking against the most recent blockchain state,
thus resisting tampering and replay attacks on IPFS and the
blockchain.

Regarding inference attacks and privacy leakage, external
researchers only see de-identified and differentially private
feature vectors. De-identification removes explicit identifiers
such as names and contact information from raw records, while
the differential privacy mechanism bounds the impact of any
single record on the output distribution within a factor of eε.
This formally limits the advantage of any adversary, regardless
of side information, in inferring sensitive attributes of any
individual patient from x̃. Taken together, the cryptographic
confidentiality of k, fine-grained access control, integrity pro-
tection, and rigorous differential privacy guarantees show that
the proposed scheme can effectively withstand eavesdropping,
tampering, collusion, replay, and inference attacks, while still
supporting practical and privacy-preserving medical data shar-
ing.
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TABLE I. COMPARISON OF EXISTING SCHEMES

Aspect Scheme
[17] [18] [19] [20] [23] Ours

Patient-centered ✓ ✓ ✓ ✗ ✗ ✓

Data Confidentiality ✓ ✓ ✓ ✓ ✓ ✓

Identity Privacy Protection ✗ ✗ ✓ ✗ ✓ ✓

Secure Distributed Storage ✗ ✗ ✓ ✓ ✓ ✓

Fine-grained Access Control ✓ ✗ ✓ ✗ ✗ ✓

Data Privacy Protection ✗ ✗ ✗ ✗ ✗ ✓

Dual-Chain ✗ ✗ ✗ ✗ ✗ ✓

TABLE II. GRID OF C/ϵ VALUES

ϵ

C\ϵ 6 8 12 20 30 40

3 0.500 0.375 0.250 0.150 0.100 0.075

4 0.667 0.500 0.333 0.200 0.133 0.100

5 0.833 0.625 0.417 0.250 0.167 0.125

6 1.000 0.750 0.500 0.300 0.200 0.150

VII. PERFORMANCE ANALYSIS

Every experiment in this work was carried out on a device
equipped with an Apple M4 processor, 16GB RAM, and
macOS Sequoia 15.5 operating system.

A. Functional Analysis

According to Table I, the proposed scheme in this study
outperforms existing approaches in terms of patient-centricity,
identity information protection, data confidentiality, secure
distributed storage, granular access control, and data privacy
protection. In [18] and [23], the authors neglect identity privacy
protection in their approaches, while [17] relies on cloud
storage for medical data, introducing potential data security
risks. In [19], the authors employ trust-based organizational
access control, limiting patients’ ownership control over their
medical data. In [20], the authors fail to achieve granular access
control with its identity-based approach. All these solutions
neglect privacy-preserving data processing. Consequently, the
proposed solution in this study demonstrates significant advan-
tages across these dimensions.

B. Performance Evaluation of DP

During the differential privacy phase, we add independent
Laplace noise to each dimension of the truncated counts
and employ a dimensionless noise intensity scale= C/ε to
uniformly compare the privacy–utility tradeoff under differ-
ent truncation thresholds and privacy budgets. This study
systematically scans combinations of C ∈ {3, 4, 5, 6} and
ε ∈ {6, 8, 12, 20, 30, 40}, as shown in Table II. We split the
500,000 data points into 95% for training, 5% for validation,
and 5% for testing. During training, we feed the de-identified
features—perturbed with differential privacy—into a continu-
ous scoring function s(x) = σ(w⊤x + b0). On the validation
set, we perform a grid search over the threshold t ∈ [0, 1] and
select the value that maximizes the F1 score; this threshold
is then fixed for the testing phase. Finally, we visualize the

evaluation metrics of the experimental results, as shown in
Fig. 2.

First, in Fig. 2(a), Fig. 2(b), and Fig. 2(d), the three metrics
AUROC, AUPRC, and F1 increase monotonically as ε grows,
from a moderate regime at ε = 6 the performance is in
a moderate regime with AUROC in [0.78,0.84], AUPRC
in[0.45,0.62], and F1 in [0.48,0.59]. At ε = 12 the metrics
rise to AUROC in [0.88,0.91], AUPRC in [0.68,0.79], and
F1 in [0.64,0.71]. Near ε = 20, the method enters a high-
performance regime with AUROC in [0.96,0.97], AUPRC
in [0.91,0.94], and F1 in [0.83,0.86]. Further increasing to
ε = 30 and 40 approaches the no-DP ceiling both AUROC
and AUPRC near 0.99, F1 > 0.95. This pattern rapidly gains
with larger ε followed by diminishing returns beyond ε ≈ 20
indicates that our method preserves strong predictive signal
under moderate privacy, while additional relaxation yields
limited benefit.

Second, the effect of the clipping threshold C appears
as a horizontal shift at fixed ε: smaller C (more aggressive
clipping) lowers the curves, with larger gaps at small ε; when
ε is sufficiently large, the curves converge, suggesting that the
impact of clipping on utility is attenuated at high ε.

Third, and crucially, [see Fig. 2(c)] in the summary plot
of scale = C/ε versus AUPRC, the points from different C
values almost lie on a single master curve, showing that the
noise scale = C/ε is the key dimensionless variable governing
utility: as scale increases from 0.1 to 1.0, AUPRC decreases
smoothly and monotonically, and results for different C align
at the same scale. This “curve collapse” not only confirms the
theoretical expectation of our clip-then-noise design, but also
provides a practical tuning rule for deployment.

Overall, under the Laplace mechanism with rigorous dif-
ferential privacy guarantees, high utility is achieved already at
moderate ε. The metrics improve monotonically with ε and
exhibit a clear “sweet spot” around ε = 12− 20, and all three
evaluation dimensions consistently support these conclusions,
indicating that DP-processed shared data are useful and con-
trollable for downstream binary classification.

C. Time Consumption

In this step, we performed encryption and decryption
operations on 24 datasets of approximately 500MB each
after adding noise via DP, recording the time consumed, as
shown in Fig. 3. This figure illustrates the distribution of time
overhead across 24 data files during the symmetric encryption
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Fig. 2. Experimental results display.

TABLE III. HASH OPERATION TIME

Aspects
Time

dp C3 e6 dp C3 e8 dp C3 e12 dp C3 e20 dp C3 e30 dp C3 e40
enc 0.215 s 0.205 s 0.224 s 0.203 s 0.231 s 0.216 s

CID 0.008ms 0.008ms 0.005ms 0.008ms 0.007ms 0.010ms

and decryption phases. Overall, single-pass processing latency
remains sub-second: the average encryption time is 0.294 s
(range 0.255–0.372 s), while the average decryption time is
0.263 s (range 0.243–0.292 s). Compared with encryption,
decryption achieves an average reduction of approximately
0.031 s, a 10.3% decrease in latency, reflecting the lighter
key-recovery path. Both phases exhibit low variability: the
standard deviation of encryption time is 0.029 s and that of
decryption time is 0.014 s. This indicates stable and pre-
dictable operation across file/parameter combinations (C = 3–
6, ε = 6–40). Notably, the most time-consuming samples
occur under the C=3 configuration with smaller ε values,
whereas other settings remain low and comparable. These
results demonstrate the symmetric scheme’s strong scalability

and engineering viability—delivering consistent latency with-
out sacrificing throughput, while further reducing processing
overhead on the decryption side. After uploading the encrypted
files to IPFS, the system obtain the CID and compile the
metadata for upload to BC. We recorded the time consumed
by the hash operations on the CID and ciphertext within the
metadata, as shown in Table III. The hash operations for the
ciphertext consistently took around 0.2s, while the CID hash
times were in the millisecond range—demonstrating highly
efficient processing. Finally, we recorded the time taken to
upload each of these 24 files to IPFS and download them
from IPFS. As shown in Fig. 4, both processes were completed
within one second, demonstrating high efficiency.
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Fig. 3. Symmetric encryption and decryption time.

Fig. 4. IPFS upload and download time.

VIII. CONCLUSION

This study proposes a security-driven dual-chain frame-
work for medical data sharing that structurally separates in-
ternal raw-data access from external privacy-preserving data

release. By integrating multi-authority CP-ABE, blockchain-
based governance, IPFS off-chain storage, and differential
privacy under a unified security model, the proposed scheme
achieves layered protection across confidentiality, integrity,
access control, and statistical privacy dimensions. Unlike con-
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ventional blockchain-based storage solutions that primarily
focus on data immutability, the proposed architecture empha-
sizes role-oriented domain separation and trust decoupling.
The private hospital chain enforces fine-grained access con-
trol over encrypted medical records, while the consortium
chain supervises privacy-budgeted data publication for external
research institutions. This structural separation reduces trust
concentration, isolates attack surfaces, and mitigates cross-
domain inference risks. Experimental results demonstrate that
even after differential privacy perturbation, the released data
maintain sufficient utility for downstream analytical tasks,
thereby achieving a practical balance between privacy protec-
tion and data usability.

Overall, the proposed framework provides a unified, au-
ditable, and quantifiably private data-sharing model suitable for
heterogeneous medical environments. Future work will further
explore adaptive privacy budget allocation, traffic-obfuscation
mechanisms, and comprehensive evaluation of blockchain con-
sensus latency and scalability under large-scale deployment.
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secret-sharing schemes,” in Theory of Cryptography, ser. Lecture Notes
in Computer Science, Y. Lindell, Ed., vol. 8349. Berlin, Heidelberg:
Springer, 2014, pp. 394–418.

[42] T. Feneuil and M. Rivain, “Threshold linear secret sharing to the rescue
of MPC-in-the-head,” Cryptology ePrint Archive, Paper 2022/1407,
2022. [Online]. Available: https://eprint.iacr.org/2022/1407

www.ijacsa.thesai.org 887 | P a g e

https://doi.org/10.1016/j.csi.2025.104032
https://doi.org/10.1016/j.csi.2025.104042
https://doi.org/10.1016/j.amc.2025.129612
https://doi.org/10.1016/j.amc.2025.129612
https://doi.org/10.1016/j.inffus.2025.103515
https://hdl.handle.net/11250/3172984
https://doi.org/10.1109/ACCESS.2025.3526934
https://doi.org/10.1016/j.advengsoft.2025.103975
https://doi.org/10.1002/cpe.5829
https://eprint.iacr.org/2025/987
https://doi.org/10.1109/TIT.2021.3132917
https://doi.org/10.4230/LIPIcs.ITCS.2024.16
https://eprint.iacr.org/2022/1407

	Introduction
	Related Works
	Organization
	Background Knowledge
	Blockchain
	Differential Privacy
	Bilinear Mapping
	Linear Secret Sharing Scheme

	Scheme Structure
	Data Owner (DO)
	Data User (DU)
	Attribute Authorities (AA)
	Certification Authority (CA)
	Interplanetary File System (IPFS)
	Blockchain (BC)

	Scheme Definition
	Initialization phase
	Key generation phase
	De-identification and DP phase
	Data encryption phase
	Data decryption phase


	Security Analysis
	Threat Model
	Proof of Correctness
	Resistance to Attacks

	Performance Analysis
	Functional Analysis
	Performance Evaluation of DP
	Time Consumption

	Conclusion
	References

