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Abstract—The integration of artificial intelligence (AI) in
medical diagnostics is increasingly jeopardized by adversarial
attacks—imperceptible perturbations designed to induce misclas-
sification in Deep Learning models. While Convolutional Neural
Networks (CNNs) have achieved state-of-the-art performance in
medical image analysis, their susceptibility to gradient-based
attacks poses a severe risk to patient safety and diagnostic
integrity. This study addresses the critical need for robust
defense mechanisms in X-ray diagnostics by proposing a Hybrid
Ensemble model based on Stacked Generalization. Unlike single-
paradigm approaches, our method fuses the spatial feature
extraction capabilities of a CNN with the statistical anomaly
detection power of a Random Forest (RF). We evaluated this
architecture on a curated dataset of X-ray images subjected
to Projected Gradient Descent (PGD) attacks with varying
perturbation magnitudes (ϵ). The results demonstrate that the
Hybrid Ensemble consistently outperforms individual models
and standard adversarial training baselines. Under strong attack
conditions (ϵ = 0.006), the proposed model achieved an Area
Under the Curve (AUC) of 0.919, significantly surpassing the
adversarial training baseline (AUC 0.700). Furthermore, the
ensemble reduced false positives to 108 compared to 138 for the
CNN alone, enhancing clinical reliability. Theoretical motivation
for the feature extraction process and extensive experimental
validation suggest that leveraging statistical irregularities offers
a computationally efficient and robust defense strategy suitable
for real-time clinical deployment.

Keywords—Adversarial defense; medical X-ray; synergistic en-
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I. INTRODUCTION

A. The Role of AI in Medical Diagnostics

Medical diagnostics are evolving rapidly through the inte-
gration of artificial intelligence (AI), particularly deep learning.
Convolutional Neural Networks (CNNs) have demonstrated
remarkable proficiency in interpreting medical images, iden-
tifying subtle abnormalities in modalities ranging from oph-
thalmology to radiology [1], [3]. Recent studies published
in IJACSA highlight the continued dominance of CNNs in
detecting complex pathologies such as brain tumors [2] and
skin lesions [4] [22]. These systems enhance diagnostic pre-
cision and streamline workflows, offering the potential for
personalized medicine [5], [8]. From detecting pneumonia in
chest X-rays [6] to segmenting tumors in MRI scans [7], deep
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learning models are becoming indispensable tools. However,
as AI systems are increasingly deployed in critical clinical
decision support roles, their reliability, interpretability, and
security become paramount [9], [10].

B. The Threat of Adversarial Attacks

Despite their performance, deep learning models are vul-
nerable to adversarial attacks, which are subtle, purposeful
alterations to input data that deceive the model [11] [56]. In
medical imaging, these perturbations are often imperceptible to
the human eye, but can cause a model to misclassify a patho-
logical scan as healthy, or vice versa [12], [15]. Adversarial
examples exploit the decision boundaries of neural networks.
Mathematically, an adversarial example xadv is derived from a
clean input x by adding a perturbation δ such that ∥δ∥p ≤ ϵ,
where ϵ is small enough to maintain visual fidelity [14], [17].

The consequences of such attacks in a clinical setting are
severe. A false negative could lead to a missed diagnosis
for a critical condition, while a false positive could result
in unnecessary invasive procedures and patient stress [16],
[23]. Furthermore, as noted in recent security surveys [13], the
possibility of malicious actors manipulating medical data raises
significant concerns regarding insurance fraud and hospital
cybersecurity [19], [20].

C. Problem Statement and Motivation

Existing defense mechanisms, such as adversarial training
[17] or defensive distillation [57], often struggle to generalize
across different attack types or incur high computational costs
that hinder real-time deployment [48]. Moreover, defenses
designed for natural images may not capture the specific struc-
tural and statistical regularities of medical X-rays [18], [24].
Medical images possess unique noise distributions (Poisson
noise) and texture patterns that standard CNNs may overlook
but which are critical for distinguishing clean from perturbed
data [29], [44].

The motivation of this research stems from the observation
that adversarial attacks, while spatially deceptive to convolu-
tion filters, often introduce high-frequency artifacts that disrupt
the natural statistical distribution of the image [21]. Therefore,
relying solely on deep learning for defense is insufficient.
There is a clear research gap for defenses that leverage the
unique statistical properties of medical images (orthogonality
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of features) to detect anomalies that deep learning models
might miss.

D. Contribution and Novelty

This work proposes a novel Hybrid Ensemble defense
that combines deep spatial features (CNN) with handcrafted
statistical features (Random Forest). The core hypothesis is that
while adversarial noise misleads CNNs by distorting spatial
correlations, it inevitably disturbs low-level image statistics
(e.g., spectral energy, histogram moments) that are easily
detected by statistical classifiers (see Fig. 1). Our contributions
are:

1) Ensemble architecture: A framework inspired by
Stacked Generalization that fuses soft-probabilities from a
CNN and a Random Forest, achieving complementary feature
robustness.

2) Theoretical motivation: We provide a theoretical ba-
sis for the statistical features (Skewness, Kurtosis, Spectral
Entropy) that make the Random Forest robust against PGD
attacks.

3) Comprehensive evaluation: A rigorous evaluation using
PGD attacks with varying ϵ (0.003, 0.006) and a suite of
noise types, demonstrating superior AUC (0.919) compared
to standard adversarial training (0.700).

4) Clinical and computational analysis: A detailed anal-
ysis of computational cost (inference time) and clinical rele-
vance (False Negative reduction), proving the solution’s via-
bility for real-time deployment.

II. RELATED WORK

The field of adversarial defense in medical imaging has
grown significantly. A comprehensive review by Olatunji et
al. [25] and Taghanaki et al. [47] emphasizes the vulnerability
of deep networks in high-stakes environments. In this section,
we review the state-of-the-art methods and position our contri-
bution relative to them. Table I presents a detailed comparison
of proposed method with state-of-the-art defense mechanisms
in medical imaging.

A. Adversarial Training

Proposed by Madry et al. [17], adversarial training remains
the most popular defense [54]. It involves augmenting the train-
ing set with adversarial examples computed on the fly. While
effective against the specific attacks seen during training, it
suffers from the “robustness-accuracy trade-off” and often fails
to generalize to unseen attacks or different perturbation magni-
tudes (ϵ). In medical imaging, this is particularly problematic
as the noise patterns can vary widely between X-ray machines,
as discussed in the context of COVID-19 detection by Al-
Waisy et al. [26].

B. Defensive Distillation

Papernot et al. [57] proposed using a teacher-student net-
work to smooth the decision gradients, making it harder for
attackers to compute gradients. However, Carlini and Wagner
[53] demonstrated that this method is vulnerable to stronger
attacks that bypass gradient masking. Furthermore, distillation
requires training multiple networks, increasing the computa-
tional burden.

C. Denoising and Pre-processing

Other approaches attempt to remove the adversarial noise
before feeding the image to the classifier. Methods like Total
Variance Minimization or Autoencoder-based denoising [58]
fall into this category. While intuitive, they risk removing crit-
ical high-frequency clinical details (e.g., micro-calcifications
in mammography or small fractures in X-rays), leading to a
degradation of clean accuracy. This delicate balance between
noise reduction and feature preservation is critical, as shown
in the breast cancer detection study by Naseer et al. [45].

D. Statistical Anomaly Detection

Recent works have explored statistical testing (e.g., Max-
imum Mean Discrepancy) to detect adversarial samples [15].
While computationally cheap, these methods often suffer from
high False Positive Rates (FPR) when applied to noisy medical
data. Our approach improves upon this by integrating statistical
detection within an ensemble voting mechanism, stabilizing the
predictions.

E. Stacked Generalization

Our approach adapts the concept of Stacked Generalization
(Stacking) [49] [38], which involves training a meta-classifier
to combine the predictions of several base learners. This
synergy relies on the diversity of the base models [46]. While
Stacking is traditionally used to improve accuracy by reducing
bias and variance, we repurpose it here for adversarial robust-
ness. By combining a high-variance deep learner (CNN) with
a lower-variance statistical learner (RF), we aim to mitigate
the specific fragility of gradient-based models against L∞
perturbations.

III. MATERIALS AND METHODS

A. Dataset Preparation

The study utilizes the IRMA/ImageCLEFmed 2009 ra-
diograph collection [31], comprising 14,410 anonymized X-
ray images collected from routine clinical practice at RWTH
Aachen. This dataset is widely recognized for benchmarking
medical image analysis algorithms. To ensure a balanced
evaluation, we curated a dataset containing equal distributions
of clean and adversarial samples. Images were resized to
224 × 224 pixels and normalized to the [0, 1] range to match
the input requirements of standard deep learning architectures
[32].

B. Attack Generation and Configuration

We evaluate the model primarily against non-adaptive PGD
attacks, assuming a threat model where the adversary has
access to the CNN gradients but not the statistical ensemble
logic. We acknowledge that adaptive white-box attacks target-
ing the specific ensemble weights are possible but computa-
tionally more expensive for the attacker.

1) Fast Gradient Sign Method (FGSM): FGSM is a single-
step attack that calculates the gradient of the loss function and
updates the image once:

xadv = x+ ϵ · sign(∇xL(θ, x, y)) (1)

While fast, FGSM is often too weak to fool robust models.
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Fig. 1. Architectural overview of the Hybrid Ensemble Defense system. The input image is processed in parallel: spatially by the CNN and statistically by the
Random Forest. The predictions are aggregated using optimized weights (WCNN = 0.4,WRF = 0.6) to produce the final robustness score.

TABLE I. DETAILED COMPARISON OF THE PROPOSED METHOD WITH STATE-OF-THE-ART DEFENSE MECHANISMS IN MEDICAL IMAGING

Defense Strategy Core Mechanism Key Strength Primary Weakness Inference Cost Generalization Ref.

Adversarial Training Data Augmentation High robustness to known attacks Overfitting to specific ϵ High (Training) Low [17]
Defensive Distillation Gradient Masking Hides gradient info Vulnerable to CW attacks Medium Low [57]
Image Denoising Filtering/Autoencoders Removes perturbation noise Loss of fine clinical details Medium Medium [58]
Adversarial Detection Statistical Testing Flags attacks before prediction High False Positive Rate Low Medium [15]
Hybrid Ensemble (Ours) CNN + Statistical RF Orthogonal feature robustness Slightly increased model size Low (2.74ms) High –

2) Projected Gradient Descent (PGD): PGD is an iterative
version of FGSM, considered the strongest first-order attack.
The update rule is:

xt+1 = Πx+S
(
xt + α · sign(∇xL(θ, x

t, y))
)

(2)

Here, Πx+S denotes the projection operator onto the L∞
ball of radius ϵ, and α is the step size. We used α = ϵ/10 and
40 iterations.

To guarantee that the adversarial perturbations remained
clinically imperceptible while being effective against the mod-
els, we meticulously calibrated the attack parameters. The
specific configuration used in our experiments is detailed in
Table II.

TABLE II. CONFIGURATION OF ADVERSARIAL ATTACK PARAMETERS
OPTIMIZED FOR IMPERCEPTIBILITY

Parameter Value

Attack Methods {PGD, FGSM, Gaussian, S&P, Contrast}
PGD Steps 40
Gaussian Noise (σ) 0.008
Salt & Pepper Amount 0.008
Contrast Factor 1.1
Perturbation Constraint (ϵ) 0.003 (Subtle) – 0.006 (Strong)

C. Model Architectures

1) Convolutional Neural Network (CNN): A custom CNN
was implemented using Keras [39] to capture spatial features
[27]. The model was optimized using the Adam algorithm [36].
The mathematical operation of a convolutional layer l with
kernel K on input I is given by:

(I ∗K)ij =

M−1∑
m=0

N−1∑
n=0

I(i−m, j − n)K(m,n) + b (3)

This operation captures local spatial dependencies (edges,
textures). Our architecture consists of three convolutional
blocks (32 → 64 → 128 filters), each followed by Batch
Normalization and Dropout (0.25) [35]. The activation function
used is ReLU: f(x) = max(0, x) [33]. Similar architectures
have proven effective in recent pandemic-related imaging
studies [34].

2) Random Forest (RF) and statistical feature engineering:
The Random Forest classifier [28] (200 trees) was employed
to detect statistical anomalies. Unlike CNNs, RFs are non-
differentiable and base their decisions on thresholding feature
values, making them inherently resistant to gradient-based
attacks [40].

We extracted a vector Vf of handcrafted features. The
rationale and mathematical definitions are as follows:

a) Statistical moments: Adversarial perturbations, even
if subtle, alter the pixel intensity distribution. We calculate the
Skewness (S) and Kurtosis (K) for an image I with mean µ
and standard deviation σ:

S = E

[(
I − µ

σ

)3
]
, K = E

[(
I − µ

σ

)4
]

(4)

Clean medical images typically follow specific statistical
distributions (e.g., Rayleigh or Gaussian depending on tissue).
PGD attacks tend to flatten the Kurtosis or introduce asymme-
try (Skewness).

b) Spectral features (Frequency domain): PGD attacks
often inject high-frequency noise that is imperceptible in the
spatial domain but evident in the frequency domain. We use
the Discrete Fourier Transform (DFT):

F (u, v) =

M−1∑
x=0

N−1∑
y=0

I(x, y)e−j2π(ux
M + vy

N ) (5)
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We extract the Spectral Entropy (H) to quantify the com-
plexity of the frequency distribution:

H = −
∑
k

pk log2(pk) (6)

where, pk is the normalized power spectrum density. An
adversarial image typically exhibits higher entropy due to the
randomized high-frequency noise injection.

c) Texture analysis (Laplacian): To detect disruptions
in local smoothness, we compute the Laplacian variance. The
Laplacian operator ∇2I highlights regions of rapid intensity
change:

∇2I =
∂2I

∂x2
+

∂2I

∂y2
(7)

The variance of ∇2I serves as a measure of image “rough-
ness”, which typically increases under adversarial attack.

d) Statistical validation: To ensure the reliability of our
metrics and compute the 95% Confidence Intervals (CI), we
employed non-parametric bootstrapping with 1,000 resamples
on the test set.

e) Feature selection: The features (moments, spectral
entropy, Laplacian) were selected based on their theoretical
sensitivity to high-frequency noise. While a full ablation
study is outside the scope of this study, preliminary analysis
indicated that Spectral Entropy was the most discriminative
feature against PGD noise.

D. Hybrid Ensemble and Weight Optimization

The Hybrid Ensemble aggregates the probability outputs of
the CNN (PCNN) and RF (PRF) [37]. The final score SE is a
weighted sum:

SE(x) = wcnn · PCNN(x) + wrf · PRF(x) (8)

To determine optimal weights, we performed a grid search
on a validation set. The decision process is outlined in Algo-
rithm 1.

1) Complexity analysis: The addition of the ensemble
method introduces a computational overhead. However, the
complexity of the feature extraction is O(N) (where N is the
number of pixels) for moments and gradients, and O(N logN)
for the FFT. The RF inference is O(T · D), where T is
the number of trees and D is the depth. This is negligible
compared to the O(N ·K2 ·L) complexity of the CNN (where
L is layers and K kernel size). Thus, the ensemble remains
efficient.

IV. RESULTS AND DISCUSSION

A. Optimization of Ensemble Weights

The contribution of each model to the ensemble is critical
for maximizing performance [30]. We conducted an extensive
grid search to determine the optimal balance between the deep
learning component (CNN) and the statistical component (RF).
Fig. 2 illustrates the impact of varying the CNN weight (wcnn)
on five key metrics.

Algorithm 1 Hybrid Ensemble Decision Process

Require: Input image X , CNN Model Mcnn, RF Model Mrf

Require: Optimal Weights wcnn = 0.4, wrf = 0.6
Ensure: Class Prediction ŷ ∈ {0, 1} (0: Clean, 1: Adversarial)

1: Pcnn ←Mcnn.predict(X)
2: Vfeat ← ExtractFeatures(X) {Eq. 4, 5, 6}
3: Prf ←Mrf .predict(Vfeat)
4: Sensemble ← (wcnn × Pcnn) + (wrf × Prf )
5: if Sensemble ≥ 0.5 then
6: ŷ ← 1 {Adversarial Detected}
7: else
8: ŷ ← 0 {Clean Detected}
9: end if

10: return ŷ

Fig. 2. Hyperparameter optimization via grid search. The graphs show the
evolution of Accuracy, AUC, Precision, Recall, and F1-score as a function
of CNN weight. The optimal configuration is identified at wcnn = 0.400,

favoring the statistical robustness of the RF.

1) Convexity and stability analysis: The curves in Fig. 2
exhibit a distinct convex behavior. At wcnn = 0 (pure RF) or
wcnn = 1 (pure CNN), Accuracy is suboptimal when using
only the RF (wcnn = 0) or only the CNN (wcnn = 1). The
stability of the F1-score around the peak (0.4) indicates that
the ensemble is robust to minor fluctuations in hyperparameter
tuning. This “sweet spot” at 0.4 confirms that while CNNs are
essential for image understanding, the statistical “sanity check”
provided by the RF is more reliable for detecting the specific
artifacts of PGD attacks.

B. Performance Evaluation and Robustness

1) ROC analysis and false positive dynamics: The Receiver
Operating Characteristic (ROC) curves provide a comprehen-
sive view of the trade-off between sensitivity (True Positive
Rate) and specificity (1 - False Positive Rate). Fig. 3 presents
the overall comparison on the mixed dataset.

The Hybrid Ensemble (Green curve) achieves an Area
Under the Curve (AUC) of 0.891. More importantly, looking at
the “knee” of the curve (the top-left corner), the Ensemble rises
much sharper than the individual models. This implies that for
a fixed low False Positive Rate (e.g., 0.05), the Ensemble offers
a significantly higher True Positive Rate. In a clinical context,
this translates to fewer false alarms while maintaining high
detection capability.
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Fig. 3. Global ROC curve comparison on the mixed dataset. The hybrid
ensemble (AUC=0.891) dominates the individual models, exhibiting a better

convex hull.

The robustness is further highlighted when analyzing spe-
cific perturbation strengths separately (see Fig. 4).

• At ϵ = 0.003 (left): The Ensemble maintains an
AUC of 0.863 compared to 0.842 for the CNN. This
demonstrates resilience even against extremely subtle
attacks.

• At ϵ = 0.006 (right): The performance gap widens
significantly. The Ensemble achieves an impressive
AUC of 0.919, while the CNN reaches 0.901. This
suggests a complementary effect: as the attack be-
comes stronger, it becomes easier for the RF to detect
(due to increased statistical distortion), compensating
for the CNN’s increased error rate. This aligns with
optimization strategies discussed by Vargas et al. [55].

Fig. 4. ROC curves at specific epsilon values (ϵ = 0.003 left, ϵ = 0.006
right). Note the stability of the green curve (Ensemble) across perturbation

strengths.

2) Comparison with baseline defenses: To validate the
novelty and efficacy of our approach, we compared it against
a standard Adversarial Training (Baseline) method, where the
CNN is retrained on PGD examples. Fig. 5 displays the
heatmaps for Accuracy and AUC.

The results indicate a substantial performance difference.
Notably, at ϵ = 0.006, the Hybrid Ensemble achieves an
Accuracy of 0.838 and AUC of 0.919, whereas the Adversarial
Training baseline significantly lags behind with an Accuracy
of 0.712 and AUC of 0.700. Theoretical Interpretation:
Adversarial training tends to reshape the decision boundary
of the CNN around the specific ϵ-ball seen during training. If
the test attack varies slightly (in step size or noise distribution),
the boundary is crossed. Our ensemble, however, utilizes prop-
erties (like Kurtosis and FFT energy) that shift monotonically

with noise addition, providing a more generalized boundary
[43].

Fig. 5. Performance comparison heatmaps (Accuracy and AUC). The Hybrid
Ensemble significantly outperforms the Adversarial Training baseline,

especially at higher ϵ, indicating superior generalization.

C. Statistical Significance and Variance Reduction

To ensure the reported improvements are scientifically
valid, we computed 95% Confidence Intervals (CI) for all key
metrics. Fig. 6 presents these results.

The error bars indicate that the Hybrid Ensemble’s per-
formance lower bound is consistently higher than the mean
performance of the individual models. For example, in AUC,
the ensemble’s lower bound (≈ 0.88) is higher than the
CNN’s upper bound (≈ 0.86). This confirms that the observed
gains are statistically significant. Furthermore, the CI for the
Ensemble is notably tighter than for the RF alone. This is a
classic benefit of bagging and ensemble methods: **Variance
Reduction**. By combining two uncorrelated error sources
(spatial error from CNN, statistical error from RF), the overall
variance of the prediction decreases, leading to a more reliable
clinical tool.

Fig. 6. Statistical significance analysis. Bar charts show performance metrics
with 95% Confidence Intervals. The non-overlapping intervals in AUC and

Precision confirm statistical superiority.

D. Clinical Impact and Specificity

In a clinical setting, the cost of errors is asymmetric. Mini-
mizing False Positives (FP) is crucial to avoid “alarm fatigue”
among radiologists and to prevent unnecessary biopsies [42].
Fig. 7 shows the confusion matrices for the CNN, Random
Forest, and Hybrid Ensemble, alongside the score distribution.

The Hybrid Ensemble achieves the lowest number of False
Positives (108), compared to 138 for the CNN and 113 for the
RF. This represents a significant improvement in specificity.
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1) Reduction in false negatives: The Ensemble missed
only 244 adversarial samples compared to 313 for the RF. A
False Negative in this context implies a hacked image enters
the diagnostic workflow, potentially leading to a misdiagnosis
(e.g., hiding a tumor). Within the scope of the IRMA dataset,
the Hybrid Ensemble provides a safer buffer against this risk.
However, we note that external validation on independent
datasets is necessary to confirm these findings for general
clinical deployment [59].

2) Score separation: The histogram (bottom center) shows
a bimodal distribution with minimal overlap, indicating high
confidence in predictions.

Fig. 7. Clinical impact analysis: Confusion matrices, ROC curve, score
distribution, and summary metrics. The Hybrid Ensemble (bottom left

matrix) minimizes false positives (108), while maintaining high sensitivity.

E. Computational Cost Analysis and Deployment

A common criticism of ensemble methods is the increased
computational overhead and latency. However, our analysis
(see Fig. 8) reveals a counter-intuitive but favorable result. The
inference time per sample for the Hybrid Ensemble is 2.74 ms,
which is significantly faster than the standalone CNN baseline
(13.04 ms).

This result can be explained by the architecture of the so-
lution. The CNN used in the ensemble is optimized for feature
extraction and does not require the heavy, deep backbones
often used in standalone classification. Combined with the
extremely fast inference of the Random Forest (0.74 ms), the
total pipeline remains lightweight. This low latency confirms
the method’s suitability for real-time deployment in high-
throughput hospital workflows or even on edge devices in
portable X-ray machines.

V. CONCLUSION AND FUTURE WORK

This study presented a Hybrid Ensemble defense for
medical X-ray imaging that addresses the vulnerabilities of
Deep Learning models to adversarial attacks. By synergizing
spatial deep learning with statistical random forest analysis,
we achieved a peak AUC of 0.919 under strong perturbation
(ϵ = 0.006), significantly outperforming standard adversarial
training.

Our extensive analysis confirms that:

Fig. 8. Inference time per sample (ms). The hybrid solution is
computationally efficient (2.74 ms), enabling real-time application.

• Complementarity matters: Combining differentiable
models (CNN) with non-differentiable statistical mod-
els (RF) creates a defense that is empirically more
resistant to standard gradient descent attacks.

• Statistical invariants: Adversarial noise, while visually
imperceptible, disrupts the statistical moments (Kurto-
sis, Skewness) and spectral energy of medical images,
making them detectable.

• Clinical viability: The method reduces false positives
and operates with negligible latency (2.74 ms), making
it suitable for clinical deployment.

Future work will explore the integration of Explainable AI
(XAI) techniques [51], while addressing the potential pitfalls
and ‘false hopes’ associated with current saliency methods
[50], such as attention mechanisms [52], to provide radiologists
with visual heatmaps indicating exactly which parts of the
image triggered the adversarial alert [41]. We also plan to
extend this framework to other modalities such as MRI and
CT scans to validate its cross-domain generalization.

Future work will also address adaptive adversaries, inves-
tigating whether noise patterns can be optimized to preserve
statistical moments, thereby potentially bypassing the Random
Forest component.
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