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Abstract—Post Quantum Cryptographic (PQC) techniques
are widely used in encryption standards and digital signatures.
Lattice-based post-quantum cryptographic techniques have been
reported in the last decades. The present work proposes an opti-
mized quantum-safe lattice public key encryption (PKE) scheme
based on the Module Learning with Rounding (MLWR) problem,
enhanced by the use of Incomplete Number Theoretic Transform
(NTT). The objective of the proposed scheme is to achieve
efficient encryption and decryption while maintaining robust
security in accordance with the National Institute of Standards
and Technology (NIST) recommendations. The incomplete NTT
relaxes the modulus ¢ requirement, enables a smaller modulus
for efficient arithmetic, and reduces computational complexity.
This approach results in significant improvements in the speed
of key generation, encryption, and decryption with a marked
reduction in rejection probability, compared to schemes utilizing
complete NTT. The proposed scheme demonstrates competitive
performance against other lattice-based encryption schemes such
as Kyber and Frodo. It shows lower encryption and decryption
times while offering comparable security levels. Proposed scheme
is at least a hundred times faster than Frodo lattice-based
public-key encryption schemes. For NIST-recommended security
level, in proposed scheme, each encryption needs an average
of 300K CPU cycles, and each decryption needs 120K CPU
cycles. Additionally, modulus 7937 enables a reduction in key and
ciphertext sizes, optimizing the scheme for practical deployment
in resource-constrained environments. Performance evaluations
confirm the practicality of the scheme with substantial reductions
in computational overhead, making it a highly efficient and secure
candidate for post-quantum encryption.

Keywords—Post-quantum cryptography; public key encryption;
lattice-based cryptography; Incomplete Number Theoretic Trans-
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I. INTRODUCTION

The rise of quantum computing poses a critical challenge
to traditional cryptographic systems, which largely depends
on the difficulty of solving mathematical problems like prime
factorization and discrete logarithms. These problems form the
basis of many widely used encryption schemes, but quantum
algorithms, particularly Shor’s algorithm [1], can solve them
in polynomial time. This has led to an urgent need for crypto-
graphic techniques that can resist quantum attacks, thus fueling
the development of post-quantum cryptography (PQC). Since
the National Institute of Standards and Technology (NIST)
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launched an initiative to develop new encryption standards that
are unbreakable by quantum computers, PQC [2], [3] is getting
more and more attention. One of the most appealing areas
in PQC is lattice-based cryptography (LBC). LBC grabbed
the theoretical community’s interest because LBC structures
are accompanied by security proofs ingrained in worst-case
instances. Ajtai and Dwork [4] proposed 15! lattice-based
encryption algorithm. Regev later simplified and improved
on this approach in [5]. The formulation of an intermediary
problem, Learning with Errors (LWE) was one of Regev’s
key contributions. LWE was asymptotically at least as hard as
certain traditional worst-case lattice problems [6], [5], and rea-
sonably straightforward to utilize in cryptographic constructs.

LWE involves sampling errors using Gaussian distributions
to introduce noise, which forms the backbone of its crypto-
graphic constructs. Banerjee et al. [7] created learning with
rounding (LWR) problem, which is an LWE variant with de-
randomization; LWR creates an instance utilizing deterministic
rounding under a small modulus instead of introducing random
errors to make it noisy. LWR instance sampling is simpler than
LWE instance sampling since it does not use the Gaussian
sampling technique. Several recent studies on the hardness of
LWR problem have concluded that LWR problem is at least
as difficult as the LWE problem when the number of samples
is limited [8].

Schemes based on LWE variant require sampling from
error distributions for randomness. Also, errors introduced
into ciphertexts and public keys inevitably result in increased
bandwidth. Since the error is made predictably, LWR-based
schemes reduce the bandwidth by using a small rounding mod-
ulus. The module variants of the problems enable interpolation
of the original LWR/LWE problems and their ring variants,
reducing bandwidth and complexity of computation. It is
possible to increase the level of security of Ring-LWE/LWR
without making any changes to the basic mathematics, as
demonstrated by the modules [6], [9].

One key observation in LBC is the dominance of poly-
nomial multiplication as the most time consuming operation
in these schemes. LBC relies on high-degree polynomials,
making polynomial multiplication the bottleneck for efficiency.
Fig. 1 highlights the time profiles of various LBC schemes,
confirming that polynomial multiplication significantly impacts
performance.
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Fig. 1. Time-consuming operations in lattice-based cryptographic schemes
(10], [11], [12], [13], [14], [15], [16], [17].

Efficient implementation of polynomial multiplication
methods can significantly reduce the computational overhead
in LBC schemes, making these schemes more practical for
real-world applications.

Lattice-based schemes, particularly those employing the
module variants of LWR, strike an effective balance between
bandwidth reduction and computational complexity. They fa-
cilitate efficient polynomial operations through techniques like
Number Theoretic Transform (NTT), a method for fast poly-
nomial multiplication in finite fields. However, the traditional
NTT approach can become computationally expensive when
polynomials are large. To address this, Incomplete NTT [18]
introduces a hybrid methodology where NTT process is trun-
cated early for smaller sub-polynomials allowing alternative,
simpler multiplication methods like the schoolbook algorithm
to handle smaller parts. This truncation reduces computational
overhead and makes the scheme more efficient without com-
promising security.

Current proposal: Present study proposes an efficient en-
cryption scheme which uses an optimization technique that
combines Module Learning With Rounding (MLWR) with
Incomplete NTT for polynomial multiplication. The proposed
PKE scheme comprises of generation of keys, encryption,
and decryption algorithms. The time needed to create keys
and complete the decryption procedure is incredibly quick
when compared to other lattice-based PKEs. Joel Alwen et.al.’s
LWR properties are taken into consideration while choosing
parameters for key generation, encryption, and decryption [9].
In the proposed scheme, a public matrix is created using an
expansion function that uses the generalized hash function
Shake-256 [19]. Additionally, the proposed scheme incor-
porates the Montgomery Reduction Algorithm [20], which
optimizes modular arithmetic by transforming the modulus into
a more computationally manageable form. This transformation
enables faster computations during key generation, encryption,
and decryption processes by reducing the cost of modular mul-
tiplications. The Incomplete NTT and Montgomery Reduction
Algorithm are employed in the proposed approach to accelerate
matrix multiplication and to reduce modulus, respectively. Us-
ing the MLWR offers an optimal ground between security and
efficiency [21] in comparison to the original LWR and Ring-
Learning with Rounding (RLWR) problems. The proposed
scheme is more efficient than earlier methods because it also
decreases the size of a public key by using a rounding function.
For a recommended security level, proposed scheme’s public
key size is 1632 bytes. Choice of the underlying hard problem,
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as well as the scheme’s parameters (Secret distribution range
7, modulus ¢, polynomial ring (X 256 4 1), and rank of module
k), are inspired by 3 key principles: simplicity of the scheme,
efficiency, and flexibility.

Technical novelty of proposed work lies in the specific
hybrid integration of MLWR problem with an Incomplete NTT
using the prime modulus ¢ = 7937. While existing lattice-
based schemes utilize either standard LWE with NTT (e.g.,
Kyber) or MLWR with alternative multiplication methods (e.g.,
SABER), our construction leverages a unique synergy. By
setting the truncation level to 3 = 1, we halt the butterfly
operations early, which reduces computational cycles while
maintaining robust security margins. This specific optimization
avoids the final, most computationally expensive stage of de-
composition, offering a tailored balance between performance
and quantum resistance.

Section II gives the necessary background information;
Section III presents related work. Section IV describes pro-
posed PKE with correctness and security; Section V discusses
implementation details; Section VI discusses the result and its
comparison with other lattice-based PKEs; and in Section VII
we state the conclusion and future work.

II. PRELIMINARIES
A. Notations

Zq is the integer ring under modulo ¢, and Z mod ¢ is
Z’s reduction in [0,q). With N = 256, R, is quotient ring
Zglx] /(2™ +1). RY is the k-dimensional quotient ring under
modulus q. Uppercase bold alphabets are used for matrices,
such as “matrix A”, whereas lowercase regular alphabets
are used for scalars, such as “scalar p”, and lowercase bold
alphabets are used for vectors, such as “vector s”. The symbol
L(B) denotes the lattice produced by basis set B. Sample
vector a from the distribution D is denoted by a <— D. The
sample vector a according to a centered binomial distribution
B; is denoted by a < f3;. Primitive N*" root of unity denoted
by ¢. Primitive 2N** root of unity denoted by W.

Convolution: For polynomials a,b in Z[z] with length N.
Convolution simplifies to

k
o= abgi k=0,...2N-2
=0

This corresponds to the coefficient-wise multiplication of
the polynomials.

e Cyclic Convolution: equivalent to polynomials and
multiplication in Z[z]/(z™ — 1)

e NWC (Negative Wrapped Convolution): is used for
polynomial multiplication when polynomials are in the
quotient ring Z[z]/(z™ + 1)

In the context of NTT, the arrangement of input and output
coefficients plays a critical role in the efficiency of algorithms.
Two common types of orderings are:
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e Normal Order (no): Coefficients are arranged in
increasing natural order (e.g., [To, 21, %2, ..., Tn—1])

e Bit-Reversed Order (bo): Coefficients are rearranged such
that their indices correspond to the bit-reversed represen-
tation of the original indices

We adopt the notation from [22] for the Cooley-Tukey NTT
algorithm. Specifically:

NTTETY (%)

no—bo,f=1

where,

e NTTCT: Indicates the Cooley-Tukey algorithm is used.

e U: Refers to the twiddle factors (2N — th roots of unity)
used in NTT the computation.

e no — bo: Specifies that the input coefficients are in
natural order (no), while output coefficients are in
bit-reversed order (bo).

e 5 = 1: Implies a number of levels cropped in NTT
computation.

B. Lattices

A lattice is an infinitely expanded structure of discrete
points arranged in a repeating pattern. The lattice is constructed
by an integer linear combination of independent basis vectors.
Set B is a collection of N-linearly independent vectors. The
dimension of the lattice is N. let B = by, by, b3, by, b5, -+ , by

N
L(b1,b2,b3,b4,b5,- -+ ,bn) = Zyjbj Yy €L &b eR
=1

C. Module Lattices

Module lattices extend the concept of lattices to modules
over a ring. Let R be a ring, and k£ be a rank of R-module.
A module lattice £ in R* is a discrete set of points in RF
defined as Eq. (1):

k
=1

where, by, bs,..., b, € R* are the basis vectors of the

module lattice.

D. Learning with Errors (LWE)

LWE [5] for N-dimensions, « error rate, and ¢ as a
modulus denoted as LWE 4., and defined as follows:
From given samples (a;,b;) € Z(IIV x Zgq, wWhere: a; is chosen
uniformly at random, and b; is computed as:

b; = (a;,s) +e; modg
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with (a;,s) representing the inner product of a; and a
secret vector s € Z(]]V and e; is a small error term sampled
from a error distribution x. The LWE problem is to recover
the secret vector s by solving a given noisy linear equation.

The LWE problem can be expressed in matrix form as:

As+e=b mod g,

where, A € Zf]\’ *N is a matrix with rows a;

E. Learning with Rounding (LWR)

Banerjee et al. [7] first presented the LWR problem for en-
hancing efficiency of the LWE-based pseudorandom generator
(PRG). It was used to build reusable computational extractors,
lossy trapdoor functions, and deterministic encryption. In fact,
the LWR problem may be considered as a deterministic
alternative to LWE problem. The only difference is that the
error in LWR is deterministic, which makes it less random
than the Gaussian error in LWE. Error in the LWR is caused
by a scaling operation in the rounding function. In particular,
the error in LWE is -bounded (8 > 2N ) for security [8],
while error in LWR is less than 1/2. Scaling Z, down to
7, generates the deterministic error, where p is a rounding
modulus.

The scaled rounding function [12] is defined like this:
|1pisZy = Zy:p<gq.

For matrix A, and vector s a sample of LWR is obtained
by:

(Ab=[< A,s>]p)

FE. Module Learning with Rounding (MLWR)

MLWR is a module variant of LWR, specifically tailored
for cryptographic applications. It combines the modular arith-
metic of lattices with the deterministic rounding technique of
LWR to achieve efficient and secure constructions.

In the MLWR problem, the objective is to compute the
approximate inner product of a secret vector s with a public
matrix A while reducing noise through deterministic rounding.
Formally, for a modulus ¢ and a smaller modulus p, the MLWR
sample is generated as:

b= E-(A-s)w mod p

where,
e Ac Z(’ij is a public matrix.
e s¢€ Z’; is a secret vector.

e |-, denotes deterministic rounding to the nearest multiple
of p.
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G. Number Theoretic Transform (NTT)

NTT [23] is a discrete Fourier transform (DFT) defined
over finite fields. It is a crucial tool for efficient polynomial
multiplication in cryptographic schemes, especially in LBC.
The NTT maps polynomial coefficients into a point-value
representation using N-th roots of unity modulo a prime gq.

NTT enables fast polynomial multiplication with integer
coefficients and is widely employed in LBC schemes. For the
NTT to be well-defined, the modulus ¢ must satisfy ¢ = 1
(mod 2N), ensuring the existence of a primitive N-th root of
unity ¢ modulo gq.

The goal of NTT is to multiply two polynomials having
integer coefficients such that the computed polynomial coeffi-
cients lie under a specific module. The advantage of NTT is
that it provides a fast technique for multiplication whereas the
disadvantage is that NTT is possible with prime modulo of the
form like 2%- b+ 1 where a and b are arbitrary constants.

Given a polynomial a(z) = YN ' a;at € Z,[a]/(aN —1),
the NTT transforms it into its evaluation at N-th roots of unity
modulo q.

For NTT to be well-defined and invertible, the following
conditions must hold:

e The modulus ¢ must be a prime number such that
g =1 (mod 2N)

e A primitive N-th root of unity ¢ must exist modulo g,
ie. (V=1 mod ¢

Forward NTT transforms a polynomial a(x) from its co-
efficient representation into its evaluation (point-value) repre-
sentation. Forward NTT of a(z) is computed as Eq. (2):

N-1
ar=Y_ a;¢% (mod q), k=0,1,....N-1 (2

=0

The inverse NTT (iNTT) transforms the point-value repre-
sentation back to coefficient form [see Eq. (3)]:

N-1
1 )

a]:NE ar¢ 7% (mod q), j=0,1,....,.N—1 (3)
k=0

Here, N~ is a modular multiplicative inverse of N modulo

Efficient computation of the NTT relies on algorithms that
exploit symmetries in the evaluation process. The Fast Fourier
Transform (FFT) [24] is an efficient algorithm to compute DFT
of a sequence. In context of polynomial multiplication, FFT is
instrumental in reducing the computational complexity from
O(N?) to O(Nlog N). The FFT decomposes a polynomial
into simpler components using a divide-and-conquer strategy,
exploiting the properties of roots of unity.

The FFT process involves recursively splitting the poly-
nomial ring Z,[z]/(z™ + 1) into smaller subrings. At each
stage, the polynomial is divided into two halves using specific

Vol. 17, No. 2, 2026

roots of unity. For example, the ring Z,[z]/(z™ + 1) is
split into Z,[z]/(z™/? — UN/2) and Z,[z]/(xV/? + ©N/2),
where W is primitive 2N*" root of unity. This process is
repeated until the polynomial is reduced to base components,
such as Z,[z]/(z — U) or Z,[z]/(x + ¥), which are directly
computable.

Two widely used approaches of FFT are the Coo-
ley-Tukey(CT) [25] and Gentleman—Sande(GS) [26] algo-
rithms:

e Cooley-Tukey(CT) Algorithm: The CT algorithm is also
known as the Decimation-In-Time (DIT). It performs the
transformation by dividing input sequence into even and
odd indices. Key step involved in the butterfly operation
is:

a =a+¢h, b =a—/(b,

where, ( is the twiddle factor (root of unity).

The butterfly operation for Cooley—Tukey is illustrated in
Fig. 2. This method starts with the input in natural order and
produces an output in bit-reversed order.

Inputs Intermediate Outputs
a > + > a+Cb
¢
b > — > a—Cb
—¢

Fig. 2. Cooley-Tukey butterfly.

e Gentleman—Sande (GS) Algorithm: The GS algorithm is
also known as the Decimation-In-Frequency (DIF). It
follows a similar divide-and-conquer approach but starts
with the coefficients of the polynomial arranged in a bit-
reversed order. Inverse NTT is often implemented using
this algorithm, as it efficiently reconstructs the original
sequence from its Fourier-transformed counterpart. The
butterfly operation in Gentleman-Sande is given by:

ad=a+b b=(@-b)-¢!

Fig. 3 illustrates the Gentleman—Sande butterfly operation.
This algorithm efficiently reconstructs the original sequence
from its transformed version.

Both algorithms use butterfly operations to combine
intermediate results efficiently.

NTT Applications in Polynomial Multiplication: Polyno-
mial multiplication in cryptographic schemes often involves
convolutions. Using NTT, the multiplication of two polynomi-
als a(z) and b(z) modulo ¥ — 1 is performed as:
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Inputs Intermediate Outputs
a > + >a+b
Cfl
b > — » la—b)
Fig. 3. Gentleman-Sande butterfly.
e Compute the NTT of a(x) and b(z): a =

NTTCT<(a(x)), b= NTTCT<(b(x)) refer Eq. (2).

e Perform pointwise multiplication: dy o by (mod ¢) =
¢k, V& = 0,1,...,N — 1, o denotes pointwise
multiplication in NTT domain.

e Compute inverse NTT of ¢ to obtain product polynomial
in coefficient form: c(z) = iNTTE5¢ (&) refer Eq. (3).

This process reduces the complexity of polynomial mul-
tiplication from O(N?) to O(Nlog N), making it highly
efficient for cryptographic applications.

NTT has been integrated into the specifications of several
post-quantum cryptographic schemes, including Kyber, Saber,
and Dilithium. These schemes leverage their efficiency to per-
form fast polynomial arithmetic, enabling secure and efficient
Public Key Encryption (PKE) and signature generation.

H. Incomplete NIT

Incomplete NTT method is employed for polynomial mul-
tiplication when dimension (V) of the lattice is a power of two
and modulus ¢ is an NTT-friendly prime but does not satisfy
g = 1(mod2N). An incomplete NTT method does not have to
map Z,[z]/(z" 4+ 1) down to linear terms, and one can stop
its mapping before the last 5 level, 3 =0,1,--- ;log N — 1

Mathematical Formulation: Given two polynomials x and
y in Z,[z]/(2N + 1), their product r using incomplete NTT
is computed as:

= INTT ) (NTTORY o () o NTTON, o ()

bo—no no—bo,f=1

where:

e NTTSTY . Forward Cooley-Tukey NTT [25] up to

no—bo,f=1"

B =1 level

° INTTGS"‘VI: Inverse Gentleman-Sande NTT [26] to re-

bo—no .
construct the coefficients

Fig. 4 illustrates the polynomial splitting process in the in-
complete NTT, showing how the polynomial ring Z,[x]/(z" +
1) is gradually decomposed into smaller components till it
reduces to degree two polynomials. The decomposition stops

Vol. 17, No. 2, 2026

early, reducing computational overhead while maintaining ac-
curacy. It requires (log(NN) — 1) steps.

Advantages of Incomplete NTT:

e Relaxed Conditions for Modulus ¢: Incomplete NTT
requires only a %-th root of unity for cyclic NTTs or
an N-th root of unity for negacyclic NTTs, significantly
increasing the range of valid q.

e Computational Efficiency: As it stops decomposition at
an earlier level, incomplete NTT reduces the number of
butterfly operations, saving additions and subtractions at
the cost of slightly more complex base multiplications.

e Adaptability: The degree of incompleteness [ can be
tailored to optimize performance for specific platforms
or resource constraints.

The forward incomplete NTT algorithm transforms a poly-
nomial into its NTT domain representation using CT butterfly
operations. Unlike complete NTT, which fully decomposes
the polynomial down to linear terms, incomplete NTT stops
earlier, saving computations and providing more freedom in
parameter selection. The algorithm operates as follows:

e Initialization: Start with the full polynomial length N
and segment it into smaller parts.

e Butterfly Operations: Apply Cooley-Tukey butterfly
operations to each segment. For each pair of coefficients,
compute their sum and difference, scaled by a twiddle
factor, which is a precomputed power of a 2/N-th root of
unity W.

e Modulo Reduction: Ensure all intermediate results remain
within the finite field Z, by applying modulo g.

The inverse incomplete NTT reconstructs the coefficients
from their partially transformed representation. The steps in-
clude:

e Initialization: Begin with segments of size 1 and
progressively combine them to reconstruct the full
polynomial.

e Butterfly Operations: Combine pairs of coefficients,
using inverse twiddle factors and ensuring results remain
within Zg.

e Normalization: After reconstruction, normalize all coef-
ficients by multiplying with N_inv, the modular multi-
plicative inverse of V.

The incomplete NTT provides a flexible and computa-
tionally efficient alternative to complete NTT for polynomial
arithmetic in cryptography. By halting decomposition at a
higher level 3, it reduces computational costs while relaxing
constraints on the modulus ¢. This hybrid approach is par-
ticularly beneficial for resource-constrained environments like
embedded systems and is implemented in schemes such as
Kyber to achieve optimal performance.
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III. RELATED WORK

Lattice-based cryptography has emerged as a promising
candidate for efficient and secure PQC schemes. The security
of LBC is based on worst-case hard problems such as the
Shortest Vector Problem (SVP) [27], Closest Vector Problem
(CVP) [28], approximate Shortest Independent Vectors Prob-
lem (SIVP) [6], LWE [5] and Small Integer Solution (SIS) [6].
These problems provide robust security guarantees due to their
inherent computational difficulty.

Early lattice-based PKE schemes, such as the Ajtai-Dwork
cryptosystem [29], relied on SVP for security. However these
schemes required high-dimensional lattices, leading to im-
practically large key sizes. The introduction of the NTRU
cryptosystem [12] marked a significant milestone, offering
compact key sizes and security rooted in polynomial rings.
Later, Regev’s LWE-based scheme [5] provided further im-
provements in efficiency, though it exhibited limited resistance
to active attacks like chosen plaintext attack(CPA). Subsequent
works, including Lindner and Peikert’s PKE [30], reduced key
and ciphertext sizes by leveraging optimized parameters.

In 2016, NIST initiated a call for PQC algorithm stan-
dardization [2], propelling the development of LBC. Notable
candidates such as Kyber, Saber, and Frodo emerged, each
demonstrating unique strengths:

e Kyber [10], a finalist in NIST PQC project, is based
on Module-LWE(MLWE) problem. It incorporates NTT
for efficient polynomial multiplication, enabling fast
and memory-efficient implementations. Kyber’s use of
centered binomial distributions for sampling and its
compatibility with NTT-friendly parameters make it
highly optimized for modern cryptographic applications.

e Saber [13] relies on the MLWR problem, which
eliminates error sampling and reduces randomness
requirements compared to MLWE-based schemes. Saber
uses alternative polynomial multiplication methods such
as Karatsuba and Toom-Cook due to its power-of-two
moduli, which are incompatible with traditional NTTs.
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e Frodo [11] employs standard LWE and matrix-based
multiplication over Z,. Although Frodo offers strong
theoretical security guarantees, it suffers from higher
bandwidth and computational requirements compared to
structured lattice-based schemes.

MLWR problem offers multiple benefits that make it a
compelling choice for cryptographic schemes:

o Simplified Sampling: Unlike MLWE, MLWR eliminates
the need for error sampling, reducing computational
overhead and simplifying implementations.

e Optimized Bandwidth: By wusing a small rounding
modulus, MLWR achieves smaller ciphertext and key
sizes, making it suitable for bandwidth-constrained

environments.
e Security Guarantees: MLWR maintains security
equivalence to MLWE wunder specific parameter

constraints, offering robust protection against quantum
attacks.

e Implementation Flexibility: MLWR-based schemes can be
efficiently implemented using alternative polynomial mul-
tiplication techniques like NTT and Karatsuba, providing
flexibility in resource-constrained environments.

The aforementioned benefits make MLWR a highly at-
tractive foundation for designing practical and secure LBC
systems, particularly in modern applications requiring both
efficiency and scalability.

Proposed approach bridges the gap between the efficiency
of power of two rounding in SABER and the fast NTT
arithmetic found in Kyber. The novelty over SABER is a
use of Incomplete NTT for faster polynomial multiplication,
whereas the novelty over Kyber is the selection of ¢ =
7937. Mathematically, ¢ = 7937 is highly advantageous;
it satisfies ¢ = 1 (mod 256), ensuring NTT compatibility,
yet yields a rejection probability of only 0.031. This is a
significant improvement over standard NTT-friendly primes

Zyla] /(2N — 1)

/

Zy[z)/(@NT? — UN/2)

N

T

Zyla]/(@NT? + UN/Z)

SN

Zyla)/(@N/A N3 7, 0] (NI + NI Z, ] (&N AN, (] (2N 4 RN/

Zala) /(2 = U2)  Zg[a]/(x* + ¥?)

7\ 7\

Fig. 4. Polynomial splitting in incomplete NTT.
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like ¢ = 3329 (rejection probability 0.594), directly optimizing
the key expansion and sampling processes. Consequently, the
proposed scheme achieves competitive execution times while
minimizing the randomness requirements inherent in MLWE-
based constructions.

A. NTT in Lattice-Based Cryptography

Efficient polynomial multiplication is a critical component
of LBC. NTT and its inverse (INTT) play a pivotal role
in modern implementations. We analysed NTT-based imple-
mentations in prominent NIST PQC schemes such as Kyber
[10], Saber [13], NTRU [12], Dilithium [14], and Falcon [31].
These schemes adopt diverse strategies to optimize polynomial
multiplication based on their underlying ring structures and
security requirements.

NTT is particularly efficient for schemes with moduli
satisfying ¢ = 1 (mod 2N), as seen in Kyber, Falcon, and
Dilithium. Conversely, schemes like Saber and NTRU employ
alternative techniques due to their use of power-of-two moduli
or non-NTT-friendly rings. For example, Kyber transitioned
from full NTT in its initial rounds to an incomplete NTT
approach in later rounds, leveraging optimized Fast Fourier
Transform (FFT) techniques to reduce computational complex-
ity. NTT-unfriendly rings refer to polynomial rings where the
structure of the ring does not align well with the standard
requirements of NTT, such as specific polynomial degrees or
forms. Common examples include rings where the degree N
of the polynomial is not a power of two.

Incomplete NTT is a specialized variant of the traditional
NTT that halts the decomposition process at an intermediate
stage, skipping the final levels of polynomial transforma-
tion. This method reduces the number of butterfly operations
required in Cooley-Tukey or Gentleman-Sande algorithms,
significantly lowering computational complexity. Additionally,
the incomplete NTT relaxes modulus requirements, enabling
the use of smaller moduli, 7937. The reduced modulus allows
for more efficient arithmetic operations, optimized memory
usage, and smaller key and ciphertext sizes. These advan-
tages make the incomplete NTT particularly best-suited for
resource-constrained environments, such as IoT devices [32],
where computational efficiency and reduced bandwidth are
paramount.

B. Proposed Approach: Combining MLWR and Incomplete
NITT

The proposed PKE scheme integrates the advantages of
MLWR and the computational efficiency of incomplete NTT.
MLWR reduces bandwidth and randomness requirements by
eliminating error sampling, as demonstrated in Saber. Mean-
while, incomplete NTT minimizes computational overhead
while maintaining compatibility with lattice-based polynomial
arithmetic. These optimizations align with insights from Falcon
[31] and Kyber [10], where NTT-based methods significantly
enhance performance. By adopting this hybrid approach, the
proposed scheme offers a post-quantum cryptographic solution
with balanced security and efficiency.
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IV. PROPOSED MLWR-BASED PKE USING INCOMPLETE
NTT

From the analysis of existing NTT in LBC, we have
chosen the most efficient Incomplete FFT-based NTT for
implementation of MLWR-based PKE. The first advantage of
the proposed scheme is that it can reduce the ciphertext size
by mapping coefficients from a larger ring Z, to a smaller
ring Z,. The second advantage is encryption and decryption
times and the required CPU cycles are comparable to other
prominent lattice-based candidates of the NIST PQC project.

Proposed PKE scheme incorporates the Incomplete NTT
for efficient polynomial operations in LBC. The process begins
with generating cryptographic parameters which are used to
create a public key (for encryption) and a secret key (for
decryption). A plaintext message is encrypted with a public
key, producing a ciphertext. The decryption process uses a
secret key s to recover original message. Incomplete NTT
is applied during both encryption and decryption to opti-
mize computational performance. This design ensures secure
communication while enhancing efficiency in lattice-based
cryptosystems.

Proposed scheme is made up of the following three algo-
rithms:

A. MLWR Key Generation Algorithm

The proposed key generation algorithm constructs a public-
private key pair for the MLWR-based PKE scheme. The
process is detailed as follows:

e Seed Generation: A cryptographic seed denoted as
seed_d, is generated using the SHAKE-256 hash
function. This seed is a part of the public key pk and is
used to generate a k X k public matrix A.

e Matrix Construction: The matrix A is constructed with
elements as polynomials in a ring R, = Zg4[x]/ (xN +1).

Here:

o g is a prime modulus suitable for incomplete-NTT
operations.

o N = 256, the degree of the polynomial, satisfies the
incomplete-NTT and LWR specifications.

o Secret Key Generation: The secret key s is an N-
dimensional short vector sampled from the ring R,.
Coefficients of s are chosen from a small range to ensure
efficiency and maintain security.

e Public Key Computation: Public key attribute b’ s
computed as:

b7 = {p-(A-s)-‘
q P

where: The multiplication A - s is optimized using the

Incomplete NTT method, and p is the rounding modulus,

smaller than gq.
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e Output: Public key pk consists of seed seed_d and k-

dimensional MLWR sample b”. The private key sk is
the short vector s.

The pseudocode for key generation algorithm is presented

in Algorithm 1.

Algorithm 1 KeyGeneration(seed_§)

1:
2:
3:

seed_d + D{0,1}¥ > Generate a random binary seed.
8 Dsn > Sample secret key s from distribution Ds,’;
A € RI*F .= Expansion(seed_5) > Expand the matrix
A from the seed.

GS,¥ CT, ¥ CT, ¥
As = INTTho o NTTno—)bo,B:l(A) °© Nﬂno—)bo ,B= 1( )> >
Efficiently compute As using incomplete NTT.

bT = LgAs]p € RE*! > Apply rounding operation

6: return (pk := (seed_6,b"), sk := (s)) > Output public and

private key pair.

B. MLWR Encryption Algorithm

The encryption algorithm in the proposed MLWR-based

PKE scheme efficiently transforms the plaintext into a cipher-
text while ensuring performance. The steps are as follows:

e Plaintext Representation: The plaintext is represented as

a mbit.

e Matrix Construction: Seed seed_¢§ is used to construct

the matrix A, whose elements belong to the ring
Ry = Zylz]/ (2™ + 1)

e Random Vector Sampling: A random [NV-dimensional

vector a is sampled. This vector is then multiplied
with the matrix A using the Incomplete NTT method,
to optimize the computational efficiency. The result is
stored in wu:

u=A-a

e Ciphertext Calculation: Using the public key

attribute &7 and the plaintext message bit mbit
(messagespace € 0, 1), the ciphertext ¢ is computed as:

c = bTa+ mbit - gJ

mbit - | £] operation encodes original message.
Output: The encryption function outputs ciphertext ¢ and

the preamble u.

Pseudocode for the encryption is presented in Algorithm 2.

C. MLWR Decryption Algorithm

The decryption process in the proposed MLWR-based PKE

scheme is the final step, responsible for recovering the original
plaintext message. The procedure involves the following steps:

o Intermediate Value Calculation: Using the secret key s,

the algorithm computes the intermediate value d; as:
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Algorithm 2 MLWREncryption(pk,mbit)

: A € RF** .= Expansion(seed_§) > Expand the matrix
A from the seed.

2: a4+ Ds77 > Sample vector a from distribution Ds’;

s u= w0 (T (Ao () s
Compute Aa using incomplete NTT.

4 c=[bTa+mbit-[%]] > Add scaled message to the rounded
public key component.

5: return (u,c) > Output the ciphertext components u and c.

di=u-s
Here, w is the preamble received with the ciphertext.

e Decrypted Value: The decrypted value d is obtained by
subtracting the computed d; from the ciphertext c:

d:C—dl

All operations are performed modulo q.
e Plaintext Recovery: The range of d mod ¢ is checked
to determine the original plaintext bit (mbit):

f 4 <d < 9, the plaintext mbit is set to 0
If 4 <d< Iq the plaintext mbit is set to 1
Algorithm 3 presents the pseudocode for decryption.

Algorithm 3 MLWRDecryption(s, c, u)

—1
dy =g, (s (W e s () e
Compute us using incomplete NTT.
22d=c—di > Subtract the private component from the
ciphertext.
3 3f ((d mod q) > =2) AND ((d mod q) < %))
4: then > Check if d lies in the range
5: d=20
6: else
7: if (((d mod q) > %) AND ((d mod q) < 22))
8: then
9: d=1
10: return d > Output the decrypted message.

D. Correctness of the Scheme

The correctness of the decryption algorithm relies on
ensuring that the introduced rounding error remains within
acceptable bounds.

If (u, c) is a correctly formulated ciphertext, the decrypted
value is given as Eq. (4):

d=c—d; from Algorithm 3

=C— STU (4)

=bTa+mbit- =~ —sT Aa from Algorithm 2

N[

Here, bT is defined during key generation process as:
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bT = \‘ZJSTA—‘ mod p

This rounding operation can be rewritten as an LWE
problem:

b ~sTA+ Ber (mod q),
q

where, 2e,. introduces a random error into sT A, and p <q.
Let %er = e,nd, then:

T T
b" ~s'A+enng

By substituting b7 = s A + e,.,4 into Eq. (4):

d=(sTA+ e,nq)a + mbit - L%j —sTAa

=sTAa + e,pga + mbit - [%j —s"Aa 5)

= eppaa + mbit - [gJ

To analyze correctness, consider two cases based on the
value of mbit:

a) Case 1: When mbit = 0, Eq. (5) simplifies to:

d = ernqa

For correctness, the term ||e,,qa|| must satisfy:

—4q g
lermaall < | 4.4

Since ||eynal| € [F2, 4] with high probability, correctness

14
is achieved as Hemdazh lies within the valid range.

b) Case 2: When mbit = 1, Eq. (5) becomes:

q
d = ernqa + ng
Correctness requires that:

q q 39

lermaa + 12111 € | 4.5

For this condition to hold, the rounding error term e,,qa

must be small enough to offset the added |Z]. Hence, the
threshold for ||e;,q|| becomes:

[
lermall € 5= | 2.4

By setting mbit = 0 or mbit = 1, the correctness
of the decryption is ensured when the rounding error e,,q
remains within the defined threshold. The analysis confirms
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that ||e;nqal| lies within the valid range |4, %‘1] with high
probability, ensuring accurate decryption.

Conclusion: As ||e,nqal| lies within the valid interval
[_Tq, %], the scheme ensures correctness. This analysis high-
lights the role of rounding errors and the chosen mbit in
maintaining the accuracy of decryption.

E. Parameter Selection

Parameter selection is an important part of the proposed
scheme. Table I shows selected parameters for proposed PKE:

TABLE I. PARAMETERS FOR THE PROPOSED SCHEME

Parameters Value

Modulus q = T7937

[-2,2] for high level security, [-3,3] for rec-

Secret coefficient range 7 ommended security

Degree of polynomial ring (V) 256
X256 4 |

Polynomial ring

2 (for security level 2), 3 (for security level

Rank of module & 3), 4 (for security level 5)

Selection of the modulus ¢ for PKE involves several critical
considerations to ensure security, efficiency, and compatibility
with lattice-based cryptographic operations. Here’s a detailed
process to select appropriate parameters. Mathematical Prop-
erties:

e Prime Modulus: Typically, q is chosen to be a prime
number.

e NTT Compatibility: For efficient NTT-based polynomial
multiplication, modulus q should satisfy ¢ = 1 mod 256,
where 256 is a degree of the polynomial (typically a
power of 2). This ensures existence of primitive 256-th
roots of unity modulo q.

Coefficients of the polynomial s and the public matrix A
are sampled uniformly from Z, using the rejection sampling
method [33]. This approach generates random numbers of
the required bit length from the SHAKE-128 pseudorandom
number generator (PRNG) as candidate values. Only numbers
that are strictly less than ¢ are considered valid and accepted.
The rejection probability, which quantifies the likelihood of a
candidate being discarded, is given by:

4
9log g

We have implemented Python code to find out different
values of modulus ¢ that satisfy the required mathematical
properties. These values are listed in Table II.

Modulus 7937 stands out as an excellent choice for ¢ due
to its low rejection probability. The secret coefficient range 7
determines the distribution from which the coefficients of the
secret key are drawn.
In LBC, the security of the system is closely tied to the noise
distribution, as it controls the hardness of lattice problems
MLWR.
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TABLE II. PRIME MODULUS FOR INCOMPLETE NTT

| Modulus q | g inverse | 256-th root of unity | A Rejection probability |

3329 -3327 17 0.594
7681 -7679 198 0.062
7937 -7935 71 0.031
9473 -9471 88 0.422
10753 -10751 29 0.344
11777 -11775 50 0.283
12289 -12287 09 0.250

Rejection Probability: It is calculated as (1 —
probabilities are preferred for efficiency.

& 150 | ‘
- I II I II
s0
)
k= 2, k2, k=3, K =3, ke Eta2, k=4
ol = .
c c c c
n K

Bdd wBdd_hybrid mBdd_mitn_hybrid ®Dual mDual_hybrid

210% ). Lower rejection

Fig. 5. Choice of secret distribution range.

To estimate the security of different parameter sets of the
proposed scheme, lattice estimator [34] is used. The estimator
takes parameters as input and gives an estimated security
against lattice attacks. Fig. 5 compares the security estimates
of various parameter sets under different attack models. These
estimates reflect the difficulty of breaking the cryptographic
scheme with the given parameters and secret coefficient dis-
tribution.

It has been observed that as k increases, the security levels
increase across all attack models.

Increasing 7 slightly decreases security under certain attack
models because larger secret coefficients may expose more
information.

For lower computational cost and acceptable security, use
of (k =2,nm=3). (k=3,n=2)is a good intermediate
choice, balancing security and performance. For maximum se-
curity, use (k = 4,n = 2) with centered binomial distribution.
This offers the highest resistance.

2500
2000

1500

‘achblLi

k=2, q=7937, k=2, q=7937, k=3, q=7937, k=3, q=7937, k=4, q=7937, k=4, q=7937,
Eta=2, Eta=3, Eta=2, Eta=3, Eta=2, Eta=3,
Distribution= Distribution= Distribution= Distribution= Distribution= Distribution=
C C Center C C [¢

CPU cycles in thousands

&
8

W Key Generation M Encryption M Decryption

Fig. 6. CPU cycles w.r.t. different distributions.

The given Fig. 6 outlines the computational cost (in CPU
cycles) for operations (Key Generation, Encryption, Decryp-
tion, and NTT) across different parameter sets.

It shows that higher lattice dimensions (N x k) lead to
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increased computational costs for all operations. N x k =
512,n = 3 offers the lowest computational cost, particularly
for Encryption and Decryption, making it ideal for resource-
constrained devices. N x k = 768, = 2 provides a good
balance between security and computational cost. N X k =
1024,n = 2 is the best choice for applications requiring
maximum security, albeit at the cost of higher computation,
particularly for NTT.

The selected parameters, which include modulus q=7937,
secret coefficient range 1 € [2, 3], polynomial ring [z] /(225 +
1), module rank k, and incomplete NTT, provide a balanced
combination of security, efficiency, and computational per-
formance. The careful selection of these parameters ensures
that the proposed MLWR-based PKE scheme meets the re-
quirements for post-quantum cryptographic applications while
optimizing execution time and maintaining a high level of
security.

e Parameter Selection and Failure Probability: The
parameters in Table I are selected to minimize the
Decryption Failure Probability (DFP) while maximizing
security.

o Modulus ¢ = 7937: This prime satisfies ¢ = 1
(mod 256), supporting NTT, and provides a low
rejection probability of 0.031 [33].

o Rounding and Noise: We use a centered binomial
distribution 3, for secrets. Rounding modulus
is chosen such that rounding error e,,q satisfies

llernall € [=%, 4]

o DFP Analysis: Decryption is successful if the accumu-
lated noise from rounding does not cross the decision
threshold. For the recommended set (k = 3,1 = 2),
the probability of a decryption failure is estimated to
be < 27128 [34].

FE. Security Estimation and Comparison

This section presents the security estimation of
proposed MLWR-based PKE over different moduli.
Blum-Kalai-Wasserman (BKW) [34] attack is used to
estimate the computing costs of solving corresponding hard
problems for security evaluation.

The BKW algorithm, originally developed for solving
Learning Parity with Noise (LPN) problem, was extended to
the LWE problem. It uses a blockwise approach to reduce the
dimension of the problem while managing the induced noise.
The process involves sample reduction using sort-and-match
techniques, hypothesis testing to distinguish between valid and
invalid guesses of sub-vectors, and back substitution to itera-
tively reduce the problem’s dimensionality. The advancements
in BKW, such as lazy modulus switching and quantization,
have significantly improved its efficiency, making it a central
tool in security evaluations of LBC schemes.

Martin Albrecht’s lattice estimator tool [34] is used for
this task. Table III summarizes the security estimations for
proposed PKE scheme against the BKW attack. It includes
different parameter sets with specific lattice dimensions 512,
different moduli, and an estimated ~ Cost.
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TABLE III. ESTIMATED SECURITY OF DIFFERENT MODULI FOR
INCOMPLETE NTT.

Modulus Required CPU timing Estimated ~ Cost

3329 KeyGen: 69, Enc: 172, Dec: 69, NTT: 45483 2190.3
7681 KeyGen: 103, Enc: 69, Dec: 69, NTT: 47793 2182.9
7937 KeyGen: 103, Enc: 69, Dec: 34, NTT: 4675 2183.4
9473 KeyGen: 138, Enc: 103, Dec: 34, NTT: 46103 2176.2
10753 KeyGen: 138, Enc: 103, Dec: 34, NTT: 47690 2176.2
11777 KeyGen: 310, Enc: 69, Dec: 34, NTT: 54552 2177:5
12289 KeyGen: 241, Enc: 69, Dec: 34, NTT: 49138 2178.3

Table III provides a comparison of estimated security
of different moduli and their performance metrics for an
incomplete NTT in an MLWR-based PKE scheme. The key
parameters compared are:

Modulus: The modulus used in the polynomial ring.

Required CPU Timing: This includes the CPU timing for
key generation (KeyGen), encryption (Enc), decryption (Dec),
and NTT operations.

Estimated Approximate Cost: The security level against the
BKW attack is represented as a cost in terms of computational
effort (expressed as powers of 2).

The modulus 7937 offers the best decryption time (34),
which is crucial for practical applications. It also maintains a
competitive NTT timing. 7937 still provides a robust security
level at 2!834 | which is sufficient for most practical purposes.
Therefore, the modulus 7937 strikes the best balance between
performance and security, making it an optimal choice for the
MLWR-based PKE scheme.

1) Formal security analysis: Hardness of the Module
Learning with Rounding (MLWR) problem serves as the
foundation for the security of the proposed PKE. Security in
Indistinguishability under Chosen Plaintext Attack(IND-CPA)
is avaluated.

Theorem 1. If the M LW Ry, n,q problem is hard, then
the proposed PKE is IND-CPA secure.

Proof:

Proof proceeds via a sequence of games:

e Game 0: This is the original IND-CPA security game.
The public key is (seeds, b”) where b” = LgsTA] [21].

e Game 1: The MLWR sample b” is replaced with a
vector u sampled uniformly at random from R’;. Under
the MLWR assumption, no polynomial-time adversary
can distinguish Game 1 from Game 0 with non-negligible
advantage [21], [35].

e Game 2: The ciphertext components (u,c) are replaced
with uniform samples from R’; and R,. Since the pub-
lic key is now uniform, the message mbit is perfectly
masked.

The advantage of an adversary A is bounded by
AdoB P (A) < Adv§isty, p(B), where B is a simulator
solving the MLWR decision problem.
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Reduction confirms that the only way for an adversary to
break IND-CPA security of the proposed PKE is by solving a
underlying MLWR decision problem. With parameter set (k =
3,n = 2), the computational cost to perform such an attack
exceeds 21834 core-SVP operations, thereby ensuring robust
quantum-resistant security.

V. IMPLEMENTATION DETAILS OF MLWR-BASED PKE
USING INCOMPLETE NTT

The first step in the proposed approach is to generate a
matrix A € R¥** using a random seed seed_6{0,1}2°¢. The
hash function SHAKE-128 [19] is used in the current study to
expand the seed to matrix A, producing enough unpredictabil-
ity via a high probability. In the encryption process, Matrix A
is helpful for both key creation and multiplication operations.
Incomplete NTT was utilized to speed up multiplication. The
condition of the scheme is that A must be evenly sampled.
The expansion function outputs a uniform matrix A in NTT
format with coefficients ranging from 0 to ¢ — 1.

The result of the expansion function is the matrix A €
RE*E from a 256-byte seed input. It converts a uniform 256-
byte seed to a uniform matrix A value using the NTT repre-
sentation. Matrix A € R’;Xk is uniformly random with k& = 4
and elements are polynomials under a ring Zq[z]/(zV + 1).
N =256 is the polynomial ring’s degree and k is the rank
of a module that is used to find out the dimension of the
fundamental lattice problem N- k.

Rejection sampling on the integer stream generated by the
SHAKE-128 is part of the matrix A generation process. Once
the matrix A is generated, the next step involves sampling a
short vector s through rejection sampling [33]. This sampled
vector s will be used as a secret key.

The public key pk contains 2 parts, 15¢ part is seed seed_3
and the second part is b" = | 2s” A],. Matrix multiplication
is the most important process in the scheme. Present work uses
the NTT representation of A and s to carry out pointwise
multiplication. Then perform inverse NTT transform on the
above multiplication result and also multiply with Montgomery
factor for modular reduction. Modular reduction uses the
Montgomery algorithm. Rounding T operation reduces the
size of a public key pk. Minimize size of pk from R, to
R, in LWR, where modulus ¢ > p. The modular reductions
necessary for ring R, arithmetic in the proposed method
never use the % (mod) operator. Instead, use special modulus
g-specific reduction techniques and Montgomery reductions
without the corrective phases. The rounding functions have
been calculated using branching-free methods. To make sure
that the findings are accurately represented in the reduced
form, the Montgomery factor 232 mod ¢ is included in the
previously computed roots. Montgomery reductions are used
in the NTT domain representations after the pointwise product
of the polynomials.

The implementation of the incomplete NTT involves var-
ious trade-offs between code size and speed, particularly
significant for different hardware environments. On embedded
processors, the focus is on minimizing storage and memory
requirements, such as avoiding additional temporary storage
during polynomial multiplications in [4. To achieve this,
precomputed tables of powers of a primitive root (i) are used
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to streamline operations, while forward NTT (from normal
to bit-reversed order) and inverse NTT (from bit-reversed to
normal order) are implemented efficiently.

A. Implementation Security and Side-Channel Mitigation

While primary focus of this work is performance optimiza-
tion, implementation incorporates several design principles to
mitigate side-channel vulnerabilities :

o Constant-Time NTT: The Incomplete NTT is
implemented with a fixed execution path [36]. There are
no data-dependent branches or secret-dependent loops,
which prevents leakage of timing information during
polynomial multiplication.

e Montgomery Reduction: We utilize a constant-time Mont-
gomery reduction [20]. By incorporating the Montgomery
factor 232 (mod ¢) into the precomputed NTT twiddle
factors [26], we avoid the conditional subtraction step
typically found in modular reduction, thereby mitigating
simple power analysis and timing attacks.

VI. RESULT AND ANALYSIS
A. Experimental Setup

Proposed scheme and comparative benchmarks were im-
plemented in C language, compiled with the GCC compiler.
To ensure a fair and standardized evaluation of performance,
all experiments were conducted under identical environmental
conditions on a CDAC-PARAM Shavak machine. The hard-
ware features an Intel(R) Xeon(R) Gold 6226R v4 series
processor. The testing was performed on a Centos operating
system, providing a stable platform for measuring precise com-
putational overhead, including execution times and CPU cycle
consumption for the proposed and reference LBC schemes.

B. Performance with Different Parameter Sets

Advantage of MLWR is a same polynomial ring R, is
used for all security levels [2]. To attain a higher level of
security, the scheme employs a module with increased rank.
Table IV presents proposed scheme’s performance and security
w.r.t different parameter sets. Parameter sets, denoted as P,
P5, and Ps, correspond to increasing security levels.

Results highlight the balance between security and perfor-
mance. Higher security levels lead to increased computational
overhead, reflected in greater CPU time and cycle consump-
tion. The selection of an appropriate parameter set is crucial
for achieving the desired security level.

C. Security Estimation and Attack Analysis

Table V provides a comprehensive security profile for the
proposed MLWR-based PKE scheme across three distinct pa-
rameter sets (P;, P», P3). This analysis moves beyond heuristic
estimates to include rigorous metrics against standard lattice
attacks [34].

e Configuration Parameters (k and 7):
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TABLE IV. EVALUATION OF PROPOSED SCHEME WITH VARIOUS
PARAMETER SETS.

. Average
Parameter set and Security Operation CPU  time Average
level CPU cycles
(ps)
Py Medium : Key Generation 103 700
(g ="7937,N = 256,17 = | Encryption 65 200
3,k=2,1=2
’ ’ ) Decryption 34 100
P, Recommended: Key Generation 207 1200
(g ="7937,N = 256,17 = | Encryption 68 200
2,k=3,1l=
’ 3, 3) Decryption 34 100
Key Generation 172 1400
P3 High : (¢ = 7937, N = .
256, = 2,k = 4,1 = 4) Encryption 69.48 300
Decryption 34.12 120

o Rank of a module %k defines lattice dimension as
N x k, where N = 256 is fixed.

o Increasing k£ from 2 to 4 significantly enhances the
security margin against all attack vectors.

o The secret distribution range 7 is utilized for sampling
the short vector s, directly influencing the hardness of
the underlying MLWR problem.

e Attack Metrics:

o Core-SVP: Represents lower bound of complexity for
a Shortest Vector Problem in a sieving regime, which
is the foundational hard problem for proposed scheme.

o Primal (uSVP) Attack: Evaluates the complexity of
recovering the secret key by treating the MLWR
instance as a unique shortest vector problem in an
expanded lattice.

o Dual Attack: Estimates the computational -effort
required for an adversary to distinguish the MLWR
samples from a uniform distribution by finding short
vectors in the dual lattice.

o BKW Attack: Originally for the Learning Parity with
Noise problem, it uses a blockwise approach to reduce
problem dimensions while managing induced noise
through sort-and-match techniques.

e NIST Security Level Mapping:

o Parameter set P; achieves 21184

corresponding to NIST Category 1.

security bits,
o The:, recommended set P, (k = 3,7 = 2) provides
21834 bits of security, satisfying Category III.

o The high-security set P; achieves 2253 bits, aligning
with Category V for maximum quantum resistance.

The results demonstrate that by utilizing modulus ¢ =
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TABLE V. SECURITY ESTIMATES AND NIST MAPPING FOR PROPOSED MLWR PARAMETERS

Parameter Set k n Core-SVP | Primal (uSVP) Dual Attack BKW NIST Category
P, o 3 9118.4 9134.5 9139.9 9183.4 I
P, 3 2 9183.4 9209.1 9219.8 9261.9 11
Ps 4 2 9253.9 9297.3 9316.1 9340.0 v

TABLE VI. COMPARISON OF PROPOSED PKE’S FEATURES WITH OTHER LATTICE-BASED SCHEMES

Features ‘ [10] ‘ [13] ‘ [11] ‘ [37] ‘ Proposed Scheme
Underlying hard problem MLWE MLWR LWE MLWR MLWR
Polynomial space Zqlz]/ (2%%¢ + 1) Zqlx]/ (22%¢ + 1) Zqlx] Zqlx]/ (2% + 1) Zqlx]/ (2% + 1)
Dimensions 1024 1024 640 1024 1024
Modulus Prime: 3329 Power of 2 : 8192 Power of 2: 32768 Prime:8380417 Prime:7937
Analysis of polynomial multi-

S - - - v v
plication methods
Polynomial multiplication Karatsuba and .

Incomplete NWC NTT Naive (schoolbook) full NWC NTT Incomplete NWC NTT

method used ToomCook

Sampling

Rejection Sampling

No need of rejection
sampling

Inversion sampling

Rejection Sampling

Rejection Sampling

Secret distribution

Centered binomial distri-
bution

Centered binomial distri-
bution

Uniform distribution

Centered binomial dis-
tribution

Centered binomial dis-
tribution

Performance analysis v v v v v
Key sizes [bytes] sk:1632, pk:800 sk:1568, pk:672 sk:19888, pk:9616 sk:1422, pk:1040 sk:3264, pk:1632
. . . Enc:32131 X . Enc:114038 X i . .
Avg. Execution time (i s) Dec48317.20 Enc:75, Dec:37.5 Dec: 126289 Enc:75.037 Dec:34.483 Enc:69.48 Dec:34.12

Avg. CPU cycles required

Enc:6870, Dec:962

Enc: 200 , Dec:100

Enc:14800 Dec:15970

Enc: 320 , Dec:200

Enc: 300 , Dec:120

2238.3

2292

2241.1

2270.9

2340.0

BKW security

Note: v"denotes “performed” and - denotes there is no result reported in the particular reference.

7937, the scheme maintains robust security levels while opti-
mizing computational efficiency through the incomplete NTT.

D. Result and Comparison with the other Lattice-Based
Schemes

The proposed scheme with high level security requirements
has been implemented and tested on a Linux operating system.
The CPU time required to execute the proposed key generation,
encryption, and decryption functions is measured using Intel®
VTune™ Profiler and is 172 ps, 69.48 ps, and 34.12 ps,
respectively.

The outcomes of the proposed approach are compared to
the other PKE candidates of the NIST’s PQC project. NIST
requested submission for PQC algorithms [2] in 2016 for the
standardization process. After the internal reviews and public
feedback, twenty-one LBC candidates were selected in the
1%t round. While in the 2"¢ round only 9 algorithms were
selected. Out of 9, 3 are high-speed as well as secure PQC
algorithms named Frodo [11], Kyber [10], and Saber [13].
All these algorithms are based on lattice-based hard problems.
Execution time of the proposed PKE is compared with these
schemes.

Table VI presents a comparative analysis against various
features of the proposed MLWR-based PKE scheme with
other well-known LBC schemes, focusing on the underly-
ing cryptographic problems, polynomial spaces, performance
characteristics (such as execution time and key sizes), and
security. Key differences include the polynomial multiplication

methods used (e.g., NTT vs. Karatsuba), security analysis, and
performance metrics such as execution time and CPU cycles.

The proposed scheme’s public key and ciphertext sizes
are both smaller than Frodo’s scheme. Size of the secret key
is smaller than the Frodo. Also, the average execution time
and average CPU cycles required for the proposed scheme’s
encryption and decryption are comparable to that of the
most efficient candidate, SABER. The average time needed to
encrypt a 256-byte message is equivalent to that of SABER,
whereas the average time required to decrypt a message is less
than that of SABER.

The proposed scheme stands out for its high BKW security
and relatively low execution times and CPU cycles, offering a
superior balance of security, performance, and computational
efficiency. This makes it a preferred choice for implementing
post-quantum cryptographic protocols

VII. CONCLUSION

The proposed scheme attains a better performance com-
pared to other lattice-based schemes. Also, this scheme pro-
vides prominent hardness and security, ingrained in the LWR
variant. It has a faster and simpler encryption and decryption
process. The key sizes are very compact. As the proposed
scheme is based on a lattice-based hard problem, MLWR, it
can be secure against quantum attacks.

Analysis highlighted the importance of selecting an appro-
priate modulus g to balance performance and security. Among
the evaluated moduli, ¢ = 7937 emerged as the most efficient
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choice, providing a desirable trade-off between computational
efficiency and security.

Proposed MLWR-based PKE scheme using incomplete

NTT stands out due to its high security and efficient perfor-
mance, making it an optimal choice for practical and secure
post-quantum cryptographic applications.

Future work could explore further optimizations in pa-

rameter selection and the adaptation of the incomplete NTT
methodology to other post-quantum cryptographic schemes,
enhancing their applicability to a wider range of security-
critical and resource-limited scenarios.
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