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Abstract—This study presents a user behaviour analysis 

approach for detecting insider threats in an enterprise web 

application environment. The approach applies machine learning 

techniques to analyze patterns of user activity. Using a primary 

dataset collected from a leading ICT distributor company in 

Indonesia with nationwide channel operations over January–June 

2025, we identify patterns of normal and anomalous user activities 

indicative of insider threats. Three machine learning models were 

implemented: Random Forest, Support Vector Machine (SVM) 

with RBF kernel, and 1D CNN, which are widely used in insider-

threat and anomaly-detection research. Severe class imbalance 

was mitigated via undersampling followed by SMOTE. Random 

Forest delivered the best performance on the test set (Accuracy 

97.38%, F1-Score 97.77%, ROC-AUC 99.82%), with CNN and 

SVM also showing strong anomaly sensitivity. The findings 

demonstrate a practical, high-accuracy insider-threat detector 

trained on real enterprise logs, not simulated datasets, suitable for 

deployment in Indonesian enterprise settings. 
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I. INTRODUCTION 

Insider threat refers to security risks originating from 
individuals who have authorized access to organizational 
systems but misuse that access, either intentionally or 
unintentionally [1]. To address this challenge, user behavior 
analytics has emerged as an important approach for monitoring 
and analyzing patterns of user activity within enterprise systems 
[2]. Machine learning techniques have been widely applied in 
this domain due to their ability to identify complex and hidden 
behavioral patterns in large-scale log data [3]. However, insider 
threat detection remains challenging because such datasets are 
typically highly imbalanced, where anomalous activities occur 
far less frequently than normal behavior [4]. Recent studies also 
highlight that behavior log analysis using real enterprise data 
provides a more practical and realistic foundation for developing 
insider threat detection systems [5]. Insider threat is one of the 
most critical challenges in modern enterprise security [6], 
especially within web-based business applications [7]. Recent 
reports show that 83% of companies experienced insider-related 
incidents with an average annual loss of USD 16.8 million [8], 
while user behavior analytics has become an increasingly 
important capability in enterprise security monitoring. In many 
cases, insider activity is difficult to detect because malicious 
behaviour is often hidden behind legitimate access privileges 
[9]. 

One of Indonesia’s leading information and communication 
technology (ICT) distributor companies, with nationwide 
operational coverage, operates multiple internal web 
applications used by employees, partners, and operational staff. 
These applications generate extensive activity logs that capture 
user identity, device, IP, access time, request methods, and 
accessed URLs. Traditional monitoring methods, such as 
manual log inspection or periodic vulnerability scanning, are 
inadequate to detect subtle behavioural anomalies [10]. General 
network anomaly detection techniques have also been widely 
studied in the literature, providing foundational methods for 
detecting abnormal patterns in large-scale data [20]. In addition, 
the broader web-application environment is increasingly 
exposed to evolving security risks and attack surfaces that 
require more adaptive monitoring approaches [11]. 

This study addresses the following problem: how to 
automatically detect suspicious user behaviour indicative of 
insider threats without disrupting normal user activity? 

The research develops a machine-learning-based User 
Behaviour Analysis (UBA) system using enterprise log data to 
identify anomalous access patterns [12]. Using Random Forest, 
SVM, and CNN, the system learns normal behaviour profiles 
and identifies deviations that may signal insider threats [13]. 

The contributions of this research are: 

• Development of an insider-threat detection approach 
using real enterprise log data (instead of public CERT 
datasets) [14]. 

• Handling of extreme class imbalance using 
undersampling and SMOTE [15]. 

• Comparative evaluation of three machine learning 
models on real operational data [16]. 

• Practical insights for implementation in Indonesian 
enterprise environments [17]. 

II. RELATED WORK 

Research on insider threat detection has grown significantly 
in recent years, with a strong emphasis on behavioural analytics, 
machine learning, and deep learning approaches [18]. Most 
studies rely on the CERT Insider Threat Dataset, a synthetic 
dataset commonly used for benchmarking anomaly-detection 
models [19]. 
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Key findings from prior studies include: 

• Rasheed et al. [15] applied Random Forest, and ANN 
combined with SMOTE to address class imbalance, 
achieving accuracy up to 99.8%, demonstrating the 
effectiveness of oversampling techniques in improving 
classifier performance. 

• Bin Sarhan & Altwaijry [3] compared multiple ML 
algorithms (Random Forest, Decision Tree, SVM, 
Logistic Regression, Naïve Bayes) and found that 
Random Forest achieved the highest accuracy (99.2%), 
while feature selection significantly improved overall 
results. 

• Kim & Lee [16] proposed an LSTM autoencoder model 
trained on anonymized user activity logs. Despite de-
identification using the ARX tool, the model achieved 
94% accuracy and 97% F1-score, showing that 
anonymized data can still be effective for detecting 
anomalies. 

• Ojo et al. [22] evaluated several ML algorithms using 
SMOTE and found that Random Forest reached 100% 
accuracy and 93% recall, confirming its robustness as an 
anomaly-detection model. 

Compared with previous studies, Random Forest-based 
approaches consistently demonstrate strong performance in 
handling high-dimensional behavioral datasets. Deep learning 
models such as LSTM and CNN have also shown promising 
results in capturing temporal patterns in user activity logs. More 
recent studies have explored hybrid approaches for insider threat 
detection [23]. Sequence-based and transformer-based models 
have also been proposed to capture temporal user behaviour 
patterns [24]. However, most prior work relies on simulated 
datasets such as CERT, which may not fully reflect real 
enterprise environments. Therefore, this study focuses on 
evaluating multiple machine learning models using real 
operational logs to provide a more practical assessment of 
insider-threat detection performance [25]. 

III. METHODS 

A. Dataset 

The dataset used in this study was derived from user activity 
logs collected from internal enterprise web applications operated 
by a leading information and communication technology (ICT) 
distribution company in Indonesia. The dataset consists of 
activity records generated by 1455 active internal users 
interacting with enterprise web applications during daily 
operational activities. The recorded actions include page 
navigation, data access requests, and transaction-related 
operations performed through the web interface. These activity 
types provide diverse behavioral patterns that are useful for 
distinguishing normal operational behavior from potentially 
suspicious access patterns. The data covers a continuous 
observation period from January to June 2025 and represents 
real operational usage within a production environment. Each 
log record is labeled into two behavioral classes, namely normal 
user activity and suspicious or anomalous activity, which may 
indicate potential insider-threat behavior. The labeling process 
was conducted in collaboration with domain experts to ensure 

that anomalous activities reflected realistic security-related 
deviations rather than random noise. 

The collected logs capture a wide range of contextual and 
behavioral attributes, including device characteristics, browser 
type, and operating system information, as well as network-level 
details such as IP address, country, and city of access. In 
addition, each record contains request-level information, 
including the accessed URL, HTTP request method, and precise 
timestamps of user actions. Temporal features were further 
enriched by extracting the hour-of-access and incorporating 
calendar-based indicators, such as weekday and national holiday 
flags, to capture potential behavioral variations related to 
working schedules and non-working days. An illustrative 
example of the dataset structure is presented in Fig. 1. 

 

Fig. 1. Dataset example. 

Before model development, a comprehensive data 
preprocessing phase was conducted to ensure data quality, 
privacy compliance, and computational efficiency. All sensitive 
personal identifiers, including usernames and email addresses, 
were permanently removed to preserve confidentiality and 
comply with enterprise data governance policies. Timestamp 
attributes were transformed into numerical representations, 
enabling machine learning models to effectively capture 
temporal access patterns. Categorical variables, such as device 
type, browser, operating system, and geographical location, 
were converted into numerical form using Label Encoding to 
maintain compatibility with traditional machine learning 
algorithms. Furthermore, numerical attributes were downcast to 
lower-precision data types to reduce memory consumption and 
improve processing efficiency when handling large-scale log 
data. To ensure fair and representative evaluation, the dataset 
was partitioned using a stratified splitting strategy, allocating 
80% of the data for training, 10% for validation, and 10% for 
testing, while preserving the original class distribution across all 
subsets. The overall distribution of the dataset across classes is 
illustrated in Fig. 2. 

A significant challenge in this dataset is the presence of 
severe class imbalance, a common characteristic of insider threat 
detection scenarios, where malicious or anomalous behaviors 
occur far less frequently than normal user activities. To address 
this issue and prevent model bias toward the majority class, 
resampling techniques were applied exclusively to the training 
set. Specifically, random undersampling was used to reduce the 
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number of normal activity samples to 150,000 instances, thereby 
limiting majority class dominance. Subsequently, the Synthetic 
Minority Over-sampling Technique (SMOTE) was applied to 
generate synthetic anomalous samples, increasing the minority 
class proportion to a ratio of 0.40. This combined resampling 
strategy enabled the models to learn discriminative patterns 
from both classes more effectively, while preserving realistic 
behavioral distributions for validation and testing. The resulting 
balanced training data provides a robust foundation for 
evaluating machine learning-based user behaviour analysis in 
the context of enterprise web application security [21]. 

 

Fig. 2. Dataset distribution. 

B. Model Architecture 

In this study, three distinct machine learning models were 
designed, implemented, and evaluated to analyze user behaviour 
patterns for insider threat detection within an enterprise web 
application environment. The selected models represent 
complementary learning paradigms, encompassing ensemble-
based methods, margin-based classifiers, and deep learning 
architectures. This diversified modeling approach enables a 
comprehensive assessment of both classical and neural 
network–based techniques when applied to structured log data 
containing temporal, categorical, and contextual features. By 
comparing models with different inductive biases, this study 
aims to identify architectures that are not only accurate but also 
robust and practical for deployment in real-world enterprise 
security systems. 

The Random Forest classifier was adopted as the baseline 
model due to its proven effectiveness in handling high-
dimensional tabular datasets and its inherent resistance to 
overfitting. As an ensemble learning method based on multiple 
decision trees, Random Forest is particularly well-suited for 
capturing non-linear relationships and complex feature 
interactions commonly found in user activity logs. Additionally, 
its ability to provide feature importance scores offers a degree of 
interpretability that is valuable for security analysts seeking to 
understand the behavioral indicators contributing to anomaly 
detection [25]. Hyperparameter tuning was performed using the 
validation set to balance predictive performance and 
computational efficiency. The final configuration consisted of 
200 decision trees with a maximum depth of 18, allowing the 
model to learn sufficiently deep behavioral patterns without 

excessive complexity. Feature selection at each split was 
controlled using the square-root strategy, while the maximum 
number of samples per tree was limited to 150,000 to align with 
the resampled training data and reduce training variance. 

To complement the ensemble-based approach, a Support 
Vector Machine (SVM) classifier with a radial basis function 
(RBF) kernel was implemented to model complex decision 
boundaries in high-dimensional feature spaces. SVMs are 
particularly effective in scenarios where class separation is non-
linear, making them suitable for distinguishing subtle behavioral 
deviations associated with insider threats [26]. The RBF kernel 
enables the transformation of input features into a higher-
dimensional space where linear separation becomes feasible. 
After empirical tuning, the regularization parameter was set to a 
value of 1.0 to achieve a balance between margin maximization 
and classification error, while the kernel coefficient was 
configured using the scale heuristic to adapt automatically to the 
variance of the input features. This configuration allows the 
SVM model to maintain stable generalization performance 
without excessive sensitivity to noisy or overlapping data points. 

In addition to classical machine learning models, a one-
dimensional Convolutional Neural Network (1D CNN) was 
developed to capture sequential and local temporal patterns 
within the user activity logs [27]. Although originally 
popularized for signal and text processing, 1D CNNs have 
demonstrated strong performance in learning structured patterns 
from ordered tabular data when temporal or sequential 
relationships are present. The proposed architecture begins with 
a one-dimensional convolutional layer consisting of 64 filters 
and a kernel size of three, enabling the model to extract localized 
behavioral patterns across adjacent feature sequences. To 
mitigate overfitting and enhance generalization, dropout 
regularization was applied after the convolutional layer, 
followed by a fully connected dense layer with 64 neurons and 
an additional dropout stage. Global average pooling was then 
used to reduce dimensionality and stabilize training by 
aggregating learned feature maps before the final classification 
stage. The network employs a sigmoid activation function at the 
output layer to produce probabilistic predictions for binary 
classification. Model training was conducted using the Adam 
optimizer with binary cross-entropy as the loss function, over 15 
training epochs and a batch size of 256, which provided an 
effective trade-off between convergence speed and model 
stability. 

Since all evaluated models produce probabilistic output 
scores rather than discrete class labels, a unified threshold 
optimization strategy was applied to ensure fair comparison and 
optimal classification performance. Instead of relying on a fixed 
default threshold, the decision boundary for each model was 
determined using Youden’s J statistic, a widely adopted metric 
in binary classification tasks. This approach selects the threshold 
that maximizes the difference between the true positive rate and 
the false positive rate on the validation set, thereby achieving an 
optimal balance between detection sensitivity and false alarm 
reduction. The use of Youden’s J is particularly relevant in 
insider threat detection scenarios, where minimizing false 
negatives is critical, yet excessive false positives can overwhelm 
security teams. By applying this thresholding strategy 
consistently across all models, the evaluation framework 
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ensures that performance comparisons reflect genuine model 
capabilities rather than arbitrary decision thresholds [28]. 

IV. RESULTS AND DISCUSSION 

A. Experimental Setup 

All experiments in this study were conducted within a 
controlled software and hardware environment to ensure 
reproducibility and consistency of the reported results. The 
implementation was carried out using Python version 3.9.6 as 
the primary programming language, selected for its extensive 
ecosystem of machine learning and data analysis libraries. The 
experiments were executed on a MacBook Pro 2020 equipped 
with 8 GB of main memory, representing a modest yet realistic 
development environment commonly available to practitioners 
in enterprise and academic settings. By intentionally avoiding 
high-performance computing infrastructure, this study aims to 
demonstrate that effective insider threat detection models can be 
developed and evaluated using standard workstation-level 
hardware, thereby enhancing the practical applicability of the 
proposed approach. 

Data processing, model development, and evaluation were 
supported by a collection of widely adopted open-source 
libraries. The pandas and NumPy libraries were used for 
efficient data manipulation, preprocessing, and numerical 
computation, enabling scalable handling of large volumes of log 
data. Visualization tasks, including performance curves and 
result summaries, were performed using Matplotlib to provide 
clear graphical representations of model behavior. Classical 
machine learning models, such as Random Forest and Support 
Vector Machine, were implemented using the scikit-learn 
framework, which offers reliable implementations and 
consistent evaluation utilities. To address the class imbalance 
inherent in insider threat datasets, the imbalanced-learn library 
was employed to perform both undersampling and oversampling 
techniques during the training phase. For deep learning 
experiments, the TensorFlow framework with the Keras high-
level API was utilized to design, train, and optimize the one-
dimensional convolutional neural network, allowing for 
efficient experimentation with neural architectures and training 
configurations. 

Model performance was assessed using a comprehensive set 
of evaluation metrics designed to capture both overall predictive 
accuracy and class-specific detection capabilities. Accuracy was 
used as an initial measure of correct classification across all 
samples; however, given the imbalanced nature of the dataset, 
additional metrics were emphasized to provide a more nuanced 
evaluation. Precision and recall were calculated to assess the 
model’s ability to correctly identify anomalous user activities 
while minimizing false alarms and missed detections, 
respectively. The F1-score was included as a harmonic mean of 
precision and recall, offering a balanced metric that reflects both 
detection reliability and sensitivity. Furthermore, the area under 
the Receiver Operating Characteristic curve (ROC-AUC) was 
employed as a threshold-independent metric to evaluate the 
discriminative power of each model across varying decision 
thresholds. Together, these metrics provide a robust and 
comprehensive evaluation framework for assessing machine 
learning models in the context of enterprise insider-threat 
detection. 

B. Validation Results 

The validation performance of the evaluated models is 
illustrated in Fig. 3–Fig. 5 and summarized in Table I. 

TABLE I.  VALIDATION PERFORMANCE COMPARISON 

Model Accuracy Precision Recall F1 Score 

Random Forest 97,39 98,60 97,39 97,78 

SVM 92,96 97,73 92,96 94,73 

CNN 94,52 97,94 94,52 95,75 

 

Fig. 3. Random forest performance data validation. 

 

Fig. 4. SVM performance data validation. 

 

Fig. 5. CNN performance data validation. 
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C. Testing Results 

The testing performance of the models is presented in Fig. 6–
Fig. 8 and summarized in Table II. 

TABLE II.  TESTING PERFORMANCE COMPARISON 

Model Accuracy Precision Recall F1 Score 

Random Forest 97,39 98,60 97,39 97,78 

SVM 92,96 97,73 92,96 94,73 

CNN 94,52 97,94 94,52 95,75 

 

Fig. 6. Random forest performance data testing. 

 

Fig. 7. SVM performance data testing. 

 

Fig. 8. CNN performance data testing. 

D. Discussion 

Random Forest consistently outperformed SVM and CNN 
with the highest accuracy and ROC-AUC, demonstrating 
excellent capability in separating normal and anomalous 
behaviours. Its interpretability through feature importance also 
makes it suitable for enterprise operational environments. SVM 
showed high anomaly recall but at the cost of higher false 
positives—a trade-off acceptable in early-stage threat detection 
where missing anomalies is far riskier. 

CNN performed strongly in terms of ROC-AUC (> 98%), 
suggesting that deep models can effectively capture local 
nonlinear patterns across features. Threshold optimization using 
Youden’s J proved crucial, as it significantly increased anomaly 
sensitivity across all models while maintaining acceptable 
accuracy. Despite the strong performance results, the possibility 
of overfitting should still be considered, particularly because the 
models were trained on resampled data and evaluated on a single 
enterprise dataset. However, the use of separate validation and 
test sets, together with threshold selection on the validation set 
only, was intended to reduce this risk and improve the credibility 
of the reported performance. Overall, the findings show that a 
machine-learning-based UBA system can be reliably deployed 
using real operational logs from Indonesian enterprise 
environments. 

The comparison in this study focused on three representative 
models, namely Random Forest, SVM, and 1D CNN, to balance 
methodological diversity and implementation practicality. 
Although additional baselines and more recent deep learning 
architectures could provide a broader benchmark, the selected 
models were considered sufficient for establishing an initial 
comparative evaluation on real enterprise web-application logs 
[29]. 

V. CONCLUSION AND FUTURE WORK 

This research presents a practical and high-performing 
insider-threat detection approach built using real user activity 
logs from a major ICT distribution company in Indonesia. Using 
Random Forest, SVM, and CNN, paired with an effective 
imbalance-handling strategy (undersampling and SMOTE), the 
system achieved excellent performance. The experimental 
evaluation demonstrated that the Random Forest model 
achieved the highest detection performance with an accuracy of 
97.38% and an ROC-AUC of 99.82%, indicating strong 
capability in distinguishing anomalous user activities. 

Conclusions: 

• Real enterprise user activity logs can be effectively used 
for insider-threat detection. 

• Random Forest achieved the strongest and most stable 
results (ROC-AUC 99.82%). 

• Thresholding via Youden’s J significantly improved 
anomaly detection sensitivity. 

• The proposed approach is suitable for deployment in 
Indonesian enterprise operational environments. 

 

 

 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 17, No. 3, 2026 

110 | P a g e  

www.ijacsa.thesai.org 

Future work recommendations: 

• Explore temporal models (LSTM, Transformer) for 
sequence-based behaviour analysis. 

• Integrate the system with SIEM platforms for operational 
security monitoring. 
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