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Abstract—Blockchain technology applied to digital 

government services platforms has introduced new possibilities 

for secure data sharing for public sector agencies. However, the 

verification and validation of critical security factors remain 

underexplored, leading to inconsistent security factors for 

implementations and theoretical gaps. This study addresses this 

issue by conducting a double validation analysis of security factors 

relevant to blockchain-based data sharing in e-government 

applications using thematic analysis and content validity index. 

Drawing from an extensive literature review, 54 security items 

from nine factors were evaluated by a panel of six domain experts 

using the methodological triangulation. The results indicate that 

key factors of confidentiality, integrity, availability, 

decentralisation, interoperability, transparency, auditability, and 

governance exhibit strong content validity and themes for 

thematic analysis. Immutability factors are outside the Universal 

Agreement (UA) scale and require further refinement. The 

validated framework contributes to both academic and practical 

domains by offering concrete fundamentals for secure system 

design and policy formulation. Future research directions include 

operational testing of validated factors and exploration of user-

centric verification. 
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I. INTRODUCTION 

Recent years have witnessed a growing academic interest in 
integrating digital emerging technologies to support public 
sector services, potentially affecting the business and the 
citizens [1], [2]. Integrating social, legal, technological, and 
economic dimensions has demanded an increasing complexity 
of security and data protection, requiring a comprehensive 
approach in this digital era [3]. The widespread digitisation of 
services and the proliferation of data-driven e-government 
systems have created the demand for secure data sharing. The 
current trend of utilising decentralised platforms in public 
sectors is increasing to ensure reliability in sharing sensitive 
information, necessitating mechanisms that ensure data security 
[4]. Secure data sharing integration in information systems 
between government agencies in a seamless information sharing 
addresses new security challenges for data sharing. The 
transaction involves data sharing between agencies and entities 
[5], [6]. 

An increasing number of incidents and attacks have shown 
increasing threats to data sharing. MyCERT Cyber Incident 

Quarterly Summary report released on 10 June 2025 showed 195 
data breach incidents reported in Q1 2025 compared to 151 in 
Q4 2024. This shows an increase in incidents by 29% [7]. 
Interest in blockchain technology for government data sharing 
security has grown rapidly, but the literature still lacks clear 
validation of the security factors for secure data sharing. Most 
existing studies present conceptual frameworks or technical 
models without rigorous empirical validation, leaving gaps in 
practical applicability [8], [9], [10]. However, employing a 
qualitative approach allows for deeper exploration of recurring 
themes, perspectives, and concepts among domain experts; the 
research is moving towards accuracy and credibility [11]. 

To address these limitations, this study applies 
methodological triangulation using thematic analysis and 
content validity assessment to examine and refine a set of 
security factors for blockchain-based e-government 
data-sharing applications. By engaging subject matter experts 
and utilising established validation techniques, the research 
seeks to deliver a robust and empirically grounded framework. 
The findings aim to advance both theoretical understanding and 
practical implementation by providing a validated framework 
that enhances the security and reliability of blockchain-enabled 
public services, while also guiding future system design, policy 
formulation, and research in the fields of information systems, 
government administration, and cybersecurity. 

II. BACKGROUND 

A. Blockchain in E-Government: Opportunities and 

Challenges 

Blockchain technology has gained traction in e-government 
initiatives due to its potential to enhance transparency, 
decentralisation, and provide immutability [12], [13], [14]. 
Studies by [15] and [16] highlight its use in digital identity 
management, public records, and inter-agency data sharing. 
Blockchain can reduce the reliance on central authorities due to 
its decentralised nature. This in turn will mitigate risks which are 
associated with single-point failures [17]. However, challenges 
remain, including privacy and data integrity [18], [19], [20], 
which hinders widespread adoption in public sector 
environments. 

B. Blockchain-Based Data Sharing Security 

Data sharing security is a cornerstone for trusted and 
effective e-government systems. Blockchain offers mechanisms 
such as smart contracts, cryptographic hashing, and distributed 
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consensus to ensure data confidentiality and integrity. The 
authors in [21], [22] emphasise the role of blockchain in 
enabling trustworthy data exchange across organisational 
boundaries. Despite these advancements, the literature reveals a 
lack of standardised security factors frameworks tailored to the 
unique needs of e-government, particularly in multi-
jurisdictional contexts. 

Data sharing environments are inherently vulnerable to a 
wide range of security threats that may compromise 
confidentiality, integrity, and availability. Therefore, it is 
essential to systematically identify these threats and evaluate 
their potential consequences to inform the development of 

effective security solutions. Prior research has extensively 
addressed this domain, with initiatives such as the Open Web 
Application Security Project (OWASP) providing 
comprehensive classifications of common security attacks and 
MyCERT Cyber Incident Quarterly Summary report Q2 2025 
(SR-031.082025) release on 6 August 2025 showed 103 data 
breach incidents reported in Q2 2025 compared to 195 in Q4 
2024, a decrease of incidents by 47.18%. Data breach incidents 
reported in Q1 2025 are 29% higher compared to 151 in Q4 2024 
[7]. The following threat categories in Table I are identified for 
the data sharing security by OWASP Top 10 [23] and the 
literature: 

TABLE I.  DATA SHARING THREATS 

Threats Issue 

False Data Injection Attacks (FDIA) 

Unauthorised actors exploit system vulnerabilities to inject malicious code or commands, compromising data integrity 

and confidentiality. False data injection attacks (FDIA) pose a significant threat to the microgrids by corrupting 

information exchange among controller units [24]. 

Broken Authentication and Access 

Control 

Centralised authentication and access control systems are prone to single-point failure, security threats, and privacy 

and scalability issues [25]. 

Data Breaches 
Unauthorised disclosure, leakage, or theft of sensitive data, resulting in compromised confidentiality and potential legal 

and reputational consequences. 

Insider Threats 
Malicious or inadvertent actions by authorised personnel (e.g., employees or contractors) leading to data misuse, 

exposure, or unauthorised access. 

Insecure Data Handling 
Improper practices in data storage, transmission, or disposal that may result in accidental exposure, leakage, or loss of 

sensitive data. 

Non-Compliance with Data Protection 

Regulations 

Failure to adhere to relevant legal, regulatory, and industry standards exposes organisations to legal risks, penalties, 

and reputational damage. 

Exposing the contents of the sensitive 

files to sharing parties 

Sensitive data is exchanged between organisations, and we require auditability and traceability of actions taken to 

assure compliance with signed legal agreements. In study [26], conflict resolution may require exposing the contents 

of the sensitive files to this party. 

Single point of infrastructure failure 

The Blockchain uses a Peer-to-Peer network, where all the nodes share their resources with each other. This will also 

increase the Blockchain availability; if one of the nodes goes down, others are available. The blockchain operators are 

unknown, and the objective of the network is not clear; through validation control, they can exclude and compromise 

some nodes that affect their network availability [27]. 

Lack of standardisation and an 

interoperable system 

In a nationalised healthcare infrastructure, a  lack of standardisation and interoperable Electronic Health Records has 

led to medical errors, diminishing the well-being of patients [28]. 
 

C. Security Factors in Blockchain-Based Data Sharing 

System 

Several theories on the origin of data-sharing security factors 
have been identified in [29]. Nine blockchain-based data-
sharing security factors have been critically identified: 
confidentiality, integrity, availability, transparency, auditability, 
decentralisation, immutability, interoperability, and governance, 
as in Fig. 1. The description reviews also presented solutions 
which emerged in various industries, as an understanding of 
blockchain's ability to overcome constraints that have been 
discussed in previous literature [29]. As a continuation of the 
literature synthesis, a content validity was conducted in this 
study. 

D. Validation of the Theoretical Framework 

Given the fact that valid and reliable factors are needed to 
theoretically design and evaluate blockchain-based data sharing 
security factors. Validity is the extent of accuracy with which 
the sub-factors of the target main security factors. 

1) Thematic analysis: A powerful approach used in 

research. Research involving the analysis of qualitative data 

widely uses this methodology qualitative (Mohd Noor et al., 

2025; Proudfoot, 2023). Patterns, themes and meaning which 

are embedded in the data could be uncovered by researchers 

when this method is used as an inductive approach. This will 

allow a deeper understanding to be facilitated based on the 

event [31], [32]. Thematic analysis is being used by [33] on 

blockchain-related agri-food business news and expert opinions 

from the Ovid database’s Agricola section, while [34] applied 

a thematic network analysis approach for blockchain adoption 

effectiveness. The weakness of the research by [34] is that it 

used collected data from secondary sources, where there were 

no in-depth interviews with the targeted audience that were 

conducted to gain further understanding of the behavioural 

elements that impact the application of blockchain in supply 

chain management. Both researchers agreed that there is a need 

to conduct further empirical research that investigates various 

other perspectives 

2) Content validation: A widely used method in the 

research validation process. Preliminary evidence of the 

validity of the instrument can be provided through this 

approach. Previous research using Aiken’s V with Content 

Validity Index (CVI) has established a robust quantitative 

process validation [10]. Another approach by [35] adopted a 

two-stage content validation using Content Validity Ratio 

(CVR) and Content Validity Index (CVI), both are quantitative 
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methodologies. However, both studies restricted the range of 

methodological approaches, which did not incorporate 

quantitative and qualitative analysis. 

 
Fig. 1. Blockchain-based data sharing security factors. 

III. METHODOLOGY 

A. Research Design 

This research applied methodological triangulation, as 
shown in Fig. 2. Methodological triangulation is a technique 
defined as the combination of two or more methods in a study 
[11], [36]. The study employs a double validation method using 
thematic analysis for qualitative data analysis and a content 
validity approach to empirically assess the relevance and clarity 
of security factors associated with blockchain-based data 
sharing in e-government applications. By using triangulation 
and drawing on multiple viewpoints, this research is moving 
towards accuracy and credibility as it involves several sources, 
confirmation, and processes of data collection. 

 
Fig. 2. Methodological triangulation methodology. 

B. Instrument Development 

The generation of items during questionnaire development 
requires considerable pilot work to refine wording and content. 
To assure content validity, items is generated from a number of 
data sharing security factors and subfactors that were compiled 
through an extensive literature review [29], [37], focusing on 
blockchain applications in public sector data sharing. 54 sub-
factors were translated into an open-ended questionnaire and 
measurable items. The items were categorised under nine key 
factors: confidentiality, integrity, availability, decentralised, 

immutability, transparency, auditability, interoperability and 
governance. The instrument has gone through a test by an 
undergraduate student studying computer science. 

C. Expert Panel Selection 

A group of subject matter experts was assembled, 
comprising IT professionals from various backgrounds and 
industries in government information system security practice, 
to ensure robust validation. Selection criteria included: 

• Minimum of ten years of experience in the Information 
Technology field, focusing on e-government information 
systems. 

• Prior involvement in data and information security-
related projects. 

• Different types of government departments and agencies 
diversity to capture contextual variations. 

• Government or Industry expert in Blockchain 
Technology or Data Security. 

A total of six (6) experts participated in the validation 
process, as mentioned in Table II. 

TABLE II.  EXPERT PANEL INFORMATION 

N

o 

Exper

t 

Initial 

Domain 
Expertise 

Area 

Experienc

e 
Institution 

1 
Expert 

1 

Governmen

t 

Informatio

n Security 
> 15 years 

Public 

University 

2 
Expert 

2 

Governmen

t 

Informatio

n Security 
> 15 years 

Public 

University 

3 
Expert 

3 

Governmen

t 

Blockchain

, Cyber 

Security 

> 15 years 

Federal 

Governmen

t 

4 
Expert 

4 

Governmen

t 

Blockchain

, Network  

Security 

10 - 15 

years 

State 

Governmen

t 

5 
Expert 

5 

Governmen

t 

Blockchain

, Fintech 

10 - 15 

years 

State 

Governmen

t 

6 
Expert 

6 
Industry 

Blockchain

, Database, 

Informatio

n Security 

10 - 15 

years 

Private 

Sector 

D. Expert Interview 

Data were collected from experts' review using interviews 
and questionnaire methods. The interview is done face-to-face 
with each and every single expert. Each session takes about two 
to three hours to complete. Subsequently, the results obtained 
were compared to identify similar answering patterns [38]. 

E. Thematic Analysis 

Thematic analysis is a popular qualitative research approach 
that focuses on recognising, examining, and interpreting patterns 
or themes found in a dataset. A systematic, multi-step process 
has been used to enhance the rigour and replicability of the 
analysis, often culminating in a conceptual model that explains 
the research findings [39]. Qualitative thematic analysis was 
performed using Atlas.ti. The information security and 
blockchain technical experts all reviewed and coded data in the 
coding process. 
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1) Key stages of thematic analysis: Six key stages for 

thematic analysis are defined by [39], [30] [40], [41] using 

Fig. 3: 

 
Fig. 3. Six key steps in conducting thematic analysis. 

The thematic analysis process adopted in this study is 
characterised as systematic, as it follows a structured and 
sequential approach to the interpretation of qualitative data. 
While a clearly defined analytical framework enhances 
transparency and provides logical progression from raw data to 
codes and themes, each stage of the process inevitably relies on 
the researcher’s interpretive judgement, which influences how 
meanings are constructed and prioritised. In this research, the 
systematic nature of the analysis facilitates consistency and 
allows the analytical decisions made to be traced and does not 
entirely eliminate potential bias. By maintaining an explicit 
audit trail and adhering. Nevertheless, given the complex and 
context-dependent nature of expert perspectives, alternative 
interpretations are possible, and therefore, the findings should 
be viewed as one plausible interpretation rather than a definitive 
account. 

The first step is to get familiar with the transcript data. The 
transcript will be read several times to ensure that all terms used 
and explanations are well understood. The interpretation of the 
transcript is noted. The second step is identifying and labelling 
significant features of the data that are relevant to the main 
factors and sub-factors. The coding framework will be generated 
for further analysis. The next step is to search for themes. In this 
research, themes are determined by the main factor used in the 
Blockchain-based data sharing. In step 4, reviewing the theme 
includes the sub-factors in the main theme that have been 
determined before. In step 5, each theme is clearly defined and 
named, giving a clarification on each theme represented in 
relation to the factors and subfactors. In the final step, a report 
of the themes is presented to show the findings and implications 
for the factors in the research field. 

F. Content Validation Procedure 

Content Validity Index (CVI) can be categorised into two 
types, the I-CVI (item level) and S-CVI (scale level). The 
definition and formula were based on the recommendation by 
Lynn(1986), Davis (1992), Polit & Beck(2006) and Poliy et al. 
(2007), as cited in [42]. The instrument designed is subjected to 
the expert to evaluate the CVI for item (I-CVI) and scale (S-
CVI) that have S-CVI/Ave and S-CVI/UA. To quantify the 
expert level agreement, we use the Item level of CVI on the 
relevance of each individual item in the measurement 
instrument. Each item will be rated by an expert on a 4-point 
ordinal scale for relevance. The 4-point scale is used to avoid a 
“neutral” middle point, forcing clearer judgments [42]. To 
calculate the I-CVI, each of the items rated as 3 (quite relevant) 
or 4 (highly relevant) by the experts will be counted and divided 
by the total number of experts shown in the formula below: 

I − CVI =  
No. of experts rating item as 3 or 4

Total no. of experts 
               (1) 

Scale-level Content Validity Index (S-CVI), which extends 
the item-level CVI (I-CVI) to the entire instrument. It shows 
overall content validity across all items. There are two main 
approaches: S-CVI/Ave and S-CVI/UA. S-CVI (Scale-level 
CVI) is used to summarise how well the whole set of items in an 
instrument reflects the construct. S-CVI/Ave (Average method). 
The average of the I-CVI values for all items in the instrument: 

𝑆 − 𝐶𝑉𝐼/𝐴𝑣𝑒 =
∑𝐼−𝐶𝑉𝐼 

𝑁
                        (2) 

where, N = total number of items and ∑ I-CVI = Sum of sub-
factors in a main factor. 

The S-CVI/Ave provides a mean proportion of agreement 
across all sub-factors in the main factors. It is more lenient than 
universal agreement, since it allows some items to have lower I-
CVI values. A value of ≥ 0.90 is typically considered excellent 
overall content validity [42]. S-CVI/UA (Universal Agreement 
method), the proportion of items that achieved universal 
agreement among experts (i.e., all experts rated them as 3 or 4 = 
relevant) for the main factors evaluated in this research. 

𝑆 − 𝐶𝑉𝐼/𝑈𝐴 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑡𝑒𝑚𝑠 𝑤𝑖𝑡ℎ 𝐼−𝐶𝑉𝐼 = 1.00

𝑇𝑜𝑡𝑎𝑙  𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓𝑖𝑡𝑒𝑚𝑠  
          (3) 

Universal Agreement is much stricter than S-CVI/Ave. If 
even one expert rates an item as not relevant, it won’t count 
toward universal agreement. Often produces lower values, 
especially when panel sizes are larger. Recommended cutoff = 
≥ 0.80 because it is harder to achieve [42]. 

TABLE III.  THE NUMBER OF EXPERTS AND THEIR INFLUENCE ON THE 

ACCEPTABLE CUT-OFF SCORE OF CVI. 

No of experts Acceptable CVI Values Recommendations 

2 At least 0.8 Davis (1992) 

3 to 5 Should be 1 
Polit & Beck (2006) 

Polit et. Al (2007) 

At least 6 At least 0.83 
Polit & Beck (2006) 

Polit et. Al (2007) 

6-8 At least 0.83 Lynn (1986) 

At least 9 At least 0.78 Lynn (1986) 

Note : The definition and formula were based on the recommendation by Lynn (1986), Davis (1992), 
Polit & Beck (2006) and Poliy et al.  (2007), as cited in [42]. 

Table III shows the content validity reference for the 
acceptable cut-off score.  The correlation between the number 
of experts on a review panel affects the acceptable cutoff values 
for Content Validity Index (CVI). The reference is also shown 
in the table, where it refers to Davis (1992), Polit & Beck (2006), 
Polit et al. (2007) and Lynn (1986), as cited in [42]. 

In this research, we are engaging with six experts. The work 
we are referring to (Polit & Beck, 2006; Polit et al., 2007) and 
Lynn (1986), as cited in [42]. Both references agree that for at 
least six experts, the CVI must be equal to or higher than 0.83. 
The threshold to get more than 0.83 or 83% agreement is that 
there must be at least 5 out of 6 experts who must agree on the 
sub-factors. With 6 experts, some disagreement is tolerable 
because the chance of random agreement is much lower. 

Produce 
Report

Define 
and name 

themes

Review 
potential 
themes

Search for 
themes

Generate 
initial 
Code

Familiariz
eation 

with Data
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G. Ethical Considerations 

For ethical consent, all the experts’ participation was 
voluntary. Anonymity and confidentiality were maintained 
throughout the process. Revision and approval of the study 
protocols have been provided by the university, and a pilot test 
was conducted before it was answered by the experts. 

IV. FINDINGS AND ANALYSIS 

A. Overview of Experts 

The expert panel evaluated a total of 9 security factors with 
54 sub-factors for data sharing security-related items across nine 
main factor dimensions: confidentiality, integrity, availability, 
decentralised, immutability, transparency, auditability, 
interoperability and governance. Each expert shares their review 
for each factor and subfactor. Then, for relevance and clarity, 
each item was rated using a 4-point Likert scale by the experts. 

B. Demographics of Experts 

The demographic profile of the respondents was gathered 
using five questions, and the analysis is presented in Table I. Of 
the experts interviewed, 83.3% were from the public sector, with 
33.3% representing State Government, 33.3% from Public 
Universities, 16.6% from Federal Government, and the 
remaining 16.6% from industry. All experts are from an IT 
Technical background and are involved in government IT and 
Information security projects. 50% of the experts have more 
than 15 years of experience, and another 50% have 10 to 15 
years of experience in IT and security. All of the expert 
responses have 2000 to 15,000 transactions per day involving 
data sharing in the government information system. 66.7% of 
the expert are using blockchain in their environment. They used 
a private and consortium blockchain platform running Ethereum 
in a private cloud environment. The concern of using blockchain 
in the e-government system is security, authenticity, integrity, 
tamper-proof records, public verifiability, compliance, and fault 
tolerance. 

C. Thematic Analysis Coding Result on Expert Review 

Interview 

The theme of audibility emerged as a significant dimension 
underpinning system traceability and auditability. Experts 1 and 
4 uniformly affirmed that “allowing traceability” and “tracking 
transactions” help identify the keyword for the code. These 
findings underline the crucial function of traceability 
mechanisms in data sharing auditability. It is also shown and 
recognised that data trackable or normally defined as audit also 
enables thorough post-event auditability, thereby enhancing data 
sharing security needs. In Fig. 4, experts noted that it “ensures 
that all transactions can be traced back to their origin,” which is 
the keyword of “essential for auditability and security,” and 
emphasised how “data are tracked and can be audited.” These 
remarks suggest that audibility not only supports technical 
oversight but also provides evidentiary value. Consequently, 
systems designed with robust traceability features are better 
equipped to manage demands, ensure fairness, and uphold 
stakeholder confidence in data sharing. 

Confidentiality was identified as a theme, bridging the codes 
of secure access, data privacy, trust, confidentiality, privacy, 

authenticity, authentication, authorisation and sovereignty. 
Experts highlighted that “verifying authenticity is important to 
ensure data validity and access control” and that 
“Transparent data ensures that shared information is authentic 
and free from manipulation" has the key findings of authenticity 
with secure access control as the code used for this result. The 
experts also highlighted “Data openness helps build trust 
between parties sharing data” and “architecture and 
cryptographic safeguards ensure data confidentiality”, for trust 
and confidentiality. The keyword of privacy is critically 
important, and the proper authentication keyword is highlighted 
by the expert for privacy and authentication. While for 
authorisation, the expert stated “consensus mechanism will 
authorise which node will write or read data”, which can be 
coded for authorisation in confidentiality themes. 

 
Fig. 4. Thematic analysis result for auditability. 

Integrity emerged as a comprehensive theme incorporating 
reliability, validity, credibility, accountancy, accuracy and 
verifiability. Experts consistently remarked that digital public 
services must be “secure, accountable, transparent, and 
reliable,” while emphasising the importance of “ensuring data 
validity and data integrity”. These insights suggest that integrity 
is the backbone of trustworthy systems, covering technical 
correctness and ethical stewardship. In public sector 
applications, data integrity is essential to uphold service 
productivity. 

Moreover, ensuring integrity is closely linked to building 
trust and institutional legitimacy. Experts conveyed that 
improving data integrity is vital “to build trust and credibility” 
and “enforce accountability”. They also highlighted accurate 
data input and verifiability as prerequisites for maintaining 
stakeholder confidence. This reflects a recognition that integrity 
encompasses both accuracy and the perception of fairness. 
Consequently, designing systems that ensure and demonstrate 
integrity is essential for public accountability and trust. 

The availability of data consistently emerged as a 
foundational requirement for effective digital systems. Experts 
emphasized that “making data consistently available is… a 
cornerstone for data sharing”, and that stakeholders must be 
“able to control data access in and out”. These findings highlight 
the importance of both technical accessibility in ensuring 
functional utility. In environments where timely information is 
critical—such as governmental decision-making systems—any 
interruption in availability could severely undermine operational 
effectiveness, as shown in Fig. 5. 
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Fig. 5. Thematic analysis result for availability. 

In addition, one expert remarked that “participants trust that 
the data being shared is accurate and consistent”, illustrating 
how availability underpins both confidence in e-government 
systems and their actual performance. This implies that design 
strategies aimed at ensuring continuous access must also 
safeguard data integrity. Ensuring consistent availability thus 
fosters not only immediate usability but also long-term trust and 
system credibility. 

The analysis also revealed decentralisation as a theme in the 
blockchain-based data sharing security factors. Expert 3 
emphasised that blockchain "unlocks the full potential… to 
deliver credible, real-time, and decentralised data sharing across 
industries", highlighting the importance of decentralised 
infrastructure for enhancing transparency and credibility. 
Similarly, Expert 6 noted that "fault tolerance and decentralised 
enable recovery and readiness data", indicating that 
decentralisation also contributes to system robustness and 
continuity. These statements were coded under "Decentralise" 
and contributed to the overarching theme of Decentralise, which 
encompasses both technical and operational benefits of 
decentralised systems. Additional insights from Expert 3 
regarding "distributed ledger architecture" and from Expert 5 
referencing data being "securely stored in a separate location" 
were coded as "Distributed", reinforcing the decentralised 
theme. Collectively, the data suggest that experts view 
decentralisation not only as a structural feature of blockchain but 
also as a critical enabler of data security, trust, and recovery in 
digital systems. 

The theme of immutability strongly reflects the necessity for 
data permanence and trustworthiness. Experts stated that 
systems “increase data immutability and integrity in data 
sharing,” and underscored that “data has not been altered since 
it was recorded”. These remarks reinforce the foundational role 
of immutability in preventing data tampering and ensuring 
historical fidelity. Particularly in contexts where auditability and 
legal reliability are paramount, immutability provides a 
cornerstone for data assurance. Additionally, immutability 
contributes significantly to stakeholder confidence in digital 
systems. One expert described how shared data remains 
“accurate, tamper-proof, and verifiable”, and others emphasised 
that increased immutability enhances security. This indicates 
that immutability is not merely a technical attribute but a trust-
building mechanism. Robust systems that guarantee 
unchangeable data records foster accountability and reduce risks 
of dispute. By anchoring data sharing in irreversible records, 
immutability ensures that systems remain reliable and 
transparent over time. 

The theme of interoperability underscores the necessity for 
seamless collaboration and integration among systems, 
stakeholders, and technologies. It is widely acknowledged that 
achieving effective interoperability hinges not only on technical 
compatibility but also on cooperative alignment. Experts 
emphasised that "harmonising processes among systems 
develops protocol standardisation, which is one of the key 
interoperability security factors", and that “collaboration fosters 
mutual understanding and cooperation, which are essential for 
successful data sharing”. These statements highlight the critical 
importance of cooperation in overcoming fragmented digital 
ecosystems. By drawing on these expert insights, it becomes 
clear that interoperability is best achieved when technical 
solutions are complemented by institutional coordination and 
mutual trust. 

Furthermore, interoperability is presented not merely as a 
technological challenge but as a governance and coordination 
concern. Experts observed that “data integration provides 
meaning” and that interoperability “enables effective 
interoperability” when paired with trust and collaboration. 
These observations suggest that interoperability facilitates both 
system-level efficiency and stakeholder confidence. When 
systems are interoperable, they reduce redundancy, improve 
data accuracy, and accelerate decision-making processes—
benefits that are particularly vital in complex environments such 
as government agencies. In light of this, effective 
interoperability must be carefully aligned with governance 
frameworks, standardisation efforts, and stakeholder 
collaboration to support robust digital transformation. 

Transparency emerged as a foundational theme, closely 
associated with trust and accountability in digital governance. In 
Fig. 6, experts repeatedly emphasised the need for transparency, 
asserting that it is “essential for ensuring that digital public 
services are secure, accountable, transparent, and reliable”, and 
that “seamless data sharing enforces protocol-level 
transparency”. These assertions demonstrate that transparent 
processes are indispensable for institutional integrity and public 
trust. Moreover, the phrase “ensuring transparency and 
accountability in data-sharing practices” captures the broader 
expectation that transparency enhances not only visibility but 
also procedural fairness and legitimacy in public services. 

 
Fig. 6. Thematic analysis result for transparency. 

Beyond enhancing public confidence, transparency is 
pivotal in preventing misuse and improving oversight. The 
remark that “transparency block information—not data or 
information” provides a nuanced understanding that 
transparency in data sharing should be structured: it should be 
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purposeful and controlled rather than indiscriminate. In other 
words, transparency involves enabling authorised access and 
traceability rather than full exposure. In government contexts, 
this structured transparency ensures that systems remain secure 
while still being open to necessary scrutiny. Thus, transparency 
supports democratic principles, fostering fairness, 
accountability, and informed participation in the digital era. 

Governance surfaced as a comprehensive theme 
encompassing policy, regulation, standardisation, and control. 
Experts cautioned that “without effective data security, e-
government governance becomes vulnerable, non-compliant, 
and unsustainable”, and emphasised how “trusted data helps 
organisations comply with industry regulations and standards”. 
These assertions emphasise that governance frameworks 
provide the underpinning for data stewardship and legitimacy in 
data sharing systems. The capacity for systems to meet legal and 
ethical standards is contingent upon governance structures that 
enforce accountability and continuity. 

In parallel, governance involves harmonisation and 
administrative clarity across organisational boundaries. One 
expert noted that “well-defined policies protect sensitive 

government information from unauthorised access or misuse”, 
while another remarked that “harmonised processes help 
different administrative zones operate under a common 
standard”. These insights suggest that governance extends 
beyond regulatory compliance to include operational coherence. 
Effective data sharing security governance, therefore, requires 
both policy articulation and cross-institutional coordination to 
support integrated, secure, and sustainable e-government 
ecosystems. 

In Fig. 7, the thematic analysis maptree shows the themes of 
factors and codes for subfactors that have been extracted from 
the interview transcript. The confidentiality theme has shown 
the most quoted code, with trust recording the highest quote of 
74. The accuracy code recorded 34 quotes, followed by integrity 
32 quotes and reliability 31 quotes under the integrity themes. 
The immutability themes recorded 27 quotes for each 
immutability and temper-proof. The transparency themes 
recorded 27 quotes, while the auditability themes recorded 16 
quotes for traceability and 15 quotes for auditability. The 
availability themes and quotes recorded 21 transcripts. The 
governance themes recorded 13 quotes for standardisation and 9 
for regulation quotes. The decentralised themes and quotes 
recorded 12, followed by the distributed code for two quotes. 

 
Fig. 7. Maptree thematic analysis. 
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D. Content Validity Results 

The results of the content validity for the security factors are 
referred to Table II: The definition and formula were based on 
the recommendation by Lynn (1986), Davis (1992), Polit & 
Beck (2006) and Poliy et al. (2007), as cited in [42]. 

The confidentiality sub-factor in Table IV demonstrates 
generally high content validity with slight variation across sub-
factors. Most items, including Trust between Parties, Privacy, 
Data Confidentiality, Data Ownership, Authentication, 
Authorisation, Secure Access Control, and Identity Security, 
achieved I-CVI values of 1.00, reflecting unanimous agreement 
on their relevance. However, the sub-factor Data Sovereignty 
received a slightly lower I-CVI of 0.83, indicating partial expert 
divergence. 

TABLE IV.  I-CVI RESULT FOR CONFIDENTIALITY 

Factors Sub-Factor I-CVI 
Accept 

/Reject 

Confidentiality 

i. Trust between parties 1.00 Accept 

ii. Privacy 1.00 Accept 

iii. Data Confidentiality 1.00 Accept 

iv. Data Ownership 1.00 Accept 

v. Authentication 1.00 Accept 

vi. Authorisation 1.00 Accept 

vii. Secure access control 1.00 Accept 

viii. Identity security 1.00 Accept 

ix. Data sovereignty 0.83 Accept 

TABLE V.  I-CVI RESULT FOR AVAILABILITY 

Factors Sub-Factor I-CVI 
Accept / 

Reject 

Availability 

i. Information-Sharing 

Across Organisations 
1.00 Accept 

ii. Data Consistently 

Available 
1.00 Accept 

iii. Data Usability 1.00 Accept 

The findings presented provide compelling evidence of 
strong content validity for the availability sub-factor in Table V. 
All three sub-factors, Information-Sharing Across 
Organisations, Data Consistently Available, and Data Usability, 
achieved an I-CVI score of 1.00, which indicates unanimous 
expert agreement regarding their relevance to the construct 
under investigation. In addition, the scale-level indices further 
reinforce this conclusion.  Consequently, the factor of 
availability, supported by its sub-dimensions, can be considered 
to exhibit excellent content validity. 

The integrity sub-factors in Table VI demonstrate very high 
levels of content validity across a comprehensive set of sub-
factors. Items including Ensuring Data Integrity, Protecting Data 
Integrity, Using Single Source of Truth, Trustworthiness of 
Data, Verifying Authenticity, Accuracy of Data, Use of 
Validation, Reducing Fraud, Trust of Data Integrity, 
Accountability of Data, Authenticity of Source, and Reliability 
of Data Sources/Used all scored I-CVI values of 1.00. The item 

Specificity of Data scored slightly lower at 0.83, suggesting 
modest divergence among experts. 

TABLE VI.  I-CVI RESULT FOR INTEGRITY 

Factors Sub-Factor I-CVI 
Accept 

/ Reject 

Integrity 

i. Ensuring Data Integrity 1.00 Accept 

ii. Protecting Data Integrity 1.00 Accept 

iii. Using Single Source of Truth 1.00 Accept 

iv. Trustworthiness of Data  1.00 Accept 

v. Verifying Authenticity 1.00 Accept 

vi. Accuracy of Data  1.00 Accept 

vii. Specificity of Data  0.83 Accept 

viii. Use of Validation 1.00 Accept 

ix. Reducing Fraud 1.00 Accept 

x. Trust of Data Integrity 1.00 Accept 

xi. Accountability of Data  1.00 Accept 

xii. Authenticity of source 1.00 Accept 

xiii. Reliability of data Sources 1.00 Accept 

xiv. Reliability of Data Used 1.00 Accept 

The decentralisation factor in Table VII exhibits excellent 
content validity with unanimous expert agreement across all 
sub-factors. Items such as Distributed Data Recovery, 
Decentralising Property Rights, and Large-Scale Data Security 
Management each achieved I-CVI scores of 1.00, confirming 
their full relevance. With no sub-factor requiring revision, this 
construct stands as one of the strongest validated domains in the 
study, reinforcing its importance in addressing issues in data 
sharing security. 

TABLE VII.  I-CVI RESULT FOR DECENTRALISATION 

Factors Sub-Factor I-CVI Accept 

Decentralisation 

i. Distributed Data 

Recovery 
1.00 Accept 

ii. Decentralising Property 

Rights 
1.00 Accept 

iii. Large-Scale Data 

Security Management 
1.00 Accept 

The immutability sub-factors in Table VIII show strong but 
slightly less consistent content validity compared with other 
factors. Sub-factors such as Reducing the Need for Trusted 
Third Parties, Data Protection Security, Tamper-Proof Record, 
Resistance to Attacks, and Non-Temperable Properties achieved 
I-CVI scores of 1.00, signifying agreement of expert 
endorsement. However, Isolating Data and Blocking Data 
Properties received slightly lower I-CVI values of 0.83, 
reflecting minor divergence. 

Transparency and its sub-factors result in Table IX, shows a 
strong but not unanimous validity across its sub-factors. Items 
including Need for Greater Transparency, Seamless Data 
Sharing, Secure Transaction Visibility, and Allowing 
Traceability achieved I-CVI values of 1.00, reflecting complete 
expert agreement. The item Openness of Data scored slightly 
lower at 0.83, suggesting minor divergence in views. 
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TABLE VIII.  I-CVI RESULT FOR IMMUTABILITY 

Factors Sub-Factor I-CVI 
Accept / 

Reject 

Immutability 

i. Reducing the Need for 

Trusted Third Parties 
1.00 Accept 

ii. Data Protection Security 1.00 Accept 

iii. Tamper-Proof of Record 1.00 Accept 

iv. Resistance to Attacks 1.00 Accept 

v. Isolating Data  0.83 Accept 

vi. Blocking Data Properties 0.83 Accept 

vii. Non-Temperable 1.00 Accept 

TABLE IX.  I-CVI RESULT FOR TRANSPARENCY 

Factors Sub-Factor I-CVI 
Accept / 

Reject 

Transparency 

i. Need for Greater Transparency 1.00 Accept 

ii. Seamless Data Sharing 1.00 Accept 

iii. Secure Transactions Visibility 1.00 Accept 

iv. Allowing Traceability 1.00 Accept 

v. Openness of Data  0.83 Accept 

TABLE X.  I- CVI RESULT FOR INTEROPERABILITY 

Factors Sub-Factor I-CVI 
Accept / 

Reject 

Interoperability 

i. Data Integration 

between parties 
1.00 Accept 

ii. Harmonizing 

Processes 
1.00 Accept 

iii. Standardization 

Integration of system 
1.00 Accept 

iv. Collaboration of 

parties 
1.00 Accept 

Interoperability sub factors shows in Table X demonstrates 
a solid content validity across its four sub-factors. Items Data 
Integration between Parties, Harmonising Processes, 
Standardisation of System Integration, and Collaboration of 
Parties each obtained I-CVI scores of 1.00, indicating all expert 
agreement. 

The auditability sub factors construct in Table XI shows 
robust content validity, as reflected in unanimous expert 
agreement across all sub-factors. The items “Ability to Track 
Transactions”, “Ability to Retain Transactions”, and “Allowing 
Transaction Traceability”, each received an I-CVI score of 1.00, 
which signifies complete endorsement of their relevance. 

TABLE XI.  I-CVI RESULT FOR AUDITABILITY 

Factors Sub-Factor I-CVI 
Accept / 

Reject 

Auditability 

i. Ability to Track 

Transactions 
1.00 Accept 

ii. Ability to Retain 

Transactions aligning 
1.00 Accept 

iii. Allowing Transaction 

Traceability 
1.00 Accept 

Governance sub-factors in Table XII also shows perfect 
content validity across all of its 6 evaluated sub-factors. The 
items Data Sharing Governance, Data Sharing Policy, 

Uniformity in Protocols, Security Controls, Regulatory 
Compliance, and Legal Data Security Applicability all received 
I-CVI scores of 1.00, demonstrating full agreement on their 
relevance. 

TABLE XII.  I-CVI RESULT FOR GOVERNANCE 

Factors Sub-Factor I-CVI 
Accept 

/ Reject 

Governance 

i. Data sharing governance 1.00 Accept 

ii. Data sharing Policy 1.00 Accept 

iii. Uniformity in protocols 1.00 Accept 

iv. Security controls 1.00 Accept 

v. Regulatory Compliance 1.00 Accept 

vi. Legal Data Security 

Applicability 
1.00 Accept 

The findings provide strong evidence that governance is a 
critical and clearly defined construct within blockchain-based e-
government security frameworks. 

Table XIII shows the scale level of Content Validity of the 
main factors and the experts' agreement across all sub-factors in 
the main factors and the Universal Agreement Result for the 
main Factors. The result for The S-CVI/UA of confidentiality is 
0.89, showing that most, but not all, items achieved universal 
agreement, but were acceptable based on a minimum score of 
0.80. Despite this, the results confirm that confidentiality is 
broadly supported as a critical security dimension. The findings 
suggest that while the majority of sub-factors are conceptually 
robust, specific elements like data sovereignty may require 
refinement to ensure greater consensus. Nevertheless, the 
integrity factor achieved an S-CVI/Ave of 0.99 and an S-
CVI/UA of 0.93, both exceeding recommended thresholds of 
0.80. These results confirm that integrity is a well-validated and 
indispensable dimension in blockchain-based secure data 
sharing, encompassing accuracy, reliability, and authenticity of 
data. 

TABLE XIII.  S-CVI/UA AND S-CVI/AVE RESULT FOR 9 MAIN FACTORS 

Factors S-CVI/UA 
Accept / 

Reject 

S-

CVI/Ave 

Accept / 

Reject 

Confidentiality 0.89 Accept 0.98 Accept 

Integrity 0.93 Accept 0.99 Accept 

Availability 1.00 Accept 1.00 Accept 

Decentralisation 1.00 Accept 1.00 Accept 

Immutability 0.71 Reject 0.95 Accept 

Transparency 0.80 Accept 0.97 Accept 

Interoperability 1.00 Accept 1.00 Accept 

Auditability 1.00 Accept 1.00 Accept 

Governance 1.00 Accept 1.00 Accept 

Both the S-CVI/Ave (1.00) and the S-CVI/UA (1.00) for 
availability demonstrate complete alignment across the expert 
panel, thereby confirming that the availability construct is 
robustly represented within the measurement framework. The 
results are consistent with methodological expectations that 
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universal agreement across multiple experts provides a strong 
basis for accepting items without revision. At the aggregated 
level, the decentralised factor validity for both the S-CVI/Ave 
(1.00) and S-CVI/UA (1.00) indicates complete consistency 
among the experts. These results suggest that decentralisation is 
conceptually well-defined and universally recognised by experts 
as a core attribute of blockchain-driven e-government data 
sharing. 

The overall S-CVI/Ave for Immutability is 0.95, indicating 
a strong average agreement, yet the S-CVI/UA of 0.71 reveals 
that the factors did not reach universal consensus, as the 
minimum score should achieve 0.80.  At the scale level, the 
transparency factor attained an S-CVI/Ave of 0.97, which is well 
above the recommended threshold, but the S-CVI/UA of 0.80 
indicates that universal agreement was achieved at par.   At the 
scale level, the S-CVI/Ave (1.00) and S-CVI/UA (1.00) confirm 
the consensus across the experts, validating the construct of the 
interoperability factor as conceptually coherent and practically 
relevant. The overall S-CVI/Ave (1.00) and S-CVI/UA (1.00) in 
auditability factors demonstrate perfect consensus at the scale 
level, indicating that every expert perceived these dimensions as 
essential elements of auditability. This unanimity is further 
validated by an S-CVI/Ave of 1.00 and an S-CVI/UA of 1.00, 
both of which confirm the consensus across the expert panel for 
the governance factor. 

V. DISCUSSION 

A. Theoretical Implications 

The combined findings from the thematic analysis and 
content validity assessment offer a meaningful theoretical 
contribution to the understanding of secure data sharing in the 
public sector. By synthesising expert insights, the study 
advances existing knowledge on blockchain-enabled data-
sharing systems, uncovering recurring patterns, experiential 
perspectives, and thematic constructs that inform the validation 
of security frameworks. The integration of thematic analysis 
with an empirically driven content validation approach enhances 
both conceptual coherence and methodological rigour, thereby 
providing a solid foundation for future theoretical development 
and scholarly discourse in the field of blockchain-based data 
sharing. 

Consistent with existing literature, the findings of the themes 
from grounded theory reinforce that trust remains the most 
prominent concern in blockchain-based data sharing for e-
governance. In addition, the study affirms experts’ acceptance 
of key factors such as immutability, interoperability, and 
governance, all of which are integrated within a cohesive 
structure. The interconnected nature of these themes strengthens 
and refines existing theories on blockchain-based data-sharing 
security. Notably, the identification of accountability and 
governance as central constructs further enriches theoretical 
discourse on the application of decentralisation technologies in 
public administration. In summary, the research addresses a 
critical gap by offering a theoretically grounded and practice-
informed framework for understanding secure data sharing in 
blockchain-enabled e-government systems. 

Complementing these thematic insights, the Content 
Validity Index (CVI) findings contribute significantly to the 

refinement and validation of the core constructs underpinning 
secure data sharing via blockchain in e-government. The 
confirmation of factors such as confidentiality, integrity, 
availability, decentralisation, immutability, auditability, 
interoperability, transparency, and governance adds empirical 
depth to the theoretical base. As emphasised in the instrument 
development literature, content validation is essential to ensure 
that abstract constructs are operationalized with precision and 
consistency. By incorporating both I-CVI and S-CVI measures, 
this study enhances methodological rigour and demonstrates 
how triangulated expert consensus can bridge previously 
identified methodological gaps. Moreover, the findings reveal 
nuanced theoretical distinctions, such as the weaker consensus 
observed in the sub-factors of immutability and transparency 
which highlight the need for continued theoretical refinement 
and contextual adaptation of emerging security constructs. 

Ultimately, the validated prominence of these security 
factors reflects a strong expert consensus on the essential 
requirements for secure data sharing in blockchain-enabled e-
government applications. These validated constructs serve as 
concrete theoretical foundations for understanding and 
designing secure data-sharing mechanisms in public-sector 
blockchain systems. By employing both thematic analysis and 
content validity techniques, this research bridges a notable 
methodological gap in the literature, offering a robust and 
rigorous basis for advancing theoretical development in the 
domain of public sector blockchain security. 

B. Practical Implications 

Building on prior insights, the integration of thematic 
analysis and content validity assessment offers an enhanced 
practical contribution to the implementation of secure data 
sharing in the public sector. This study advances applied 
knowledge by preparing the approach from the real-world 
experiences and expert evaluations of blockchain deployment 
within public governance contexts. By combining qualitative 
thematic insights with empirically validated security constructs, 
the research provides a more robust foundation for guiding the 
design, development, and operationalization of blockchain-
enabled data-sharing solutions. 

From a practical perspective, the thematic findings offer 
actionable insights for policymakers, system architects, and 
public administrators engaged in data sharing security for digital 
transformation initiatives. The identification of key themes, 
confidentiality, integrity, availability, decentralisation, 
immutability, auditability, interoperability, transparency, and 
governance provides a framework for designing secure, citizen-
centric data sharing systems. Specifically, the findings suggest 
that the incorporation of decentralisation and auditability 
mechanisms can significantly enhance data security and 
institutional trust. This implies that decision-makers should 
prioritise technologies that support tamper-proof records, 
controlled access, and transparent data flows. In addition, the 
emphasis on governance, interoperability, and regulatory 
compliance underscores the importance of aligning digital 
systems with legal and administrative policy frameworks. These 
insights are significantly relevant for e-government platforms 
where data sovereignty and trust are paramount. Furthermore, 
the thematic framework can be used as a diagnostic tool for 
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evaluating the readiness and resilience of secure data-sharing e-
government systems. 

The validated framework using content validity provides 
stakeholders and practitioners with a reliable foundation for 
secure data sharing for e-government systems implementation. 
The confirmation of strong content validity across most security 
factors means that decision-makers can draw on a structured set 
of indicators to guide system architecture, regulatory 
compliance, and policy development. As has been argued in 
applied research, the translation of validated constructs into 
practice enhances the credibility and sustainability of 
interventions. By identifying universally accepted elements such 
as data confidentiality, auditability, and interoperability, the 
study offers practitioners actionable criteria for designing 
systems that inspire security and trust. At the same time, the 
partial divergence observed in immutability and transparency 
highlights areas requiring refinement before operational 
deployment, ensuring that practical applications remain adaptive 
and responsive to contextual challenges. Ultimately, the findings 
strengthen the link between theoretical constructs and real-world 
design, supporting the creation of blockchain-enabled 
governance infrastructures that are both secure and citizen-
centric. 

The validated security factors provide a reliable checklist for 
designing and evaluating blockchain-based data sharing systems 
for implementation in the public sector. Emphasising factors like 
governance and confidentiality can enhance compliance and 
trust, especially in multi-agency or cross-agency data sharing. 
The validated item can be directly included in the current 
blockchain roadmap or data sharing policy to ensure the 
objective and target for a trusted, secure e-government service 
can be upheld. For instance, their relevance must be translated 
effectively to non-technical stakeholders. Thus, the study 
provides a practical roadmap for implementing secure data-
sharing e-government systems in public sector environments. 

The BSDSF integrates both traditional information security 
principles (Confidentiality, Integrity, Availability) and 
blockchain-specific properties (Decentralisation, Immutability, 
Transparency, Auditability, Interoperability, Governance). The 
unique blockchain security properties, particularly immutability, 
decentralised trust, built-in auditability, and consensus-based 
integrity, extend beyond the capabilities of traditional 
distributed databases. These properties make blockchain 
particularly suitable for secure, multi-agency data sharing in e-
government environments, where trust, accountability, and 
regulatory compliance are critical. 

C. Limitations and Future Research 

Although the expert panel included a diverse range of 
perspectives, the relatively small number of experts from the 
public sector may limit the generalizability of the findings to 
broader e-government contexts. Moreover, the study primarily 
assessed the perceived relevance and conceptual clarity of the 
security factors, rather than evaluating their practical 
effectiveness in real-world implementations. As such, the 
operational impact of each factor within live or simulated e-
government environments remains unexplored. To strengthen 
the practical applicability of these findings, future research 
should consider field-based validation, pilot implementations, or 

simulation-driven testing to assess how these security constructs 
perform under actual system conditions. The approaches would 
provide deeper insight into the usability and contextual 
applicability of the proposed framework with a suitable, 
validated, reliable instrument, thereby advancing both 
theoretical understanding and implementation readiness. 

VI. CONCLUSION 

This study set out to conduct methodological triangulation 
using thematic analysis for qualitative data and Content Validity 
Index to empirically validate the key security factors that 
underpin data sharing in blockchain-based e-government 
applications. Through an open-ended questionnaire interview 
and a structured content validity approach involving expert 
evaluation, the research identified a set of high-priority factors: 
confidentiality, integrity, availability, decentralisation, 
interoperability, transparency, auditability, and governance that 
are both relevant and clearly understood across experts. The 
immutability factors have been accepted as one of the security 
factors because they have been accepted as important security 
factors by the expert review interview in thematic analysis. 

TABLE XIV.  FACTORS STATUS 

Factors 
S-

CVI/UA 

S-

CVI/Ave 
Status 

Confidentiality 0.89 0.98 Accepted 

Integrity 0.93 0.99 Accepted 

Availability 1.00 1.00 Strongest Consensus 

Decentralisation 1.00 1.00 Strongest Consensus 

Immutability 0.71 0.95 Reject / Refine 

Transparency 0.80 0.97 Accepted 

Interoperability 1.00 1.00 Strongest Consensus 

Auditability 1.00 1.00 Strongest Consensus 

Governance 1.00 1.00 Strongest Consensus 

The key contributions of this study are the integration of 
traditional information security principles with blockchain-
specific security attributes. The BSDSF extends the traditional 
Confidentiality, Integrity and Availability (CIA) model by 
incorporating blockchain-specific factors, including 
decentralisation, transparency, interoperability, auditability, and 
governance. Based on Table XIV, five factors that is 
Availability, Decentralisation, Interoperability, Auditability and 
Governance have the strongest consensus. The Confidentiality, 
integrity, and transparency are accepted, while the immutability 
needs to be refined. Interestingly, while immutability is a core 
blockchain feature, it failed the Universal Agreement (UA) 
threshold ($S-CVI/UA < 0.80$). This suggests experts have 
diverging views on how "permanent" data should be in a 
government context, possibly due to "right to be forgotten" 
regulations or data correction needs. 

The thematic analysis revealed that Trust was the most 
frequently quoted code (74 quotes), highlighting that technology 
alone is insufficient without institutional and interpersonal trust. 
The research also provides evidence-based framework 
development through multi-method validation. The blockchain 
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frameworks are proposed, derived from a multi-method research 
design involving: 

• Systematic Literature Review (SLR) to identify security 
factors. 

• Thematic analysis to synthesise conceptual constructs. 

• Expert validation using Content Validity Index (CVI). 

The framework offers a holistic perspective that bridges the 
gap between information security theory and distributed ledger 
technology. 

By applying the Item Content Validity Index (I-CVI) and 
Scale Content Validity Index (S-CVI) methodology, the study 
enhances the methodological rigour of information systems 
research and provides a replicable framework for future 
validation efforts. In summary, this study not only refines the 
conceptual landscape of blockchain security in e-government 
but also lays the groundwork for more secure, transparent, and 
citizen-centric digital governance. Based on the above approach, 
we can conclude that the thematic analysis with content validity 
index of I-CVI, S-CVI/Ave, and S-CVI/UA has met a 
satisfactory level of content validity. 
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