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Abstract—Phishing cyber-hazards, which are a correct cyber
threat to audit, monitoring, control, and data acquisition systems
in the digitalization environment, are aimed at misleading
participants in a complex system and editing personal
digitalization data through unauthorized access. In the research
work, functioning tables, production rules, algorithmic and
mathematical modeling apparatus are used as a foundation for
formulating, analyzing, and synthesizing the discrete adaptive
behavior oflarge systems. In the scientific practicalresearch work,
phishing identification technologies based on production rules are
implemented in solving a scientific problem by integrating access
to digitalization resources into control and/or management
operations and/or processes. In this research, a set of production
rules is created to identify malicious and legitimate resources from
URLSs, URL features are extracted from a dataset of trusted
platforms based on algorithmization, and logical rules are
generated fromthese features; the authenticity of the URLs is then
verified using this rule set. The results are compared with other
existing models and algorithms, and two different approaches to
generating production rules are developed. The study also
develops a logical model for building a knowledge base from URL
features and demonstrates the representation of malicious attacks
through logical implications, conjunctions, and disjunctions.
Finally, it tests optimized expressions based on monotone Boolean
functions and their perfect disjunctive normal form (CDNF)on an
independent test dataset in order to select the most efficient rule
system.

Keywords—Petri nets; phishing; production rules; URL;
functioning table

I INTRODUCTION

With the development of cyberspace in the world, the rapid
development of digitalization based on production rules, and the
continuous development and expansion of big messages and
large-scale digitalization of systems, systematic and
structurization phishing cyber-hazards are among the cyber
threats that affect or weaken the security measures of
digitalization and complicated cyber-hazard detection systems,
and the emergence of modified cyber hazards with improved
attack potential is leading to combined attacks.

These production rules are proposed in the context of
attempts or actions to gain unauthorized access to the structure
of'identification data and passwords of participants in complex
cyber systems, which allows cybercriminals to gain access to
highly sensitive information such as personal digital data,

financial and economic digital data and other confidential
communications based on unclear processing.

Phishing attacks in cyberspace are a modern trend in
cyberspace, which is why a serious violation of the
confidentiality of personal digital information can lead to
unexpected situations, leading to the failure ofthe architecture
of the systemand significant economic and/or financial losses.
The attacks are aimed at disrupting the dependability of
technological procedures and/or disrupting the normal
realization of intellectualization and digitalization events. In this
event, it is important to guarantee that the mechanisms for
controlling and/or managing permission for notes are in places
are effective in combining continuous monitoring and/or
auditing of security incidents, as well as to take important steps
in the algorithmic design and implementation of identification
systems. These complex systems can be considered a modern
requirement for early detection of phishing attacks, analysis and
prevention of their causes, mathematical support for stable
systemoperation,and minimizing the negative effects thatoccur
in complex cyber infrastructures. The identification mechanisms
developed in the next step form the scientific and practical basis
for the application of simulating and imitation instruments used
to evaluate, optimize, and validate key security solutions at the
algorithmic design stage before their practical application.

Algorithmic modeling and algorithmization in cyberspace
are the expression of security tasks for algorithmic design in
modern information protection, the formal basis of protection
logic in digital computing systems operations, the optimization
of production rules describing system states, events and
corresponding security responses, the algorithmization process
for phishing-related threats, the decomposition of complicated
anti-phishing tasks into elementary functional items, the
organization of items into security solutions application of
parallel events, synchronization, imitation modeling scientific
ways, the generation of optimized rule-based imitation models,
the generation of flexible, resilient anti-phishing protection
systems, the possibility of visualizing system behavior in
various attack scenarios in real cyber environments, supporting
simulation and verification procedures.

One of the comprehensive elements with a wide range of
coverage for simulating and synthesizing, and analyzing
complicated cyber hazards detection systems is a functioning
table. It composites ways to structural, graphical, mathematical
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and systematic simulating, ensuring a correct definition of
adaptive events. The functioning table not only applies as a
fundamental for synthesizing the act of permission management
structures, but also contributes to the algorithmic simulation or
structuring of missions in combination with their construction
and development of settings [13, 14].

Composing algorithmic simulating, imitation, and
mathematical techniques enables contemporary probability
frameworks to generate fixed and highly successful anti-
phishing cybersecurity solutions. These actions highlight the
importance of joining fundamental structures, conceptual
details, and empirical technologies to supply reliable
cybersecurity.

II. RELATED WORKS

The dangers of phishing are becoming an increasingly
crucial cybersecurity risk, and more research and experiments
are focused on constructing techniques to detect, identify, and
preventthem. In this context, Petri nets have proven to be a vital
tool for simulating, evaluating, and assessing cyberspace-related
structures and substructures, such as those related to permission
control and/or access control, cybersecurity, and/or information
security [10]. This analytical and structural review of scientific
and academic sources systematically analyzes and synthesizes
various practical-fundamental approaches and ways to
implement the identification of cybersecurity [11] sensitive
features in cyberspace in a fundamental and innovative way,
including the practical and innovative application of Petri nets.
Mathematical and logical-algebraic simulation technological
methods, along with structural and functional structural analysis
or synthesis, are considered to play a key rolein the investigation
of the mechanisms of sustainable resilience, adaptability,
dynamics, management, control and regulation of systems or
structures, and the identification and determination of effective
strategic actions to reduce the risks of phishing in the structural
and structural elements of the system [15]. The fundamental
experimental research conducted by Yu, Wangyan, and
colleagues (2024) achieves this goal by synthesizing the
innovative fundamental application of dynamic adaptive
optimal decomposition and colored Petri nets (CPN) in the
structural systems of electronic toll collection in digital
computing environments installed in cyberspace. In the context
of innovative adaptation to the progressively developing
implementation characteristics of cyber threats, such as the
behavior of phishingattacks in cyberspace, applied -fundamental
research supports the demonstration of the practical potential of
Petri nets in the formation of descriptions of complex composite
structural systems, in which the main fundamental-innovative
operations include mathematical logic, adaptively adapting to
the dynamic behavior and algorithmic state of implementation.
This innovative-fundamental approach technology combines the
graphical representation of mathematical networks with the
technical practice of dynamic and adaptive decomposition in a
modern digital society, which supports the possibility of
validating the systematic robustness of a system capable of self-
development in various virtual and digital environments. The
resulting part of the study supports the understanding of the
research mechanisms used in the implementation and
identification of potential cyberspace threats based on a deeper
synthesis ofthe current state of the art. Gelen and igmez (2024)
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suggest a Petri net-based treatment for task planning and legal
administration of robotic assembly structures [16]. The
scientific-fundamental approach to cyberspace research can be
significantly expanded to support the implementation of
systematic, analytical, automated systematic digitization of
composite and combined threats that are considered harmful to
the nuclear sphereof cybersecurity, suchas phishing, in the form
of identification and synthesis of responses. It is experimentally
proventhatwhen a threat is detected in cyberspace, the system
can be established and adjusted using mathematical tools,
maintaining the sequence of each step, while maintaining a
consistent and logical connection of each step. Such a research
method steadily monotonically increases the structurally
generalized complex strength of the system and reduces the
probability of successful phishing cyberattacks in cyberspace,
which have significant practical damage in practice and are
studied [1].

To determine the resilience of access management
structures, Yang and Hu (2024) study role-based access control
(RBAC) and restriction enforcement [17]. Researchers are
performing research analysis and synthesis with the aim of
providing the ability to implement Petri nets in mathematical
logic as well as fundamental mathematical programming, in
order to demonstrate that such structured systems can withstand
various cyberthreats in cyberspace, such as phishing
cyberattacks, while maintaining their adaptiveness. Here, the
scientific research work provides support for the algorithmic
implementation of complex logical strict constraints that restrict
access and permissions to confidential data within the structured
system, only to authorized participants, which is an algorithmic
logical critical measure for identifying and protecting against
cyber threats with complex phishing dependencies occurring in
cyberspace.

Liu (2024) studies the opacity testing of archival structures
utilizing constrained Petri net labels, which is relevant for
providing that sensitive messages in archival structures are
protected from unauthorized access. This innovative scientific
research specifically applies the correct sequence of actions to
malicious phishing and composite threats in cyberspace that
attempt to trick participants in a structured system into
disclosing mathematically-based authentication digital
information to control access to electronic business data
resources or stored confidential data repositories [18].

Anguiano-Gijon et al. (2024) scientifically study a series of
algorithmic regulations and regulative management strategies
based on Petri nets, while preserving the mathematical essence
of their implementation in complex automated information
systems in cyberspace [19]. Their scientific and innovative
research introduces a scientific and innovative approach to the
implementation of dynamic regulatory —management
mechanisms capable of monitoring the complex state of the
system and responding to potential threats in cyberspace in an
efficient and algorithmic manner.

The use of Petri nets to imitate cyber-hazards is extended by
Petty etal (2024), who ensure practical instruments for imitating
the dynamics of phishing and other forms of adversarial action
[20]. Innovative-fundamental research can be aimed at
improving Petrinetsin a logical sequence, optimally minimizing
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the development of systems with structural performance
capabilities that perform proactive and active protection
measures against phishing in cyberspace, using innovative-
mathematical methods, cyclically repeating the progressive
spread of cyberthreats and, in this case, supporting the empirical
assessment of the effective impact on the functions of the
generalized structural system [2].

Yang et al (2024) investigate a dynamic or adaptive Petri
net-based approach to structure message safety [21]. The
authors' collective ideological idea is that the identification
systems of cybersecurity threats based on Petri nets using
mathematical tools can effectively and rationally solve phishing
and other complex cyber threats with minimal effort in the
digital and cyberspace environment, while maintaining the
inherent, self-algorithmic nature of cyberspace, and achieve a
sufficiently progressive level of scientific and innovative
development. In this context, there is a strong need for methods
of structural protection of communicationin real time, which are
stable in dynamic changes depending on the conditions, without
violating the sequence, while maintaining the sequence.
Scientific and innovative research shows that modern digital
securitymodelsneed to be in a sequence of flexibleand adaptive
control in cyberspace, which supports them in identifying and
reactively responding to fundamentally progressive phishing
identification and attack techniques [3].

The reliability and robustness of intelligent digital transport
automated structural systems in cyberspace have been
scientifically and innovatively studied using the important
generalized stochastic Petri nets in empirical studies. This
technological method provides a sequence of concepts for the
algorithmicdevelopment and adaptive control of complex cyber
threats [7-9] that cause damage to cyberspace, such as phishing
and trust-based cyberattacks with a strong damage domain. In
the era of the digital economy, it emphasizes the need for
systems to dynamically self-adjust to optimally respond to
threats effectively by analyzing and/or synthesizing multiple
cyberspace cyber threat scenarios [4-6].

III.  PROBLEM STATEMENT

In the modern cyberspace environment, the progressive
increase in the volume of data and the complexity of the
algorithmic nature of the structured system in digital security
and ecosystems has systematically increased the level of
phishing cyber-risk in terms of the importance of digitization,
which creates a significant optimization in the regulation of the
infrastructure for protecting and eliminating risks, auditing,
monitoring and managing complex structured confidential
information. The foundation of cyber-hazards in this category of
cyberspace is aimed at generating the ability of legitimate
structure participants to gain unauthorized permission and
bypass the authentication event, in an algorithmic sequential
manner based on event imitation and architectural analysis,
allowing attackers to gain unauthorized access to confidential
digital data that should be kept confidential, such as personal
and/or financial data. The algorithmic nature of digital data
corruption, operational disruptions, and structural duplications,
and widespread financial losses often result in operational
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failures and structural duplications, highlighting the importance
of robust cyberspace defense strategies and approaches that
operate reactively.

In order to create immunity to cyberspace threats, modern
web systems include the ability to detect sensitive phishing in
cyberspace in an algorithmic manner directly into authorization
and access control systems. In such a situation, it is appropriate
to implement comprehensive and multi-criteria modeling and
technological tools that are based on the fundamental basis of
functional table-graph, structural, algorithmic, logical, and
mathematical theories. The fundamental basis for the digital
representation of complex structural systems in cyberspace in a
coordinate system is generated, which allows for the analysis
and synthesis of dynamic events in adaptive conditions, which
is involved in the regulatory management and control of digital
security.

Building effective, optimized, and reactive anti-phishing
mechanisms relies on a sophisticated, structured algorithmic
approach to access control and digital security auditing and
monitoring procedures in cyberspace. This sophisticated,
structured approach supports early detection of malicious
algorithmic activity, progressively reduces the negative impact
on complex systems in cyberspace, and supports simulation and
modeling technology in the structural design of algorithmic
digital protection solutions. Algorithmic modeling and
algorithmization are essential for creating reliable cybersecurity
solutions between the theoretical problem description and the
practical-innovative implementation of abstract security
problems into clearly defined algorithmic computational stages.
The versatile analytical tool, the functional table, shows the
possibility of evaluating and configuring access control systems
by accurately recording their dynamic behavior, and its
application in cybersecurity research is based on dynamic
system analysis and mathematical modeling, as well as
algorithmic sequencing of phishing attacks in advanced digital
environments.

IV. ARCHITECTURE AND MATHEMATICAL FORMALIZATION
OF THE RESEARCH PROCESS

Our chosen dataset is
https://gregavrbancic.github.io/Phishing-Dataset/.  Fig. 1
illustrates the architecture for detecting or identifying phishing
attacks based on the digital informational features of suspicious
web-links, which consists of several main stages. First, web
page datais collected, and then important informational features
are extracted from the digital information in these pixels. The
extracted digital features are analyzed and synthesized using
algorithms to classify the web link as “trustworthy” or
“phishing”.

This cycle usually consists of several stages. Initially, the
attacker creates a fake website or deceptive content, and then
these fake web resources are distributed to users through
communication channels, causing system participants to believe
the messages. When they click on fake links, after being
redirected to a fake web link, the attacker obtains this
information and uses it for illegal purposes (see Fig. 2).
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Fig. 1. A structural framework for identifying phishing attacks using visual
characteristics extracted from suspicious websites [22].
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Fig.2. The sequential stages illustrating the life cycle of a phishing attack
[22].

Deep
Learning

Feature Extraction
ﬁ Image
Text
Website

Fig.3. The architectural design of the intelligent phishing detection system
(IPDS) [22].

This structure consists of several components in an
interconnected cyberspace environment, where, in the initial
stage, incoming digital data is collected from various sources
(websites, URLs, user queries, and other data). In this
cyberspace, the digital data is pre-processed, and important
informative features and extracted informative features are
transferred to a knowledge base, where, based on pre-formed
production rules and experience, the system's inference
mechanism makes a decision to classify a website or link as
"safe" or "phishing" based on the available knowledge (see
Fig. 3).
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Fig. 4. Phishing attack diagram [22].

The phishing attack involves the attacker and the system
participant entering confidential digital information to redirect
to a fake web page by clicking on a link. The attacker uses this
digital information for illegal purposes in the last part of the
diagram. This usually involves an attacker creating a fake
website or service that looks very similar to the original site,
intended to mislead the intended user (Fig. 4).

The functioning table is represented through a formal
mathematical framework [24, 36, 37]:

FT = (P,T,F,W,uoF,F,)
where,
e P:afinite set of places

e T: afinite set of transitions

F: aset of directed arcs connecting places and transitions

W: a weight function thatassigns positive integer values
to arcs

e 1, the initial distribution of tokens across the places

e F.: asetofcoordinates corresponding to the x -axis of the
functioning table

e F,:asetof coordinates corresponding to the y-axis of the
functioning table.

In the simulation of coordinated actions in cyberspace, the
dynamic behavior ofthe functional table is regulated by the
transition rules and a validation procedure is performed. In
cyberspace, the transition is activatedin the active state whenall
the input points satisfy the necessary and sufficient conditions.
Once these necessary and sufficient conditions are met in the
environment, the transition from the point of view of digitization
begins in a sequential manner, where the subsequentalgorithmic
essence of the tokens leads to the movement (or generation) of
positions (Table I and Table II). To activate this phenomenon in
an algorithmic structural way, the procedure is performed to
ensure the progressive development of the states within the
system when there is a real number of input function positions
[26,27].
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TABLE I. POSITIONS (P)
Ne Positions(p) Description
1 12 Login request has been initiated
2 Dy Phishing analysis has been carried out
3 D3 A phishing attempt has been identified
4 Pa No phishing activity has been found
5 Ds The authentication process is in progress
User authentication has been successfully
6 Pe completed
7 Dy Authentication attempt has failed
8 Pg Access has been approved
9 Do Permission rejected

TABLE II.

TRANSITIONS (T)

Ne Transitions(t)

Description

The user initiates the process by submitting a

! b request to log into the system.
2 ¢ At the same time, the procedure for detecting
2 potential phishing activity is activated.
If any suspicious phishing-related indicators
3 ts are identified, the system flags them
accordingly.
On the other hand, if no signs of phishing or
4 t, malicious behavior are found, this is also
confirmed by the system.
5 ¢ Following this, the authentication phase
5 begins.
6 The system carefully examines and validates
ts the provided login credentials.
In cases where the credentials are incorrect or
7 t, do not match the stored data, access is denied
and an error is returned.
However, if all the entered information is
8 tg accurate and successfully verified, the user is
granted access to the system.
Ultimately, the system either approves the
9 ty login attempt by granting permission or
rejects it by denying access.
Incident Matrix:
p,,0 1. 0 0 0 0 0 O O
»,[0O 0 1 0 0O O 0O O O
sl 0 0 0 0 0 O 1 0 O
p,/O 0 0 1 0 0 0 0 O
W__p5000010000(1)
"PlO O O O O 1 0 0 O
p,2/O 0 0 O O O O O 1
gl 0O 0 0 0 0 O O 1 O
P{0O 0 0 O O O 0O O O
ty ty, t3 ty tg tg t; tg tg
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p/1 0 0 0 0 0 0 0 0
[0 1 0 0 0 0 0 0 0
psl0 0 1 0 0 0 0 0 0
2/ 0 0 1 0 0 00 0 0

. P00 00 1 000 0 0

Wi=pdl0o 0 0 0100 00| @
p]0O 0 0 0 0 0 1 0 0
Pl 0 0 0 0 0 1 0 0 0
p\0 0 0 0 0 0 0 0 1

t, t, ts t, ts te t; tg to
WT=w+—w- 3)
wT =

pps1 =1 0 0 0 0 0 0 0

pf01 -1 0 0 0 0 0 0

p/0 0 1 0 0 0 -1 0 0

plO 0 1 -1 0 0 0 0 0

pJ0 0 0 1 -1 0 0 0 o],

pl0 0 0 0o 1 -1 0 o o ¥

pJO 0 0 0 0 0 1 0 -1

pslO 0 0 0 0 1 0 -1 0

plo 0 0 0 0 0 0 0 1
t, t, ty t, ts te t, tg to

V. EXPERIMENTAL RESULTS

The presented scientific-innovative research work creates a
number of innovative structural experimental findings that
confirm the mathematical reliability and algorithmic
consistency ofthe algorithmic model of regulatory management
and/or regulatory control of permissions and access in a
structural manner [12]. The functional table is built around the
basis of mathematical logic and algebra, and the algorithmic
nature of the mechanisms of detection and identification of
phishing attacks in cyberspace is comprehensively evaluated by
the model. The analysis and synthesis of the results showed that
the algorithmic design approach works in a mathematically
reliable implementation in cyberspace in a series of virtual
digital conditions that have undergone a series of experimental
tests, where the structural effectiveness of the algorithmic
sequence in detecting attempts of algorithmic nature, such as
phishing, is confirmed, while supporting a digitally secure and
permission-controlled access to the structural system (see

Fig. 5)[28, 30].

1, =(100000000)
Lt,

1,=(010000000)
Lt,

1;=(001100000)
Lt,t,

1,=(000010100)
Lts,tg

ps=(000001001)
Letg

1e=(000000011)

(&)
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Fig. 5. The initial status of designing the imitation model based on the
fundamental principles of the functioning table.

The fundamental algorithmic challenge in the functional
table is to accurately represent the structural changes between
the coordination links of positions and transitions in cyberspace,
as well as the algorithmic nature of the transitions to positionsin
a precise sequence [38, 39]. This complex task involves the
implementation ofa validation check of the algorithmic and
structural consistency and structural correctness of the dynamic
changes of the state in a fundamentally sound situation. This is
achieved by applying the supported feasibility analysis and
synthesis, which are introduced to systematically verify the
algorithmic stability, structural accuracy, and mathematical
reliability of the constructed algorithmic model [34, 35] (see
Fig. 6 to Fig. 11).

Phishing dom  Auchentieasion  Permission  Permission
delected fuited granted rejecied

Aurhenticating "

ing
ot deteciod

Invaid 1
credentials

= "

Graniing .\‘ I

permission
= £
Dentatof
permission ]

Fig.6. u,;=(10000 000 0) status of designing the imitation model
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Fig.7. p,=(0100000 00) status of designing the imitation model
based on the fundamental principles of the functioning table.
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based on the fundamental principles of the functioning table.

Phisting micatine AMbTTCHion Awhevsicuion Permission | Permission
ot desected  AIENOUIE ey fulled pranied refected

°l @

Fig.9. u,= (0000101 00) status of designing the imitation model
based on the fundamental principles of the functioning table.

4“4"1:‘:1{{::"1‘110" .-Iulllﬁnd!i;ﬂim P:’:::A::F:H P:‘:’mf:gn

Initiated login Phishing. Phishing
- request v detected ot deiecied “AMHEA

Invalid
eresdemiials
= x;
Granting. \—______‘ 9
permission
Denlal of 1 T
et —

Fig. 10. ug=(0000 010 01) status of designing the imitation model
based on the fundamental principles of the functioning table.

Authenticating

Phisiing.
fectedd

vendication Asihentication  Permission  Permission
coful il granted rejeciedd

Tie subject
sends u login
reqeist

Start af phisking.
ideniificatton

Fig. 11. ug=(0000000 11) status of designing the imitation model
based on the fundamental principles of the functioning table.

1027 |Page

www.ljacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

To generate a production ruleset, URL features are extracted
from datasets recorded from trusted platforms. Using the
extracted features, a productionrule set is generated. Based on
these rules, the URL dataset is checked for authenticity or
falsification. Verification results of other studied models and
algorithm results are compared.

We propose two approaches to generating rules based on
URL features. In approach 1, a set ofrules is generated based on
each of the N datasets. Then, the generated N sets of rules are
combined. Using the generated set of rules, the N datasets are
checked for authenticity or falsity. As aresult ofthe verification,
the rules that performed best in each dataset are combined to
generate a final set of rules. A visual representation of this
approach is shown in Fig. 12.

Creating a rule set Obtaining the final set of rules
A

M .
[ ) ' / 1st final set N !
Datasetl — RuleSet1l . Datasetl — PP
/
Dataset2 — Rule Set 2 /. Dataset2 — an'ﬁr:i'elsm
AN 3rd final set Final set
D — Rule Set 3 Asetof /., | . " ‘
ataset 3 4"1://‘ all rules \ (DR of rules 2 E":':ra
\
‘ \\ i
DatasetN — Rule SetN ‘ DatasetN — N;'ﬂ:uallesset
_/ )

Fig. 12. Approach 1 for generating a rule set.

In approach 2, the remaining datasets are checked forreal or
fake URLs based on therule sets generated from each of the N
datasets. After checking, the rules in each dataset that achieve
high performance are extracted. These rules form the final
overall rule set. A visual representation of this approach 2 is
shown in Fig. 13.

Creating a rule set

- 2

[ Dataset 1 Dataset 2

=

—
/

\‘ Rule Set N

Rule Set 2 \ Rule Set 3 \

N N y,

Final set of general
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Fig. 13. Approach 2 for generating a rule set.
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A

/ \
! All rules of | El{Approach \
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New ~ -
dataset - E1>E2 P
", Allrules of f

. E2 (Approach
Set of rules of

Assessment 2)
- approach 2

set of rules of
approach 1

approach 2

Fig. 14. Structure of building a knowledge base of URL features.
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The final step of our proposed method is to testa completely
different URL dataset using both approaches. The set of rules
that performs best is selected.

In the digital era and digital economy, information and
communication digitization technologies have been deeply
embedded in almost all fundamental scientific aspects of
everyday life in a comprehensive algorithmic sequence
(Fig. 14). The progressive rapid development of digital
technologies in this cyberspace coordination creates a large-
scale opportunity to solve algorithmic problems of cybersecurity
in important objects such as digitized diplomacy and medicine,
logical problems related to the structural processing of large-
scale digital data and algorithmic regulatory management and
control. In the digitalization environment, data collection,
processing, algorithmicanalysis and synthesis directly affect the
overall level of security in cyberspace [25]. It is necessary to
conductin-depth research on the coordination of cyberattacks in
cyberspace and conduct experimental analytical studies. In this
context, the production logic knowledgebase for identifying and
classifying specific structural categories of cyberthreats in
algorithmization is examined algebraically and systematically
[29,31].Here, the correspondingalgebraic logical functions can
be expressed in a formalized form in the elements of
mathematical logic:

X -Y)=1 i=1n

((xAx)-¥) =1, ij=Tni=#j

((Xi/\Xj/\Xk)_) Y) =1, ijk=Lni#j+k

(X AXG A AX) S Y) =1, il iy = Tl # 6y
£ i, 1<k<n

(X, VX,VX,) »Y) =1
((xvx)-v)=1, ij=Tni=*j
(VX VX) - Y) =1, ik =Tmi#j#k

(X VKLV VX)) 5 Y) =1, il by = T iy # 6y
#oti,1<k<n

(X, VX,V VX)) - V) =1

In the modem eraofdevelopment, itis importantto research,
synthesize andalgorithmically analyze cybersecurity issues on a
scientific and innovation basis. This includes developing plans
to safe cyberattacks on critical information infrastructure
facilities and their direct implementation, regulating the
activities of cybersecurity agencies, independent special
services and teams, interacting with right enforcement agencies
in the field of combating cyberthreats, and informing status and
financial management bodies[23]. One of the fundamental basic
problems of cybersecurity is identification, and application of
Production Logic[32,33]. Youareable to define a cyber-hazard
in the formalization of algebraic-logical functions:

F1
= X NGAT AT Mg AT AT; Aot Ao Vit AT AT AT Axs AT A, Aig ATV
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Vo, A3 NG NG Nocs Naea At NG Aot V e, N NG NG, Ao N A,y Aot AV

Vo, A3 NG NG Nocs Nea At A\t AotV ot NG NG NG, e g A Ny N AV

Ve, N, N N A e g NG N NV x, N, N NG N Axe g\ X, Axeg AV

Vi, N N AT At Noe g e Nocg AtV o, NG NG AT A A A e, N AV

Vi, N N AT At Nocg e, Naeg AtV NG AT AT Axtg A A, A AgV

Ve, NG NG AT At Aoty Aot Aty Vot NG AT Ao, AT AT A T AT AV

Vi, N Nt e, N AT A T N Aot V ot Ny Nt e, NG AT T At NV

Vi, NG AGAX A N 5 Ao Aoty Vo, NG NG A, AT AT A, ATGAG Y ..V

Vi, A, Aot A, A AT A Ay Aty Vi, At Aot A, A Ax A3 AT AV

Ve, Aoy Noeg ey Noes Noe g N3 N NV g o, e Ay A A NX Ao AV

Ve, Ax, Nty ey Ax s N N N xg XV X N, N Ny, Ax s Ax g Nxe, Nocg NX oV

Vi, A, Aoy Ao, N N At NG Aot Vot Aoty Aoty Aoty Mg A Ay Aot AV

Ve, Ao, Axe g A\, Ao Ao N, Axg Axq.

E2— to the cube n — k we get a cube of the size of a part.
Eé_k inthiscubea; , a;, ..., a;, € {9,1} and they are 1nvan§ng
E;_ k(ail, Qi ooer Ay )the vector vertices are formed according
to the remaining coordinates. |E2_, | — we obtain an invariant
three-dimensional vector interval. Here (8,85, .-, B8,), B; €
{012},i=12,..,n; B, =a;,B;, = ¥y, By, = @, , the
remaining f3; ones are equal to 2. We write an elementary
conjunction corresponding to this interval:

@;

xi1

a;
1 13
X

2
yeeny

7] g
This elementary conjunction E,f_k(ail,aiz, . aik)
corresponds to the vector vertices of the partial cube.

F1 domain of the function is EZ the cube of
1,2,2,2,2,2,2,1,1,1,2,2,2), 1,2,2,2,2,2,2,1,1,2,1,2.2),
(1,1,2,2,2,2,2,2,2.2.2.2.2), (1,2,1,2,2,2,2,2,2,2.2,22),
(12,2,12,2,222.2227), (12,2,2,1,2,22,2,2.2.22),
(1,2,2,2,2,1,2,2,2,2.2.2.2), (1,2,2,2,2,2,1,2,2,2,2,2.2) corresponds
to the vector nodes of the cube of the part. F1 CDNF (complex
disjunctive normal form) form of the function is given in the
space EZ, the first interval of the cube corresponds
(1,2,2,2,2,2,2,1,1,1,2,2,2)to x, AxgAxo/\x; othe conjunction, the
second interval (1,2,2,2,2,2,2,1,1,2,1,2,2) to the conjunction
(1,1,2,2,22,2,222 2 2 2), the third x, Axg/Axq/Ax;, interval to
the conjunction, (1,2,1,2,2,2,2,2.2.2.2.2.2) the x;Ax, fourth
%, \x3 interval (1,2,2,12222222272) to x,Ax, the
conjunction, the fifth interval (1,2,2,2,1,2,2,2,2.2.2.2 2) to the
x1/\x5 conjunction, the sixth interval to the conjunction, the
seventh interval (1,2,2,2,2,1,222722272) to x,;A\xg the
conjunction, and the eighth interval (1,2,2,2,2,2,1,2,2,2.2 2 2) to
%, \x;the conjunction.

It is known that, F1, the function corresponds to a monotone
Boolean function and its optimized form is:

F1 = x; AxgA\xgAx1o V X1 Axg Axg Ax11 V X1 A, V X AX5
Vxi Ax, V x Axs V x1 Axg V X1 A5

In this research work, the optimization of Boolean functions
serves to improve the inference mechanism using minimal
classical Boolean functions for existing algorithms, while the
formalization of the knowledge base based on production logic
is important for the exploration of the dataset with localization,
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the formalization of the general knowledge base and the
modeling of phishing attacks and identification processes using
the Functioning table is important for the analysis and synthesis
of dynamic characteristics compared with existing researches,
and the integration with systems operating in dynamic and real
modes is realized.

VI. CONCLUSION AND FUTURE WORK

With the growing volume of data in cyberspace, combating
phishing attacks will become a key challenge in ensuring
cybersecurity in complicated cyberspace identification systems,
as phishing cyber-hazards violate the confidentiality of digital
data, disrupt system operations, and subsequently lead to
significant economic losses. Therefore, this study developed a
set of rules for identifying malicious and legitimate resources
based on URLs. Using algorithms, URL characteristics were
extracted from a dataset of trusted platforms, and logical rules
were generated based on these characteristics. The authenticity
of URLs was then verified using this set of rules, and the results
were compared with other existing models and algorithms,
resulting in two different approaches to generating inference
rules. This study developed a logical model for constructing a
knowledge basebasedon URL characteristicsand demonstrated
the representation of malicious attacks through logical
implications, conjunctions, and disjunctions. The program tests
optimized expressions based on monotone Boolean functions
and their perfect disjunctive normal form (CDNF) on an
independent test dataset to select the most effective rule system.
Using function tables and algorithmic modeling, it enables
efficient generation, analysis, and development of solutions to
protect systems from phishing attacks. The most important
contribution of the research work is the novelty of bringing it to
the form of production rules and thereby reducing the
complexity of the algorithm by reducing the informative
features. Ultimately, it provesto provide an accelerated response
in detecting and filtering phishing.
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