(IJACSA) International Journal of Advanced Computer Science and Applications,

Vol. 17, No. 4, 2026

Machine Learning-Driven Resource Provisioning in
Modern Cloud Environments: A Taxonomic Survey

Stefanus Albert Kosim, Bagus Jati Santoso*, Deka Julian Arrizki, Riki Mi'roj Achmad,
I Nyoman Gede Artadana Mahaputra Wardhiana, Royyana Muslim Ijtihadie
Department of Informatics Engineering, Institut Teknologi Sepuluh Nopember, Surabaya, Indonesia

Abstract—Dynamic resource provisioning is a critical
challenge in cloud computing, offering the necessary elasticity to
guarantee reliable services within a usage-based payment
framework. With the evolution of distributed systems, traditional
threshold-based provisioning methods are increasingly
inadequate for managing highly dynamic workloads. This
inadequacy necessitates adaptive, machine learning (ML)-driven
approaches capable of forecasting demand and autonomously
optimizing scheduling. This survey presents a comprehensive
review of recent ML-based resource provisioning strategies in
cloud computing. Through a rigorous taxonomic analysis of 35 key
studies, with a focus on developments from 2023 to 2025, the
research categorizes existing work along two primary dimensions:
ML methodology, including classical, deep learning, and advanced
reinforcement learning, and optimization objectives, such as cost,
Quality of Service (QoS), sustainability, and security-aware
paradigms. The findings reveal a paradigm shift from reactive
heuristics to proactive, hybrid forecasting-optimization models,
Multi-Agent Reinforcement Learning (MARL), and serverless
computing orchestration. Quantitative synthesis demonstrates
that intelligence-driven interventions offer measurable
improvements over traditional methods. For example, Deep
Reinforcement Learning (DRL) models have reduced resource
consumption by 10% and improved performance by 30%, while
hybrid architectures have achieved user cost reductions of up to
44%. The survey concludes by discussing fundamental tradeoffs
and identifying critical open challenges and future research
directions in the edge-cloud continuum, including predictive
container pre-warming and carbon-aware green Al orchestration.
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I.  INTRODUCTION

Dynamic Resource Provisioning (DRP) is the process of
allocating and releasing computational resources (CPU,
memory, storage, and bandwidth) based on real-time workload
demands in cloud environments [1]. As distributed systems
evolve, traditional threshold-based provisioning methods that
rely on static, manually defined heuristics struggle to handle
highly dynamic workloads. This model has reached a bottleneck
due to the extreme variability of modern distributed tasks,
necessitating  adaptive, machine-leamming (ML)-driven
capabilities that can forecast demand and optimize scheduling
autonomously [2]. To address the traditional method’s
bottleneck, DRP relies on cloud elasticity, allowing applications
to automatically scale resources rather than relying on fixed,
preassigned capacity [3]. DRP systems continuously monitor
resource usage at fine-grained intervals and employ ML
techniques to predict future load or classify it as high, medium,
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or low. Based on these predictions, systems can add or remove
instances or adjust concurrency limits and resource allocation
per instance [4]. Although DRP addresses several shortcomings
of traditional methods, it continues to face challenges, including
highly variable workloads [1], complex decision-making
processes [5], limited and heterogeneous edge resources [6],
slow scaling response [7], and inherent ML limitations [8]. In
this study, we presenta comprehensive survey of recent ML-
based resource provisioning strategies in cloud computing.

This survey examines the ongoing paradigm shift from
reactive heuristics to proactive, hybrid forecasting-optimization
models, Multi-Agent Reinforcement Learning (MARL), and
orchestration in serverless computing. Although previous
surveys have addressed cloud resource provisioning, the rapid
advancement of distributed systems in recent years has
introduced new complexities that remain insufficiently
explored. Earlier reviews primarily focused on foundational
heuristics and traditional predictive modeling, but most predate
the shifttoward dynamic, decentralized orchestration. This work
addresses this gap by offering an updated analysis with
particular emphasis on state-of-the-art developments from 2023
to 2025. The primary contribution of this survey is its focus on
the integration of Deep Reinforcement Learning (DRL) and
MARL within emerging environments, such as serverless
computing (Function-as-a-Service) and the edge-cloud
continuum.

To systematically categorize and evaluate these provisioning
strategies, it is necessary to first define the formal challenges
constrained by specific system requirements that modern ML
models seek to address. Latency is a primary concern,
encompassing the need to minimize execution delays and
address cold start latencies inherent in serverless environments
to ensure rapid response times. Additionally, scalability must be
maintained, which involves autonomously adjusting and
distributing tasks across decentralized nodes during bursty or
highly variable workloads while avoiding over-provisioning.
Finally, Service Level Agreement (SLA) guarantees are critical,
requiringstrictadherenceto negotiated Quality of Service (QoS)
metrics, such as availability and 99th-percentile response times,
where violations can resultin financial penalties and degraded
user experience.

By categorizing the state-of-the-art literature according to
ML methodologies and optimization objectives, specifically
cost and QoS, this survey offers stakeholders a structured
framework for decision-making when deploying intelligent,
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autonomous cloud

environments.

scaling mechanisms in dynamic

This survey is organized as follows. Section II outlines the
survey methodology, capturing the broad landscape of resource
management and highlighting significant machine learning
interventions. Section Il reviews related work in resource
provisioning. Section IV introduces foundational concepts,
including objectives and existing provisioning methods.
Section V presents the core taxonomy of machine learning-
based approaches and discusses the findings in detail. Section
VI concludes with a summary of the research.

II. SURVEY METHODOLOGY

Systematic literature mapping is a structured methodology
that surveys and organizes research on a broader topic. It builds

an overview of what has been studied, how, and where the gaps
are [9].

A. Search Strategy and Date Range

A comprehensive search was conducted to capture the
chronological evolution of resource provisioning strategies.
Based on the publication dates of the collected literature, the
search date range was defined as 2014 to 2025. This timeframe
captures the foundational transition from classical predictive
algorithms to MARL orchestration.

B. Database

To guarantee the inclusion of high-quality, peer-reviewed
content, literature retrieval was executed across the most
prominent academic databases in electronic databases, namely
IEEE Xplore, ACM Digital Library, ScienceDirect,
SpringerLink, and reputable open-access publishers, including
MDPI and Wiley.

C. Search Keywords

The search strategy used Boolean combinations of primary
technical terms extracted from the core domain. The specific
search keywords included are "Resource Provisioning",
"Resource Allocation", "Auto-scaling", "Virtual Machine
Migration", "Cloud Computing", "Edge Computing",
"Serverless / FaaS", "Container Orchestration", "Machine
Learning", "Deep Reinforcement Learning (DRL)", "Multi-
Agent Reinforcement Learning (MARL)", and "SLA
Guarantees".

D. Inclusion and Exclusion Criteria

A multi-stage screening process was applied to the initial
searchresults to identify the thirty-five key studies in our final
analysis. To be included in this survey, papers were required to
specifically address dynamic resource provisioning, allocation,
or task scheduling within modern distributed deployment
environments, including Cloud, Edge, Serverless, or the edge-
cloud continuum. Furthermore, selected studies had to propose,
utilize, or evaluate machine learning-driven techniques ranging
from supervised learning to advanced reinforcement learning,
Conversely, we excluded studies that relied strictly on static,
threshold-based heuristics without an adaptive AI component,
as well as papers that failed to provide rigorous quantitative
evaluations of critical system constraints such as latency, cost,
energy consumption, and QoS/SLA violations. Finally, research
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focusing solely on hardware-level networking was omitted to
maintain a clear focus on high-level compute resource
orchestration.

III. RELATED WORKS

This section examines and explores prior survey research
within the domain of resource provisioning in cloud computing,
This review encompasses recent investigative efforts and
methodologies that researchers have implemented to
comprehend and regulate resource provisioning within cloud
computing environments.

Zhang et al. [10] surveyed the algorithmic landscape of
resource provisioning. This study evaluated over 150 articles
and produced a comprehensive technical table addressing
resource targets, optimization precision, and algorithm
classifications, spanning both offline and online variants.
Furthermore, the objectives of these algorithms are delineated
from a business success perspective, emphasizing metrics such
as cost, service quality, and utility. Vasoya et al. [11] conducted
a survey of diverse resource provisioning techniques that
integrate application and client requirements while adhering to
Quality-of-Service (QoS) standards defined in service-level
agreements (SLAs). This survey categorized provisioning
techniques into six distinct types: execution cost, budget
constraints, automated techniques, heuristics, prediction, and
priority. Singh and Chana [12] provided a methodological
analysis concerning the evolution of resource provisioning,
various mechanismtypes, and a comparativeassessment of their
respective advantagesand emergent issues. This research further
underscores prior studies, the current state of the field, and future
research trajectories for resource management in cloud
computing. Focusing on predictive modeling, Kumar and
Umamaheswari [13] surveyed models that facilitate the precise
allocation of resources to applications at the optimal moment,
thereby preventing SLA violations and upholding QoS
standards. Their work identifies provisioning challenges and
various machine learning-based prediction schemes designed to
enhance provisioning effectiveness.

Varshney et al. [ 14] conducted a survey to examine research
in resource allocation and availability, specifically focusing on
QoS requirements. This paper details numerous challenges
inherent to cloud computing, such as limited end-user control,
security, privacy, and service quality concerns. A primary focus
is QoS management, specifically the allocation of resources to
guarantee service performance, availability, and reliability.
Additionally, the authors discuss various QoS models proposed
to address issues including latency, resource scheduling,
network speed, power consumption, and load balancing
Sumalatha and Anbarasi [15] reviewed various optimization
methods to identify how customers can minimizerental costs for
virtual machine (VM) resources while maintaining cost-
effectiveness. Shakaramiet al. [16] presented a systematic and
comprehensive survey of resource provisioning within edge/fog
computing environments. They classified provisioning into five
categories: framework-based, heuristic/metaheuristic-based,
model-based, machine learning-based, and game-theoretic
mechanism-based. This work offers comparisons through
metrics, case studies, and evaluation tools. Li et al. [17]
investigated key resource management issues, including
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resource prediction, pricing, security, and service monitoring.
Their research explores various approaches, such as bare metal
supply chain models mediated by brokers and the application of
seasonal autoregressive moving average models for
probabilistic resource demand allocation. Overall, this body of
literature provides an in-depth overview of provisioning
approaches and identifies open issues requiring further
exploration.

IV. FOUNDATIONS AND EMERGING CLOUD PARADIGMS

Resource management is a fundamental part of cloud
computingenvironments that offer dynamic resourceallocation,
provide reliable services, and are based on pay-as-you-go
pricing [18]. Given that consumers may initiate multiple
concurrent service requests, a structured methodology is

ML-Based resource
provisioning
strategies

Fig. 1.

Methodologies

Optimization
Objective

Deployment
Environment
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required to manage the necessary computational assets.
Resource management involves three main functions, namely
resource provisioning, resource scheduling, and resource
monitoring [12]. Specifically, resource provisioning entails
efficient allocation constrained by particular requirements,
while resource scheduling focuses on performance enhancement
through the optimized timing of task distribution. In addition to
this, resource monitoring involves real-time oversight of asset
performance to detect fluctuating environmental conditions. To
systematically categorize and evaluate resource provisioning
strategies, it is essential to first establish the formal
mathematical formulations, algorithmic architectures, and
fundamental tradeoffs that govern machine learning
interventions in cloud environments, as summarized in the
taxonomy shown in Fig. 1.
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A. Resource Provisioning

The concept of resource provisioning originated within Grid
computingenvironments. In moderncloud contexts, this process
remains a complex challenge due to the inherent limitations of
available physical assets. Effective provisioning is
fundamentally dependent on the QoS requirements specified by
cloud applications [14]. Determining the appropriate resource
volume for specific workloads is an intricate task; identifying
the optimal resource-workload pair based on QoS constraints
constitutes a significant research problem in the field.
Consequently, existing investigations frequently employ
minimizing execution time as a primary optimization criterion
to formulate solutions to this problem.

B. Resource Provisioning Objectives

There are several objectives of resource provisioning that
serve as key parameters within a cloud computing environment.
These parameters guide resource allocation and capacity
adjustment, making a deep understanding of them essential for
designing effective provisioning strategies.

Response time is the total duration required to respond to a
user's servicerequest. Speed is critical for operational efficiency
and user satisfaction, especially as workload requirements
change rapidly. Provisioning algorithms must be designed to
provide necessary resources in a very short time.

Cost optimization: From the perspective of cloud users,
minimizingcosts is a primary requirement [ 19]. Strategies focus
on cost management to ensure financial efficiency and provide
added value at a controlled expenditure level.

Execution time: This refers to the total time needed to
completeataskor process. Methods must be designedto achieve
execution results with minimal time [20].

Reduced execution time directly lowers operational costs
and improves the user experience.

Fault tolerance: This is the system's ability to maintain
normal operations despite component failures. For instance, if a
server fails, the algorithm should automatically detect the
downtime and redistribute tasks to operational nodes [21].
Service continuity and reliability are critical features that ensure
system availability and resilience.

Reduction of SLA violations: Algorithms are measured by
their ability to minimize violations of the established Service
Level Agreement (SLA) [22]. This requires careful resource
allocation and task management to ensure every service demand
complies with agreed-upon parameters.

Reduced power consumption: Efficient Virtual Machine
(VM) placement and migration techniques are necessary to
reduce power usage [23]. Intelligent placement strategies aim
for energy efficiency, supporting sustainability and
environmental goals while maintaining resource availability for
workloads.

C. Resource Provisioning Methods

Cloud resource provisioning strategies can be divided into
two main categories: non-machine learning (non-ML) and
machine learning (ML)-based methodologies. Non-ML
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approaches rely on static rules and manually defined heuristics,
typically derived from empirical experience [24]. In these
approaches, resource allocation is determined by fixed
parameters, including instantaneous workload, temporal
constraints, and application priority. The main advantage of
non-ML methods is their simplicity of implementation and
transparency, as the provisioning logic can be easily configured
and understood. However, these methods have several
limitations. They are not able to adapt dynamically to changes
in cloud environments, and their decisions are often static and
less optimal in terms of performance and resource efficiency,
especially when workloads are highly variable. As a result, non-
ML provisioning is most suitable for stable, predictable
environments where resources can be managed using consistent
business rules and fixed policies.

In contrast, ML-based provisioning strategies have been the
focus of recent research. These strategies can be grouped into
classical and evolutionary ML, deep reinforcement learning,
multi-agent systems, and hybrid forecasting-optimization.
Classical and evolutionary machine learning techniques offer
distinct but complementary approaches to resource
provisioning. Classical machine learning is predicated upon
well-established algorithms, including regression, classification,
and clustering, to inform provisioning decisions [25]. These
methodologies present considerable benefits owing to their
elevated interpretability, facilitating a clear comprehension of
the model's foundational rationale even when subjected to
training on relatively limited datasets. However, they typically
require manual feature engineering and can struggle to
accurately capture highly nonlinear data patterns. To address
more complex and dynamic environments, evolutionary and
nature-inspired approaches utilize algorithms based on
biological evolution and natural phenomena [26]. Techniques
such as genetic algorithms and ant colony optimization mimic
processes like natural selection and genetic reproduction to
optimize resource distribution. While these evolutionary
methods are highly adaptable, they introduce trade-offs, often
involving higher computational complexity and limited
interpretability compared to classical models.

Deep reinforcement learning (DRL) is a sophisticated
machine learing paradigm that integrates deep neural networks
with reinforcement learning, enabling an agent to learn optimal
decision-makingstrategies through trial-and-error whilestriving
to maximize cumulative long-term rewards. In the context of
reinforcement learning, an agent diligently monitors its
environment, executes actions, acquires rewards, and
systematically refines its policy; theapplication of deep learning
techniques facilitates the scalability of this process to intricate,
high-dimensional challenges, suchas those encountered in cloud
and edge computing systems [27]. The main advantage of DRL
is its ability to automatically learn adaptive and near-optimal
policies in dynamic and uncertain environments without relying
onpredefinedrulesoraccuratesystem models [28]. It can jointly
optimize multiple objectives such as latency, energy efficiency,
cost, and quality of service, making it suitable for modern
distributed systems [29]. However, DRL also has disadvantages,
includinghigh training complexity, large data requirements, and
potential instability during learning in real-time systems [27]. In
the context of resource provisioning, DRL is widely used for
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dynamic resource allocation, auto-scaling, task offloading, and
virtual machine management in cloud and edge environments,
where it improves resource utilization, reduces latency, and
enhances energy efficiency compared to traditional rule-based
or heuristic approaches [30].

A multi-agent system (MAS) is a distributed system made
up of multiple autonomous agents that interact, cooperate, or
negotiate witheach other to solve complex problems. Agentsare
independent entities capable of perceiving their environment,
making decisions, and acting toward specific goals. MAS is
especially suitable for open, dynamic, and distributed
environments where centralized control is difficult [31]. In
resource provisioning, multi-agent systems are widely used in
cloud computing, fog computing, and edge computing to
dynamically allocate, scale,and manage resources such as CPU,
memory, bandwidth, and virtual machines. MAS enables
distributed decision-making for elastic scaling and workload
management. For instance, collaborative multi-agent
reinforcement leaming has been shown to improve cloud
resource scaling, SLA compliance, and scheduling efficiency
[32]. However, MAS increased communication overhead,
coordination complexity, and potential security and monitoring
challenges due to decentralization [33].

Hybrid forecasting-optimization is a method that combines
demand prediction (forecasting) with decision-making models
(optimization) to allocate resources more effectively under
uncertainty. Instead of forecasting and optimizing separately,
the forecastis directly integrated into the optimization model to
improve final decisions. Research shows that this approach
improves decision quality and cost efficiency because
predictions are aligned with operational objectives rather than
just minimizing forecast errors. Its advantages include better
cost savings, improved robustness, and more efficient resource
use, while disadvantages include higher computational
complexity and risk of error propagation if forecasts are
inaccurate [34].

D. Deployment Environment

The deployment environment establishes the foundational
architecture and operational mechanisms through which
computational resources are provisioned, managed, and scaled.
Asapplicationsevolveto become moredistributed and dynamic,
resource allocation strategies must adapt to the distinct
abstraction layers and operational models of the underlying
infrastructure. Within this context, the deployment environment
is grouped into four primary paradigms, each presenting unique
mechanisms, challenges, and optimization objectives:
traditional Virtual Machines (VMs), container orchestration
platforms, Serverless/Function-as-a-Service (FaaS) models, and
the distributed edge-cloud continuum. Each paradigm dictates
specific approaches to scheduling, capacity planning, and
runtime adaptation, ultimately influencing resource utilization,
latency, and cost efficiency.

Resource provisioningon VMs involves decidinghow many
VMs to create what sizes they should be, and on which physical
servers they should run, so that applications get enough CPU,
memory, storage, and network without wasting data-center
capacity. Virtualization lets multiple VMs share one physical
machine (PM), increasing utilization but making placement and
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allocation decisions critical for performance, energy, and cost
[35],[36]. There are two allocations in VM deployment, namely
static allocation and dynamic allocation. In static allocation,
VMs are given fixed resources and placements; simple but often
underutilized hardware and cannot adapt to workload changes
[10], [37]. On the other hand, dynamic allocation adjusts
resource or VM placement at runtime using monitoring and
migration to track demand [36], [38]. This improves utilization
and energy efficiency but adds overhead and complexity [36],
[37]. Well-designed VM provisioning and deployment schemes
aim to increase resource utilization and reduce idle capacity,
lower energy consumption by consolidating VMs and turning
off unused servers, reduce response time and SLA violations
through better placement and dynamic scaling, and control costs
by minimizing the number and size of VMs while maintaining
QoS [1],[36], [39], [40].

Container orchestration platforms automate how resources
are provisioned and used when deploying containers across
clusters of machines. This involves scheduling, scaling, and
runtimereallocation of CPU, memory, storage, and network to
meet performance, cost, and reliability goals [41], [42], [43]. At
deployment, the orchestrator must make decisions regarding the
location and resource allocation for containers, including CPU
and memory reservations for schedulingand isolation [41], [43].
Modern scheduling policies account for factors such as
heterogeneity, priorities, and job structures [44]. Cost-aware
strategies can optimize resource allocation, potentially reducing
cloud costs by 23-32% through efficient container packing and
shutting down underutilized instances [44], with similar
approaches applicable in multi-cloud environments for energy
and host count reductions [45]. Runtime scaling and adaptation
involves continuous provisioning to address dynamic
workloads, employing key strategies to enhance performance
and cost efficiency. One of the primary approaches is
autoscaling, which adjusts application and cluster size both
horizontally and vertically to meet demand [43], [44].
Additionally, online resource re-dimensioning is utilized to
adapt CPU budgets at runtime for real-time containers, thereby
improving predictability and optimizing resource usage [46].
Another important strategy is layer-aware and cost-aware
orchestration, which focuses on optimizing joint request
scheduling, placement, and server wake-up decisions in edge
computing, resulting in approximately a 20% performance
improvement [47].

Serverless/FAAS transfers the responsibility of provisioning
and deploying compute resources from developers to providers.
Developers upload functions and set triggers, while the platform
manages CPU, memory, and containers/'VMs on demand,
scaling automatically and charging based on usage [48], [49].
Applications are divided into stateless functions that create
workflows or directed acyclic graphs (DAGs) [49], [50]. Users
provide function code, event triggers, and resource hints, while
the provider oversees runtime orchestration, monitoring, and
scaling. Functions operate in isolated containers or micro-VMs,
which can be warm (active between invocations) or cold
(created as needed), impacting latency and resource
consumption [51]. From the provider's perspective, resource
management involves a pipeline that includes workload
modeling, resource provisioning, scheduling, scaling, and
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deallocation. Key considerations include predicting function
behavior for proactive provisioning, determining the number
and type of nodes for cost-effective hosting, configuring
function resources to optimize utilization, deciding on function
placement to enhance performance, and dynamically scalingand
deallocatingresources based onreal -time load while minimizing
cold starts and idle resources [49], [52], [53].

Resource provisioning and deployment within the edge-
cloud continuum involves strategically allocating compute,
storage, and network resources across diverse nodes, from edge
devices to centralized data centers, with the primary objective of
achieving optimal latency, reliability, security, and cost-
effectiveness despite challenges such as mobility and limited
resources at the edge. The architectural framework includes
servers located at the network edge, such as near 5G base
stations, gateways, and fognodes, as well as centralized cloud
data centers, enabling flexible service deployment through
microservice or function-based architectures. Key challenges in
provisioning encompass determining the optimal node for
hosting each microservice or function while adhering to
constraints related to CPU, memory, bandwidth, and latency,
assigning CPU shares and performance tiers to meet QoS and
Service Level Agreements (SLA) while minimizing resource
and energy consumption, and dynamically adapting resource
allocation in response to changes in load, network conditions, or
user locations. The typical objectives involvetrade-offsbetween
latency and QoS, cost and energy efficiency, as well as
reliabilityand security, with a strongemphasis onmeeting SLAs
[54], [55]. [56].

V. RESULTS AND DISCUSSION

This section presents the results of the literature survey,
structured according to a three-dimensional taxonomy. The
taxonomy categorizes existing research by machine learning
methodology, optimization objectives, and deployment
environment. Thirty-five key studies were mapped to this
framework to ensure a comprehensive and systematic review.
This structure facilitates the assessment of how various
algorithms address the complex challenges inherent in modern
cloud infrastructure. The following subsections first outline the
current state-of-the-art, followed by an analysis of operational
impacts and technical trade-offs identified in the literature.

A. Taxonomic Categorization of Literature

This subsection presents the results of the literature survey
by organizing the findings using a formal taxonomy and
providing an analysis of the main results. We first conducted a
taxonomic analysis of the existing literature to create a
systematic framework for categorizing the methodologies and
experimental insights found in the reviewed survey papers. The
selected literature is formally organized in, which provides a
multidimensional overview of the algorithms, deployment
environments, and optimization objectives investigated in this
survey. This table serves as the foundational evidence for the
thematic categorization presented in the following subsections.
The following discussion interprets the taxonomic results and
explains their broader implications. We provide an analysis of
current trends in resource provisioning, assess the effectiveness
of different strategies, and identify gapsin the research that
require further study.
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1) Classical and evolutionary approaches: Classical and
evolutionary approaches have traditionally been deployed in
virtual machine environments to address fundamental
provisioning goals. To meet cost-based objectives, nature-
inspired methods such as particle swarm optimization (PSO)
and simulated annealing (SA) optimize time and monetary
expenses [21]. Other techniques, including the shuffled frog
leaping algorithm (SFLA) and ubiquitous binary search (UBS),
are applied to improve resource efficiency [57]. Addressing
sustainability, spider monkey optimization (smo) minimizes
execution costs and power consumption in uncertain
environments [58] and is chosen for its effectiveness in
uncertain environments. Additional evolutionary approaches
include utilizing genetic algorithms with fuzzy c-means to
improve QoS-based metrics through workload prediction [59]
and combining fuzzy c-means with PSO to optimize execution
time and memory [60]. Traditional ML approaches include
greedy and heuristic algorithms to reduce memory and storage
requirements [61], as well as linear regression and Bayesian
learning for cost optimization [62]. Bayesian optimization has
also been applied to resource prediction, resulting in higher
average virtual machine (VM) utilization
[63].[57][58][59][60][61][62][63].

For predicting VM resource requirements to ensure strict
QoS adherence, Support Vector Regression (SVR), Neural
Networks (NN), and LR have shown success in increasing
throughput [64], while models like Random Forest (RF),
XGBoost, and LR are applied to predict demand-based usage
[65]. In Elastic Cloud services, Support Vector Machine (SVM)
models outperform simple forecasting methods to approach
optimal allocation [23]. Clustering algorithms like K-means
facilitate fault tolerance in sustainable systems [66], and when
integrated with Convolutional Neural Networks (CNNs), K-
means reduced MySQL deployment costs by 48% on single-
tenantarchitectures [4]. Hybrid classical methods combine NN,
LR, and RepTree to improve resource utilization [67], or use
Artificial Swarm Intelligence (ASI), SVM, K-Nearest
Neighbors (KNN), and Decision Trees to maximize VM
resource usage and decrease Service Level Agreement (SLA)
violations [25]. Furthermore, standalone neural network
architectures classified within this methodology include
Diffusion Convolutional Recurrent Neural Networks (DCRNN)
for predicting future demand [68], Multi-Layer Perceptrons
(MLP) for reducing execution time [69], Learning Automata
(LA) for cost-effective cloud infrastructure utilization [70], and
Long Short-Term Memory (LSTM) models for optimizing
response times against simple forecasting [71].

2) Hybrid forecasting-optimization models: Moving
beyond static VM provisioning, DRL actively learns policies
suited for highly volatile environments like serverless
computing and the edge-cloud continuum. In traditional elastic
provisioning, short-term memory Q-learning optimizes the
number of allocated VMs to decrease CPU usage [72]. Shifting
to serverless architectures where cost and QoS are tightly
coupled, [74] introduced Freyr+, a system utilizing proximal
policy optimization (PPO) to dynamically harvest idle
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resources from over-provisioned functions, accelerating
invocations and reducing tail latency. targeting sustainability at
the edge, [78] designed atom, employing DDPG and RDPG
agents to predict cold start latency and optimize energy
consumption [72][74][78].

Crucially, DRL allows for the integration of emerging
security-aware objectives. [ 79] proposed an Action-constrained
DRL (DQN) framework to ensure resources are securely
allocated in multi-cloud edge networks while minimizing
system costs. To enhance prediction accuracy before allocation,
[80] introducedthe DRAW method, integrating Workload-Time
Windows directly into the state space of a Deep Q-Network
(DQN) to balance QoS and costs. Addressing the distributed
natureoftheedge-cloud continuum, [30] utilized NESRL-MRM
that combining DRL with Neuroevolution of Augmenting
Topologies (NES) to achieve balanced multi-dimensional
resource allocation and solve fragmentation. Additionally, [85]
developed an Actor-criticbased DRL (H-A2C) combined with
PPO to determine the optimal deployment across hybrid with
server and serverless environments, driving down user costs by
up to 44%.

3) Deep reinforcement learning: As cloud clusters scale,
particularly in container orchestration and edge environments,
single-agent models face performance bottlenecks. This drives
the shift toward multi-agent deep reinforcement learning
(MADRL) to maintain strict QoS and sustainability targets
across decentralized nodes. To handle dynamic microservice
demands, [75] introduced drpc, a distributed RL framework
using the TD3 algorithm that scales linearly across container-
based clusters to reduce average response times and failed
requests. Focusing on energy efficiency, [76] proposed a
MADRL framework utilizing a DTS hyper-heuristic where
multiple agents collaboratively optimize container placement to
minimize resource utilization and avoid sla violations in data
centers. In serverless edge computing, [86] proposed
CSODQN, a multi-agent approach utilizing importance
sampling-based double dueling DQNto manage offloadingand
maintain a warming pool. This effectively balances the tradeoff
between cold start frequency (QoS) and resource utilization
(cost and sustainability) [75][76][86].

4) Multi-agent and distributed orchestration: Hybrid
methodologies combine the predictive power of time-series
forecasting (to guarantee QoS) with the decision-making
capabilities of RL algorithms (to optimize cost and
sustainability), spanning the entire spectrum of deployment
environments. In serverless setups, [73] proposed an LSTM-
ppo approach, usingrecurrentlearningto intelligently autoscale
and maximize throughput with minimal resources. For
sustainable container orchestration, [77] designed greenkube,
which integrates DRL, graph neural networks (GNN), and
LSTM to minimize energy consumption and prevent over-
provisioning at the edge and cloud. spanning the broader
computing continuum, [81] introduced an intent-driven
orchestration model combining DQN, ARIMA forecasting,and
Mixed-Integer Linear Programming (MILP) to minimize
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latency, transformation costs, and power consumption
[731[771[81].

A specific focus on dynamic VM migration is seen in [82],
which combines DQN and LSTM to automate allocation
strategies, saving energy and reducing downtime. Similarly,
[83] chained LSTM forecasting with DQN and PSO decision-
making to schedule CPU, memory, and bandwidth in Alibaba
Cloud ECSclusters, lowering costs by 26.6%. Finally, operating
within Kubernetes environments, [84] developed a forecast-
based autoscaler thatintegrates LSTM predictions directly into
a model-free DQN scaling logic, adjusting replicas proactively
to ensure SLO compliance while reducing resource
consumption.

B. Critical Synthesis and Discussion

Following the thematic categorization of the literature, this
subsection shifts from a descriptive overview to a critical
synthesis of performance. The taxonomic results are interpreted
to identify broader implications and emerging trends in resource
provisioning, with particular attention to paradigm shifts in
decentralized environments. This discussion assesses the
effectiveness of various strategies, establishes a quantitative
comparative benchmark, and rigorously evaluates the trade-ofts
between computational overhead and system elasticity to
address gaps identified in current research.

1) Unified metric framework and objective trade-offs: To
enable a standardized comparison across the reviewed
literature, we define a unified metric framework that
categorizes provisioning objectives into three principal axes.
The first axis, cost, includes both monetary expenditure and
resource utilization. The second axis, QOS, encompasses
latency, response time, and compliance with service-level
agreements. The third axis, energy, addresses power
consumption and sustainability considerations. These
objectives are inherently conflicting, resulting in fundamental
trade-offs that must be addressed by machine learning models.
The balance between QoS and cost or energy, for example,
often necessitates the maintenance of pre-warmed container
pools or idle resources to reduce serverless cold starts.
Although this approach improves response times, it also
increases financial costs and energy consumption. Conversely,
the tension between energy and performance becomes apparent
in the use of aggressive power optimization strategies, such as
virtual machine consolidation or scaling to zero during periods
of low traffic. While these strategies promote sustainability,
they also elevate the risk of service-level agreement violations
duringsudden workload surges. Considering these findings, the
trade-off between complexity and efficiency is also significant.
Advanced decentralized models, such as multi-agent
reinforcement learning, can reduce orchestration bottlenecks in
large clusters. However, these models introduce substantial
communication overhead and increased training complexity
when compared to more traditional heuristic approaches.

2) Temporal evolution of ML paradigms: Analysis of
publication data from 2014 to 2025 demonstrates a clear
paradigm shift in resource provisioning methodologies, which
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can be categorized into three distinct chronological phases.
Fig. 2 illustrates the distribution of these methodologies
throughout the survey period. During the era of classical ML
and heuristics (2014-2022), foundational predictive algorithms
and heuristic approaches dominated the literature for nearly a
decade. From 2014 to 2020, all surveyed papers relied
exclusively on classical machine learning or heuristic methods.
Even as research volume increased toward the end of this
period, classical approaches remained predominant, comprising
8 of 9 published papers in 2021 and 2022.

Publication of ML Methods Over Years

Mumber of Papers
I

0 = - - - - -

2014 2016 2018 2020 2022 2024
Publication Year
x Classical ML & Heuristics @ DRL & MARL
Fig.2. Temporal evolution of resource provisioning methodologies.

In 2023, the orchestration landscape experienced a crucial
inflection point, indicating a transition toward more advanced
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intelligent systems. For the first time, DRL and MARL
surpassed traditional methods, accounting for 3 of the 4 papers
publishedthat year. This transition corresponds to the increasing
need to manage complex, variable system states, where
traditional rule-based and predictive approaches are less
effective at balancing QoS and resource costs.

Recent literature from 2024 to 2025 demonstrates the
complete dominance of DRL and MARL methodologies.
During this period, classical machine learning and heuristic
approaches are absent from the surveyed state-of-the-art
research. DRL and MARL account for all 12 papers published
in these years. This quantitative trend substantiates the assertion
that, as microservices and modern deployment environments
have expanded, centralized decision-making and classical
supervised learning have become significant system
bottlenecks. As a result, the research community has rapidly
shiftedtoward DRL and MARL frameworks, whose experience-
based learning strategies have proven highly effective for
autonomous adaptation in dynamic, nonlinear cloud computing
scenarios.

3) Quantitative synthesis and comparative benchmark: To
quantify the effectiveness of modern ML interventions, we
derived a comparative benchmark from the empirical
performance claims reported in the 35 studies synthesized in
Table 1. The synthesis presented in Table II highlights the
specific percentage improvements in latency, cost, and energy
efficiency achieved by modern ML paradigms compared to
traditional baseline models.

TABLE . RESEARCH PAPERS ON MACHINE LEARNING-BASED RESOURCE PROVISIONING
Papers Algorithm / Method Environment Objective Result Tali(:ll::lrsny
Multi-ti Cloud | 1 . .. Effectively reduces the time required to
[26] PSO and SA wi-tier ou MPproving - resource - provision provide resources, which leads to cost | B1,CI1,Dl
Computing with minimum time and cost .
reductions
Effectively captures dynamic demand,
- Decreased resource usage (core, | provides computing resources to match | Bl, C1, C2,
[61] Greedy and heuristic Clouds memory, and storage) demand, and generates high revenue with | DI
low execution time
. . The use of SVR provides the best
[64] SVR, NN and LR Web' VM Resource | Improving perfonnange m performance in reducing response time and | B1, C2, D1
Provisioning throughput and response time . .
increasing throughput
[69] MLP Heterogeneous Meeting user demandsin terms of | Increased throughput and reduced | B1l, Cl1, C2,
infrastructures cost and execution time execution time D1
Minimizine cloud infrastructure The proposed method has the most cost-
[70] LA Cloud infrastructure costs & effective (minimum)use compared to other | B1,C1, D1
methods
[67] NN, LR, andRepTree | Cloud Computing Improving resource utilization Decrease in CPU usage B1,Cl1, DI
. The SVM model outperforms simple
El 1 . .
[23] SVM asFlc Cloud Improving QoS forecasting methods and approaches | Bl,C2, Dl
services : .
optimal allocation
[60] Fuzzy C-means and | Cloud computing | Improving execution time, cost, | Improvementsof20.62,40.14,and39.92% | B1, CI, C2,
PSO environment and memory in execution time, cost, and memory usage | DI
B . Optimizing VMs so that resources
[63] o at}i,risilzaantion Cloud Computing are used effectively to improve | Increase in average VM utilization ratio B1,C2,D1
P QoS
. Improve QoS by predicting . . .
[59] S[eer;e;;c and Fuzzy C- Cloud workloads workloads so that VM scaling can S:S;itiloor?tim;ncostp(;vrfirlateflznsumpnon’ g;’ DCll’ c2,
be performed effectively ’ i y i
Clou_d_ . Resource Predict resource usage based on .
[65] RF, XGBoost, and LR | Provisioning More optimal CPU usage B1,Cl1,D1
S demand
ystem
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Sustainable Cloud | Developin mechanisms for | Reduction in downtime and power | Bl, C2, C3,
[66] K-mean ping P
Computing Systems [ tolerance and fault tolerance consumption DI
[57] SLFA-UBS I(\:/Iultl—clo_ud Cost and resource efficiency Decrease in execution time and increase in B1,C1,DI
omputing throughput
Autonomic  cloud .
[68] DCRNN computing Piledlctifuture demand forresource Decrease in CPU usage on VMs B1,Cl1,DI1
environment aflocation
The LSTM model outperforms SVM and
[71] LSTM Cloud Services Improving QoS other forecasting methods, and approaches | B1, C2, D1
optimal allocation
Minimizing time, cost, and energy | Reduction in execution costs, power | Bl, Cl, C2,
[58] SMO Cloud platforms consumption consumption, and task rejection C3,D1
[62] LR and Bavesian Service-based cloud | Reducing expensesand improving | Better resource utilization and shorter B1.C1.DI
Y applications resource utilization response times T
ASI, SVM, KNN and Vlrtual- machine | Maximizing resource usage on Decrease in power usage and SLA | BI, Cl, C2,
[25] Decisi allocation and | VMs to decrease power usage and L
ecision Tree . . . . violations C3,D1
migration SLA violations
Cloud resource | Reducing costs while improving | Reduced MySQL deploymentcostsby48% | B1, C1, C2,
(4] K-means and CNN provisioning application performance on a single-tenant architecture D1
Optimizing the number of VMs
Short-Term memory . S allocated to the workload to | Decrease in the number of provisioned
[72] Q-Leaming Elastic provisioning decrease  the  number of | VMs and decrease in CPU usage B2,Cl1,DI
provisioned VMs and CPU usage
Intelligent autoscaling to
(73] LSTM-PPO Serverless maximize throughput while using | Improved throughputby 18% and function | B4, C1, C2,
) Computing / FaaS minimal resources (Cost & QoS- | execution by 13% compared to baseline D3
based)
Serverless rz}slgsgel(s:agom ol\llizers(t)visiofelfl Harvested 38% of idle resources, B2. Cl. C2
[74] DRL utilizing PPO Computing . YV erprovision accelerated 39% of invocations, and ’ ’ ’
latforms functions to maximize utilization reduced 99th-percentile latency by 26% D3
P (Cost & QoS-based) P Yoy
Distributed RL (TD3 Container-based icifilii au;g::::gf torel(‘ili(r:ﬁle Reduced average response time by 15% and
[75] . cloud microservice Y . ? & | decreased failed requests by 24% compared | B3,C2,D2
algorithm) clusters response time and failed requests to baselines
(QoS & Scalability-based)
. Maximizing energy efficiency, . -
MADRL and Drs | Comtainer-based avoiding SLA violations, and | Achieved significanty —lower energy | by o)
[76] L cloud environments L. .2 o consumption, reduced memory/CPU
hyper-heuristic / Dat nter minimizing resource utilization tilization. and faster r nse tim C3,D2
ata centers (Energy, Cost, & QoS-based) utilization, and faster response times
Container Minimizing energy consumption
[77] DRL, GNN, and | Orchestration and preventing over-provisioning gﬁ?;nlfozrileia eKll; ]z:rrltetetsaskl{ei?cutizz B4, C2, C3,
LSTM platforms(Edge and | while maintaining strict QoS » gd i g d ¥ D2, D4
Cloud) (Energy & QoS-based) 1me, andactive node usage
Predict cold start latency and . .
DRL (DDPG and Serverle;s Edge reduce occurrence frequency to DDPG model outpe'rf(?rmed 'basehnes'm B2, C2, C3,
[78] Computing P . latency/request prediction with superior
RDPG) Environments optimize - encrgy  consumption stability and convergence D3, D4
(Energy & QoS-based) Y €
Action-constrained Serverless ~ multi- rsrieglilrfilze acg(;f:tesai?:fo ur;:aetsento Reduced the system cost by 24.4% and B2. Cl. C2
[79] DRL  (DQN) + | cloud edge requirements a1’1d ensurye privag 22.6% compared to standard DQN and C4’D3 5D4 ’
. . . \ " . ,D3,
Security Mechanisms | computingnetworks (QoS, Cost, & Security-based) DQN+NN methods respectively
Adaptively allocate resources to L. o
[80] DRL utilizing a DQN | Cloud-based balance QoS and reduce overall giii{:;grrininagcccﬁizi}; Ir\?[iCh::d sgtgfgafg B2, Cl1, C2,
(DRAW method) software services ;e;;)eliir)ce costs (QoS & Cost- DQN methods by 3% to 13% Dl
Computing Intent-driven  orchestration to . o L
DQN, ARIMA, and | Continuum (Multi- | minimize latency, transformation Achieved only 1'542% QoS Vlohatlons, B4, Cl1, C2,
[81] . reduced transformation costs by 22%, and
MILP cluster Edge and | cost, and power consumption ower consumption by 24 2% C3,D3, D4
Cloud) (QoS, Energy, & Cost-based) P P y ot
. . Distributed Data Mul'tl-dlmensmnal alloca‘t‘lon‘to Significantly improved balanced resource
DRL combined with . achieve balanced utilization . N
[30] Centers in the edge- utilization and demonstrated an 85% | B2,Cl1,D4
NES (NESRL-MRM) . across resource types (Balanced | . .. ..
cloud continuum b improvement in time efficiency
utilization)
. Optimizing migration to allocate
1 t o S L .
DRL utilizing DQN gn(\)/?r((l)nmf:g?slpu ne resources, maximize utilization, Automated VM migration strategies B4. C1. C2
82 £ . and minimize  ener and | significantly outperformed manual settings ’ ’ ’
gy gn y outp g
and LSTM focusing on VM . . . C3,D1
Mieration downtime (Cost, Energy, & QoS- | or static rule-based allocation
era based)
. Dynamically schedule | Enhanced utilization by 32.5%, reduced
[83] II:S(])—M, DQN,  and glm%d Cortnputmg CPU/memory/bandwidth to | average response time by 43.3%, and gg’ €1, €2,
nvironments improve  utilization, reduce | lowered costs by 26.6%
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(AliCloud ECS | latency, and minimize expenses
cluster) (Cost, QoS, & Resource-based)
Model-free RL | Containerized aP;qzcs:tt1v$y11iacr:glct;§(:$§;tratg]sf(g Outperformed Kubernetes HPA, reducing B4. Cl. C2
[84] utilizing DQN and | Cloud Computing / Jus 1cp T ng > resource consumption by up to 10% and ’ ’ ’
LSTM Kubernetes compliance while ~minimizing improving performance by up to 30% D2
usage (QoS & Resource-based)
Serverless and Determine optimal deployment
Actor-critic based | Serverful environment :n d execugonyno de Outperformed baselines, achieving user B2. Cl. C2
[85] DRL (H-A2C) with | (IaaS/VM-based) .. cost reductions of up to 44% and relative ’ ’ ’
. to optimize latency and cost (Cost A o D1, D3
PPO Hybrid response time improvements of up to 11%
Environments & QoS-based)
Serverless Edee Balancing tradeoff between cold
Multi ¢ DRL | C ting/ Cl ﬁ start frequency and resource | Increased task success rate by 70%, B3. Cl1. C2
[86] utilllizi;lageCnSODQN e(;)r:-[:ii\irilcge oud- | ytilization  while maximizing | reduced monetary costs by 58%, and C3’D3 ’D4 ?
& s sgtems success rates (QoS, Energy, & | decreased average delay by 1.51% T
Y Cost-based)

TABLE II.

COMPARATIVE BENCHMARK OF MACHINE LEARNING EFFICACY IN RESOURCE PROVISIONING

ML Methodology

Primary Performance

Impact

Representative Result

Deep RL (DQN/LSTM) [83]

Cost & QoS Optimization

Reduced response times by 43.3% and costs by 26.6% in AliCloud clusters.

Multi-Agent DRL (CSODQN) [86]

Success Rate & Cost

Increased task success rates by 70% and reduced monetary costs by 58%.

Intent-Driven Hybrid [81]

QoS & Energy Sustainability

Suppressed SLA/QoS violations to 1.52% while reducing power consumption by 24.2%.

Distributed RL (TD3) [75]

System Reliability

Decreased failed requests by 24% and improved average response times by 15%.

Hybrid DRL (H-A2C) [85]

User Cost Reduction

Achieved user cost reductions of up to 44% in hybrid serverful/serverless environments.

TABLE III.

COMPARATIVE ANALYSIS OF ML METHODOLOGIES

ML Technique

Key Advantages

Major Trade-offs & Overhead Ideal Use Case

- High interpretability

Classical & Supervised | _ Low inference latency.

- Requires manual feature engineering -
Struggles with highly nonlinear patterns.

Stable, predictable VM workloads.

- Learns near-optimal policies autonomously

Deep RL (DRL) - No predefined rules required.

- High training complexity and massive data
requirements
- Risk of real-time instability.

Dynamic VM/Containerauto-scaling.

- Superior decentralized decision-making

Multi-Agent (MARL) - Scales linearly across large clusters.

- Significant communication overhead
- Coordination complexity and security
monitoring challenges.

Distributed Edge and Serverless

orchestration.

4) Technical comparative analysis of ML methodologies:
To satisfy the requirement for a critical evaluation of
methodologies, we analyze the trade-offs between the three
dominant paradigms. Each method presents a unique profile
regarding computational overhead, interpretability, and
adaptive capacity, as shown in Table IIL.

The primary distinction lies in the Training vs. Inference
costs: while classical models are inexpensive to deploy, they fail
in the volatility of the edge. Conversely, MARL offers high
elasticity but introduces coordination delays that can counteract
latency gains if not properly optimized.

5) System-level environmental distinctions: Resource
provisioning logic must fundamentally adapt to the specific
abstraction layers and operational constraints of the underlying
infrastructure, which are generally classified into three primary
deployment tiers. In traditional cloud environments utilizing
VMs and containers, the primary focus remains on macro-level
resource placement and live migration to optimize hardware
utilization and reduce energy consumption through server
consolidation.

In contrast, serverless computing FaaS introduces micro-
level, event-driven orchestration. The primary technical

challenge is managing warm and cold container pools, which
requires balancing reducing cold-start latency with
implementing a scale-to-zero model to minimize operational
costs. Within the edge-cloud continuum, provisioning must
address highly distributed, resource-constrained nodes by
strategically offloading microservices to meet ultra-low latency
requirements at the edge, while also managing high compute
costs and limited battery life in decentralized devices.

VI. CONCLUSION

This paper presented a comprehensive survey of resource
provisioning strategies, with a particular focus on the
"Intelligence Shift" toward machine learningin cloud, edge, and
serverless environments. Through a taxonomic analysis of
eleven years of literature, we categorized ML interventions into
four primary categories: classical and evolutionary machine
learning, hybrid forecasting-optimization, deep reinforcement
learning (DRL), and multi-agent systems (MARL). The
principal finding of this survey is the increasing prevalence of
hybrid architectures that combine time-series forecasting with
DRL to address the fundamental trade-off between
infrastructural cost and stringent Quality of Service (QoS)
requirements. Our quantitative synthesis of the state of the art
indicates that intelligence-driven interventions yield measurable
improvements over traditional heuristics. For example, model-
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free reinforcement learning algorithms reduce resource
consumption by up to 10% and improve system performance by
up to 30%. Additionally, hybrid Actor-Critic (H-A2C) models
achieve user cost reductions of up to 44% and an 11%
improvement in relative response times. Intent-driven
orchestration models also suppress SLA/QoS violations to
1.52% and reduce data center power consumption by 24.2%.

To address the ongoing evolution of the edge-cloud
continuum, we identify several priority areas for futureresearch.
Researchers should focus on developing models that reduce
latency from serverless "cold starts" by employing intent-driven
orchestration and predictive container pre-warming. As
decentralized clusters expand, further refinement of MARL is
necessary to manage coordination overheadin high-density edge
nodes. The integration of federated learning is also essential to
ensure secure resource allocation and data privacy in multi-
tenant environments. Moreover, future algorithms should
explicitly incorporate energy efficiency and carbon-aware
metrics to facilitate the transition to green Al orchestration.
While this survey offers a rigorous analysis of the current
landscape, it is subject to specific scope constraints, including a
search limited to high-impact databases such as IEEE Xplore,
ACM Digital Library, and ScienceDirect. Our inclusion criteria
also prioritized literature from the 2023-2025 period to
emphasize the shift toward modern machine leaming
orchestration. As a result, foundational heuristic models are
referenced primarily to contextualize the current paradigm shift
and were not subjected to the same level of quantitative
benchmarking as contemporary neural-based solutions.

VII. DECLARATION ON GENERATIVE Al

During the preparation of this work, the authors used
Grammarly Paraphraser (Academic writing style) to improve
the clarity and grammatical precision of the manuscript. After
using this service, the author critically reviewed, verified, and
edited the generated suggestions to ensure technical accuracy.
The authors take full responsibility for the originality, accuracy,
and integrity of the final publication.
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