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Abstract—This study proposes an intrusion-prediction 

framework for e-Health information systems that combines 

structured web-log analysis, supervised machine learning, and 

Apache Spark-based distributed processing. A corpus of 1,000,000 

labeled HTTP log instances collected from a university hospital 

web environment was preprocessed into security-relevant 

features, including request method, request/response type, packet 

size, status code, URL length, and parameter count. Using a 

stratified 80/20 train-test split and five-fold cross-validation on the 

training data, we compared K-Nearest Neighbors (KNN), Logistic 

Regression, and Decision Trees. KNN achieved the best held-out 

performance, with 95.66% accuracy, 91.79% precision, 93.93% 

recall, 92.85% F1-score, and a 3.60% false positive rate. Logistic 

Regression and Decision Trees reached accuracies of 85.30% and 

83.20%, respectively. Spark also reduced runtime substantially at 

the 1,000,000-instance scale, lowering KNN processing time from 

12.0 s to 6.5 s. The results show that combining big data 

infrastructure with carefully tuned machine learning can improve 

both detection quality and operational feasibility in hospital 

cybersecurity monitoring. 
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I. INTRODUCTION 

This exponential development of information and 
communication technologies rests on the increased utilization of 
more and more connected devices and tools in recent years. 
Through such evolution, users have easily and rapidly accessed 
information [1]. However, in the process, it has also facilitated 
illicit access to sensitive resources by malicious actors. The big 
challenge in the detection and prediction of attacks on 
communication systems, especially for hospital information 
systems, electronic medical records, and electronic health 
records, is related to the detection and prediction of such attacks 
[2]. Among the most attacked resources are those provided by 
web applications used in healthcare environments [3]. The log 
files record every event happening during system operation and 
are large in volume and complex in structure. Analysis of such 
log files is, therefore, of prime importance for addressing the 
risks involved with system attacks that may affect patient data 
and overall performance. Because of the huge size of these log 
files, it is not possible to conduct their manual analysis; extended 
processing times need to be used [4]. The novelty of this work 
lies in designing a cyberattack prediction framework that 
balances accuracy, scalability, and robustness to imperfect 
training data. Because security log datasets may contain noisy, 

inconsistent, or manipulated records, robustness becomes an 
important consideration alongside predictive performance [35]. 
This work will focus on the accuracy of different predictive 
algorithms, along with their time complexity, to provide an 
overall framework that will help administrators in healthcare 
identify and mitigate vulnerabilities effectively. The time 
complexity comparison analysis taken by algorithms used 
secures the development of an efficient solution to be able to 
handle volumes and improve efficiency, while personal data on 
patients is protected. 

Also, by embedding Apache Spark as a big data processing 
engine, the model increases its speed of processing information 
and thus allows real-time analysis of large volumes of log data; 
in our evaluation, Spark supports distributed processing across 
scales up to 1,000,000 instances, addressing the practical 
scalability constraints of security analytics over large healthcare 
log volumes. This establishes a dual emphasis on predictive 
accuracy and computational efficiency, positioning the research 
as a practical contribution to improving the security posture of 
healthcare web applications. 

The rest of this study is organized as follows. First, some 
related works concerning log file analysis and cybersecurity 
techniques are reviewed. Following this, the advantages and 
challenges in log file analysis applied to healthcare are 
discussed. Then, Big Data technologies and their importance in 
regard to security issues are described, and afterwards, machine 
learning tools and their practical applications in log analysis. 
The proposed approach and the implementation follow together 
with discussions of results. 

II. RELATED WORK 

Basically, log file analysis refers to the intended examination 
and analysis of log files [5]. Log files are very important in 
tracking mistakes in data transmission, as well as tracking 
firewall activities [6]. Medical log file analysis is one of the most 
vital analyses that can be used in enhancing hospital information 
systems and electronic health records (EHR) [7]. Log files 
record not only the interaction of visitors with web applications 
but also trace various technical errors related to networks, 
software, and components, most of all, though, underlying 
security issues regarding patient data [8, 9]. However, the 
analysis of security logs is complex and requires advanced 
technical skills related to Big Data, Machine Learning, and both 
[30]. 
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Several works have described how Big Data and Machine 
Learning can be applied in security log file analysis. Landauer 
et al. [10] proposed a dynamic anomaly detection approach 
using clustering mechanisms to enable a self-learning algorithm 
to detect anomalies related to temporal behavior. On the other 
hand, Zhong et al. [11] proposed a deep learning log analysis-
based intrusion detection approach based on the application of 
LSTM networks. Skopik et al. [12] investigated a unified 
pipeline that realizes several machine learning algorithms to 
analyze the system behavior and to identify deviations from 
established patterns, which in turn allows identifying both 
known and unknown attacks. Recent IDS surveys also show that 
Machine Learning and Deep Learning-based intrusion detection 
must address dataset quality, evasion techniques, false positives, 
and the detection of evolving attacks, which remains highly 
relevant for healthcare web environments [33, 37]. 

In the Big Data log file analysis context, Azizi et al. [13] 
proposed an approach where MapReduce could be used for the 
analysis of security-related log files concerning certain types of 
attacks, such as SQL injection or DDoS. Jeon et al. [14] 
proposed a new Big Data-based security logging system that 
extends security intelligence by analyzing data events created in 
enterprise log files, covering systems, application services, and 
IT infrastructure. 

Despite these developments, most of the earlier studies have 
shown suboptimal performance because of data pre-processing 
deficiencies, which reduce the accuracy and performance. Most 
research typically only gives general suggestions for improving 
security without quantifying the impact, whereby limited 
practical applicability can be achieved from such 
recommendations. In addition, many of them have not explained 
the very crucial issue of processing time in terms of the steps 
involved in pre-processing, learning, classification, and 
prediction. Without this, a solution will not be feasible in real-
world situations. In turn, our approach tries to fill these gaps by 
proposing an end-to-end system that emphasizes strict data pre-
processing in order to derive from log files high-quality and 
relevant features that will enhance accuracy and improve 
predictive performance after proper refinement of the data, and 
then the application of machine learning algorithms. Moreover, 
the time complexity analysis for each algorithm allows us to 
propose an efficient model able to perform the right balance 
between accuracy and speed of processing. The presence of 
Apache Spark accelerates data handling and makes the entire 
workflow smoother, therefore making our solution ideal for big 
log file analysis in real-time healthcare contexts. The two most 
important goals-precision and speed-are huge guarantees that 
our research is one of the great milestones within the field of 
cybersecurity in general and the elaboration of practical and 
efficient solutions concerning the identification and mitigation 
of potentially vulnerable points in healthcare information 
systems. 

III. BIG DATA TOOLKIT FOR LOG FILE SECURITY ANALYSIS 

Big Data is a concept that copes with the research, analysis, 
capture, storage, sharing, and presentation of data. Big Data 
replaces traditional tools, since those are inefficient in managing 
and analyzing such large sets of information. Often 
characterized by the three “Vs”: volume, velocity, and variety. 

Big Data integrates other important aspects such as Value and 
Veracity [15, 16]. 

Big Data finds applications across a wide range of industries 
operating with huge volumes of data every day and usually 
requires crucial speed [17]. The prominent fields where Big 
Data can find its central role include Marketing, Monitoring, and 
Security, among others [18, 19]. In security, Big Data 
contributes substantially to enhancing the capability that deals 
particularly in the capture, filtration, and analysis of millions of 
network events per second, log and audit files included [20]. It 
provides that third level of protection against cyber-attacks 
involving: 

• First-level security: company security against external 
attacks [21]. 

• Second-level security: company protection from 
vulnerabilities imposed by its users [21]. 

• Third-level security: impact assessment of the threats 
detected within infrastructure, which means network 
traffic back-tracing capability for tracking malware steps 
and proper action [22]. 

Big Data analytics tools actually enable cybersecurity 
experts to analyze a variety of data types from all different 
sources in real time. These tools are not limited to gathering 
information but also create correlations and connections [23, 
24]. Amongst the major analytical tools for security are: 

• Unified Analytics System: Apache Spark, a free software 
to process large volumes of data, with libraries for 
different Big Data workloads. Though Spark itself is 
handy for tasks that require enormous computing power, 
its application in anomaly detection, both in user 
behavior and network traffic, will provide information 
security [25, 26]. 

• IBM Security QRadar: An enterprise security 
information and event management product that can 
collect and analyze log data generated by security 
systems, network devices, host assets, applications, 
vulnerabilities, and user activities [27]. 

• Splunk: it is the premier software platform for search, 
analysis, and visualization of machine data generated. 
Splunk allows indexing and real-time analysis of 
structured, unstructured, and complex logs to enable 
alerts, event notifications, and reports based on the state 
of machines [28]. 

• Apache Metron: An open-source Big Data for security 
monitoring and analytics that is free. It allows for real-
time processing of emitted data; it also has a component 
for long-term storage. Metron provides a centralized 
monitoring portal for contextual alerts and attack 
information [29]. 

A. Decision Trees 

Decision Trees were included because they provide 
interpretable rule-based classification and can model non-linear 
interactions among log-derived features [34, 37, 38]. In this 
study, the tree recursively partitions the feature space according 
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to the splits that best separate normal and attack traffic, 
producing decision paths that are easy to inspect. This makes the 
model attractive for hospital security teams that need 
understandable alerts, although depth control is required to limit 
overfitting. 

B. K-Nearest Neighbors 

K-Nearest Neighbors (KNN) was selected as a strong non-
parametric baseline for attack prediction [36, 39]. The classifier 
assigns a label to each new instance according to the dominant 
class among its nearest neighbors in feature space, allowing it to 
capture local and non-linear attack patterns without imposing a 
fixed functional form. Because KNN is sensitive to feature 
scaling and the value of k [36], both normalization and 
hyperparameter tuning were applied before final evaluation. The 
basic KNN decision principle is illustrated in Fig. 1. 

𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑥, 𝑥𝑖) = √∑ 

𝑑

𝑗=1

(𝑥𝑗 − 𝑥𝑖𝑗)
2
 

 
Fig. 1. Basic KNN decision principle. 

C. Logistic Regression 

Logistic Regression was used as a probabilistic linear 
baseline for binary intrusion detection [32]. The model estimates 
the probability that a request belongs to the attack class from a 
weighted combination of the input features and offers a 
transparent view of how features contribute to predictions. A 
conceptual illustration of this decision boundary is shown in Fig. 
2. 

Its interpretability and low computational cost make it useful 
in healthcare security analytics, even though purely linear 
decision boundaries may miss some complex attack 
relationships. This choice is also consistent with prior work 
showing that regularized logistic regression can support 
interpretable anomaly-oriented prediction while remaining 
suitable for imbalanced security-related settings [32]. 

𝑃(𝑋 = 𝑥) =
1

1 + 𝑒−(𝛽0+𝛽1𝑥1+𝛽2𝑥2+⋯+𝛽𝑑𝑥𝑑) 

 
Fig. 2. Illustration of a Logistic Regression model applied to a synthetic 

binary classification dataset. 

D. Comparison Summary 

The three classifiers were selected to represent 
complementary design trade-offs relevant to hospital intrusion 
detection. Logistic Regression offers transparency and 
efficiency, Decision Trees provide interpretable non-linear 
rules, and KNN captures local attack structures with strong 
discrimination when sufficient labeled examples are available. 
Comparing them under the same preprocessing and validation 
protocol allows the study to assess not only accuracy, but also 
operational fit for large-scale security monitoring. 

IV. DESIGN OF A COMBINED MACHINE LEARNING AND BIG 

DATA SYSTEM FOR CYBERATTACK PREDICTION: USE CASE OF 

A UNIVERSITY HOSPITAL INFORMATION SYSTEM 

The experimental dataset consisted of 1,000,000 labeled 
HTTP log instances extracted selectively from a university 
hospital web application environment to form a 30% attack and 
70% normal requests, and exported to CSV after preprocessing. 
The corpus was constructed from raw Apache access logs and 
request traces, then anonymized to remove patient and user 
identifiers before feature generation. Labels were assigned as 
normal or attack using rule-based annotation supported by 
known malicious payload patterns, status-code anomalies, 
authentication abuse signatures, and manual verification of 
representative samples. The retained dataset characteristics are 
summarized in Table I, while Fig. 3 shows the original structure 
of the training log data. 

TABLE I.  DATASET CHARACTERISTICS 

Item Description 

Source Raw HTTP Log files 

Total instances 1,000,000 

Class distribution 700,000 normals; 300,000 attack 

Retained fields 
Packet size, HTTP method, request/response type, 

URL, status code, parameter count, URL length 

Privacy handling 
IP addresses and user identifiers are anonymized 

before modeling 
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Fig. 3. Structure of the dataset used for training the prediction algorithms 

A. Data Preparation and Feature Engineering 

Data preparation focused on converting raw web-log events 
into a consistent feature space suitable for supervised learning. 
After removing duplicated or incomplete records, categorical 
fields were encoded, continuous attributes were normalized, and 
malformed requests were retained only when they contained 
security-relevant evidence. This step reduced noise while 
preserving the behavioral signals needed for attack prediction. 

The final feature set included HTTP method, 
request/response type, packet size, request URL, status code, 
URL length, and parameter count. These features were chosen 
because they capture request structure and protocol behavior in 
a form that remains compatible with the information retained 
from the original server logs. 

B. Predictive Modeling and Experimental Design 

Three supervised classifiers were trained on the same labeled 
dataset: KNN, Logistic Regression, and Decision Trees. The 
data were partitioned with a stratified 80/20 train-test split so 
that the original normal/attack ratio was preserved in both 
subsets. All model selection steps were performed only on the 
training data. The overall workflow for model construction, 
application, and evaluation is illustrated in Fig. 4. 

• Hyperparameter tuning was conducted using grid search 
with five-fold stratified cross-validation. For KNN, we 
searched k in {3, 5, 7, 9, 11}, weight schemes {uniform, 
distance}, and distance metrics {euclidean, manhattan}. 
For Decision Trees, we explored the split criterion {gini, 
entropy}, max depth {3, 5, 10, None}, and min samples 
split {2, 5, 10}. For Logistic Regression, we evaluated C 
in {0.01, 0.1, 1, 10} with L2 regularization using the 
liblinear and lbfgs solvers. 

• Model performance was reported on the held-out test set 
using accuracy, precision, recall, F1-score, false positive 
rate, and processing time. Apache Spark was used to 
accelerate preprocessing and batch inference at larger 
scales, enabling a consistent comparison between 
traditional and distributed execution. The best 
configurations selected by cross-validation were KNN (k 
= 5, distance weighting, Euclidean distance), Decision 
Tree (gini, max_depth = 10, min_samples_split = 5), and 
Logistic Regression (C = 1, L2, liblinear). The selected 
hyperparameter values are summarized in Table II. 

TABLE II.  SELECTED HYPERPARAMETER VALUES 

Model Selected configuration 

KNN k = 5; distance weighting; Euclidean metric 

Decision Tree gini; max_depth = 10; min_samples_split = 5 

Logistic Regression C = 1; L2 penalty; liblinear solver 

C. Results Analysis and Discussion 

The evaluation examined both predictive quality and 
deployment-oriented efficiency. Final classification metrics 
were computed on a held-out test set of 200,000 instances, while 
processing-time measurements were recorded across dataset 
sizes from 100,000 to 1,000,000 instances to assess scalability 
under increasing log volume. 

D. Classification Performance and Operational Metrics 

KNN achieved the strongest overall results on the held-out 
test set, reaching 95.66% accuracy and substantially 
outperforming Logistic Regression (85.30%) and Decision 
Trees (83.20%). Its advantage was not limited to accuracy: KNN 
also produced the highest precision and F1-score, indicating that 
it balanced correct attack detection with reliable alert generation. 
The full metric breakdown is reported in Table III, and the cross-
size accuracy trend is shown in Fig. 5. 

From an operational perspective, the false positive rate is 
especially important for hospital environments because 
excessive false alarms can overwhelm security teams and reduce 
trust in automated monitoring. KNN yielded the lowest false 
positive rate (3.60%), whereas Logistic Regression and Decision 
Trees produced 8.00% and 9.00%, respectively. This result 
strengthens the case for KNN as the most deployment-ready 
classifier among the models evaluated. 

TABLE III.  CLASSIFICATION PERFORMANCE 

Model 
Accura

cy 

Precisi

on 

Recal

l 

F1-

score 
FPR 

Specifici

ty 

KNN 95.66% 91.79% 
93.93

% 

92.85

% 

3.60

% 
96.40% 

Logistic 

Regressi

on 

85.30% 78.87% 
69.67

% 

73.98

% 

8.00

% 
92.00% 

Decision 

Tree 
83.20% 75.58% 

65.00

% 

69.89

% 

9.00

% 
91.00% 

 
Fig. 4. Process of constructing, applying, and evaluating the predictive 

model for HTTP attacks prediction. 
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Fig. 5. Accuracy comparison of machine learning algorithms (KNN, logistic 

regression, and decision tree) for HTTP attack prediction across different 

dataset sizes. 

E. Processing Time Analysis 

Processing-time analysis confirmed the value of distributed 
execution for large-scale hospital log analysis. Across all three 
models, Spark reduced runtime as dataset size increased, with 
the strongest absolute gains observed for KNN and Decision 
Trees at the 1,000,000-instance scale. Although Logistic 
Regression remained the fastest classifier under Spark (6.0 s), 
KNN matched Decision Tree at 6.5 s while preserving a much 
stronger detection profile, making it the best accuracy-efficiency 
compromise in the study. Table IV summarizes the detailed 
timing values, and Fig. 6 highlights the corresponding 
processing-time trend. 

TABLE IV.  PROCESSING TIME COMPARISON (SECONDS) 

Dataset 

size 
Model Without Spark (s) 

With 

Spark (s) 

100,000 KNN 1.8 1.1 

100,000 Logistic Regression 1.4 1.2 

100,000 Decision Tree 2.0 1.4 

300,000 KNN 4.5 2.6 

300,000 Logistic Regression 3.0 2.8 

300,000 Decision Tree 4.7 2.9 

500,000 KNN 6.8 3.7 

500,000 Logistic Regression 4.2 3.9 

500,000 Decision Tree 7.3 4.1 

700,000 KNN 8.9 4.8 

700,000 Logistic Regression 5.1 4.9 

700,000 Decision Tree 9.6 5.0 

1,000,000 KNN 12.0 6.5 

1,000,000 Logistic Regression 6.5 6.0 

1,000,000 Decision Tree 12.6 6.5 

 
Fig. 6. Processing time comparison of KNN, logistic regression, and 

decision tree algorithms, both with traditional processing and using Spark . 

V. CONCLUSION 

This study presented a coherent framework for cyberattack 
prediction in e-Health information systems by combining 
structured log analysis, supervised machine learning, and 
Apache Spark-based distributed processing. Using a labeled 
corpus of 1,000,000 HTTP log instances from a university 
hospital context, the study demonstrated that rigorous 
preprocessing and feature engineering can support reliable 
detection of malicious web activity against healthcare services. 

Among the evaluated classifiers, KNN delivered the best 
overall performance, achieving 95.66% accuracy, 91.79% 
precision, 93.93% recall, a 92.85% F1-score, and the lowest 
false positive rate (3.60%). These results are especially 
important for operational deployment because they indicate a 
lower alert burden on hospital security teams compared with 
Logistic Regression and Decision Trees. 

The processing-time experiments further showed that 
Apache Spark materially improves scalability, cutting KNN 
runtime from 12.0 s to 6.5 s at 1,000,000 instances and enabling 
practical large-scale analysis without sacrificing detection 
quality. Taken together, the results suggest that KNN plus 
distributed execution offers the most favorable balance of 
accuracy, responsiveness, and operational usability for intrusion 
monitoring in e-Health environments. 

Future work can extend this framework toward multi-class 
attack labeling, streaming analytics for continuous monitoring, 
and external validation on logs collected from additional 
hospital systems. These steps would further strengthen 
generalizability while preserving the deployment-oriented focus 
established in the present study. 
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