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Abstract—The proliferation of cybercrime activities, partic-
ularly those leveraging web servers for illicit purposes such as
distributing hoaxes, hosting illegal online gambling, and spread-
ing malware, underscores a pressing demand for a standardized
digital forensic framework. Existing methodologies, like simple IP
blocking, have proven insufficient in guaranteeing the integrity
and admissibility of digital evidence in legal proceedings. This
research introduces a comprehensive seizure and acquisition
framework specifically engineered to manage digital evidence
from both on-premise and cloud-based web servers. A core
emphasis of this framework is live acquisition to preserve volatile
data and ensure minimal service disruption. The framework
systematically addresses critical challenges by focusing on legal
authorization, precise server type identification and technical
preparation, judicious forensic tool selection, rigorous evidence
integrity validation through hashing, diligent Chain of Custody
(CoC) documentation, and secure data storage. Tested through
simulations of on-premise and cloud server seizures, the frame-
work demonstrated its capacity to uphold evidence integrity
and legal compliance. While robust, Subject Matter Expert
(SME) validation indicated areas for optimization, particularly
in cloud-native contexts and the automation of Chain of Custody
documentation. This study marks a pivotal advancement towards
standardizing web server seizure procedures, thereby ensuring
that digital evidence remains valid, intact, and legally admissible
in court.

Keywords—Digital forensics; web server seizure; live acquisi-
tion; evidence integrity; chain of custody

I. INTRODUCTION

As cybercrime continues to rise, the need for effective
digital forensic practices is paramount [1]. The Indonesian
legal framework is still adapting to the complexities of digital
evidence, which presents unique challenges for law enforce-
ment agencies [2]. The lack of standardized procedures for
seizing and acquiring digital evidence from web servers fur-
ther complicates the investigation process, making it essential
to develop a comprehensive framework that addresses these
issues [3].

Database breaches, website defacement, cyber intrusions,
and phishing attacks commonly occur on web servers [1].
These incidents require forensic investigation.

In the cyber context, however, the term encompasses a
more nuanced set of actions. It can refer to the physical seizure
of server hardware. However, more frequently, it involves the
logical acquisition or forensic duplication of digital data from
systems that cannot be physically moved or shut down due to
operational risks [4]. This distinction is critical, as the chosen
method —physical or logical —depends heavily on the server’s
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environment, its role in ongoing business operations, and the
legal authority granted to investigators [5].

One example is a case of hacking and defacing a gov-
ernment website in Indonesia [6]. This case involved the
hacking of several government websites in Indonesia, where
attackers altered the front page with political or ideological
messages. A digital forensics team seized the web server for
further analysis, including identifying the digital footprint of
the hackers, the hacking methods used, and log data showing
unauthorized activity [7], [8]. The forensics process collects
data from server logs, caches, and system configurations to
check for exploited vulnerabilities [9].

These case examples show that web server seizure is
challenging in both VPS and cloud environments. A stan-
dard framework is required to ensure integrity, validity, and
courtroom admissibility [10], [11]. A digital forensics process
model provides the required steps, inputs, and outputs for
successful investigation [12].

Evidence handling in cyber forensics includes preservation,
collection, validation, identification, analysis, interpretation,
documentation, and presentation [5]. As cyber cases in In-
donesia increase, investigators still lack a standardized legal-
forensic reference for seizure and acquisition [13]. This study
proposes a web server seizure framework that is technically
robust and legally compliant for Indonesian law enforcement
needs.

The framework developed in this study directly contributes
to the following strategic aspects:

e  Strengthening the Validity of Digital Evidence
through Standardization of Procedures: This frame-
work presents a structured and well-documented work-
flow in seizing and acquiring evidence from web
servers.

e  Support for Strengthening the Chain of Custody: One
of the important contributions of this framework is
to provide technical and administrative guidelines for
building a strong chain of custody.

e Ensuring Legal Compliance in Indonesia and Sup-
porting International Applicability: This framework is
designed to align with the legal principles applica-
ble in Indonesia, especially regarding digital seizure
procedures, electronic evidence provisions, and legal
restrictions.

e  Foundation for the Establishment of SOP for Digital
Forensic Institutions: For law enforcement agencies,
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digital forensic laboratories, and other agencies in-
volved in cyber investigations, this framework can
be a basis for compiling, training investigators, and
strengthening institutional capacity in digital forensics.

e Foundation for Developing Standard Operating Pro-
cedures in Digital Forensics: By bringing a relatively
new topic for web server seizures in the context of
cloud and hybrid—this research broadens the insights
and academic literature in Indonesia and globally.

A. Operational Definition of Key Terms

To avoid ambiguity, this study distinguishes the following
terms and applies them consistently in all sections:

e Seizure: A legally authorized act to control digital
evidence sources (physical or logical) under applicable
procedures (KUHAP and related regulations).

e  Collection: Initial identification and retrieval of poten-
tially relevant artifacts from a running or non-running
system.

e  Acquisition: A forensic process to create a reliable
copy/image of selected data while preserving eviden-
tiary integrity.

e Live Acquisition: Acquisition from an active system
without shutdown to preserve volatile artifacts and
maintain service continuity.

The remainder of this study is organized as follows. Section
II reviews related research. Section III presents the framework
development method. Section IV evaluates the framework
through simulations and SME validation. Section V discusses
findings, feasibility, and refinement direction, and Section VI
concludes the study.

II. RELATED RESEARCH
A. Web Server Acquisition

Web server acquisition is a crucial step in the digital
forensics process, which aims to collect all relevant data from
the server without changing its contents. Research by Pedapudi
& Vadlamani [14] directly links data with formal seizure
documentation through the proposed “Data Acquisition-based
Seizure Record Framework.” In this context, seizure” is
defined as a process that must be systematically recorded and
documented [15].

Thankaraja Raja Sree et al. [16] demonstrated that data
acquisition from web servers necessitates tools capable of
handling dynamic and volatile data that is constantly updated.
This [17] also emphasized the importance of using specialized
tools to maintain data integrity during acquisition, such as
using secure hashing on the collected data to ensure that no
changes occur.

Liu et al. [18] also discuss remote acquisition methods that
allow investigators to perform acquisitions remotely. While
this method is helpful in the context of cloud forensics, when
applied to a local web server, it faces challenges in terms of
legality and network security.
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Digital seizure is a crucial step in digital forensics for [oT,
involving the identification and acquisition of digital evidence
from diverse and interconnected devices. Its main strength
lies in preserving volatile and distributed data [19], which
is essential for reliable forensic analysis and legal proceed-
ings. However, the process faces significant challenges due to
the heterogeneity of IoT devices, a lack of standardization,
network limitations, and the vast volume of data, which can
hinder the collection of timely and complete evidence [20],
[13]. Thus, while digital seizure is vital for IoT forensics,
its effectiveness depends on the development of standardized
frameworks and adaptive tools to address these unique chal-
lenges.

Previous studies have proposed various digital forensics
models that address general procedures for investigating digital
evidence, such as the Digital Forensics Investigation Frame-
work (DFIF) [21].

Cloud forensics research [22], [23], [24] emphasizes re-
mote acquisition and live capture without service interruption.
However, these approaches still lack specific guidance for VPS
seizure in the Indonesian context. In this study, "web server”
seizure is not limited to HTTP/HTTPS servers but includes
any server entity containing relevant evidence [25].

The web servers commonly used are NGINX and Apache.
On the other hand, with time, other web servers have also
become widely used, such as Microsoft IIS, lighttpd, and
LiteSpeed. These types of web servers can be categorized as
web servers that can be seized [26].

Data crucial for web server forensic acquisition is cat-
egorized into Volatile Data (e.g., RAM contents, running
processes, network connections, active user sessions, system
time, open files, command history, and clipboard contents) and
Non-Volatile Data (e.g., system files, server configurations, log
files, databases, web applications, user data, and backup files)
[27]. These data points serve as potential evidentiary artifacts.
Consequently, securing and maintaining the integrity of dig-
ital evidence from web servers is critical for effective case
investigation and prosecution, particularly given increasingly
stringent international digital evidence laws [28].

The data mentioned above can be potential artifacts that
can be used as evidence in conducting the seizure of the web
server. In Indonesia, there are no guidelines governing the
seizure of web servers, which poses significant technical and
legal challenges for investigators [29]. Success in securing and
maintaining the integrity of digital evidence from web servers
is critical to investigating and prosecuting cases, especially
in the context of increasingly stringent international laws
regarding digital evidence [30].

Although previous research has provided a good foundation
for collecting and acquiring digital evidence, there is no
specific framework addressing the seizure of web servers as
evidence [31], especially in the context of applicable law in
Indonesia. Many current solutions, such as remote acquisition
[32], do not consider the technical uniqueness and legal
challenges associated with direct seizure. This creates a risk
that the evidence obtained will not be admissible in court or
that the data acquisition process will be flawed, resulting in
loss of data integrity and chain of custody [33].
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B. Digital Forensic Methodology for Incidents

Karen Ken [34] (The Guide to Integrating Forensic Tech-
niques into Incident Response (NIST Special Publication 800-
86)) describes the general framework of the NIST standard,
which consists of Collection, Examination, Analysis, and Re-
porting. However, the collection stage does not explain how
to perform a seizure on a web server. Based on Fig. 1, at the
Collection stage, there are the following details:

e Identifying possible data sources.

e  Acquiring data: At this stage, there are further details
as follows:

o  Planning data acquisition.
o Acquiring the data.

o Verifying data integrity.

e  Considering Incident Response.

Collection Examination> Analysis> Reporting

1

Media

» Data - Information =——p-Evidence

Fig. 1. NIST Digital Forensics Framework.

Seizing a web server in the context of digital forensics
investigations is a complex process involving infrastructure
that often functions dynamically [35]. Malik et al. [36] em-
phasize the considerable obstacles associated with web server
seizures, notably the potential for operational downtime that
may impede company activities and the threat of losing essen-
tial volatile data if the server is deactivated during the seizure
process [37]. Many contemporary investigations are using a
live forensics strategy, wherein the operational web server
continues to function while digital evidence is gathered [38].
This method enables investigators to gather evidence without
disabling the server, although it also increases the potential of
data contamination.

C. Digital Forensics Seizure

Research by Kuntze et al. [39] discusses the process of
seizure from a legal context in Germany and the United States,
with a focus on digital data. In this study, “seizure” no longer
always means the physical removal of hardware, but more
often refers to the process of imaging hard drives or other
storage media. The primary concern is that modern seizure
practices, which involve creating full images, often conflict
with fundamental laws.

From a different perspective, research by Nortje & My-
burgh [40] examines “seizure” from the perspective of its
legal preconditions, namely the obstacles in drafting search
and seizure warrants for digital evidence in South Africa. This
research does not focus on the technical act of seizure itself,
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but rather on the legal process that authorizes it. “Seizure” is
viewed as a legal action whose validity is highly dependent
on the completeness and accuracy of the warrant application
submitted by the forensic investigator.

Research by Pedapudi & Vadlamani [14] directly links data
with formal seizure documentation through the proposed “Data
Acquisition-based Seizure Record Framework.” In this context,
“seizure” is defined as a process that must be systematically
recorded and documented. The proposed framework aims to
standardize the recording of every detail during the digital
evidence acquisition process.

Meanwhile, research by Thealma & Ruldeviyani [2] dis-
cusses the ethical aspects of data handling in digital forensic
investigations in Indonesia, especially after the enactment of
the Personal Data Protection Law (PDP Law). Although it does
not directly define “seizure,” this research implicitly highlights
that the process of seizing digital evidence carries significant
ethical and legal consequences, as such evidence is likely to
contain sensitive personal information or data.

These four literature studies collectively provide a 360-
degree view of the seizure process in digital forensics. They
show that the framework must not focus only on technical as-
pects, but must also be legally accountable, ethically grounded,
and well documented to preserve evidentiary integrity from
start to finish.

D. Implementation of Framework in Daily Practice

Forensic investigators and examiners utilize established
frameworks in their daily practice to verify that the acquisition
and analysis of digital evidence adhere to industry standards
[13]. Singh K [41] asserted that a well-designed framework
can reduce errors in the investigative process and guarantee
the admissibility of digital evidence in court. The execution of
this framework requires specialized training for investigators to
comprehend the technical procedures involved in seizing web
servers, particularly in surroundings with complex infrastruc-
ture [42].

Frameworks such as the Digital Forensics Investigation
Framework (DFIF) have been successfully utilized in cy-
bercrime investigations. Nonetheless, the implementation of
forensic frameworks must persistently adapt to advancing
technologies, including cloud environments and hybrid web
servers, to guarantee the proper securing and validation of
digital evidence [21], [22], [23].

E. Existing Seizure Procedures

Fig. 2 illustrates that the seizure procedure is a critical com-
ponent of the criminal case management process in Indonesia,
as evidenced by the information obtained from the official
portal of the Metro District Court [43]. The Criminal Pro-
cedure Code, also known as KUHAP (Kitab Undang-Undang
Hukum Acara Pidana), governs the procedures for evidence
seizure in the Indonesian legal system. The mechanisms for
search, seizure, and the management of evidence in criminal
investigations, including digital evidence, are regulated by this
law.
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Fig. 2. Current seizure procedure in Indonesia.

The phases of digital evidence seizure and validation are
illustrated in Fig. 2, which provides an overview of the frame-
work components. The legal validity and data integrity of each
phase are guaranteed by the inclusion of specific technical and
procedural components. This procedure thoroughly regulates
the legitimate seizure of evidence or assets that are pertinent
to a criminal offense.

III. FRAMEWORK DEVELOPMENT

This section outlines the stages used to develop the
web server seizure framework, starting from literature review
and expert interviews, followed by prototype implementation
through cloud and VPS simulations.

Fig. 3 illustrates the sequential flow of the research method-
ology, which combines literature review, expert interviews,
and iterative prototype testing. Each phase is structured to
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Literature Study
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Fig. 3. Phases of research for the development of a proposed seizure

framework.

ensure that the developed framework is both legally valid and
technically reliable, with validation and refinement stages to
improve its applicability.

Literature Study and Analysis of Existing Frame-
works: This activity involves a systematic review of
academic and professional literature to explore exist-
ing digital forensic frameworks. The objective is to
understand their approach to seizing and acquiring
evidence from web servers, particularly in cloud and
VPS environments. The study also includes a critical
analysis of the limitations and shortcomings of these
frameworks, especially in maintaining volatile data
and ensuring data integrity during live acquisition.

Interview Subject Matter Expert: done with the goal
of asking about the framework that has been run by
experts when seizing web servers as a comparison
material at the literature study stage and analysis of
existing frameworks by asking questions to experts
by providing framework guidelines as the primary
reference, namely from NIST 800-86 [34].

Prototype Framework Development and Implementa-
tion: This refers to the process of constructing an
initial version (prototype) of the proposed framework
based on the design formulated in earlier stages. The
implementation involves applying the framework in
controlled simulations using forensic tools and live
web servers hosted on cloud or VPS platforms. The
goal is to verify the accuracy of each phase of the
framework in real-world operational scenarios [44].

Framework Experimentation: Framework experimen-
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tation refers to testing the proposed framework
through forensic simulations in semi-realistic inves-
tigative conditions [45]. The aim is to evaluate the
framework’s performance in securing digital evidence
during the seizure of a web server. Case scenarios, in-
cluding DDoS-related seizures or website defacement,
were used. Effectiveness was measured using indica-
tors such as data integrity (verified through hashing),
preservation of volatile data, and time efficiency. The
framework’s flexibility was also tested across various
cloud and VPS environments.

e  Validation to Subject Matter Expert (SME): SME
validation is the process of involving digital forensic
experts to assess the applicability and reliability of the
proposed framework. The validation was conducted
through review sessions and field simulations with
practitioners and investigators. Experts were asked to
evaluate usability, compliance with legal standards,
and technical soundness [46].

e Results Analysis and Framework Refinement: This
refers to the final analytical phase to assess whether
the developed framework meets the research goals.
Data from experiments and SME feedback were ana-
lyzed to measure the framework’s ability to maintain
evidence integrity and minimize data loss. Compara-
tive evaluations were made between the proposed and
existing traditional approaches.

Table I summarizes the expected output of each phase.
Findings from SME interviews and literature review were
synthesized to identify key issues (data volatility, integrity,
and legal compliance) [47], [48], then used to build the initial
framework for VPS and cloud seizure scenarios.

1. Legal Authorization
* Obtain a warrant (court order).
* Ensure compliance with international law and data privacy
regulations.

2. Server Type Identification and Technical Preparation
— * Identify the server type (VPS or cloud).
* Select appropriate forensic tools.

3. Live Acquisition or Remote Acquisition
* Perform live acquisition without shutting down the server (for
> VPS or when needed).
* Perform remote acquisition for cloud environments.
* Chain of Custody Documentation

4. Evidence Integrity Validation (Hashing)
* Use hashing algorithms for validation.
L— * Ensure the integrity of the evidence ismaintained throughout
the process.
¢ Chain of Custody Documentation

Fig. 4. Proposed framework.

Fig. 4 shows the proposed framework, which is tested
through forensic simulation and validated by SMEs to ensure
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legal compliance, technical feasibility, and operational usabil-
ity.

e legal Authorization: Ensure that all seizure actions
are preceded by court authorization and comply with
applicable laws, including data privacy.

e  Server Identification and Technical Preparation: Deter-
mine the server type (VPS or cloud), prepare suitable
forensic procedures and tools, and document activities
to preserve chain of custody (CoC).

e Data Acquisition: Retrieve data through live acqui-
sition without shutting down the server, or remote
acquisition in cloud environments, to minimize data
loss.

e  Validation of Evidence Integrity: Perform hashing
to verify that collected evidence remains intact and
unchanged.

IV.  FRAMEWORK EVALUATION

This section presents the evaluation of the proposed web
server seizure framework through simulation-based case stud-
ies and expert validation.

A. Dataset

To ensure that the proposed framework is applicable in
realistic investigative conditions, a case dataset is required to
simulate common cybercrime scenarios. This section describes
the dataset used to test the framework, particularly in the
context of online gambling and website defacement attacks.

B. Simulation Environment and Reproducibility Setup

To improve reproducibility, this subsection summarizes the
technical environment used in both simulations.

e Cloud scenario (Case 1): AWS infrastructure (EC2
and EBS snapshot service), Ubuntu 20.04 LTS (64-
bit), Apache 2.4.52, PHP 7.4, MySQL 8.0, remote
acquisition via AWS CLI 2.11, and audit trace via
CloudTrail.

e  VPS scenario (Case 2): Linux-based VPS on Virtu-
alBox 7.0 using Ubuntu 20.04 LTS (64-bit), Apache
2.4.52, PHP 7.4, MySQL 8.0, and acquisition using
Oxygen Forensic KeyScout 15.1 and Magnet AXIOM
7.2.

e Integrity mechanism: hash calculation before and after
acquisition for critical artifacts (logs, web files, and
database exports), using SHA-1 as implemented in the
simulation.

e  Evidence scope: volatile artifacts (active sessions, run-
ning processes, active logs) and non-volatile artifacts
(configurations, site files, database dumps, snapshots).

e Documentation output: acquisition command logs,
hash logs, timestamps, chain-of-custody forms, and
legal authorization records.

The above configuration is intended as a minimum baseline
for independent replication. Future studies can expand by
testing additional operating systems and multi-region cloud
deployments.
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TABLE I. RESEARCH PHASES AND EACH-STAGE RESULT OF THE FRAMEWORK DEVELOPMENT

Research phases

Each-stage result

Literature Study and Analysis of Existing Framework
Development

A comprehensive review of the existing framework will help define gaps or needs that are not being met by the
current solution.

- Extended Model of Cybercrime Investigations (EMCI)

- Enhanced Digital Investigation Process (EDIP)

- Event-Based Digital Forensic Investigation Framework (EBDFI)

- Abstract Digital Forensic Model (ADFM)

- Cloud Incident Response Framework (CIRF)

Interview Subject Matter Expert

- Detailed 3-Scenario Acquisition Model

- Refinement of NIST Collection Stage (ISO 27037 Integration)
- Distinction between Collection & Acquisition

- Broader Incident Response Lifecycle View

- Emphasis on First Response & Contamination Avoidance

- Stakeholder Coordination

- Additional Security/Preservation Aspects

- Legal Foundation

- Legality Prerequisite

- Technical Identification

Prototype Framework Development and Implementa-
tion

Proposed Framework:

- Emphasis on legal defensibility (Court-ready, consistent with Indonesian legislation)

- Comprehensive (VPS/Cloud, operating system, services, tool preparation)

- Fully supports live acquisition (volatile and non-volatile) and remote cloud acquisition.
- Hashing (e.g., SHA-1), observed validation, pre/post acquisition

Framework Experimentation

Quantitative and qualitative data regarding the framework’s performance, encompassing reports on evidence integrity,
efficacy in managing volatile data, and interoperability with current forensic tools.

Subject Matter Expert (SME) Validation

The final, field-validated framework with implementation guidance for users.

Results Analysis and Framework Refinement

The final version of the framework, which has undergone thorough testing and refinement, is now ready for
implementation in the field by forensic investigators.

1) Simulation of Case 1: Simulation of framework imple- °
mentation for cloud web server: This subsection presents a
cloud-hosted simulation to evaluate framework performance in
public cloud infrastructure. The following details summarize

the environment and digital artifacts:

e Infrastructure Type: Cloud-hosted web server.

e  Platform Utilized: Amazon Web Services (AWS). This
choice reflects the widespread adoption of major cloud
service providers in contemporary web hosting.

e  Simulated Illicit Activity: The web server was config-
ured to host an illegal online gambling site and was l
subjected to web defacement. This dual nature of illicit
activity allowed for the testing of evidence acquisition
related to both ongoing operations (gambling) and

static alterations (defacement).

e Digital Evidence Acquired:

o  Transaction Logs: Critical for reconstructing
user activity and financial flows associated

Acquisition Method Focus: Remote acquisition via
cloud provider APIs (e.g., AWS CLI) to simulate real-
world challenges of non-physical access and multi-
tenancy.

1. Legal Authorization
Seizure letter from the Court

4

2. Server Type Identification and Technical Preparation
Server on-premise, Ubuntu 20.04, IP address found

3. Live Acquisition or Remote Acquisition
Server on-premise, Ubuntu 20.04, IP address found
Chain of Custody Documentation

'

4. Evidence Integrity Validation (Hashing)
SHA-1 hashing pre & post acquisition = Hash match.
CoC form completed, signed by investigator

Fig. 5. Case 1 framework implementation.

with the gambling operation.

o  Website Files:
configuration files,

o User Databases: Containing sensitive user )
information and gambling records.

o Disk Volume Snapshots: Forensic images of
server storage capturing volatile and non-
volatile states during acquisition.

Including
and defaced content,
essential for understanding the nature of the
compromise and the illicit content.

source  code,

Investigators received reports that a cloud-based web server
was used for illegal online gambling. They needed to seize
transaction logs, website files, and user databases. Simulation
steps based on Fig. 5 are as follows:

Legal Authorization: Investigators begin by obtaining
a warrant from a court that grants permission to
seize digital evidence from servers hosted on the
cloud (AWS). The warrant includes permission to take
transaction logs, databases, and system files of the
gambling site located on the server. Investigators work
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with legal authorities and cloud service providers to
ensure that seizures are conducted in accordance with
applicable laws, including data privacy laws relating
to other users on the same cloud platform.

e  Server Identification and Technical Preparation: Inves-
tigators identified that the web server was hosted on
AWS and used PHP technology with MySQL database
to run the online gambling site. Since the server
was cloud-based, investigators prepared cloud-native
forensic tools such as AWS CLI and CloudTrail to
perform remote data acquisition. Investigators use the
AWS Management Console to identify servers used to
host gambling sites. Investigators also set up access
via the AWS CLI to collect remote server snapshots,
access logs, and databases.

e Data Acquisition: Investigators performed a remote
acquisition of the cloud server without stopping the
gambling site’s services. The AWS CLI was used
to take a snapshot of the disk volume, including
the website’s system files, access logs, and databases
that store user and transaction information. Remote
acquisition was performed via the AWS CLI, where
investigators took a snapshot of the server disk volume
that stores all files related to the gambling site, includ-
ing site configurations, transactions, and databases.
Investigators also took transaction logs to track the
activity of users using the gambling site, such as login
history, bets and payments.

e  Validation of Evidence Integrity: After the data is
captured, the investigator hashes all files and snapshots
taken to ensure the integrity of the evidence. Hashing
tools such as SHA-1 are used to ensure that the
evidence remains intact and is not altered during
the process. After snapshots and transaction logs are
taken, hash values are calculated for each file and
database using the AWS CLI and local hashing tools.
All hash values are recorded as part of the Chain of
Custody.

The cloud simulation demonstrated successful remote ac-
quisition without service disruption. All acquired artifacts were
hash-verified and documented in chain-of-custody records,
producing legally defensible evidence.

2) Simulation of Case 2: Simulation of framework im-
plementation for Virtual Private Server (VPS) web server:
This subsection describes a second simulation using a Virtual
Private Server (VPS) to assess framework adaptability in tra-
ditional server environments with direct administrative access.

e Infrastructure Type: Virtual Private Server (VPS). This
represents a common hosting solution offering more
control than shared hosting but less abstraction than
full cloud services.

e  Technology Stack: Apache web server with PHP, a
widely used combination for dynamic web applica-
tions.

e  Simulated Illicit Activity: The VPS was utilized for
the dissemination of hoax news, specifically political
misinformation, through injected subdirectories. This
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scenario tested the framework’s ability to identify
and acquire evidence related to content injection and
malicious content distribution.

e Digital Evidence Acquired:

o Activity Logs: Server access logs and
application logs crucial for tracing the origin
and spread of the hoax content.

o  Site Files: Including the injected hoax content,
legitimate website files, and configuration data.

o Database Contents: Relevant databases con-
taining hoax-content records or user interaction
data.

e  Acquisition Method Focus: Live acquisition using
forensic tools (e.g., Oxygen Keyscout) to minimize
service disruption and capture volatile data from a
running system.

1. Legal Authorization
Seizure letter correspondence with Cloud Provider

y

2. Server Type Identification and Technical Preparation
Cloud-based server in AWS, EC2 instance, S3 storage connected

¥

3. Live Acquisition or Remote Acquisition
AWS CLl used for volume snapshot and 53 bucket copy.
Documentation of AWS APl access logs and acquisition procedures

!

4. Evidence Integrity Validation (Hashing)
SHA-1 hashing on snapshot image and 53 data - Hash match.
CoC form completed, signed by investigator

Fig. 6. Case 2 framework implementation.

Investigators received a report that a website hosted on a
Virtual Private Server (VPS) was used to spread hoax news
related to political information disturbing the public. Without
stopping the server service, investigators needed to seize the
web server and acquire related evidence, such as activity logs,
site files, and hoax content posts. Simulation steps based on
the proposed framework for Case 2 are shown in Fig. 6:

e [Legal Authorization: Investigators begin by obtaining
a court warrant to seize digital evidence from the VPS
hosted web server. The warrant includes permission
to retrieve site content files, user access logs, and
databases that store hoax content and information
related to user activity involved.

e  Server Identification and Technical Preparation: In-
vestigators identified that the web server was VPS
and used Apache technology with PHP to run the
site. Since the server was Virtual VPS, investigators
prepared forensic tools such as Oxygen Keyscout and
Magnet Axiom to perform live acquisition without
shutting down the server. Investigators conduct an
initial inspection of the server infrastructure, examine
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the operating system (e.g., Linux) and prepare physical
access to the server to collect evidence in real-time.

e Data Acquisition: Investigators perform live acquisi-
tion without stopping the web server service. Oxygen
Keyscout is used to take snapshots of system files,
including site content files, user activity logs, and
databases that store hoax content. Live acquisition was
performed using Oxygen Keyscout to capture system
files associated with the website, including all files
containing hoax news.

e  Validation of Evidence Integrity: After the data is
captured, investigators hash all captured files, logs, and
databases to ensure the integrity of the evidence. After
all files and access logs are retrieved, the hash values
are calculated using Oxygen Keyscout and recorded
in Chain of Custody to ensure that the collected data
is not changed or manipulated.

The VPS simulation also completed live acquisition with-
out downtime. Site files and logs were hash-validated and
fully documented through chain-of-custody records, enabling
accountable forensic analysis.

C. Metric

To assess the performance of the proposed framework,
several metrics are defined based on technical, operational, and
legal considerations. These metrics guide the evaluation pro-
cess by providing quantifiable indicators of success throughout
the simulated forensic procedures.

1) Aspects of success: This section outlines measurable
aspects used to evaluate the effectiveness of the proposed
framework in web server seizure scenarios. The framework is
tested through two simulation scenarios: 1) seizure of a cloud
web server used for online gambling and 2) seizure of a VPS
web server used to spread hoax content. Each framework stage
has specific success indicators, as follows:

e  Volatile Data Preservation: Most of the >80% volatile
data successfully preserved (RAM, active logs).

e Integrity Validation: Cryptographic hashing (SHA-
1) performed pre- and post-acquisition to verify un-
changed evidence values.

e Reporting and Secure Storage: The final report in-
cludes logs, hashes, analysis, and summary of find-
ings. Evidence is stored encrypted and warrants are
documented before acquisition.

e  Downtime/Service Disruption: Minimal service dis-
ruption through live acquisition techniques.

e Cloud Environment Compatibility: Supports remote
acquisition via official cloud provider APIs and ser-
vices.

e Legal Compliance: Strict adherence to legal authoriza-
tion and digital evidence handling standards.

e FEase of Analysis: Richer data set enables more thor-
ough forensic analysis.
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2) Quantitative evaluation results: To reduce subjectivity,
the framework was also measured using quantitative indicators
from both simulation cases (See Table II).

TABLE II. QUANTITATIVE RESULTS ACROSS SIMULATION SCENARIOS

Metric Case 1 (Cloud) Case 2 (VPS)

Hash verification success 100% 100%
rate

Volatile artifact
preservation rate
Acquisition completion

>80% >80%

~~30 minutes 30 minutes

time

Service downtime during 0 minutes 0 minutes
acquisition

CoC completeness >85% >85%
Legal checklist >90% >90%

compliance

Both scenarios satisfy the minimum feasibility target: av-
erage score > 4.0 for all indicators and no critical legal or
integrity indicator below 3.0.

3) Questionnaire: This section explains the questionnaire
and interview guide used to evaluate the framework from prac-
tical and theoretical perspectives. The questionnaire includes
questions related to:

e  Preservation of digital evidence aspect

o  What is This framework provides systematic
and standardized steps in seizure and
acquisition of web servers?

o  Have the steps in this framework considered
the preservation of volatile and non-volatile
data with methods that are in line with
forensic principles?

o Does this framework provide an efficient cloud
remote-acquisition method?

e  Robust integrity and validation aspect

o Does it provide evidence integrity validation
mechanisms such as hashing to ensure the
authenticity of the data obtained?

o  How well does it handle Chain of Custody to
ensure evidence remains valid in court?

o Is the framework flexible to be deployed on
both VPS and cloud-hosted servers?

e  Forensic acquisition admissibility in court aspect

o  To what extent does it meet legal requirements
regarding the validity of obtaining evidence
from seized web servers?

o Does it meet the legal requirements regarding
the seizure and retrieval of digital evidence,
including the use of court warrants?
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o  What do you think are the weaknesses of this
framework?

To assess the framework’s feasibility, a structured ques-
tionnaire was developed and distributed to evaluators. This
subsection describes the scoring criteria and rubric used to
determine whether the framework meets minimum standards
and legal admissibility. The framework is considered feasible
if the average score for each indicator is > 4.0 out of 5, and
no critical aspects (legal and integrity) are scored < 3, based
on the Likert-scale rubric [49] below.

e  (Very Poor): Evidence largely lost or corrupted; Weak
validation and documentation; High inadmissibility.

e  (Poor): Mostly data corrupted; Less validation, incon-
sistent documentation; May complicate admissibility.

e  (Fair): Sufficient, but requires improvement and Suf-
ficient to meet standards, but needs customization.

e  (Good): Properly preserved using legitimate methods;
Strong validation, detailed documentation.

e  (Very Good): Comprehensive preserved, including live
acquisition; Highly robust, transparent, and irrefutable
documentation; Aligned with highest legal standards,
beyond reasonable doubt.

4) Profile of SMEs: This section provides an overview of
the Subject Matter Experts (SMEs) involved in the framework
evaluation. Their professional backgrounds ensure a valid and
informed assessment of the framework’s applicability in real-
world digital forensic contexts. The framework validation used
an expert-judgment approach involving experts with direct
experience in digital forensics [50]. Validation was conducted
using both qualitative and quantitative assessment in two sce-
narios (cloud and VPS), involving 3 SMEs. Selection criteria
included: 1) minimum 5 years of professional experience,
2) direct involvement in digital evidence handling, and 3)
familiarity with legal admissibility requirements in Indonesia.

Feedback was collected through a structured questionnaire
(Likert scale 1-5), guided interview, and review session on
simulation outputs. The synthesis process applied indicator-
level averaging, followed by cross-SME comparison to identify
convergent findings and unresolved concerns.

A framework is categorized as feasible when the average
score for each indicator is > 4.0 and no critical indicator (legal
and integrity aspects) is < 3.0.

The SMEs were:

e  Digital Forensics Practitioner

e  Chairman of the Indonesian Digital Forensics Associ-
ation

e Digital Forensic Expert at Indonesian Corruption
Eradication Commission

Indonesian Corruption Eradication Commission (known as
Komisi Pemberantasan Korupsi (KPK)) is a state institution
established with the aim of improving the effectiveness and
efficiency of efforts to eradicate corruption [51].
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V. RESULTS AND DISCUSSION

The development and evaluation results show the impor-
tance of aligning technical procedures with legal and opera-
tional standards in cloud and virtualized environments. The
framework addresses gaps in existing models, especially in
volatile-data preservation, integrity assurance, and minimal
service disruption during live acquisition.

Integration of literature review and SME input strengthens
the framework’s legal validity and operational applicability.
SME feedback confirms compliance with Indonesian legal
standards and feasibility across VPS and cloud environments.

Simulation-based experimentation provides a replicable
way to assess framework performance. Evaluation metrics
were positive, with no critical SME failures, indicating that
the framework can guide legally sound and technically reliable
web server seizures.

A. SME Validation Results

This section discusses the evaluation results obtained from
Subject Matter Experts (SMEs) who assessed the framework
based on their professional judgment, practical experience,
and legal-technical considerations. Their feedback serves as
a crucial measure to validate the feasibility, effectiveness, and
reliability of the proposed framework in real-world forensic
investigations.

1) SME 1: Digital forensics practitioner: Validation fo-
cused on three aspects derived from the research objectives:

e  Preservation of digital evidence aspect (Score: 4)
The expert acknowledged that the framework already
includes systematic and standardized procedures that
align with forensic best practices. It successfully ad-
dresses the need to capture both volatile and non-
volatile data, particularly by supporting live acquisi-
tion and remote access in cloud environments.

e Robust integrity and validation aspect (Score: 4)
The SME confirmed that the framework incorporates
proper integrity validation mechanisms, notably hash-
ing (e.g., SHA-256), and emphasizes the importance
of documenting each acquisition step. Chain of Cus-
tody was positively reviewed as well-structured and
able to meet legal requirements.

e Forensic acquisition admissibility in court aspect
(Score: 4) The legal compliance elements such as prior
authorization, use of court warrants, and procedural
transparency were considered robust. The SME stated
that the framework is legally defensible and suitable
for submission as digital evidence in court.

2) SME 2: Chairman of the Indonesian digital forensics
association:

e  Preservation of digital evidence aspect (Score: 4.67)
The expert stated that the proposed framework already
has systematic steps for collecting electronic evidence.
However, as input, the expert provided notes regarding
detailed elaboration on data preservation and acqui-
sition, as well as technical steps related to remote
acquisition.
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e Robust integrity and validation aspect (Score: 4.67)
The proposed framework is considered excellent in
terms of integrity and strong evidence validation. This
framework provides a hashing mechanism to ensure
the authenticity and integrity of the data obtained, and
has incorporated clear Chain of Custody procedures
to ensure that evidence remains valid and accountable
in court. Although it is flexible for use on VPS and
cloud servers, further elaboration is needed regarding
the different types for technical acquisition details.

e Forensic acquisition admissibility in court aspect
(Score: 4.67) The framework is considered to meet
both legal and technical requirements for evidence
from web server seizures to be admissible in court.
Legally, it emphasizes obtaining court authorization
for seizure, aligning it with existing procedures for
physical evidence under KUHAP.

3) SME 3: Digital forensic expert at Indonesian corruption
eradication commission:

e  Preservation of digital evidence aspect (Score: 4.33)
The expert stated that the proposed framework is
considered highly systematic and can serve as a refer-
ence for web server seizure, although there a note to
strengthen documentation for live RAM and volatile
logs. Additionally, the framework provides efficient
methods for remote acquisition on cloud servers.

e Robust integrity and validation aspect (Score: 4.67)
This framework provides robust mechanisms for val-
idating evidence integrity, such as hashing, which is
included in the standard procedure for digital evidence
collection. The handling of the Chain of Custody is
rated as very good because documentation is prepared
from the beginning of the acquisition process to ensure
the validity of evidence in court.

e Forensic acquisition admissibility in court aspect
(Score: 4.67) This framework is considered compli-
ant with legal requirements for the admissibility of
evidence from web server seizures in court, provided
that procedures are carried out according to seizure
and hashing regulations.

B. Framework Feasibility

The variation in SME scores can be explained by the
following factors:

e  Diverse Backgrounds and Expertise: SMEs come from
different fields such as law enforcement, legal practice,
and cybersecurity, leading to varied priorities.

e Interpretation of Framework Components: The subjec-
tive nature of the scoring process means that SMEs
interpret the framework’s components differently, re-
sulting in discrepancies based on their individual ex-
pectations and focus areas.

e  Variability in Case Scenarios: The applicability of
the framework can differ based on the specific case
scenarios encountered by SMEs, influencing their
scores depending on their experiences with cloud-
based versus traditional VPS environments.
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e Feedback and Iterative Improvement: Score differ-
ences provide constructive input for framework refine-
ment.

Overall, differing SME scores reflect complementary per-
spectives rather than contradiction, and they help identify
priorities for improvement.

The framework provides a solid foundation for conducting
digital forensic investigations in Indonesia. All critical aspects
related to legal compliance and data integrity received scores
above the minimum requirement, with no aspect falling below
the threshold of 3.0 [49]. A score below 3.0 in these areas
would indicate significant weaknesses that could jeopardize
the admissibility of evidence in court.

The proposed framework meets the threshold criteria, with
an average score of 4.41/5.0, indicating strong SME support.
These findings suggest that the framework can be implemented
while continuing iterative refinement [52].

C. Chain of Custody in Cloud-Native Environments: Interim
Procedure and Design Direction

Although the framework demonstrates strong legal and
technical feasibility, cloud-native implementation requires ad-
ditional optimization in chain-of-custody automation. As an
interim procedure, this study recommends:

e  Generate immutable timestamped acquisition logs for
each command/API action.

e Apply digital signatures to evidence manifests and
hash reports.

e  Store forensic artifacts and custody logs in write-once
object storage (WORM/object-lock policy).

e Record actor identity and role for every evidence
access event.

e  Correlate cloud audit records (e.g., CloudTrail) with
local acquisition notes before final reporting.

For future design, a cloud-native chain-of-custody module
can be developed by integrating automated event capture, cryp-
tographically linked audit trails, and policy-based verification
to support end-to-end courtroom defensibility.

VI. CONCLUSION

This study addresses the need for a standardized web
server seizure framework in Indonesia by integrating legal
requirements with practical forensic procedures for VPS and
cloud environments. The framework was developed through
literature review, expert input, simulation, and refinement.

Results show that the framework supports legally autho-
rized seizure, scenario-based technical preparation, live or
remote acquisition, integrity validation through hashing, and
complete chain-of-custody documentation. Across the simula-
tions, evidence integrity and legal compliance were maintained
without service downtime.

SME evaluation indicates strong feasibility (average score
4.41/5.0), especially in legal compliance, integrity assurance,
and acquisition effectiveness. The framework is therefore suit-
able as a practical reference, with future work focused on
cloud-native chain-of-custody automation.
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