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Abstract—The rapid expansion of internet services and cloud-
based platforms has increased cybersecurity threats, particularly
phishing attacks that deceive users into disclosing sensitive
information. Traditional phishing detection methods, including
blacklists and batch-learning models, often struggle to adapt to
the continuously evolving nature of these attacks. In order to
address this challenge, this study proposes an adaptive phishing
detection framework based on incremental machine learning
techniques that enable real-time learning and dynamic adjust-
ment to new attack patterns. A comprehensive evaluation of
multiple incremental algorithms was performed using the River-
ML framework and a publicly available phishing website dataset.
The models were assessed based on accuracy, precision, recall,
F1 score, Cohen’s kappa, and memory efficiency. Evaluation
results demonstrate that models such as Aggregated Mondrian
Forest, Extremely Fast Decision Trees, and Logistic Regression
achieved strong classification performance, with the best accuracy
reaching 90.15%, precision up to 91.05%, recall up to 89.42%,
F1 score up to 88.75%, and Cohen’s kappa up to 79.99%,
while lightweight models like ALMA maintained extreme memory
efficiency, requiring as little as 1.81 KB. In general, the pro-
posed incremental learning framework significantly improves the
effectiveness of phishing detection and computational efficiency,
providing a scalable and adaptive defense mechanism against
evolving cyber threats.
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I. INTRODUCTION

Phishing is a deceptive cyber attack that exploits both
social engineering and technical manipulation to unlawfully
obtain user credentials and financial information. Attackers
craft fraudulent emails, messages, or website links that closely
resemble legitimate communications from reputable organi-
zations, luring users to access counterfeit websites where
they unknowingly disclose sensitive details such as usernames
and passwords. Beyond deceptive messaging, hackers further
amplify these attacks by deploying malicious software de-
signed to extract login credentials and intercept user data from
compromised systems. Various techniques are used, including
email spoofing, manipulated URLs, instant messaging, forum
postings, phone calls, and SMS phishing (smishing) to trick
users into providing personal information. The authenticity
of phishing content often mirrors that of genuine platforms,
making it difficult for users to distinguish between legitimate
and fraudulent interactions. The primary objective of phishing
attacks is to obtain personal data for financial gain or identity
theft, causing significant economic damage on a global scale
[1].

Cybercriminals acquire confidential data by replicating
legitimate websites and emails, often impersonating finan-
cial institutions or organizations that handle sensitive finan-
cial transactions [2], [3], [4]. These fraudulent emails are
meticulously designed using authentic company logos, slo-
gans, and branding elements to appear genuine. By exploiting
HTML structures, attackers replicate entire websites or images,
making them visually indistinguishable from their legitimate
counterparts [5]. This deceptive practice has been facilitated
by the widespread use of the Internet as a primary communi-
cation medium, allowing threat actors to exploit well-known
brands, trademarks, and corporate identities that users trust
for verification. To maximize their reach, phishers distribute
large volumes of deceptive emails, commonly referred to as
“spooled” emails, targeting unsuspecting recipients. Once these
emails are opened, victims are typically redirected from an
authentic-looking platform to a fraudulent website, where they
unknowingly submit personal credentials [6], [7], [8]. The
exploitation of user information through phishing has become
a critical cybersecurity challenge in modern society [9], [10],
[11]. Extensive research has been conducted to analyze various
phishing indicators, including website URLs, webpage content,
source code structures, and visual similarities, in an effort to
mitigate these threats [12], [13], [14].

However, a significant gap remains in the availability
of adaptive and efficient anti-phishing tools that can proac-
tively detect and counteract evolving phishing tactics. Machine
Learning (ML) techniques have been proven to be highly
effective in identifying malicious URLs in real-time, offering
a more dynamic alternative to conventional detection methods
[15], [16], [17], [18], [19], [20], [21]. Traditional blacklist-
based URL detection relies on manually curated databases
of known phishing links, which require frequent updates and
struggle to keep pace with the continuous emergence of new
phishing domains. Attackers further evade detection through
automated techniques such as Domain Generation Algorithms
(DGA), rendering blacklist-based defenses inadequate [22].
The complexity of maintaining an exhaustive blacklist high-
lights the need for more intelligent and adaptive detection
mechanisms. Researchers have increasingly advocated for ML-
driven approaches, which leverage pattern recognition and
predictive modeling to classify URLs as malicious or be-
nign. By framing phishing detection as a binary classification
problem, ML models can efficiently map high-dimensional
feature spaces to corresponding threat labels, offering supe-
rior adaptability and generalization compared to conventional
blacklist-based methods [23]. Despite growing interest in ap-
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plying machine learning techniques for phishing detection,
most existing approaches rely on batch or offline learning,
which may be insufficient to handle evolving and dynamic
attack strategies. Batch learning models present several limi-
tations, particularly in the context of phishing detection. First,
the training process is computationally intensive, requiring
substantial processing power and memory resources. Second,
the performance of the model is highly dependent on the
size and quality of the training data, making generalization
to new threats a challenge. Third, batch learning operates
under the assumption that training data remain static over
time, preventing the model from adapting to new samples
or changes in data distribution (concept drift), necessitating
frequent retraining and model redevelopment. Given the con-
tinuous nature of security threats and the dynamic landscape
of web activity, incremental machine learning algorithms offer
a more effective alternative to batch-based approaches. These
algorithms are designed to process unbounded data streams,
allowing continuous learning and real-time model updates. Ad-
ditionally, they are well-suited for real-time phishing detection,
addressing challenges that traditional batch models struggle
with, such as handling rapidly evolving threats. In addition,
incremental learning excels at detecting concept drift, enabling
models to dynamically adjust to changing attack patterns
and browsing behaviors. This adaptability makes incremental
machine learning a promising solution for phishing detection in
environments where threat patterns change unpredictably over
time [24], [25], [26]. Several incremental machine learning
algorithms have been proposed in the literature [27], [28], [29],
[26], [30], [31], [32], [33], yet their applicability to phishing
detection and the trade-offs between performance metrics and
memory efficiency remain underexplored. This study aims
to systematically evaluate various incremental learning algo-
rithms to determine their effectiveness in detecting phishing
attempts. In addition, an in-depth analysis of key performance
trade-offs, including accuracy, precision, recall, kappa statistic,
and memory consumption, is conducted to identify the most
suitable models for real-time phishing detection.

The remainder of this study is structured as follows:
Section II reviews related research efforts in phishing detection
and incremental learning. Section III outlines the research
methodology and details the experimental setup and evaluation
framework. Section IV presents the results of the online
machine learning evaluation and examines the effectiveness
of online model selection using multi-armed bandits. Finally,
Section V summarizes the findings and concludes the study.

II. LITERATURE REVIEW

Phishing is a cyberattack in which malicious actors im-
personate reputable websites or businesses to deceive users
into revealing sensitive personal information, such as pass-
words, usernames, and bank account details. These attacks
exploit human trust and employ deceptive strategies, including
social engineering, email spoofing, and URL manipulation,
to mislead unsuspecting users. Phishing incidents can have
severe consequences, including financial loss, identity theft,
and compromised cybersecurity. Various detection techniques
have been proposed in the literature to counteract these threats,
including List-Based, Visual Similarity, Heuristic, Machine
Learning, and Deep Learning approaches [34].

List-based detection techniques are widely employed in
web browsers such as Google Chrome, Microsoft Edge, and
Firefox to identify phishing websites [35]. These approaches
rely on whitelisting and blacklisting methods. A whitelist
contains a list of legitimate URLs that browsers are allowed to
access, ensuring that only approved websites can be loaded. In
contrast, a blacklist maintains a database of known phishing or
fraudulent URLs, preventing browsers from loading potentially
malicious web pages. Although blacklisting can effectively
block previously identified phishing websites, it requires fre-
quent updates to remain effective. Even minor modifications to
a phishing URL can bypass blacklist-based defenses, making
this method less reliable against newly emerging threats.

Visual similarity-based detection methods aim to identify
phishing websites by analyzing their similarities to legitimate
ones. This approach compares various visual elements, includ-
ing the logo of the website, text layout, CSS, source code,
and screenshots, to determine potential fraud. Since phishing
websites often mimic the appearance of legitimate platforms,
this technique is useful for detecting impersonation attempts.
However, it has limitations in identifying zero-hour phishing
attacks, as it relies on previously recorded or stored websites
for comparison. Without prior knowledge of new phishing at-
tempts, visual similarity-based detection may fail to recognize
novel threats [36]. Heuristic-based detection methods analyze
various characteristics of a website to distinguish between
phishing and legitimate web pages. This approach examines
several features, including URL structures, domain registration
details, SSL certificate status, website traffic, and DNS records.
Using predefined rules and classification algorithms, heuristic
detection can identify phishing attempts even when the fraud-
ulent website is not included in a blacklist. The effectiveness
of this method depends on the quality of the selected set
of features, training samples, and classification techniques.
One significant advantage of heuristic-based detection is its
ability to identify zero-hour phishing attacks, making it a more
dynamic approach compared to static detection mechanisms.

Machine learning techniques have gained widespread at-
tention for phishing detection due to their ability to learn
patterns from large datasets and identify emerging threats.With
the increasing availability of large-scale datasets, machine
learning has proven to be an efficient tool in identifying
phishing websites, especially in high-speed and high-volume
data environments [37]. Machine learning models are trained
using features extracted from phishing URLs, website struc-
tures, and JavaScript behavior. These extracted attributes help
classifiers, such as Support Vector Machines (SVM), Random
Forest, and Neural Networks, differentiate between phishing
and benign websites. By analyzing patterns in big data envi-
ronments, machine learning-based detection methods provide
improved accuracy and adaptability over traditional list-based
approaches. However, the effectiveness of machine learning
models depends on the quality of the data and the selection
of features [38]. Deep learning techniques further enhance
phishing detection by leveraging advanced neural networks to
automatically extract complex features from web pages. Recent
studies suggest that deep learning models can outperform
traditional machine learning classifiers in detecting phishing
websites. Popular deep learning architectures for phishing
detection include deep neural networks (DNN), convolutional
neural networks (CNN), recurrent neural networks (RNN),
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feed-forward deep neural networks, restricted Boltzmann ma-
chines, deep belief networks and deep autoencoders [39].
These models can analyze web content, user behavior, and
URL characteristics to identify phishing attempts with higher
accuracy. The ability of deep learning models to general-
ize patterns and adapt to new phishing techniques makes
them a promising solution to combat evolving cybersecurity
threats. Despite the effectiveness of existing detection methods,
phishing attacks continue to evolve, requiring more adaptive
and real-time detection mechanisms. The use of incremental
learning in phishing detection remains an underexplored area,
highlighting a critical gap in research. Addressing this limi-
tation by incorporating incremental learning techniques could
improve the robustness and efficiency of phishing detection
systems in dynamic environments. The remainder of this sec-
tion provides a more detailed discussion of machine learning
and deep learning-based techniques, as they play a crucial role
in phishing detection, particularly in the approach proposed in
this study.

The study in [40] extensively examined the application of
machine learning techniques to URL-based phishing detection.
The authors evaluated multiple algorithms, including Naı̈ve
Bayes, Random Forest, K-Nearest Neighbor, AdaBoost, K-
star, Support Vector Machines, and Decision Trees, using
a self-constructed phishing dataset. Their findings indicated
that the Random Forest algorithm, which is based solely
on NLP-based features, exhibited the highest performance,
achieving an accuracy rate of 97.98%. These results underscore
the effectiveness of feature engineering to improve phishing
detection. Similarly, the research conducted in [41] assessed
the classification capabilities of Support Vector Machines, De-
cision Trees, and Logistic Regression using the PhishTank and
DMOZ phishing datasets. Their findings revealed that among
the models tested, the Support Vector Machines achieved the
highest accuracy of 89.3%, demonstrating their robustness in
distinguishing phishing from legitimate websites.

Further expanding on machine learning models, the study
in [42] explored the performance of Random Forest, Support
Vector Machines, Naı̈ve Bayes, C4.5, JRip and PART classi-
fiers in several phishing datasets, including PhishTank, Open-
Phish, Alexa and Common Crawl. The results demonstrated
that the Random Forest classifier outperformed other models,
achieving an accuracy of 96.17%. This reinforces the previ-
ously established effectiveness of Random Forest in phishing
detection. Based on these findings, [43] investigated the classi-
fication of legitimate and illegitimate websites using machine
learning models such as Random Forest, Decision Trees, K-
Nearest Neighbor (KNN), Iterative Dichotomiser-3 (ID3), and
Naı̈ve Bayes, trained on the UCI phishing dataset. Their study
highlighted the importance of feature selection, as Genetic
Algorithms (GAs) were shown to improve detection accuracy
when used for feature optimization. More specifically, the com-
bination of Iterative Dichotomiser-3 (ID3) with Yet Another
Generating Genetic Algorithm (YAGGA) led to a significant
increase in detection accuracy, reaching up to 95%. In [44], a
novel approach was introduced, in which the authors developed
the Hybrid Feature-Based Phishing Classifier (PHFBC), which
integrates the Decision Tree and Naı̈ve Bayes models with a
statistical measure called the phishing ratio. Furthermore, the
study proposed a robust feature selection technique using the
Recursive Feature Subset Selection Algorithm (RFSSA). The

proposed methodology was tested on the PhishTank, Chinese
e-Business and DMOZ phishing datasets, achieving a True
Positive Rate (TPR) of 0.984. This further emphasizes the
importance of feature selection in improving detection perfor-
mance. In another study, [45] focused on optimizing machine
learning-based phishing detection through feature selection and
hyperparameter tuning. The research explored multiple opti-
mization strategies, including the Tree-structured Parzen Esti-
mator (TPE) and Genetic Algorithms (GA) for hyperparameter
optimization, as well as Moth Flame Optimization (MFO) and
Particle Swarm Optimization (PSO) for feature selection. The
experiments conducted on the PhishTank and Alexa datasets
indicated that the optimal combination was Random Forest
with PSO for feature selection and TPE for hyperparameter
tuning, resulting in an impressive accuracy of 99.33%. These
findings highlight the critical role of optimization techniques
in improving the accuracy of phishing detection. In a related
effort, [46] proposed a phishing detection system that uses
URL analysis in eight different machine learning algorithms,
including Logistic Regression, K-Nearest Neighbor, Decision
Tree, Support Vector Machines, Naı̈ve Bayes, XGBoost, Ran-
dom Forest, and Artificial Neural Networks. Their compara-
tive analysis on three different datasets—PhishTank, Alexa,
and Common Crawl—showed that Random Forest applied
to the PhishTank dataset achieved the highest accuracy of
94.59%. This reinforces the dominance of Random Forest in
phishing detection applications. Another significant study was
conducted by [47], who explored the use of domain name
features for phishing detection by incorporating DNS data,
blacklists, and lexical attributes. Their classifier, based on
logistic regression, was trained using four datasets: PhishTank,
Alexa, ICANN, and DNS-BH. However, while their approach
demonstrated effectiveness in distinguishing between benign
and malicious domains, overall accuracy remained relatively
low at approximately 60%, indicating the limitations of purely
lexical-based phishing detection. In contrast, [48] introduced
a data augmentation method to improve machine learning-
based phishing detection. Their study leveraged an Adversarial
Autoencoder (AAE) to generate synthetic phishing samples,
enhancing training datasets. The proposed model was tested
on multiple classifiers, including support vector machines, de-
cision trees, gradient booster, K-nearest neighbor, and random
forest, using the UCI and Mendeley phishing datasets. The
results demonstrated that models trained with AAE-generated
data exhibited greater robustness and accuracy. Specifically,
the Gradient Boosting classifier achieved the highest accuracy
of 95.47%, validating the benefits of augmenting phishing
datasets with adversarial examples. Expanding on previous re-
search, the study in [49] examined the structural characteristics
of URLs from phishing websites by extracting 12 different
types of information. The authors trained four machine learn-
ing algorithms, namely Logistic Regression, Support Vector
Machine, Naı̈ve Bayes, and Decision Tree, using the PhishTank
and DMOZ datasets. Their findings indicated that Logistic
Regression outperformed the other classifiers, achieving an
optimal accuracy of 95.12%. These results highlight the im-
portance of URL-based feature extraction in enhancing the
accuracy of phishing detection. Further advancing the field,
the authors in [50] tackled the challenge of phishing detec-
tion within e-commerce platforms by proposing a framework
for constructing reproducible and extensible datasets. Their
methodology involved categorizing and selecting 87 widely
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recognized phishing features, assessing their relevance and
runtime performance, and leveraging them to build a robust
dataset. Through conceptual replication and evaluation across
the PhishTank, Alexa, and OpenPhish datasets, their results
demonstrated that Random Forest was the most effective classi-
fier, particularly when utilizing features from external services.
Furthermore, their analysis showed that hybrid features con-
tributed to the highest classification accuracy of 96.61%, while
filter-based feature selection methods outperformed wrapper
techniques, reaching an accuracy of 96.83%. Similarly, the
work in [51] introduced a novel approach to detect real-
time phishing attacks by evaluating deep hybrid features using
the Light Gradient Boosted Machine model. Their method
involved normalizing web page request features and applying
Sparse Autoencoder and Principal Component Analysis for
dimensionality reduction. The experimental evaluation, con-
ducted on the ISCXURL-2016 dataset, demonstrated that their
approach achieved a high classification accuracy of 99.6%,
effectively minimizing false positives before processing web
requests.

Extending the discussion on phishing datasets, the study
in [52] highlighted the limitations of existing datasets, par-
ticularly their exclusion of login pages, which are critical for
phishing detection. To address this gap, the authors introduced
PILU-60K, a novel dataset that incorporates login URLs. Their
experimental analysis revealed that while the support vector
machines exhibited resilience against evolving phishing tactics,
Random Forest achieved superior performance with PILU-
60K, achieving an accuracy of 94.59%. These findings under-
score the need to include login page data in phishing datasets
to enhance detection accuracy. Furthermore, the research in
[53] examined the security risks associated with browsing the
Internet, particularly due to the low awareness of users of cyber
threats such as phishing attacks. Their study introduced a su-
pervised machine learning approach that utilizes Naı̈ve Bayes,
Decision Tree, Random Forest, Support Vector Machine, and
Multi-Layer Perceptron classifiers. By extracting novel features
solely from URLs and testing them on the PhishTank dataset,
the study assessed the effectiveness of their approach compared
to Google Safe Browsing (GSB), the default security control
in major web browsers. Their results demonstrated that the
proposed method consistently outperformed GSB, even when
tested against phishing URLs that remained active for more
than a year after model training. In particular, their optimized
Random Forest model achieved the highest accuracy level of
99.29%. Building on the effectiveness of ensemble learning,
[54] introduced PDCFS, a novel phishing detection model
that uses hybrid cumulative feature selection. Their model
partitioned datasets into multiple subsets based on diverse
feature selection techniques, such as Chi-Square and Principal
Component Analysis, and employed classifiers like Support
Vector Machine and Random Forest. By implementing a
five-fold cross-validation strategy and aggregating the results
through majority voting, their findings indicated that Random
Forest, when applied to a reduced feature set of 32, achieved
the highest accuracy of 98.36%. Meanwhile, the PDCFS model
itself achieved a close accuracy of 98.24%, demonstrating its
competitive performance against other hybrid models.

The study in [55] explored the importance of phishing
attacks and the ongoing challenge of developing robust de-
tection mechanisms, particularly against zero-day attacks. To

address these issues, the authors proposed a novel approach
that integrates convolutional operations to model character-
level URL features with a deep convolutional autoencoder
(CAE). Their extensive experiments, conducted on three
real-world datasets—PhishTank, PhishStorm, and ISCX-URL-
2016—spanning a total of 222,541 URLs, demonstrated that
the proposed method outperformed the latest deep learn-
ing models. In particular, receiver operating characteristic
(ROC) curve analysis and 10-fold cross-validation revealed
a 3.98% improvement in sensitivity over existing state-of-
the-art models. These results underscore the effectiveness of
using both sustainability and intelligibility in phishing de-
tection, reinforcing the importance of deep learning-driven
feature representation. Similarly, the research presented in [56]
examined the surge in cyber-attacks, particularly phishing,
that intensified due to increased digital activity during the
pandemic. The study implemented a phishing detection system
based on Convolutional Neural Networks (CNNs), where n-
gram features were extracted from URLs using the PhishTank
dataset. Experimental findings indicated that unigram features,
particularly those focused on 70 specified characters irrespec-
tive of case sensitivity, achieved the highest accuracy rate of
88.90%. Additionally, the system demonstrated efficient URL
classification, processing each URL in approximately 0.008
seconds. This research highlights the potential of deep learning
models in achieving fast and effective phishing detection.
Expanding on hybrid approaches, [57] proposed an innovative
spam detection model that integrates dataset acquisition, fea-
ture extraction, optimal feature selection, and detection phases.
The study collected a benchmark dataset containing both text
and image data, extracting features using Term Frequency-
Inverse Document Frequency (TF-IDF) for text analysis and
the color correlogram and Gray-Level Co-occurrence Matrix
(GLCM) for image analysis. To enhance classification ac-
curacy, the authors employed a metaheuristic optimization
algorithm called the Fitness Oriented Levy Improvement-based
Dragonfly Algorithm (FLI-DA) for feature selection. The de-
tection process combined recurrent neural networks (RNNs)
and convolutional neural networks (CNNs), with FLI-DA
further optimizing the number of hidden neurons. Experimental
evaluations demonstrated significant improvements in spam
email classification performance, reinforcing the effectiveness
of hybrid deep learning approaches in phishing detection.

Further advancing phishing detection in the email domain,
the study in [58] highlighted the growing vulnerability of
organizations to phishing and spam emails, emphasizing the
need for efficient detection strategies. To this end, the au-
thors introduced Phish Responder, a hybrid machine learning
framework that integrates long-short-term memory (LSTM)
networks for text-based datasets and Multilayer Perceptron
(MLP) for numerical-based datasets in natural language pro-
cessing. Their experimental evaluation demonstrated that Phish
Responder achieved an impressive accuracy of 99% using
the LSTM model and 94% with the MLP model. Compar-
isons with existing solutions revealed the superiority of their
approach, particularly in numerical-based phishing detection,
thereby showcasing the potential of hybrid machine learning
models in combating sophisticated phishing schemes. Based
on the need for improved phishing detection systems, [59]
developed a hybrid phishing detection model that combined
URL and content analysis based on deep learning. The study
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addressed the growing prevalence of phishing attacks, particu-
larly those targeting victims through email communications.
The proposed system aimed to improve detection accuracy
while minimizing false positives by incorporating both URL-
based and content-based features. Experimental evaluations,
conducted on a high-risk URL and content-based phishing
detection data set sourced from PhishTank, demonstrated a
significant improvement in accuracy, reaching 98.37%. These
results further highlight the advantages of integrating multiple
detection mechanisms to enhance the accuracy of phishing
identification while reducing erroneous classifications. The
study in [60] explored the increasing threat of phishing at-
tacks and proposed a deep learning-based detection model
to improve the identification of phishing. By providing a
comprehensive overview of phishing techniques, the authors
emphasized the urgent need for more effective detection tech-
nologies. Their approach involved training and validating a
model using split dataset, that analyzed email text and other
relevant features to classify emails as phishing or non-phishing.
The results demonstrated that the boosted decision tree al-
gorithm achieved impressive accuracy rates of 88%, 100%,
and 97% across different datasets, reinforcing the robustness
and adaptability of the model to various phishing patterns.
Expanding on ensemble learning strategies, the work in [61]
introduced HELPHED, a phishing email detection framework
that integrates hybrid features with Ensemble Learning meth-
ods. The methodology utilized two distinct approaches: Stack-
ing Ensemble Learning and Soft Voting Ensemble Learning,
each using multiple machine learning algorithms to improve
classification accuracy. A rigorous evaluation process, which
incorporates innovative guidelines and extensive experimenta-
tion, validated the effectiveness of the model. Conducted on
a highly imbalanced dataset comprising 32,051 benign and
3,460 phishing email samples, the study revealed that the Soft
Voting Ensemble Learning approach outperformed competing
deep learning and machine learning models, achieving an
outstanding F1 score of 0.9942. These findings highlight the
potential of hybrid ensemble techniques in improving phishing
detection. Similarly, [62] introduced the LBPS model, a hybrid
deep neural network designed for the detection of phishing
scam accounts. Using LSTM-FCN and BP neural networks,
the model analyzed transaction records to establish implicit
relationships between the extracted features. Additionally, the
LSTM-FCN network effectively captured temporal patterns
from all transaction records associated with a target account.
The experimental evaluation demonstrated the effectiveness of
the selected features, as the LBPS model consistently outper-
formed existing detection methods, achieving a remarkable
F1-score of 97.86% on Ethereum transaction datasets. This
research underscores the importance of hybrid deep learning
approaches in identifying fraudulent accounts with high accu-
racy. Further advancing phishing detection methodologies, the
study in [63] introduced Hybrid Feature Detection based on
Hybrid Features (PDHF), a framework that integrates optimal
artificial and automatic deep learning features. Artificial phish-
ing features were optimized by eliminating redundancies using
a novel evaluation index and an enhanced bidirectional search
algorithm, while deep features were extracted from URLs
through a one-dimensional CNN and a disorderly quantized
attention mechanism. The experimental findings confirmed
the superiority of PDHF’s over existing phishing detection
methods, achieving an exceptional accuracy of 99.65%, along

with a precision of 99.42%, recall of 99.40%, and an F1-
score of 99.41%. These results further validate the advantages
of hybrid feature-based approaches in refining phishing de-
tection accuracy. Building on these advances, [64] introduced
RNT, a deep learning-based phishing detection technique that
combines the ResNeXt architecture with an embedded GRU
model. Addressing the class imbalance issues, the study in-
corporated the SMOTE technique, while autoencoders and
ResNet (EARN) were used for enhanced feature engineering.
Furthermore, hyperparameter optimization was performed us-
ing the Jaya optimization method (RNT-J), ensuring improved
model performance. Experimental results demonstrated that
RNT consistently outperformed state-of-the-art phishing detec-
tion models, achieving an impressive accuracy of 98% while
maintaining low false positive and false negative rates. These
findings highlight the effectiveness of combining deep learning
architectures with optimized feature engineering to develop
high-precision real-time phishing detection solutions.

In summary, this section highlights the widespread and
continuously evolving nature of phishing attacks, which pose
significant threats to individuals and organizations worldwide.
Over the years, various detection methods have been proposed,
including List-Based, Visual Similarity, Heuristic, Machine
Learning, and Deep Learning techniques, each offering distinct
advantages in identifying phishing websites. However, despite
their effectiveness, most of these approaches rely on batch or
offline machine learning models, limiting their adaptability to
emerging and dynamic phishing strategies. Numerous studies
have evaluated machine learning algorithms such as Random
Forest, Support Vector Machine, Naı̈ve Bayes, and Decision
Tree across diverse datasets, demonstrating high accuracy in
phishing detection. Furthermore, deep learning techniques,
including Deep Neural Networks (DNN) and Convolutional
Neural Networks (CNN), have shown significant promise in
improving detection capabilities through automated feature
learning. Although these advances have contributed to im-
proved accuracy, they remain largely dependent on static train-
ing models that require frequent retraining to accommodate
new threats. Despite these progresses, a critical research gap
persists in the development and application of incremental
machine learning techniques specifically tailored for phishing
detection. Given the dynamic and continuously evolving na-
ture of phishing attacks, detection systems must incorporate
adaptive learning mechanisms capable of updating models in
real time. Addressing this limitation is crucial for enhancing
the robustness and efficiency of phishing detection systems,
ultimately leading to more resilient cybersecurity solutions.
Hence, further research should focus on integrating incremen-
tal learning methodologies to ensure adaptability and sustained
performance in real-world phishing detection scenarios.

III. METHODOLOGY

This section describes the key procedures implemented to
evaluate the effectiveness of the selected incremental machine
learning algorithms using the phishing URL dataset provided
in [65], [66]. The evaluation process, illustrated in Fig. 1,
is carried out using the River Incremental Machine Learning
Platform [67]. Each incremental machine learning algorithm
is assessed following the same evaluation procedure to ensure
consistency and comparability. As depicted in Fig. 1, the
evaluation process begins with loading the phishing URL
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Fig. 1. Evaluation flowchart.

dataset as a continuous data stream in the River environment.
Next, an incremental machine learning pipeline is constructed
that incorporates a feature scaling method along with an
incremental classifier. Once the pipeline is established, the
phishing URL stream and the configured pipeline are inte-
grated into the performance evaluation module, preparing the
system for training and assessment. This setup ensures that the
evaluation process accurately reflects the real-time adaptability
of incremental learning models in phishing detection.

In this study, the performance of incremental machine
learning classification algorithms is evaluated using the pre-
quential evaluation method, also known as the interleaved test-
then-train approach. This evaluation technique is specifically
designed for incremental machine learning scenarios, where
each incoming data sample, called an instance, plays a dual
role in both testing and training the model. As instances are
processed sequentially in their order of arrival, they become
inaccessible after processing, ensuring that the model contin-
uously adapts to new data without retaining past instances.
In the context of phishing URL detection, the prequential
evaluation process begins by using each incoming URL sample
to test the incremental machine learning algorithm, generating
a prediction. Immediately afterward, the same sample is uti-
lized for training, allowing the model to refine its learning
dynamically. Performance metrics are incrementally updated

with each observed instance, allowing for a continuous as-
sessment of the effectiveness of the model and its adaptability
to previously unseen data. This ensures that the incremental
machine learning algorithm undergoes a real-time evaluation,
with its performance metrics continuously reflecting its ability
to generalize to new phishing attempts. To comprehensively
assess the effectiveness of the algorithms tested, several widely
recognized performance metrics are used. These include ac-
curacy, precision, recall, F score, kappa statistic, and memory
footprint of the machine learning model during online learning.
In the context of phishing URL detection, these metrics are
formally defined as follows:

• Classification Accuracy: Represents the percentage of
correctly classified URL samples [see Eq. (1)].

Accuracy =
TN + TP

TP + FP + FN + TN
× 100% (1)

where, TP, TN, FP, and FN denote true positive, true
negative, false positive, and false negative, respectively. TP
represents the number of correctly classified phishing URLs,
while TN corresponds to correctly classified benign URLs. In
contrast, FP denotes benign URLs misclassified as phishing,
whereas FN refers to phishing URLs misclassified as benign.

• Precision: Measures the proportion of URLs classified
as phishing that actually belong to the phishing class
[see Eq. (2)].

Precision =
TP

TP + FP
× 100% (2)

• Recall: Evaluates the proportion of phishing URLs
correctly identified out of all phishing URLs in the
observed stream [see Eq. (3)].

Recall =
TP

TP + FN
× 100% (3)

• F-score: Computes the harmonic mean of precision
and recall, providing a balanced measure of a model’s
classification performance [see Eq. (4)].

F − score =
2× Precision×Recall

Precision+Recall
(4)

• Cohen’s Kappa (κ): A robust measure of classification
accuracy that accounts for agreement by chance. Un-
like traditional accuracy metrics, Cohen’s Kappa high-
lights improvements over a majority-class classifier
that predicts all instances as the most frequent class
[68]. This is particularly useful when evaluating the
classification performance in unbalanced data streams
[see Eq. (5)].

κ =
p0 − pc
1− pc

(5)

where, p0 represents the prequential accuracy of the clas-
sifier, while pc denotes the probability that a chance classifier
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correctly predicts labels [69]. A value of κ = 1 indicates
perfect classification performance.

• Model Size: Represents the memory space occupied
by the incremental machine learning model during the
prequential evaluation process, reflecting its computa-
tional efficiency.

To comprehensively evaluate incremental machine learning
algorithms, an extensive set of experiments was conducted
using various models, as detailed in Table I. This study
explores a diverse range of incremental machine learning
approaches, including ensemble-based methods, forest models,
linear classifiers, Naı̈ve Bayes, nearest neighbor models, and
tree-based classifiers. Additionally, each algorithm was tested
under three different feature scaling settings: no scaling, min-
max scaling, and standard scaling.

The Min-Max scaling, defined in Eq. (6), transforms the
data to a fixed range between 0 and 1, preserving the rel-
ative features relationships. In contrast, standard scaling, as
described in Eq. (7), adjusts the data to have zero mean and
unit variance, ensuring that the features contribute equally
to model training. In this study, the impact of these scaling
techniques on the performance of incremental learning models
is systematically analyzed.

TABLE I. UTILIZED INCREMENTAL MACHINE LEARNING ALGORITHMS

Category Algorithm Name

Ensemble Models

ADWINBagging Classifier
ADWINBoosting Classifier
AdaBoost Classifier
BOLE Classifier
Bagging Classifier
Leveraging Bagging Classifier
Streaming Random Patches (SRP) Classifier
Stacking Classifier
Voting Classifier

Forest Models Aggregated Mondrian Forest (AMF) Classifier
Adaptive Random Forest (ARF) Classifier

Linear Models

Logistic Regression (LR) Classifier
Approximate Large Margin Algorithm (ALMA) Classifier
Passive-aggressive (PA) Classifier
Perceptron Classifier

Naı̈ve Bayes Models Gaussian (NB) Classifier
Neighbours Models K-Nearest Neighbors (KNN) Classifier

Tree Models

Hoeffding Tree (HT) Classifier
Hoeffding Adaptive Tree (HAT) Classifier
Extremely Fast Decision Tree (EFDT) Classifier
Stochastic Gradient Tree (SGT) Classifier

xscaled =
x− xmin

xmax − xmin
(6)

where,

• x denotes the original feature value.

• xscaled represents the scaled feature value.

• xmin refers to the running minimum value of the
feature in the data stream.

• xmax refers to the maximum running value of the
feature in the data stream.

xscaled =
x− µ

σ
(7)

where,

• x represents the original feature value.

• xscaled denotes the scaled value of the feature.

• µ corresponds to the running mean of the feature in
the data stream.

• σ denotes the running standard deviation of the feature
in the data stream.

IV. RESULTS

This section presents the results obtained by implement-
ing the methodology described in Fig. 1 on the incremental
machine learning algorithms summarized in Table I, evaluated
using different feature scaling techniques. The objective is to
analyze the impact of feature scaling on model performance
and memory efficiency.

Fig. 2 illustrate the performance results for linear models
in standard, min-max, and no feature scaling settings, respec-
tively. The results show that the scaling of the features plays
a crucial role in influencing the accuracy, precision, recall, F1
score, Cohen’s kappa and model size.

As shown, the application of standard feature scaling sig-
nificantly enhances the performance of the logistic regression
model, which outperforms its linear counterparts. Specifically,
logistic regression achieves an accuracy of 89.20%, with pre-
cision, recall, F1 score, and Cohen’s kappa values of 86.42%,
89.42%, 87.89% and 78.15%, respectively. This improvement
suggests that standard scaling effectively normalizes feature
distributions, allowing the model to learn more efficiently and
generalize better. On the other hand, the ALMA (Adaptive
Linear Margin Algorithm) model exhibits the lowest mem-
ory consumption, occupying only 4.69 KB, making it the
most resource-efficient among the linear models. This result
highlights a critical trade-off between accuracy and memory
efficiency, where ALMA prioritizes compactness at the cost of
predictive performance.

A different performance pattern emerges under Min-Max
scaling. The Perceptron model achieves the highest accuracy
of 83.60%, indicating that the min-max scaling may provide a
more favorable feature distribution for this model. Meanwhile,
logistic regression maintains the highest precision value of
90.70%, suggesting that min-max scaling helps reduce false
positive classifications in phishing detection. The Passive-
Aggressive (PA) model, in contrast, attains the highest recall
(81.57%), F1 score (81.27%), and Cohen’s kappa (66.56%),
indicating that it is particularly adept at capturing phishing
instances under this scaling technique. Consistent with the
previous setting, the ALMA model retains the lowest memory
footprint, occupying only 6.56 KB.

When no feature scaling is applied, as shown in Fig. 2,
the performance of the model remains relatively similar to
the Min-Max scaling scenario, but with slight variations in
key metrics. The Perceptron model continues to exhibit the
highest accuracy (83.60%), while logistic regression achieves
the highest precision (91.05%). The PA model, once again,
records the highest recall (81.57%), F1 score (81.27%), and
Cohen’s kappa (66.56%), reinforcing its strong capability to
identify phishing instances. In particular, the ALMA model

www.ijacsa.thesai.org 764 | P a g e



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 17, No. 4, 2026

LR ALMA PA Perceptron
70

80

90

100

Model

A
cc

u
ra

cy
(%

)

Standard Min-Max NoScaling

(a) Accuracy

LR ALMA PA Perceptron
70

80

90

100

Model

P
re

ci
si

o
n

(%
)

Standard Min-Max NoScaling

(b) Precision

LR ALMA PA Perceptron
40

60

80

100

Model

R
ec

a
ll

(%
)

Standard Min-Max NoScaling

(c) Recall

LR ALMA PA Perceptron
40

60

80

100

Model

F
-1

sc
o

re
(%

)

Standard Min-Max NoScaling

(d) F-1 score

LR ALMA PA Perceptron
40

60

80

100

Model

C
o

h
en

K
a

p
p

a
(%

)

Standard Min-Max NoScaling

(e) Cohen Kappa

LR ALMA PA Perceptron
0

2

4

6

8

10

Model

M
o

d
el

si
ze

(K
B

)

Standard Min-Max NoScaling

(f) Model size

Fig. 2. Linear models’ performance.

maintains its efficiency in terms of memory consumption,
with a significantly reduced model size of just 1.81 KB,
demonstrating its adaptability to unscaled feature spaces.

In general, these findings highlight the substantial impact

of feature scaling on the performance of linear incremental
learning models. Standard scaling generally enhances classi-
fication accuracy and stability, particularly benefiting logistic
regression, while min-max scaling provides a more favorable
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environment for models such as the Perceptron and PA. The ab-
sence of scaling appears to produce results comparable to min-
max scaling, though with minor fluctuations in performance
metrics. Additionally, ALMA consistently maintains the lowest
memory usage in all settings, making it the most suitable
choice for resource-constrained environments. These results
emphasize the importance of selecting appropriate feature
scaling techniques based on the specific trade-offs between
accuracy and computational efficiency required for phishing
detection tasks.

Fig. 3 illustrates the performance metrics obtained for
the incremental machine learning models of Naive Bayes
(NB) and K-Nearest Neighbors (KNN) under different feature
scaling techniques. Interestingly, both NB and KNN models
demonstrate a high degree of consistency in their performance
across all feature scaling settings, indicating their relative
robustness to variations in feature distributions.

As depicted, the KNN model achieves superior perfor-
mance in terms of accuracy, precision, F1-score, and Co-
hen’s kappa, attaining values of 88.87%, 86.04%, 87.51%
and 77.48%, respectively. These results suggest that KNN
benefits from its ability to classify new data points based on
proximity in the feature space, which remains stable even after
standard scaling is applied. In contrast, the NB model excels
in recall, achieving a value of 89.40%, indicating its strength
to correctly identify phishing instances. Additionally, the NB
model maintains a smaller memory footprint, occupying 61.45
KB, which is notably more efficient compared to KNN.

This performance pattern remains largely consistent under
min-max and no-scaling cases, where NB and KNN models
continue to exhibit comparable trends, albeit with slight vari-
ations in individual performance metrics. The persistence of
these trends across different scaling methods suggests that both
NB and KNN models inherently adapt well to diverse feature
distributions, making them relatively insensitive to the choice
of feature scaling.

In general, these findings highlight the resilience of the
NB and KNN models to feature scaling, maintaining consistent
classification performance regardless of the applied normaliza-
tion technique. This robustness makes them suitable candidates
for phishing detection tasks, where feature distributions may
vary dynamically. Furthermore, the trade-off between model
size and performance suggests that, while KNN offers higher
predictive accuracy, NB remains a computationally efficient
alternative, making it particularly useful in scenarios with
resource constraints.

Fig. 4 illustrates the performance of several tree-based
models under different feature scaling techniques. The results
indicate that tree-based models demonstrate relatively stable
performance across various scaling settings, with minimal
variations in classification accuracy and other key metrics.

As shown, under standard feature scaling, the Extremely
Fast Decision Tree (EFDT) emerges as the best perform-
ing model, achieving the highest accuracy (88.47%), recall
(88.85%), F1-score (87.10%) and Cohen’s kappa (76.68%).
These results suggest that EFDT effectively learns from
streaming data while maintaining strong generalization capa-
bilities. In contrast, the Hoeffding Tree (HT) algorithm attains

the highest precision (85.51%) and maintains the lowest mem-
ory footprint, with a model size of 139.03 KB, demonstrating
its computational efficiency.

Moving to Min-Max scaling, EFDT continues to achieve
the highest accuracy (88.63%), F1-score (87.16%) and Cohen’s
kappa (76.96%), reinforcing its effectiveness across different
scaling techniques. However, performance differences become
more pronounced among other tree-based models. The Ho-
effding Adaptive Tree (HAT) attains the highest precision
(87.10%), while the Stochastic Gradient Tree (SGT) model
achieves the highest recall (88.32%). Despite these variations,
the HT algorithm retains its advantage in memory efficiency,
maintaining a compact model size of 140.81 KB.

When no feature scaling is applied, EFDT continues to
lead in accuracy (88.79%), F1-score (87.34%), and Cohen’s
kappa (77.29%), highlighting its robustness in handling raw
feature distributions. Meanwhile, the HT model exhibits the
highest precision (87.52%), further supporting its tendency to
reduce false positives. Furthermore, the SGT model records
the highest recall (88.32%), strengthening its ability to detect
phishing instances effectively. The HT model maintains its
efficiency in memory consumption, achieving the smallest
model size of 131.73 KB.

In general, tree-based models exhibit minimal performance
variations in different feature scaling settings, suggesting their
inherent ability to adapt to varying feature distributions without
requiring extensive normalization. The EFDT model consis-
tently outperforms its counterparts in accuracy and general-
ization metrics, making it a strong candidate for phishing
detection tasks. Meanwhile, the HT model remains the most
memory-efficient, balancing classification performance with
low computational overhead. These findings suggest that, while
feature scaling can have a significant impact on certain ma-
chine learning models, tree-based algorithms remain relatively
resilient, ensuring consistent performance across different pre-
processing techniques.

Fig. 5 illustrates the performance of the Aggregated Mon-
drian Forest (AMF) and Adaptive Random Forest (ARF)
models under different feature scaling techniques. The results
indicate that both AMF and ARF exhibit consistently strong
classification performance across all scaling settings, highlight-
ing their robustness in handling varying feature distributions.

As shown, under standard feature scaling, the AMF model
achieves the highest performance across multiple metrics,
including accuracy (90.15%), precision (88.83%), F1-score
(88.75%), Cohen’s kappa (79.99%), and model size (3051.52
KB). These results suggest that AMF effectively leverages
feature standardization to enhance classification performance
while maintaining a relatively compact memory footprint.
Meanwhile, the ARF model demonstrates a marginally higher
recall value of 88.85%, indicating its strength in correctly
identifying phishing instances while slightly compromising
precision. A similar performance trend is observed when the
Min-Max feature scaling is applied. Both AMF and ARF
models continue to maintain high classification performance,
with minimal deviations in accuracy, precision, and recall. This
consistency reinforces their adaptability to different feature
normalization techniques, making them well-suited for real-
world phishing detection scenarios.
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Fig. 3. Naive and Neighbour’s models.

When no feature scaling is applied, both models experience
a slight decrease in classification performance. However, in
this setting, ARF marginally outperforms AMF, achieving an
accuracy of 89.83%, precision of 88.04%, recall of 88.85%,
F1-score of 88.44%, and Cohen’s kappa of 79.37%. Despite
this, the AMF model maintains an advantage in memory

efficiency, requiring only 3000.32 KB compared to the larger
footprint of the ARF. This trade-off suggests that while ARF
can slightly improve predictive performance in unscaled data,
AMF remains the more memory-efficient option.

In general, these findings indicate that AMF and ARF mod-
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Fig. 4. Tree-based models’ performance.

els exhibit resilience to feature scaling techniques, consistently
achieving high classification accuracy regardless of the applied
normalization approach. The AMF model excels in terms of
memory efficiency while maintaining strong classification per-
formance, while the ARF model demonstrates slightly superior
recall and generalization capabilities. These insights suggest

that both models are well suited for phishing detection tasks,
particularly in environments with varying data preprocessing
constraints.

Fig. 6 presents the performance evaluation of ensemble-
based incremental machine learning models under different
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Fig. 5. Forest models’ performance.

feature scaling techniques. Unlike other model categories, the
ensemble methods exhibit noticeable variations in performance
metrics depending on the applied feature scaling strategy.

As depicted, when standard feature scaling is applied,
no single ensemble model dominates across all performance

metrics. The Leveraging Bagging (LB) technique achieves the
highest accuracy at 89.68%, demonstrating its robustness in
classifying phishing URLs correctly. Meanwhile, the stacking
ensemble outperforms other models in terms of precision,
attaining a value of 88.38%, suggesting its effectiveness in
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Fig. 6. Ensemble models’ performance.

minimizing false positives. The ADWINBagging ensemble
stands out in recall (89.60%) and F1-score (88.70%), indi-
cating its strength in correctly identifying phishing instances.
Additionally, the Streaming Random Patches (SRP) ensemble
secures the highest Cohen’s kappa value (79.21%), reflecting
its strong overall classification reliability. Regarding model
size, the Stacking ensemble maintains the smallest memory

footprint, requiring only 11.55 KB, making it the most efficient
in terms of storage.

On the other hand, when Min-Max feature scaling is
applied, a decline in most performance metrics is observed, ex-
cept for precision, which sees slight improvements. The Voting
ensemble model achieves the highest accuracy (87.28%), recall
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(85.40%), F1-score (85.48%), and Cohen’s kappa (74.16%),
indicating that it adapts well to min-max scaling despite the
overall performance reduction. The ADWINBoosting ensem-
ble exceeds others in precision, reaching 91.30%, suggesting
that it maintains strong decision boundaries even when the
feature values are normalized to a fixed range. The Stacking
ensemble continues to be the most memory-efficient, requiring
13.43 KB of storage.

A similar trend is observed in case of no-scaling, which
presents the performance of ensemble models when no fea-
ture scaling is applied. The Voting ensemble maintains its
advantage in accuracy (87.92%), recall (85.04%), F1-score
(86.06%), and Cohen’s kappa (75.40%), reinforcing its stabil-
ity across different feature preprocessing conditions. The AD-
WINBoosting model, once again, records the highest precision
(91.30%), indicating its consistent ability to minimize false
positives. The Stacking ensemble remains the most compact
model, occupying only 9.35 KB of memory, further highlight-
ing its efficiency in resource-constrained environments.

In general, these results underscore the sensitivity of
ensemble-based models to feature scaling techniques. While
certain models, such as Voting and ADWINBoosting, maintain
strong classification performance across multiple scaling set-
tings, others, such as Stacking, optimize for memory efficiency.
The variation in performance metrics suggests that selecting an
appropriate ensemble method should be guided by the specific
trade-offs between accuracy, precision, and computational ef-
ficiency required for phishing detection tasks.

V. CONCLUSION

This study has provided a comprehensive examination of
the evolving cybersecurity landscape, particularly in the con-
text of phishing detection. By systematically analyzing incre-
mental machine learning methods and online model selection
strategies leveraging multi-armed bandits, valuable insights
have been gained that have broad implications for enhancing
cybersecurity defenses.

The findings underscore the intricate performance varia-
tions exhibited by different machine learning models under
various scaling conditions of features. From linear models
to tree-based and ensemble methods, each algorithm demon-
strated distinct sensitivities to feature scaling adjustments, em-
phasizing the necessity of tailoring detection methodologies to
specific operational contexts. In particular, while some models
exhibited resilience to scaling changes in the feature, others
displayed significant performance fluctuations, highlighting
the critical role of pre-processing techniques in optimizing
detection accuracy.

In general, this study contributes to the broader discourse
on cybersecurity by offering practical insights into optimiz-
ing incremental machine learning approaches and evaluating
model selection driven by reinforcement learning for phishing
detection. By elucidating the nuanced performance character-
istics of various models and selection strategies, this work lays
the foundation for the development of more resilient, adaptive,
and intelligent cybersecurity frameworks. Ultimately, these
advances will strengthen real-time defenses against evolving
cyber threats, reinforcing the robustness of modern cybersecu-
rity systems.
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