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Abstract—Smart Internet of Things (IoT) technologies, which
include artificial intelligence (AI) are increasingly being imple-
mented in the infrastructures of smart cities to enhance the effi-
ciency, sustainability, and service delivery of cities. Nonetheless,
with the implementation of such intelligent and interconnected
systems, there are complex security, privacy, and safety risks
that are not easily handled against conventional risk assessment
and risk management methods. Current frameworks tend to be
unresponsive and centralized whereas smart city infrastructures
are dynamic, decentralized, and based on autonomous decision-
making elements. This incompatibility poses serious problems for
the reliability and robustness of intelligent urban systems. The
study contains a systematic literature review of the risk assess-
ment and risk management issues in smart city infrastructure
based on intelligent IoT. The review is based on security, privacy,
safety, and risks of AI, such as adversarial machine learning,
data poisoning, model drift, and failures of autonomous systems.
To enhance the level of methodological transparency, the review
lists the databases searched, search words, screening process,
inclusion, and exclusion criteria, and the resulting list of studies
selected. The comparison of the key risk assessment methods, such
as the standard-based, qualitative, probabilistic, and AI-based
approaches, has been made, and their advantages and weaknesses
in the smart city context have been identified. The results indicate
that existing frameworks are still in fragments and not always
able to deal with the joint effect of the heterogeneity of IoT,
AI-based decisions, cyber-physical interdependence, scalability,
and governance. The study, based on this summary, offers a
more defined taxonomy of risk factors and research directions
towards adaptive, AI-conscious and operationally feasible risk
management in smart cities.
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ABBREVIATIONS

The following abbreviations are used in this manuscript:

IoT Internet of Things
AI Artificial Intelligence

I. INTRODUCTION

The concept of smart cities has become one of the key
trends in the current urban development with the fast growth
of digital technologies and the necessity to provide efficient,
sustainable, and human-centered services. The fundamental
aspect of smart city projects is to implement Intelligent
Internet of Things (IoT) infrastructures wherein interrelated
sensors, actuators, edge devices, and communication networks
with artificial intelligence (AI) approaches are used to as-
sist automated monitoring, automated decision-making, and

automated control in the urban domain. The systems have
become common in transportation management, intelligent
energy grids, healthcare services, environmental monitoring,
security services, and protection of critical infrastructure [1],
[2].

The smart city systems based on intelligent IoT are highly
distributed data-driven and adaptive ecosystems compared to
traditional urban infrastructures. They keep gathering real-time
data using heterogeneous sources and use machine learning
and optimization algorithms to facilitate autonomous or semi-
autonomous behavior. Although this intelligence has greatly
contributed to better operational efficiency and quality of
services, there are also complex security, safety, and privacy
risks that are totally different to those that exist when the
information system is normal [3]. Consequently, this has made
proper risk assessment and risk management, an important
issue towards long-term reliability and trustworthiness of smart
city infrastructures.

A. Background and Motivation

Smart cities are driven by issues that are not limited to
the world but are global in nature, including urbanization,
population explosion, scarcity of resources, global warming,
and the desire to have resilient cities in terms of popula-
tion services. The amount of governments and municipalities
depending on the technologies of IoT and AI to streamline
urban processes, cut expenses, and enhance living standards is
rising [4], [5]. As an illustrative case, smart traffic management
devices dynamically change traffic lights to ease the traffic
jams, smart grids regulate energy supply and demand in real-
time, and smart surveillance systems assist emergency workers
and curb crime with AI-assistance [6], [7], [8].

Nevertheless, the very features that render smart IoT sys-
tems appealing also contribute substantially to the scale of the
attack on the urban infrastructures. The smart city environ-
ments comprise thousands or even millions of heterogeneous
devices, with most possessing limited computational power
and limited security features. They use wireless and public
networks to communicate with each other, and usually, they
use cloud and edge computing platforms to process and store
data [1], [2]. Such high levels of connectivity and heterogeneity
expose people to the risks of cyber threats, including unau-
thorized access, data breaches, denial-of-service attacks, and
system manipulation.

Moreover, AI implementation brings a different category
of risks which are not limited to conventional cybersecurity
issues. Adversarial attack, data poisoning, model inversion and
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concept drift can adversely affect the performance of machine
learning models and lead to wrong decisions [9], [10]. Such
failures in a smart city setting can cause digital, but also
corporeal, damage, in the form of traffic accidents, power
outages, incidents involving the safety of the population, and
getting crucial services out of order [9], [10].

Conventional risk management models, like the NIST Risk
Management Framework or ISO/IEC 27005, were initially
intended to be used with fairly stable centralized information
systems [11], [12]. These frameworks frequently face difficul-
ties in managing the dynamic, autonomous and decentralized
characteristics of intelligent infrastructures based on the IoT.
This discrepancy inspires the necessity of a holistic and
updated knowledge of the methods of risk assessment and
management in the particular context of smart cities.

B. Intelligent IoT-Based Smart City Infrastructures

The concept of intelligent IoT-driven smart city infrastruc-
tures may be understood as the macro-scale level of cyber-
physical infrastructures based on integrating IoT technologies
with AI-powered analytics and decision-making processes.
Fig. 1 shows the common notion that these infrastructures are
usually comprised of four major layers, namely, the sensing
layer, the communication layer, the data processing layer and
the application layer [7], [6].

The sensing layer contains physical devices like sensors,
actuators, cameras, and an embedded system that is scattered
across the city to gather information about traffic flow, air
quality, energy consumption, weather conditions and human
activities. The communication layer provides the transmission
of data based on heterogeneous networking technologies, 5G,
LPWAN, Wi-Fi, and wired networks. The data processing layer
is based on the edge computing, fog computing, and cloud
computing to store and analyze the huge amount of real-
time data. Lastly, the application layer provides smart services
to city operators, policymakers and citizens via dashboards,
automated control system, and decision support systems [1],
[2].

The key difference between the intelligent IoT infras-
tructures and the previous smart systems lies in the wide
application of AI methods, including machine learning, deep
learning, reinforcement learning, and predictive analytics. The
techniques can be used to allow the systems to learn using past
and real-time data, adjust to environments undergoing change,
and make autonomous decisions with a minimum amount of
human involvement [7], [6]. Although such intelligence im-
proves scalability and responsiveness, it also adds complexity
to the systems and diminishes transparency, so it is more
challenging to predict, measure, and control risks.

C. Problem Statement

Although the intelligent IoT technologies are widely imple-
mented in the smart cities, the analytical interface between the
conventional risk assessment methodology and the dynamic
nature of AI-driven IoT infrastructures has a great gap. The
current risk management techniques are somewhat inertial and
theoretical, concentrating on the previously known threats,
known vulnerabilities, and fairly fixed system parameters [3].

Fig. 1. Layered view of intelligent IoT-based smart city infrastructure, where
AI/ML typically operates.

Conversely, smart city systems are also intelligent and
they are constantly developing. They are decentralized, use
autonomous decision-making algorithms, and are driven by
real-time data streams and change of context. The novel and
transforming risks brought about by these properties are not
properly represented by the traditional models. Specifically,
artificial intelligence features like machine learning algorithms
present threat on adversarial manipulation, biased training,
data poisoning, and unanticipated model behaviour, which
may spread within interconnected urban services [9], [10]. As
shown in Fig. 2, the reality of intelligent IoT smart city and
the traditional risk assessment and management and the gap
that addressed between them which reflect on real-world and
cause impact to be cyber-physical.

In addition, intelligence IoT failures may have ripple effects
on different areas of the city. A subdued traffic management
system can affect emergency response, and a smart grid attack
can affect the transportation system, healthcare network, and
public safety networks all at the same time. This situation
where a coherent and consistent knowledge of the way to
evaluate and manage such interdependent risks does not exist
is a grave threat to the secure and sustainable implementation
of smart city infrastructures.

www.ijacsa.thesai.org 867 | P a g e



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 17, No. 4, 2026

Fig. 2. Mismatch between traditional risk assessment assumptions and the dynamic nature of intelligent IoT-based smart city infrastructures.

D. Research Questions

This comprehensive and rigorous systematic study will
address the following research questions to deal with the
identified issues:

• RQ1: What are the major security risks and threats
specific to the newer AI-based IoT infrastructure
within the smart cities?

• RQ2: What are the current risk assessment method-
ologies and models and what are the technical and
practical limitations of the models?

• RQ3: What are the particular difficulties in the process
of risk management in real-time, autonomous, and
decentralized urban networks?

• RQ4: What are the proposed strategies, frameworks or
technologies to reduce intelligent risks in smart city
settings?

These research questions will help to organize the study
and conduct a full analysis of current methods, problems, and
unresolved issues in the area.

E. Contributions of this Review

The review has four key contributions to the literature.
First, it introduces a more precise taxonomy of risk factors
that impact intelligent IoT-based intelligent city infrastructure,
such as technical, AI-specific, cyber-physical, operational, and
governance-related risks. Second, it gives a systematic compar-
ison of the significant risk assessment and risk management
methods that have been reported in the literature, with a
focus on their applicability, strengths, and weaknesses in smart
cities. Third, it pinpoints repeating research gaps, particularly
in the area of adaptability, scalability, empirical validation,
and addressing AI-related threats. Fourth, it outlines practical
research opportunities to develop more resilient and context-
based risk management approaches towards smart city systems.

F. Paper Organization

The rest of this study will be structured in the following
way: Section II outlines the review methodology, which entails
the review protocol, databases, search strings, inclusion and
exclusion criteria, screening process, quality assessment and
data extraction plan. Section III will provide a compara-
tive discussion of the chosen works and summarize the key
methodological trends and shortcomings in the literature. The
key risk types, risk evaluation methods, risk management
issues, and coping strategies are covered in Section IV in
the context of intelligent IoT-based smart city infrastructures.
Section V provides future research directions. The study ends
with a conclusion in Section VI.

II. REVIEW METHODOLOGY

The aim of this review was to help identify, analyze, and
synthesize recent literature on risk assessment and risk man-
agement of intelligent IoT-based smart city infrastructures. The
research approach was structured to enhance transparency and
reproducibility by having a clear-cut review protocol, database
selection plan, screening process, inclusion and exclusion
criteria, quality evaluation plan, and thematic synthesis plan.
Specifically, the review emphasized the studies that covered
cybersecurity, privacy, safety, AI threats, and cyber-physical
dependencies of smart cities.

A. Review Protocol

A review protocol was defined before the literature search
in order to maintain methodological consistency. The proto-
col outlined the objectives of the review, research questions,
databases to be used, search terms, inclusion and exclusion
criteria, screening steps, and quality assessment criteria. The
review process was informed with the existing review reporting
practices that included transparent reporting of study identi-
fication, screening, eligibility assessment and final inclusion.
This was done to minimize selection bias and so as to allow a
better understanding and reproducibility of the review. Fig. 3
presents the review pipeline used for search, screening, quality
assessment, extraction, and synthesis.

B. Search Strategy and Databases

The literature search was done in the following academic
databases: IEEE Xplore, Scopus, Web of Science, ScienceDi-
rect, SpringerLink, MDPI, and the ACM Digital Library. The
choice of these databases was based on their wide scope of
peer-reviewed material on smart cities, IoT, artificial intelli-
gence, cybersecurity and cyber-physical systems.

The search focused on studies published between 2020
and 2026. Only peer-reviewed journal articles and conference
papers were considered. The search terms were grouped into
four concept clusters: smart cities, IoT systems, artificial
intelligence, and risk management. Representative keywords
included “Smart City”, “Smart Cities”, “Internet of Things”,
“IoT”, “Intelligent IoT”, “Artificial Intelligence”, “Machine
Learning”, “Risk Assessment”, “Risk Analysis”, “Risk Man-
agement”, “Cybersecurity”, “Privacy”, and “Safety”.

Representative Boolean search strings included the follow-
ing:

• (“Smart City” OR “Smart Cities”) AND (“Internet of
Things” OR “IoT” OR “Intelligent IoT”) AND (“Risk
Assessment” OR “Risk Analysis”)
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• (“Smart City Infrastructure”) AND (“Risk Manage-
ment”) AND (“Artificial Intelligence” OR “Machine
Learning”)

• (“Smart City”) AND (“Cybersecurity” OR “Privacy”
OR “Safety”) AND (“IoT”)

• (“Intelligent IoT”) AND (“Smart City”) AND (“AI”)
AND (“Risk Management”)

• (“Cyber-Physical Systems”) AND (“Smart City”)
AND (“Risk Assessment”)

The search strings were adjusted slightly to match the
syntax of each database. This strategy was intended to capture
both conventional IoT security risks and emerging AI-specific
risks in intelligent smart city environments.

C. Inclusion and Exclusion Criteria

In order to achieve relevance and consistency, strong inclu-
sion and exclusion criteria were used in selecting the studies.

Inclusion criteria:

• Publications of less than five years (2020-2026).

• Conference papers or peer-reviewed journal articles.

• Studies on smart cities, intelligent IoTs, or urban
cyber-physical infrastructures.

• Research that deals with risk assessment, risk man-
agement, security, privacy, or safety concerns.

• Articles written in English.

Exclusion criteria:

• Studies published before 2020.

• Articles not peer-reviewed or edited or tutorials and
opinion papers.

• Research centered on conventional iot that does not
feature intelligent/AI-related aspects.

• Articles that are not connected with the context of
urban or smart city.

• Redundant papers in databases.

The criteria were established to make sure that the studies
that were selected were recent, relevant and directly connected
to smart city risk assessment and risk management using
intelligent IoT.

D. Study Selection Procedure

The selection of studies was done in several steps. To begin
with, all databases were accessed and their records were com-
bined into one dataset and any duplicate records eliminated.
Second, the titles and abstracts were filtered through inclusion
and exclusion criteria. At this point, studies that were evidently
not related to smart cities, intelligent IoT systems, or risk-
related issues were filtered out. Third, the entire contents of
the rest of the studies were evaluated in terms of topicality
and methodological appropriateness. The final review set only
used studies that had directly answered the research questions.

E. Search Results and Study Selection Summary

The selection of the study is as follows: In the selected
databases, a total of 465 records were initially found. Upon
exclusion of 105 duplicates, there were 360 studies left to
screen in terms of title and abstract. At this phase, 300 records
were eliminated due to the out of scope of the review or
failed to meet the inclusion criteria. The rest of the 60 studies
were evaluated on full-text. Following the full-text review, 17
articles were filtered out, with 9 being not related to IoT or
smart cities, 6 articles lacked a pertinent risk evaluation or
risk management lens, and 2 articles were either non-English
or old. This led to 43 papers included in the final review (see
Table I).

TABLE I. STUDY SELECTION SUMMARY

Records identified 465
Duplicate records removed 105
Records screened 360
Records excluded after title/abstract screening 300
Full-text studies assessed 60
Full-text studies excluded 15
Final studies included in the review 45

F. Quality Assessment of Selected Studies

A structured quality assessment checklist was used in order
to assess the methodological quality of the chosen works. The
checklist will be based on the existing frameworks of quality
assessment of studies and will consist of items like:

• Transparency of research purposes.

• Suitability of methodology.

• Sufficiency of source of data and analysis.

• Applicability to smart city risk management based on
intelligent IoT.

• Coherence of findings and conclusions.

All the studies were evaluated in relation to these criteria to
make sure that high-quality and relevant research only entered
the synthesis. Analyses of studies that had low methodological
rigor or unknown contributions were not included in the further
analysis.

G. Data Extraction and Synthesis

Relevant information in each of the selected studies was
collected by use of a standardized data extraction form. Data
taken out comprised the year of publication, the purpose of
the research, the area of application, the risk assessment or
risk management strategy, essential findings, the challenges
identified, and the limitations.

Thematic analysis was a qualitative approach that was used
to synthesize the extracted data. The studies were categorised
according to the shared themes, including types of threats,
risk factors, assessment models, management framework, and
AI specific issues. This methodology allowed finding patterns,
similarities, and gaps within the literature, which allowed con-
ducting the comparative analysis of the research and discuss
the future directions and trends of the studies in a structured
way.
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Fig. 3. Review pipeline used for search, screening, quality assessment, extraction, and synthesis.

III. COMPARATIVE ANALYSIS OF RELATED WORK

This section presents a comparative analysis of the studies
selected for the review. Its purpose is to synthesize the lit-
erature on risk assessment and risk management in intelligent
IoT-based smart city infrastructures, identify common method-
ological patterns, and highlight unresolved issues.

A. Summary of Reviewed Studies: Objectives and Methods

The study shows that there is an increasing research interest
in ensuring smart city infrastructures are secured by risk-
sensitive design, as well as risk-sensitive implementation. The
majority of the study seeks to determine security threats, to
evaluate vulnerabilities, or to suggest frameworks to prevent
risks in urban environments with the help of IoT enablers.
Nevertheless, they have very different goals and methodology.

Much of the study is dedicated to IoT-based risk as-
sessment, which highlights vulnerabilities at the device level,
network security threats, and confidentiality threats to data in
the context of smart city implementation [13], [1]. These works
often apply conventional security analysis methods, including
the threat modeling, attack surface analysis, and qualitative
risk matrices, to the situation in urban IoT. Although they are
useful in detecting known vulnerabilities, these methods are
not always flexible to the dynamic behavior of the system.

The other body of research builds upon classical risk
assessment techniques by adding context-sensitive or proba-
bilistic methods, such as Bayesian networks, fuzzy logic, and
multi-criteria decision analysis [14]. The purpose of these ap-
proaches is to better model uncertainty and interdependencies
between smart city elements. Whereas these methods enhance
the level of analysis, they are not usually applied at city-wide
infrastructures, but applied individually to isolated subsystems,
such as smart grids or intelligent transportation systems.

Recent studies are based on applying the methods of
artificial intelligence and machine learning to risk assessment
and management. These articles address the topic of anomaly
detection, predictive risk modelling, and automated threat
detection via data-driven methods [15]. Although the above
ways demonstrate potential possibilities in managing large-
scale and real-time-data, most of the research is still at the
concept phase, with minimal implementation in real-world
smart city settings.

B. Open Challenges and Research Gaps

A number of open issues and gaps in research can be
identified regardless of the variety of approaches to the issue
in the study. The first gap is the absence of single risk
assessment frameworks that could be used to concurrently
consider IoT, AI, and cyber-physical risks related to smart

city infrastructures. Fig. 4 illustrate that most of the research
is limited to IoT security or AI-based risks, without looking
at the potential effect of the two on the interconnected urban
systems [16].

The other major problem is that most of the risk assessment
models are not dynamic. In traditional and semi-traditional
techniques, architecture of the systems and possible attack sce-
narios are usually fixed and predetermined. Nevertheless, the
intelligent smart city systems are constantly changing because
of software updates, retraining models, mobility of device, and
environmental variations. This time-varying behavior is not
well represented in the study models [17], [18].

Scalability is also of great concern. Various suggested
frameworks have been shown to be effective in small-scale
case studies or simulations, but not in the computational
and operational issues of city-wide implementation. The lack
of longitudinal research also restricts the knowledge on the
transformations of risks over time in smart city intelligent
landscapes [1], [2].

C. Key Limitations in Current Research

The comparative analysis indicates several limitations that
limit the applicability of the current research in practice. First,
in most works, there is rather little attention to AI-specific
threats. Although the vulnerabilities of IoT to device com-
promise and communication attacks are well known, the risks
associated with adversarial machine learning, data poisoning,
model drift, and biased decision-making are not only briefly
mentioned [9], [10] but perhaps not mentioned at all.

Second, the lack of integration of physical safety effects is
also a common weakness. Cyber-physical systems are smart
city infrastructures, and cyber-attacks may have a direct impact
on physical operations and human lives. Nevertheless, most
risk assessment studies consider cyber risks individually with-
out clearly modeling the physical or societal impact of such
risk [3].

Third, most of the analyzed studies do not present stan-
dardized metrics and benchmarks of evaluation, which is why
comparing outcomes of various methods can be challenging
[19]. This drawback makes the process of selecting appropriate
risk management tactics applied to the actual implementation
of smart cities more difficult, as well as the formulation of
best practices [3].

D. Comparative Analysis of Objectives, Problems, Methods,
Findings, and Limitations

To support a structured comparison, the reviewed studies
were analyzed across five dimensions: objective, methodology,
results, key findings, and limitations [20], [21]. It is noted in
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Fig. 4. High-level gap map summarizing limitations across IoT security, AI-specific risks, cyber–physical impacts, governance, and operational scalability in
the study.

the analysis that even though the various studies have common
objectives e.g. enhance security awareness or minimise the
vulnerability of a system, the statement of the problem and the
approach used to solve the problem vary significantly among
the studies.

Other papers stress on preventive risk management, in-
cluding secure system design and threat mitigation measures,
and others reactive ones, including intrusion detection and
incident response [3]. The results of the study tend to establish
that intelligent IoT-based smart city systems are confronted
with complex risks that cannot be counteracted with unilayer
security systems.

E. Synthesized Analysis of Related Work on Risk Assessment
and Management in Intelligent IoT-Based Smart Cities

The body of recent research on cybersecurity risk evalua-
tion and management of smart city systems falls under several
research strands, such as IoT security, cyber-physical systems
(CPS), edge and fog computing, artificial intelligence (AI)-
based defenses, governance frameworks, and standardization
projects. Initial work on smart city security defines that the
heterogeneity, scale and openness of urban IoT ecosystems
intrinsically increase the attack surface relative to conventional
enterprise systems. According to a foundation of research,
smart cities combine sensing, communication, calculation, and
control in multi-domain administration, and such risk spread
and coordination of attacks are increasingly possible compared
to single IoT implementation [22], [4], [23].

Quite a significant study is devoted to the identification
of threats and taxonomies based on IoT. Various surveys
and examination studies categorize threats to IoT, vulnerabil-
ities, and attack vectors, pointing out vulnerabilities due to
constrained devices, insecure communication protocols, weak
identity management, and similar [6], [13], [17], [21]. These
papers are useful background information but are mostly based
on qualitative analysis and taxonomies. Although this sort
of approach can be valuable in terms of being aware of a
threat, this approach does not provide measurable risk scores
regularly updated to support dynamic smart city environments.

In addition, they usually consider AI as an external tool and
not a part and parcel of the system that is under risk analysis.

The other important research stream deals with risk evalua-
tion structures and methods of smart cities. A number of works
can apply classical risk management rules to urban digital
infrastructure and focus more on risk identification of assets,
the possibility of the threat, and its consequences [24], [20].
Risk management processes and control baselines are further
formalized by international standards and guidelines, such as
ISO/IEC 27005 and NIST IoT cybersecurity series (NISTIR
8259, NIST SP 800-213, NIST SP 800-53) [12], [11], [1],
[16]. Nevertheless, they are very technology-neutral and fixed,
and do not provide much information on how risk management
can be operationalized in smart city services that are highly
adaptive and driven by AI or how to consider the changing
threat conditions at a very high rate.

The cyber-physical aspect of smart city risk is considered in
CPS-oriented study and demonstrates how cyber attacks propa-
gate into physical disturbances of transport, energy, healthcare,
and other, as well as public-safety systems [14], [25]. These
publications highlight the harshness of cascading failures and
interdependences between digital and physical layers. Never-
theless, the majority of CPS security research is theoretical
or computer-based, not being empirically validated, real-time
monitoring systems, and quantitative risk prioritization models
that can be implemented by the operators of a city.

As edge and fog computing continues to spread, a number
of studies explore the effect of decentralized architectures on
the smart city threat environment. Mog and edge security
surveys determine the new attack vectors of distributed control,
data locality, and trust management [26], [27], [28]. Although
these papers acknowledge the fact that risk differs at different
architectural layers, they do not go further to offer the com-
bined, city-wide risk assessment models that can be used to
correlate edge-level events to system-wide impacts.

The use of AI and machine learning in security systems,
in particular, intrusion detection and attack detection in IoT
networks, is actively studied in recent studies [29], [9], [18].
These methods prove to be better in detecting and being more
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flexible than rule-based systems. Nevertheless, they mainly
assess performance based on detection-focused measures (i.e.,
accuracy or false-positive rates) and they do not tend to
include adversarial robustness, model drift, or explainability
in risk measurement. Introduced by AI as a challenge to the
analysis in ENISA reports and threat analysis AI-centered,
data poisoning, evasion attacks, and model manipulation have
not been dealt with sufficiently in current smart city risk
frameworks [7], [30], [10].

Digital twins have been suggested as the way to facilitate
the simulation and anticipation of risks at a city scale and
provide the opportunity to analyze failures and cyber events
in a scenario [19], [8]. Although digital twins provide useful
insights on the dynamic processes of complex cities, existing
research points out a high level of computational overhead and
lack of applicability in real-time. Besides, the majority of digi-
tal twins applications focus on operational optimization and do
not include constant monitoring and control of cybersecurity
risks.

It is also observed that governance, ethics, and sustain-
ability issues are becoming more and more part of smart city
cybersecurity. Ethical AI, responsible data use, and sustainable
smart city development Studies investigate how technical secu-
rity controls cannot be effective without open governance and
accountability systems [31], [32], [33]. However, such works
seldom frame ethical constraints into practice, quantifiable risk
management procedures in line with operational cybersecurity
interventions.

All in all, the evaluated study shows that there has been
substantial development in the domain of threat identification,
risk classification, and the suggestion of security systems to
be implemented in the IoT systems of Smart Cities, yet,
the vital gaps are observed. Current methods tend to be
stagnant, inter-technologic, or limited in their coverage of
detection performance. There are not many studies that offer
combined, quantitative and constantly revised risk management
approaches that directly consider AI-driven decision-making,
cyber-physical dependencies, and real-time operational con-
straints. These constraints drive the necessity of a comprehen-
sive risk evaluation and management strategy which is specific
to intelligent IoT-based smart city infrastructures namely the
ability to incorporate quantifiable risk indicators, AI-conscious
threat management, and implementable mechanism to perform
ongoing monitoring and mitigation across systems of city-scale
systems.

Another study area focuses on security guidance docu-
ments, baseline requirements, and regulatory-oriented risk con-
trols related to the implementation of IoT and smart cities. Etis
and NIST IoT Core Baseline and other standards and profiles
like ETSI EN 303 645 focus on minimum device and system-
level capabilities, like secure boot, disclosure of vulnerability,
and lifecycle management [34], [8], [35], [36]. Although these
documents are necessary to set the basic security hygiene,
they are mainly an outline of compliance-based controls as
opposed to dynamic risk assessment processes. Consequently,
they offer scanty support on the need to prioritize risks, adapt
to new threat dynamics, or integrate AI-driven behaviour with
current risk management procedures through intelligent smart
city infrastructures.

Some works refer to blockchain based and distributed trust
systems as a potential facilitator of secure and robust smart city
systems. The presence of studies of blockchain integration with
IoT and AI reports of enhanced data integrity, decentralization
and trust management across heterogeneous stakeholders [37],
[16]. Nevertheless, scalability constraints, latency overheads
and energy costs that limit real time applicability at city
scale are also observed in the surveyed works. Furthermore,
blockchain-related solutions tend to center on ensuring the
exchange of data as opposed to offering a full-fledged, end-to-
end risk assessment platforms that quantify and control cyber
and physical risks as well as AI-related risks.

The other new research area is the study of context aware
and adaptive security systems of an IoT environment. Context-
aware security models seek to adapt protection systems ac-
cording to the environment, device status or usage patterns,
which can enhance responsiveness in smart city contexts [15],
[38]. Though they are promising, all these approaches usually
run at the control or access management level and have no
connection to the higher-level risk assessment processes. They,
therefore, add to the local adaptation but fail to offer an
uniform perspective of city-wide risk posture or long-term risk
trends.

Smart city risk management is indirectly informed through
research on resource management and optimization in fog en-
vironments and edge environments. Research on the allocation
of resources associated with fog and on distributed computing
architectures show the impact of workload distribution, latency
constraints and resource contention on system performance and
resilience [28], [27]. Nevertheless, security and risk consider-
ations do not tend to be a priority or thought of as an assumed
limitation; instead, they are often seen as secondary objectives.
This lack of correspondence restricts the extrapolability of
such works to smart city settings that are intelligent and have
resource decisions that can directly affect exposure to cyber
and cyber-physical threats.

Lastly, cross-cutting surveys of cyber risk and insurance-
focused studies indicate that there is still a multitude of issues
with data availability, risk measurement, and intersectoral com-
parability [3]. Such studies underscore the fact that absence
of standardized and high-quality incident and loss data will
retard empirical validation of risk models and diminish belief
in quantitative risk assessment. It is made worse in smart city
settings where a variety of stakeholders, proprietary systems
and privacy restrictions further restrict information sharing.
Consequently, there has been a high number of suggested
smart city risk frameworks that are theoretically tested, but
not operationally verified.

Overall, the study confirms that the smart city cybersecurity
research is still disjointed on the technical, organizational, and
regulatory levels. Although each of the strands is relevant
and informative, with some providing background security
measures and AI-enhanced detection, others offering gover-
nance and ethical aspects, the number of works that combine
these viewpoints into a unified, implementable risk assessment
and management framework are scarce. This fragmentation
highlights the necessity to have an approach whereby AI-aware
threat modeling, cyber-physical impact analysis, quantitative
risk measures, and ongoing monitoring, are incorporated in
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one, operational approach to intelligent IoT-based smart city
infrastructures.

Table II shows that the reviewed studies fall into several
broad categories: standards-based frameworks, qualitative sur-
veys, probabilistic, CPS-oriented studies, AI-based detection
models, adaptive security models, and governance-oriented
studies. The analysis of this comparison reveals a definite
trend. Standards-based frameworks offer powerful governance
framework but are usually inflexible and not responsive to
smart city conditions. Taxonomy-based and qualitative studies
provide a wide visibility of threats, but seldom assist in
dynamic prioritization. Probabilistic and AI-based methods
enhance the depth of analysis, but most of them are akin
to certain subsystems and are not operationally validated
on a city scale. Ethics and governance research brings out
issues of accountability and sustainability, yet seldom converts
these issues into practicalized risk management processes.
Altogether, the literature is still quite fragmented, and there
is hardly any research that incorporates under one operational
risk management framework the IoT, AI, cyber-physical, and
governance dimensions.

IV. DISCUSSION: CHALLENGES AND TECHNIQUES IN
RISK ASSESSMENT AND MANAGEMENT

This section will be the synthesis of the major themes
that were identified in the study and are organized in a way
that facilitates direct answers to the research objectives and
contributions of the current study. The discussion incorporates
the technical, operational, and governance perspectives to
assess the current state of risk management in smart city
infrastructures based on intelligent Internet-of-Things (IoT)
technologies.

A. Threat Landscape and Taxonomy of Intelligent Risk Factors

The environment of smart city IoT systems is highly
heterogeneous and interconnected where risks come into being
on various technical and organizational levels. It is possible to
discuss the risk landscape presented in the reviewed literature
as a five-layer taxonomy, provided by the study: device layer,
network and communication layer, data processing and AI
layer, application and service layer, and the governance and
organizational layer.

The risks associated with device layers are insecure sen-
sors, embedded devices, firmware vulnerabilities, weak au-
thentication, physical tampering and device compromise. The
lack of computational and security power of most IoT devices
exacerbates these risks [39], [19].

Examples of network and communication-layer risks are
spoofing, running insecure wireless protocols, denial of ser-
vice, man-in-the-middle and interception of data across hetero-
geneous communication infrastructures (5G, LPWAN, Wi-Fi,
edge-to-cloud).

In automated decision systems, the risks in data processing
and AI-layer comprise adversarial machine learning, data poi-
soning, model inversion, concept drift, biased decision-making,
and weak explainability [9], [10], [31].

Risks to application and service-layers involve disruption
of smart transportation, energy, surveillance, emergency re-
sponse and other public services. Due to interconnectedness
of these services, the local failure can cause a chain effect on
various functions in the city [23], [40].

Governance and organizational risks entail poor account-
ability, divided risk ownership, poor coordination among the
stakeholders, use of nonstandardized metrics, regulatory risk,
and inadequate integration of legal, ethical, and operational
controls. This stratified taxonomy demonstrates that risk in
intelligent smart city infrastructures cannot be confined to sin-
gle, cybersecurity problems, but rather exists along technical,
service, and governance planes (see Fig. 5).

B. Comparative Analysis of Risk Assessment Methodologies

The comparative analysis of the existing study shows a
wide range of possible risk assessment models, as shown in
Fig. 6, starting with classic qualitative matrices up to the
sophisticated data-driven models. The traditional models of
qualitative are commonly used due to their simplicity though
do not involve the dynamic behavior of decentralized urban
ecosystems [3].

More detailed models with the ability to deal with uncer-
tainty and interdependence are available with quantitative and
semi-quantitative techniques, including Bayesian networks and
fuzzy logic [1], [2], [30]. Nonetheless, these approaches need
quality data and in-depth domain expertise, which is often not
accessible in advanced smart urban areas. Authors delve more
recently into AI-powered anomaly detection and predictive
modeling [9], [10]. Although such models hold potential in
the real-time monitoring, they have major issues that include
transparency, explainability, and susceptibility to adversarial
manipulation.

Risk treatment procedures are provided in an organized
manner through the use of standard frameworks, e.g. NIST
RMF and ISO/IEC 27005 [11], [12]. However, this study
finds a large discrepancy: such frameworks assume boundaries
of systems and definite ownership of assets, which are not
present in the context of decentralized and adaptive smart city
conditions [3].

C. Challenges in Real-time, Autonomous, and Decentralized
Management

This section summarizes major gaps and constraints that
impair efficient risk management in smart city networks. One
of the most critical gaps is the lack of a cohesive model that
would mitigate the IoT security, AI-specific risks, and cyber-
physical implications. Most existing models are not dynamic
and do not consider the time varying behavior of the systems
that are being continuously updated in software and retraining
the models [3].

The two non-technical issues that are dominant are privacy
and governance [38]. Smart cities gather sensitive behavioural
information and therefore pose a major issue of balancing
intelligent service delivery and privacy of data [3]. The absence
of specific regulatory frameworks and multiple stakeholders,
including the government, the private sector and citizens,
also complicate governance because it becomes difficult to
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TABLE II. SUMMARY AND COMPARISON OF RELATED WORKS ON RISK ASSESSMENT AND MANAGEMENT IN INTELLIGENT IOT-BASED SMART CITIES

Ref Objective Methodology Results Key Findings Limitations
[22] Analyze security chal-

lenges in smart cities
Conceptual analysis of
IoT-based city services

Qualitative insights Heterogeneity increases
attack surface

No quantitative risk met-
rics; IoT-centric

[4] Study threat modeling
for smart cities

Examination study with
Bayesian focus

Taxonomy of threat
models

Highlights need for prob-
abilistic modeling

No operational validation

[23] Survey cybersecurity
challenges in smart
cities

Narrative study Identified major attack
vectors

Emphasizes multi-layer
security

Lacks risk quantification

[6] Study IoT cybersecurity
risks

Examination study Classified IoT risks Shows fragmented risk
handling

Static, non-adaptive

[13] Taxonomize IoT security
risks

Survey and taxonomy Risk categories identified Useful baseline taxon-
omy

No city-scale focus

[17] Survey IoT cybersecurity
techniques

Comprehensive survey Broad coverage Highlights attack diver-
sity

No risk prioritization

[21] Identify critical IoT se-
curity categories

Examination study Security dimensions
identified

Structured threat view Lacks smart city context

[24] Assess cyber risks in
smart city infrastructure

Risk assessment frame-
work

Conceptual risk model Highlights infrastructure
interdependencies

No real-time capability

[20] Study smart city risk
management

Examination study Identified gaps Confirms lack of quanti-
tative methods

Study-only

[12] Standardize information
security risk
management

Risk management stan-
dard

Prescriptive guidance Widely applicable frame-
work

Static, non-AI-aware

[11] Define IoT cybersecurity
activities

Guideline-based frame-
work

Baseline controls Strong governance focus Not smart-city-specific

[1] Secure IoT devices in
government systems

Requirement-based guid-
ance

Security baselines Improves device hygiene No risk scoring

[16] Define security controls
for systems

Control catalog Comprehensive controls Supports compliance Heavyweight for real-
time use

[14] Study cyber–physical
risks in smart cities

CPS security analysis Identified cascading risks Cyber impacts physical
systems

Lacks empirical metrics

[25] Analyze CPS threat land-
scape

ENISA threat analysis Threat trends Confirms CPS risk sever-
ity

No city-specific metrics

[26] Survey edge-based IoT
security

Architectural survey Security design patterns Edge reduces latency Fragmented risk
handling

[27] Study edge/cloud IoT
computing

Comparative survey Architecture comparison Highlights decentraliza-
tion risks

No risk modeling

[28] Study fog resource allo-
cation

Examination mapping Resource strategies Resource constraints af-
fect resilience

Security treated
indirectly

[29] Detect IoT attacks using
ML

ML-based detection Improved detection accu-
racy

ML effective for IoT at-
tacks

Detection-only focus

[9] Study AI-driven IoT se-
curity

AI-based threat analysis Identified AI vulnerabili-
ties

AI introduces new attack
surfaces

No risk management in-
tegration

[18] Map AI-based smart city
security

Examination mapping
study

Technique classification AI widely used in de-
fense

Ignores AI risk

[7] Analyze cyber threat
landscape

Threat intelligence report Threat trends identified Confirms evolving risks Non-operational

[30] Identify AI cybersecurity
challenges

ENISA analytical report Risk categories Highlights adversarial
ML

No mitigation framework

[10] Identify emerging cyber
threats

Conference threat analy-
sis

Threat sources identified AI threats increasing High-level analysis

[19] Study city digital twin
potential

Examination study Use cases identified Supports risk simulation High computational cost

[8] Define digital twin re-
quirements

Technical report Deployment guidelines Improves system under-
standing

Limited real-time feasi-
bility

[37] Study blockchain in IoT
& AI

Survey Security benefits identi-
fied

Improves trust & in-
tegrity

Scalability issues

[15] Enable adaptive IoT se-
curity

Context-aware models Improved local adapta-
tion

Dynamic control No global risk view

[3] Study cyber risk data
availability

Examination study Data gaps identified Quantification remains
weak

Limits empirical valida-
tion

[33] Link data-driven cities &
sustainability

Evidence synthesis Conceptual insights Governance is critical No security metrics

[31] Explore ethical AI use Ethical analysis Normative guidance Ethics essential for AI
systems

Not operationalized

[32] Study smart vs sustain-
able cities

Examination study Sustainability gaps Security tied to gover-
nance

No technical depth

establish risk ownership and accountability [3], [41]. The study
concludes that lack of standardised metrics and benchmarks
makes it a great challenge to compare the efficacy of various
risk management strategies in different city-scale projects.

D. Proposed Strategies and Technologies for Risk Mitigation

In order to overcome the identified threats, the proposed
study will use emerging technologies and suggest a pathway
to adaptive and resilient infrastructures where Fig. 7 explain
the steps of the strategies [1], [2]. Edge and fog computing is
referred to as the main enablers in cutting the latency and
the exposure of data since information is processed closer
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Fig. 5. Example of cascading threat propagation across interconnected smart city services, illustrating how local compromise can trigger city-wide impact.

Fig. 6. Taxonomy of risk assessment models reported in the study for intelligent IoT-based smart city systems, including qualitative, probabilistic, and
AI-driven approaches.

to the source. Blockchain technologies are suggested to also
promote the integrity and auditability of data in distributed
environments [1], [2].

The study is more and more in favor of the shift to AI-
driven, self-healing security infrastructure that is able to detect
anomalies automatically and reconfigure components on the
fly [3]. Nevertheless, such solutions further complicate the
situation and require stringent validation in order to prevent
unexpected outcomes.

Last but not least, this study has added an abstract maturity
map, which implies that smart city risk management needs to
transform baseline, fixed controls into governance-adopted, AI-
conscious, and self-corrective approaches. Risk management
cannot be based on one technology, since it should combine
technical controls with legal, ethical, and social factors [32].

E. Illustrative Real-World Incidents and Operational Implica-
tions

The recorded cases can be used to demonstrate that the
risks listed in the literature are not merely theoretical. In
the 2018 City of Atlanta ransomware attack, the fundamental
operations of the city were disrupted as over a third of the
city software applications were offline or partially disabled,
including mission-critical services such as police and courts.
In 2024, a cyberattack on Transport for London resulted in
unauthorised access to a small amount of personal data of some
customers, including contact details and potential bank-account
information of some users. In 2025, St. Paul, Minnesota, was
hit by a coordinated digital attack which the city responded
to by shutting down information systems, leading to Wi-
Fi disconnection in buildings, library services disrupted, and
network resources suspended. Simultaneously, in 2024, U.S.
federal government officials advised that disruptive attacks
on water and wastewater systems were being conducted by
foreign hackers, citing an example in Pennsylvania where a
controller at a water facility was incapacitated. These instances
demonstrate that the breakdown of digital municipal systems
may lead to operational interruption, degradation of the public-
services, exposure to privacy, and even safety implications
among interconnected urban infrastructures.

V. FUTURE RESEARCH DIRECTIONS

The study also shows that the existing risk assessment and
risk management methods are still inadequate to handle the
complexity and dynamism of intelligent IoT-based smart city
infrastructures. This section provides an overview of some of
the most important future research directions that can be used
to create more adaptive, resilient, and trustful systems of smart
cities. Fig. 8 presents a staged maturity roadmap for evolving
risk management in smart cities from baseline controls toward
adaptive, AI-aware, and governance-aligned approaches.

A. Adaptive Risk Assessment Models

Creating adaptive risk assessment models that can address
continuous modifications in smart city ecosystems is one of
the research directions that are of the utmost importance.
Future strategies are to be updated dynamically according to
the real-time system conditions, environmental factors, and the
changing threat intelligence, unlike traditional, inert systems
[3].

Continuous monitoring mechanisms and exploiting the
streaming data of the IoT devices, edge platforms, and op-
erational logs should be incorporated as adaptive models. The
machine learning methods can be used to perceive the new
threats and update the risk estimations. Nonetheless, issues
of data quality, model drift, and explainability needs to be
considered in future studies as well since, in this way, adaptive
assessments will be reliable and transparent [1], [2].

B. AI-Driven and Self-Healing Security Frameworks

Self-healing and AI-driven security systems are a good way
of controlling risks in autonomous infrastructures of smart
cities. These types of frameworks are designed to identify
security events, identify root causes, and automatically imple-
ment mitigation measures with the least human intervention
[3], [35].

Further studies are required in the future to combine
AI-based risk management with the resilience principles of
systems to allow smart infrastructures of a city to retain
satisfactory levels of services even in case of attack or failure.
This covers automated isolation of affected parts, dynamic
rerouting of network routes, and smart recovery facilities. The
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Fig. 7. AI/ML pipeline attack surface in intelligent IoT smart city systems, highlighting adversarial manipulation, data poisoning, model inversion, and
drift-related risks.

Fig. 8. Proposed maturity roadmap for evolving from baseline risk controls toward adaptive, AI-aware, self-healing, and governance-aligned risk management
in smart cities.

research problem of ensuring the strength and safety of these
self-healing mechanisms is still open to research [3], [8].

C. Standardization Needs for Smart Cities

Their interoperability and inability to achieve secure smart
city deployments are largely due to the absence of standardized
risk assessment and management practices. Future studies
would help in the establishment of standards specific to domain
that deal with the special features of smart IoT-based city
infrastructures [3].

The standardization should encompass the technical, or-
ganizational, and governance domains, such as risk metrics,
threat classification schemes, data governance models, and AI
accountability needs. Finding alignment of smart city standards
with the existing frameworks including NIST and ISO and
extending them to cover AI-related and cyber-physical risks is
also a major research priority [11], [12].

D. Practical Deployment Considerations

A gap exists between research and practical implementa-
tion to bring about risk management in smart cities. Most of the
suggested frameworks and models can be tested by simulation
only or through small-scale case studies which restricts their
application in practice. The next generation of work would
focus on big scale pilot applications and longitudinal designs
which would evaluate risk changes over time [3], [42].

Also, the practical implementation should take resource
availability, integration of the legacy system, regulatory re-
quirements and coordination of stakeholders. System design
should also consider the human factors with the trust of
the operator in the risk management tools and the ease of
use. These practical considerations will be important issues
to address in order to realise the successful implementation
of advanced risk management solutions in actual smart city
settings [3], [43].

VI. CONCLUSION

Smart city IoT infrastructures can be extremely effective
and efficient, highly automated, and of excellent quality of
services, yet they also create complex and changing risks that
do not fit the well-established methods of risk evaluation and
risk management. This review has explored the recent literature
that has been at the crossroads of IoT, artificial intelligence,
cybersecurity, and smart city systems. The analysis revealed
that current methods are still disjointed. A large amount of
research is dedicated to single technical challenges, whereas
less is devoted to the interaction of AI-based decision-making,
cyber-physical interdependence, complexity of governance,
and limitations of operations at the scale of cities.

The review also revealed that the existing frameworks tend
to be lacking in flexibility, empirical testing, and standard
measures to be used in actual smart city settings. Despite the
fact that standards-based models offer a helpful governance
framework, and AI-based methodologies enhance detection
capabilities, the literature does not report common and op-
erationally feasible frameworks that combine technical, orga-
nizational and societal aspects of risk.

The study builds on these results and proposes that future
research ought to be directed at adaptive and situation-aware
risk assessment model, enhanced treatment of AI-specific
threats, enhanced analysis of cyber-physical impact, and more
realistic validation in deployed smart city environments. A bet-
ter taxonomy of risk factors and a more systematic comparison
of the current strategies can help build a more robust and
reliable smart city infrastructure.
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