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Abstract—This research provides a comprehensive synthesis of
Multimodal Machine Learning (MML) as a transformative
paradigm for IoT defense. By integrating heterogeneous data
streams, including network flow statistics, device-level telemetry,
and behavioral biometrics, MML architectures facilitate a holistic
understanding of system states. The algorithmic advancements
that were analyzed are classified into hybrid CNN-RNN structures
and state-of-the-art cross-modal Transformers, and evaluate their
performance across benchmark datasets such as ToN-IoT and
CICIoT2023. Quantitative results show that cross-modal
Transformers achieve F1-scores between 0.95 and 0.99 across
detection tasks, while hybrid CNN-LSTM models range from 0.89
to 0.96. Furthermore, this study addresses the technical
"optimization triad" of pruning, quantization, and edge-cloud
orchestration required to deploy these models on resource-
constrained hardware.
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I.  INTRODUCTION

The digital landscape is currently undergoing a fundamental
reconfiguration, driven not by incremental expansion but by the
convergence of ubiquitous connectivity, exponential data
proliferation, and transformative advancements in
computational intelligence. Central to this paradigm shiftis the
Internet of Things (IoT), a technological framework that has
evolved from a disparate collection of connected devices into a
central component of contemporary digital infrastructure.

As billions of autonomous nodes from tiny environmental
sensors to heavy-duty industrial actuators stream data in real-
time, the traditional boundary between the digital and the
physical is effectively dissolving into a cyber-physical
continuum.

However, security frameworks have struggled to keep pace
with this rapid expansion. The massive, fragmented attack
surface presents challenges that traditional network defense
mechanisms cannot adequately address [1] [7].

A. Context: IoT Convergence and Security Bottlenecks
The rapid integration of IoT into critical infrastructure,
including power grids, healthcare systems, and transportation
networks, has fundamentally altered the risk profile of modem
civilization. In these high-stakes environments, security is not

merely a matter of data privacy; it constitutes a non-negotiable
requirement for operational safety.

The Industrial Internet of Things (IloT) illustrates this
dynamic. Industrial systems are exposed to cyber threats thatcan
result in physical consequences, as the integration of physical
machinery with intelligent electronics has yielded significant
efficiency improvements. A potential physical catastrophe can
result not only from a software defect but also from a digital
exploit within a control loop [4] [5] [6] [8].

The IoT ecosystem introduces several structural challenges
that confound traditional IT security approaches:

e Extreme Heterogeneity: The wide variety of hardware
architectures and proprietary protocols renders the
application of a universal security standard practically
infeasible.

e Resource Constraints: Many devices operate under
severe power and memory limitations, preventing the
execution of standard encryption or heavy anti-malware
suites.

e Data Volume: With an estimated 26 billion devices
expected by 2030, the resulting data volume makes
manual oversight impossible. The industry is now forced
to rely on automated, intelligent defense systems [2] [3]

[9].
B. Problem Statement: The Limitations of Legacy Defense

Traditional cybersecurity, built forthe static "walled garden”
networks of a previous decade, faces significant challenges in
addressing the dynamic complexity of IoT. Most current
systems still rely on unimodal analysis that examines a single
stream, such as network logs, to detect anomalies. While this
approach keeps computational costs low, it creates a blind spot:
it cannot detect multi-vector attacks that span different system
layers [1] [9].

Despite being the most widely deployed approach,
signature-based IDS is not effective against zero-day exploits.
Anomaly-based models often cannot distinguish between
benign deviations from baseline behavior and actual attacks,
leading to an excessive amount of false positive alerts. These
systems have a tendency to fail to distinguish between a true
intrusion and harmless network latency or transient sensor
malfunction [2] [5] [35] [37].
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This limitation of wunimodal approaches creates
vulnerabilities that sophisticated attackers can exploit. An
adversary can execute a sequence of actions that appear benign
individually such as a minor CPU spike combined with a small
shift in packet timing but collectively indicate a security breach.
Without the ability to correlate these scattered signals,
traditional systems lack the holistic situational awareness
needed to defend complex IoT deployments [17] [18] [12].

C. Motivation: Why Multimodal Approaches are the Future?

The limitations of single-source models have motivated a
shift toward Multimodal Machine Learning (MML). MML
provides a unified framework to ingest and analyze diverse data
types simultaneously. By fusing network traffic, device
telemetry, and even behavioral biometrics, MML systems can

catch the subtle indicators of an attack that are invisible to a
unimodal filter [12] [18] [19].

The fundamental principle is data complementarity.
Information that appears as noise in one channel can be clarified
by another. For example, a suspected DDoS attack on the
network can be validated by a corresponding increase in a
device'sheat profile (high temperaturealarm) ora rapid decrease
in accessible RAM. This cross-modal validation enhances
detection and significantly reduces false positive rates [2] [11].

1) Contribution and Scope: This review integrates the
technological frontier at the intersection of MML and IoT
security. The focus is exclusively on the mechanics of data
fusion rather than doing a comprehensive study; all models
were classified from hybrid deep learningto Transformer-based
networks, addressing the challenging issue of executing these
resource-intensive models on constrained edge devices [3] [7]
[9].

2) Organization of the paper: The remainder of this
document is organized as follows: Section II establishes the
preliminaries, detailing the IoT threat landscape, the variety of
data modalities available, and the core strategies of multimodal
fusion. Section Il presents the systematicreview methodology.
Section IV provides taxonomy and classification of MML
architecture. Section V discusses applications and use cases.
Section VIreviews datasets and evaluation metrics. Section VII
provides a critical discussion of trade-offs and limitations.
Section VIII identifies open challenges and future directions.
Section IX concludes the review.

II. BACKGROUND AND PRELIMINARIES

Developing an effective multimodal security framework
requires a comprehensive understanding of the operational
environment, the nature of the data involved, and the
mathematical mechanisms for integrating that data [1] [3] [7].

A. IoT Security Landscape: Major Threats and
Vulnerabilities
The IoT threat landscape is characterized by its breadth and
the potential consequences of successful exploitation. Threats
are typically categorized based on their intent, origin, and the
specific layer of the IoT stack they target [1][3][22]. Table I
presents the loT threat taxonomy.
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TABLEI. 10T THREAT TAXONOMY
Threat Targeted . .
Category Layer Mechanism Primary Impact
Overwhelming target | System
DDoS . o
Network resources using a | unavailability and
Attacks
botnet. network collapse.
L Mirai, BASHLITE, or | Information
Malware/ Applicati . . .
ransomware infecting | leakage and device
Botnets on/Edge .
devices. takeover.
False Data | Physical/ Injecting fraudulent Grid instability or
. . sensor data to mislead .
Injection Sensing process failure.
control systems.
Stealthy low-volume | Resource
Slow DoS IZetwork/ traffic mimicking | exhaustion  with
PP legitimate slow nodes. | low visibility.
Adversarial . Manipulating inputs to | Compromised
. Leaming .
Evasion fool ML models. detection accuracy.

Sources: [3] [23] [36]
The fundamental vulnerability of IoT systems lies in the
"security-by-design" gap. Devices are often deployed with
default credentials, unpatched firmware, and a lack of
standardized development guidelines. Furthermore, the reliance
on lightweight protocols such as IEEE 802.15.4e or MQTT,
while efficient for communication, can increase susceptibility to
topological manipulation and resource exhaustion attacks [3]
[23] [36].

TABLEII. COMPARATIVE BENCHMARKING OF SURVEYED MML
ARCHITECTURES FOR IOT SECURITY.
Architecture Fusion Dataset Acc% F1 AUC
Strategy
. Custom 96,04 0.96
CNN-LSTM Hybrid multi-modal | [37] 0 -
CNN-LSTM  / >99.6
CNN-GRU Hybrid 3CI/CTI°I§ 2101 (36,37 2‘99 ;
(IDS) T
RansomForme | Cross- Custom 99.5 0.99 0.99
r attention ransomware | [43] 5 8
Transforme | UCF-Crime - 0.98
MT-CMVAD | ¢ ion / CUHK [41] ) 9
TTGNet-AMD Hybrid DL | Drebin /| ~98.7 0.98 0.99
e +GCN VirusTotal | [30] 5 0
FW-CNN + | Feature- 98.4 0.98
Metaheuristic level ToN-IoT [11] 2 )
Soft-Voting Decision- ToN-IoT /| 99.1 0.98
Ensemble level Bot-IoT [49] 9 )
AI4FIDS Late fusion | Multi- 97.8 0.97
(Federated) (FL) domainIToT | [40] 6 )
Autoencoder Latent- N-BaloT 97.3 0.97 0.98
(Anomaly space -balo [39] 1 1
Sli:r;ented Feature- CICIoT202 | 99.3 0.99 )
MML level 3 [39] 1

Source: [11, 30, 36, 37, 39, 40, 41, 43, 49]
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Accuracy and F1 values are reported on the primary dataset
cited by each study (see Table II).

B. Overview of Data Modalities in loT

In a multimodal context, a "modality" refers to a distinct
stream of information that captures a specific aspect of a
system's state or behavior. IoT ecosystems are rich in these
modalities [12] [15] [16] [18] [32] [61]:

o Network Flow and Packets: This includes tabular
featureslike flow duration, protocol type, and connection
rates, as well as raw packet-level features such as
payload entropy and application-layer semantics (e.g.,
MQTT message types).

e Device Telemetry: Internal performance metrics such as
CPU load, RAM usage, memory mapping, and power
consumption patterns.

e Sensor Data: The primary functional output of the
device, which may include numerical readings
(temperature, pressure) or high-dimensional data
(images, audio).

e Static Code Features: Structural information extracted
from software binaries, such as opcode sequences,
Application Programming Interface (API) call
sequences, and function call graphs (FCG).

o Behavioral Biometrics: Patterns derived from human
interaction, including keystroke dynamics, gait, and
touch gestures.

C. Foundations of Multimodal Machine Learning (MML)
Multimodal Machine Learning is the computational process

of integrating information from multiple modalities to perform

inference. The effectiveness of an MML system depends largely

on its fusion strategy, the stage at which different data types are
combined [12] [17] [18] [19] [61].

1) Early Fusion (Data-Level): This strategy involves
concatenating raw features from different sources into a single
vector before feeding it into the model. While this allows the
model to capture deep inter-modal interactions from the
beginning, it is highly sensitive to temporal misalignmentand
differences in data scales.

2) Late Fusion (Decision-Level): Each modality is
processed by an independent model, and the individual outputs
are merged at the final stage using techniques like majority
voting, averaging, or weighted confidence scores. This is more
robust to modality-specific noise but often misses the nuanced
feature-level dependencies that define complex attacks.

3) Hybrid Fusion (Feature-Level): The most prevalent
approach in modern research. It utilizes modality-specific
encodersto extract high-level feature representations, which are
then integrated in the intermediate layers of the network. This
allows for a balance between modality-specific learning and
global context integration.
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III. REVIEW METHODOLOGY

To ensurereproducibility andrigor, thisreview follows these
systematic review steps.

A. Search Strategy

Literature was retrieved from major academic databases
covering the period 2018 — 2026.

The digital libraries were especially, but not limited to:
Google Scholar, IEEE Xplore, SpringerLink.

The following primary Boolean query was applied
consistently across all selected databases:

("IoT" OR "IloT") AND ("Multimodal Machine Learning"
OR "Multi-modal Deep Learning" OR "Data Fusion" OR
"Feature Fusion" OR "Cross-modal Attention") AND
("Cybersecurity" OR "Intrusion Detection" OR "Anomaly
Detection" OR "Malware" OR "Authentication" OR "IDS" OR
"Attack Detection")

B. Inclusion and Exclusion Criteria

Inclusioncriteria: 1) Peer-reviewedarticles or preprints from
2018-2026; 2) Explicit use of at least two distinct data
modalities; 3) Application to IoT security (IDS, malware
detection, or authentication); 4) Reporting of quantitative
performance metrics.

Exclusion criteria: 1) Theoretical papers without
experimental validation; 2) Single-modality studies; 3) non-
English publications.

C. Sélection Process

The selection was based on the essential point of
multimodality and intrusion detection systems, with papers
addressingthe mostrelevant databases and meetingthe criterion
of multimodality; the second selection criterion was recent
references. This allowed us to keep about 60 reference articles.

IV. TAxoNOMY OF MML ARCHITECTURES FOR IOT
SECURITY

Recent progress in multimodal machine learning for loT
security has focused on creating systems that combine different
types of dataand make clear how they are all connected. In the
contexts of [oT and IloT, these modalities may include network
traffic characteristics, device-level telemetry, system logs,
sensor data, and, in some cases, behavioral signals. This section
of the study groups the literature by the basic architecture of
machine learning, with a focus on deep learning models,
attention-based methods, Transformer-centric architectures, and
hybrid ensemble frameworks. The goal is to look at how
different types of architecture do multimodal fusion, deal with
interactions between features from different modes, and solve
basic loT problems like data heterogeneity, temporal dynamics,
and limited computing power [1] [7] [9] [34].

A. Deep Learning-Based Multimodal Models

Deep Learning (DL) is the most popular MML paradigm
because it can learn hierarchical representations without manual
feature engineering [18] [34] [35] [43] (see Table III).
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TABLE III. MML ARCHITECTURE TAXONOMY
Archlte'c ture Early Fusion Hybrid Fusion Late Fusion
Family
Feature FW-CNN + | Ensemble: CNN
concatenation metaheuristic + RF/SVM
CNN-based before CNN | hyperparameter | decision voting
layers [35] tuning [11] [34][48]
. CNN-LSTM  /
Multimodal
RNN/LSTM- LSTM on CNN-GRU — | LSTM outputs +
spatial + | federated
based concatenated .
temporal aggregation [8]
sequences [37] [61351137]
RansomFormer
. Transformer
Token-level cross-attention .
Transformer- ensemble  with
cross-modal (bytes+API) .
based . confidence
embedding [33] | [42]; MT- weighting [34]
CMVAD [40]
TTGNet-AMD:
4 ot
. Multi-feature LSTM Soft-voting
Hybrid static+dynamic Transformer- ensemble  over
Ensemble fusi 2},5 29 GCN [29]; | independent
usion [25]129] | A14FIDS  FL | models [11]48]
[39]
Joint latent- [ GAN GAN  synthetic
Autoencoder/ | space augmentation + | data +
GAN reconstruction CNN classifier | downstream
[10] [38] detector [10][38]

B. Convolutional and Recurrent Neural Network Integration

A common architecture for analyzingnetwork and telemetry
data is the combination of Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs), specifically
Long Short-Term Memory (LSTM) or Gated Recurrent Units
(GRU). CNN layers are typically used to extract spatial or
structural patterns from a window of data, while LSTM/GRU
layers capture the temporal dependencies essential for
identifying multi-stage attacks that unfold over time. The
research studied highlights the efficacy of the hybrid CNN-
LSTM model, which achieved an average accuracy 0f96.04%
across various behavioral modalities. In network intrusion
detection, CNN-LSTM and CNN-GRU models have
demonstrated accuracies exceeding 99.83%, surpassing the
CNN model by 0.93% in accuracy, outperforming traditional
deep learning techniques by effectively modeling both the
spatial structure of packet flows and their sequential order [6]
[35]1[34]1[37][62].

C. Autoencoders and Generative Models

Autoencoders (AE) are frequently employed in multimodal
settings to learn a shared latent representation across different
data sources. By training an AE to reconstruct "normal"
multimodal inputs, any significant reconstruction error in a new
input can be flagged as an anomaly. Generative Adversarial
Networks (GANSs) are increasingly used to enhance MM L-based
detection. GANs serve a dual purpose: first, they generate
synthetic multimodal data to address the common problem of
class imbalance, where malicious samples are rare compared to
benign traffic, improving the robustness of the classifier.
Second, they facilitate adversarial training, helping models
recognize and resist "evasion" attacks where adversaries
deliberately manipulate one modality to mask anomalies in
another [10] [38] [41].

Vol. 17, No. 5, 2026

D. Attention and Transformer-Based MML

The most significant architectural shift in recent years is the
adoption of the Transformer model and its attention
mechanisms. Unlike traditional models that treat all inputs with
equal weight, attention mechanisms allow a model to

dynamically focus on the most relevant features or modalities
for a specific task [10] [33] [40] [42].

1) Cross-modal attention mechanisms: The "cross-
attention" mechanism s particularly vital for MML. It allows
one modality (the "query") to search for relevant features in
another modality (the "key" and "value"). This enables the
model to align and bridge the semantic gap between disparate
data types. For instance, in malware analysis, the
RansomFormer model uses a cross-attention fusion layer to
relate static Portable Executable (PE) byte data with dynamic
API call sequences. The mathematical foundation of'this fusion
typically involves a query vector Q derived from one modality
(e.g., bytes) and key K and value V vectors derived from
another (e.g., APIs). The attention is calculated as follows:

. QKT
Attention(Q, K,V) = softmax(—| - V

N

where,d_kisthe dimensionality ofthe keys. This allows the
model to prioritize API calls that are most relevant to specific
byte-level signatures, achieving near-perfect accuracy (up to
99.5%) in ransomware detection [42].

Similar transformer-based models like MT-CMVAD have
shown significant improvements in video anomaly detection,
achieving AUC scores of up to 98.9% while reducing
computational complexity [41].

2) Hybrid and ensemble models: Despite the dominance of
deep learning, hybrid models that combine traditional machine
learning (ML) with DL often provide better results in resource-
constrained IoT settings. Traditional models like Support
Vector Machines (SVM), Random Forests (RF), and Decision
Trees (DT) are prized for their simplicity, interpretability, and
low computational requirements [2] [34] [48].

In ahybrid architecture, a deep learningmodel mightbe used
for high-level feature extraction, with the final classification
performed by a robust ensemble. For example, the FW-CNN
model utilizes a one-dimensional CNN for feature learning, but
tunes itshyperparametersusing a hybrid metaheuristic optimizer
to enhance its stability and detection rate. Another approach, the
soft-voting ensemble classifier, fuses outputs from different
specialized models usinga confidence-weighted strategy, which
has been shown to significantly reduce false positives in
multimodal threat detection [11] [34] [48].

V. APPLICATIONS AND USE CASES

The practical impact of MML in IoT is best illustrated by its
application to specific cybersecurity goals, where the fusion of
diverse data sources directly addresses the weaknesses of
unimodal systems [5] [6] [8] [39].
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A. Multimodal Intrusion Detection Systems (M-1DS)

The dominant application of MML is the Intrusion Detection
System (IDS). Modern M-IDS frameworks seek to create a
"holistic" view of network and device behavior [5] [6] [8] [9]
[35]1[37].

1) Cyber-physical andindustrial fusion: In smart grids and
oT, M-IDS combines network traffic logs with physical
sensor readings. An attacker might attempt a False Data
Injection (FDI) to destabilizea power grid. Whilethe individual
sensor readings might appear within normal bounds, an MML
model can detect the attack by identifying the subtle
inconsistency between the sensors' reported states and the
corresponding control-layer network commands [4] [5].

2) Federated and privacy-preserving detection: Systems
like AI4FIDS leverage Federated Learning (FL) to combine
data from multiple domains (e.g., different factories or
hospitals), without compromising local data privacy. This
allows the system to learn from a global pool of heterogeneous
attack signatures while keeping sensitive local data behind its
own firewall [8] [39].

3) Packet and metadata analysis: Traditional IDS often
ignores the application layer. Newer MML models, such as the
one proposed in NAIIDS4IoT, fuse low-level flow statistics
with rich application-layer metadata, such as MQTT topic
structures and payload entropy. This enables the detection of
stealthy "Slow DoS" attacks that mimic legitimate network
latency [5] [35].

B. Multimodal Malware Analysis

IoT malware has become increasingly evasive, using
packing and encryption to hide its code from static scanners.
MML addresses this by fusingstatic code features with dynamic
behavior logs [10] [25] [28] [29] [43] [44] [52]. Table IV
presents the multimodal malware analysis.

TABLEIV. MULTIMODAL MALWARE ANALYSIS

FeTz;]t::e Specific Modalities Core Advantage in MML

Opcode sequences, .
Static Function Call Graphs sctifctilr:;l intt}:n 0:?;3; pc r::g:nswe

(FCG), Byte-images. )

t ot . .
D . System  ca races, | Resilient to code obfuscation and
ynamic | Network activity, .
packing.

Memory usage.

Cross-attention over | Maximizes detection accuracy
Fused structural and behavioral | (99%+) and attribution to

features. families.

Source: [10] [25][28] [29] [43] [44] [52]

The TTGNet-AMD framework exemplifies this approach by

using LSTM to process temporal opcode sequences while

simultaneously using a Transformer-GCN hybrid to analyze the

structural FCG. This collaborative interaction allows the model

to identify malicious behavior even if the binary has been
heavily obfuscated [29].

C. Secure Authentication and Access Control

Authentication in IoT is transitioning from static passwords
to Continuous Authentication (CA) based on multimodal
identity factors [26] [30] [31] [49] [50].

Vol. 17, No. 5, 2026

1) Behavioral and interaction fusion: MML models can
verify auser's identity inreal-timeby fusingmotion sensordata
(accelerometer, gyroscope) with touch interaction patterns.
This creates a "personal motion fingerprint" that is unique to
the individual's biomechanics [31].

2) Biometric and liveness detection: Advanced Multi-
Factor Authentication (MFA) systems integrate physiological
traits (face, fingerprint, iris) with liveness indicators like
Electrocardiogram (ECG) signals. Fusing these signals through
a Siamese Neural Network architecture ensures that the system
is not fooled by high-resolution photos or synthetic fingerprint
replicas [30] [49] [50].

3) Continuous risk assessment: CA systems use MML to
continuously monitor risk based on current and historical
context. If a user's behavioral signature (e.g., typing speed or
gait) deviates significantly from their profile, the system can
automatically trigger a re-authentication request or lock the
device [26] [31].

VL.  DATASETS AND EVALUATION
The development of high-performing MML models is
dependent on the availability of high-quality, diverse datasets
that reflect the unique challenges of the IoT environment
[13][24][27][46][47][51].

A. Common Multimodal IoT Security Datasets

Traditional datasets like NSL-KDD or Kyoto 2006+ are
largely outdated for IoT research, as they do not capture the
specific telemetry and protocols used in modern smart systems.
Several benchmark datasets have emerged to fill this gap:

1) ToN-IoT: Sourcedfromthe UNSW Canberrarepository,
this dataset integrates telemetry data from various sensors
(weather stations, smart fridges) with network traffic logs and
system event files from heterogeneous IoT devices. It captures
a wide range of modern attacks, including ransomware,
backdoors, and password cracking [13] [27].

2) Bot-IoT: A realistic dataset generated at the Cyber
Range Lab of UNSW-Canberra, containing 72 million records
that model IoT botnet activities such as DoS, DDoS, and
information theft [51].

3) IoTID20: This dataset models a smart home network
with devices like Al speakers, WiFi cameras, and smartphones,
capturing 83 features across benign and malicious sessions
[47].

4) CICIoT2023: An extensive and realistic dataset that
executes 33 different attack types (divided into 7 classes)
againstatopologyof105 devices, includingloT devices as both
attackers and victims [24].

5) N-BaloT: Addressing the lack of public botnet data, this
dataset provides real traffic from nine commercial loT devices
infected by Mirai and BASHLITE botnets [46] [51].

B. Evaluation Metrics and Benchmarking

Evaluating MML security systems requires a move beyond
simple accuracy. In cybersecurity, the costs of a False Negative
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(missing an attack) and a False Positive (blocking a legitimate
user) are often asymmetrical.

1) Precision, Recall, and Fl-score: These metrics are
essential for evaluating performance on imbalanced datasets.
Precision measures the reliability of an alarm, while Recall
measures the system's ability to catch all malicious events. The
F1-score provides the harmonic mean, which is critical for
balancing these trade-offs.

2) Equal Error Rate (EER): Primarily used in
authentication, EER identifies the point where the False
Acceptance Rate (FAR) and False Rejection Rate (FRR) are
equal, serving as a primary indicator of a system's robustness.

3) Inference latency and resource overhead: For IoT
devices, the time and energy required to make a prediction are
as important as the prediction's accuracy. Metrics such as
"packets per second", throughput, and model size in kilobytes
(KB) are increasingly used to benchmark models for edge
deployment [20] [21] [45].

VII. EDGE-CLOUD DEPLOYMENT TRADE-OFFS

Deploying Multimodal Machine Learning (MML) models
on resource-constrained Internet of Things (IoT) devices
necessitates a principled trade-off between detection accuracy
and computational efficiency. Within this context, edge
computing emerges as a foundational architectural pillar,
enabling low-latency inference and reduced bandwidth
consumption through localized data processing, while
simultaneously reinforcing system resilience via adaptive, on-
device responses to environmental stressors or adversarial
conditions. Conversely, while cloud-centric platforms offer
substantial advantages for large-scale model training,
centralized data governance, and long-term policy management,
they introduce non-trivial inference delays and inherit systemic
vulnerabilities, including heightened privacy risks and exposure
to single points of failure. To reconcile these competing
imperatives, hybrid edge—cloud architectures distribute
computational workloads based on task criticality: real-time
anomaly flagging and time-sensitive inference are executed at
the edge, whereas computationally intensive cross-modal
analysis, periodic model retraining, and high-level coordination
are selectively offloaded to the cloud. This collaborative
paradigm establishes a complementary, rather than substitutive,
relationship between edge and cloud tiers, thereby
simultaneously satisfying the demands of real-time
responsiveness, systemic scalability, and long-term operational
resilience in resource-constrained IoT environments
[20][21][45][53] (see Table V).

TABLE V. QUANTITATIVE EDGE VS. CLOUD INFERENCE TRADE-OFFS
Deployment Inference Accuracy A | Representative
Mode Latency -vs. Cloud Ref.
Baseline
Full Cloud 50-200 ms 0%) [20][21]
Full Edge a0
(quantised INT8) >-15ms 2to 4% [45](58][60]
. 8-25ms (local);
Selective  Edge- -0.5 to
80-150 ms | ., [20][21][53]
Cloud Offload (offloaded) 1.5%
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Federated 10-30 ms per

— —20,
(distributed edge) node 1o =3%

[81[39]

VIII. OPEN CHALLENGES AND FUTURE DIRECTIONS

The journey from academic research to practical, large-scale
deployment of MML in IoT security is hindered by several
significant obstacles that define the current research frontier [3]
[20] [21][22] [45] [53].

A. Data Synchronization and Spatiotemporal Alignment

A fundamental challenge in MML is the "asynchronous
nature" of IoT data. Different sensors operate at different
samplingrates;for instance, a network flow metermight provide
updates every second, while a thermal sensor reports every
minute, and a camera captures thirty frames per second.

Integrating these discordant streams requires robust
alignment techniques. Current research into cross-modal
attention mechanisms and transformer-based interpolation
offers a path forward, allowing models to learn relationships
across time steps even when data is missing or sporadically
available. Furthermore, spatiotemporal misalignment where
sensors have different spatial resolutions or perspectives
remains an open problem, particularly in smart city
environments [15] [16] [17] [32] [40].

B. Explainability and Trustworthiness (XAI)

As MML models grow in complexity, they increasingly
suffer from the "black-box" issue, where their decision-making
logic is opaque to human analysts. In security contexts, this lack
of transparency is a critical liability, as security personnel must
be able to validate and trust a system's output before taking
remediation actions.

The integration of Explainable Al (XAl) tools like SHAP
and LIME is becoming mandatory for advanced M-IDS. SHAP
(Shapley Additive Explanations), based on game theory, can
identify the specific contribution of each feature or modality to
a prediction, providing a "visual explanation" that can help an
analyst distinguish between a genuine cyberattack and a benign
anomaly. Future research must focus on making these XAl
methods computationally lightweight enough to run on IoT
hardware [14] [41] [54] [55] [56] [57].

C. Resource Constraints and the Optimization Triad

The most persistent challenge is the "resource-performance
trade-off". High-accuracy deep learning models, particularly
large multimodal transformers, are computationally intensive
and require significant memory and energy. loT devices,
however, often have power budgets below 10 watts and only
kilobytes (KB) or megabytes of RAM [20][21][45][53][58]
[59][60].

The "Optimization Triad" addressing this includes:

1) Model compression: This includes pruning (removing
redundant weights or neurons), quantization (reducing
numerical precision from 32-bit floats to 8-bit integers), and
knowledge distillation (training a small "student" model to
mimic a large "teacher" model) [58] [59] [60].

2) Hardware acceleration: Development of specialized
edge Al chips and hardware-aware pruning strategies thatalign
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the model architecture with the specific processing units of the
device [45] [53] [60].

3) Collaborative edge-cloud architectures: Implementing
selective cloud offloading, where simple anomalies are
processed locally at the edge for low latency, while complex,
cross-modal analysis is offloaded to powerful cloud clusters
[20] [21][45][53].

4) Toward antifragile and autonomous systems: Looking
toward 2026 and beyond, the research community is moving
toward "Antifragility", the design of systems that not only resist
attacks (robustness) or recover from them (resilience) but
actually grow stronger and more intelligent through exposure
to stress and volatility. This involves integrating continuous
streaming learning that can adapt to "conceptdrift" in real-time
without human intervention. Furthermore, the rise of "Agentic
AI" suggests a future where autonomous agents will coordinate
defense responses across billions of devices, using multimodal
insights to predictand mitigate threats before they even occur
[3][22][61].

IX. CONCLUSION

The convergence of the Internet of Things and advanced
machinelearning has fundamentally redefined the parameters of
cybersecurity. As this systematic review has demonstrated, the
transition from unimodal to multimodal security architectures is
not merely a technical upgrade but a necessary paradigm shift
for defending complex, interconnected ecosystems. By
integrating diverse and heterogeneous data streams—ranging
from network flow statistics to behavioral biomechanics—
Multimodal Machine Learning (MML) provides the holistic
situational awareness required to detect and mitigate
contemporary multi-vector threats [1] [3] [7] [22].

The classification of current literature reveals a clear
trajectory toward deep learning models augmented by dynamic
attention mechanisms. Architectures such as multimodal
transformers and hybrid CNN-LSTM networks have established
new benchmarks in accuracy for intrusion detection, malware
analysis, and continuous authentication. These models
effectively leveragethe complementarity of different modalities,
bridging the semantic gap between low-level telemetry and
high-level behavioral patterns [10] [34] [35] [40] [42].

However, the field remains at a critical juncture. The
challenges of data synchronization, model explainability, and
resource constraints on the IoT edge must be addressed before
MML can be deployed universally. The emerging optimization
triad of model compression, hardware acceleration, and
collaborative edge-cloud architectures provides a promising
roadmap for futuredevelopment. Ultimately, the goal is to move
beyond passive defense toward autonomous, antifragile security
systems that can self-heal and adapt to an ever-evolving threat
landscape, ensuringthe long-term safety, privacy, and resilience
ofourincreasingly digitalized world[3][20][22] [45][53][61].
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