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Abstract—This study presents an investigation of the HiTar-

2024 dataset performed in terms of the distribution of label attack 

types and the distribution of attacks by protocol, normal, and 

Denial of Service (DoS) connections over time. The investigation 

carried out a performance evaluation of the HiTar-2024 dataset 

using a machine learning approach to classify benign and 

malicious activities, based on BayesNet, Logistic, IBk, Multiclass, 

PART, and J48 classifiers. It was found that the HiTar-2024 

dataset can serve as a training set for an anomaly-based intrusion 

detection system (IDS) in a smart manufacturing environment to 

detect normal and malicious activities. Furthermore, an anomaly-

based IDS using the HiTar-2024 dataset is able to group malicious 

activities into Probing, Remote-to-Local, User-to-Root, and DoS 

attacks. 
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I. INTRODUCTION 

Today, intrusion detection systems (IDS) play a crucial role 
in detecting and stopping sophisticated attacks and malware 
propagation, especially in the Internet-of-Things (IoT) 
environment known as resource constrained devices. The smart 
grid is a particular case of an IoT environment in which any 
activity disruption leads to catastrophic damage to the 
fabrication process of smart manufacturing, market, service 
provider, and energy distribution systems [1]. The IDS 
taxonomy in the IoT environment contains four categories: 
signature-based [2], anomaly-based [3], specification-based [4], 
and hybrid detection mechanisms [5]. An anomaly-based IDS 
relies on machine learning (ML) and deep learning (DL) 
techniques. An optimized IDS ML based on a support vector 
machine (SVM) has been proposed by fitting the SVM kernel 
function and the complexity parameter, leading to a maximal 
value of the accuracy of the model [6]. A DL classifier called a 
Bidirectional long short-term memory (Bi-LSTM) model has 
achieved accuracy of up to 97.93% [7]. 

The taxonomy of attacks based on KDD’99 is composed of 
four classes: Probing, Remote-to-Local (R2L), User-to-Root 
(U2R), and Denial-of-Service (DoS) attacks [8]. In a Probing 
attack, the hacker will gather the maximum information possible 
about the target IoT victim vulnerability [9]. The hacker will 
then exploit this vulnerability to gain R2L access to the target 
IoT device or network gateway [10]. In addition, the aim of a 
U2R attack is, for instance, to gain root privileges through a 
memory overflow mechanism [11]. Finally, a hacker can stop or 

degrade the performance of a target IoT network through a DoS 
or Distributed DoS (DDoS) attack [12]. 

In Industrial IoT (IIoT) environments, the creation and 
thorough analysis of dedicated datasets is fundamental to 
developing an effective IDS. Standard network-security 
datasets, such as those developed for traditional IT networks, 
often fail to capture the unique characteristics of IIoT 
architectures, which include constrained devices, heterogeneous 
sensors, specialized communication protocols, and cyber-
physical interactions. Recent research by Essop et al. [13] 
emphasizes that many existing IoT and IIoT datasets fail to 
capture the diversity of real-world conditions, as they often lack 
events that encompass multiple benign and attack scenarios. 
Furthermore, these datasets typically omit critical contextual 
information, such as sensor measurement data, network-level 
traffic characteristics, and device behavior within operational 
environments. The introduction of the Canadian Institute for 
Cybersecurity Advanced Persistent Threat for IIoT (CICAPT-
IIoT) dataset addresses this gap by including network logs and 
provenance data across more than 20 advanced persistent threat 
techniques in an IIoT testbed [14]. Through dataset construction 
and detailed analysis of attack distributions, IoT device 
behavior, protocol usage distribution, and temporal patterns, 
researchers can better understand threat vectors related to the 
IIoT environment. This process could enable the design of IDS 
models based on ML that are both accurate and practical in 
various applications, such as smart manufacturing, energy 
distribution, and critical infrastructure settings. Without the 
existence of those targeted datasets, the IDS models generated 
will suffer from poor generalizability, class imbalance, or 
misalignment with real-world IIoT networks. The main 
contributions of this study are summarized as follows: 

• An investigation of the HiTar-2024 dataset generated 
from a smart manufacturing simulation environment. 

• A HiTar-2024 dataset performance evaluation based on 
BayesNet, Logistic, Instance-Based k-Nearest 
Neighbors (IBk), Multiclass, partial decision trees 
(PART), and J48 classifiers. 

• The HiTar-2024 dataset can serve as a training set to 
detect Probing, R2L, U2R, and DoS attacks before its 
deployment online in a smart manufacturing 
environment. 
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The rest of the study is composed into four sections: 
Section II presents the state-of-the-art of the existing IIoT 
dataset in the literature. Section III describes the HiTar-2024 
dataset by considering its most important features. Section IV 
investigates a performance evaluation of the HiTar-2024 dataset 
and presents a confusion matrix of the classifiers used. 
Section V presents the results and discussion. Section VI draws 
the conclusion. 

II. STATE-OF-THE-ART 

Table I compares IIoT datasets in the literature as a function 
of year creation, dataset name, number of features, attack 
classes, and a brief description. 

TABLE I.  IIOT DATASETS IN THE LITERATURE 

Year Dataset Name Number of Features Attack Classes Description 

2020 TON_IoT [15] 127 
Normal, DDoS, DoS, Injection, MiM, 

Password, XSS, Scanning. 

A telemetry dataset is proposed for both IoT 

and IIoT applications. 

2021 WUSTL-IIOT-2021 [16] 41 
Command Injection, DoS, 

Reconnaissance, Backdoor. 

WWUSTL-IIoT-2021 consists of network 

data of Industrial Internet of Things to be 

used in cybersecurity research. 

2022 Edge IIoTset [17] 61 

DoS/DDoS attacks, Information 

gathering, MiM attacks, Injection 

attacks, Malware attacks. 

The Edge-IIoTset dataset generated could be 

used by an IDS based on centralized and 

federated learning. 

2024 CICAPT-IIoT [18] 140 

Collection, Exfiltration, Command and 

Control, Persistence, Discovery, 

Credential Access, Lateral Movement 

and Defence Evasion. 

An APT attack dataset captured within the 

IIoT environment. 

2024 HiTar-2024 [19] 39 Probing, R2L, U2R and DoS 

HiTar-2024 is a dataset generated from the 

AREZZO environment that represents a 

simulated industrial manufacturing process 

2025 
DataSense: CIC IIoT 

[20] 
94 

Benign, DoS, DDoS, MiTM, Mirai, 

Bruteforce 

A realistic IIoT testbed dataset with  

synchronized sensor and network data for 

anomaly detection. 

 

Important IIoT datasets that are currently available in the 
literature are compared in this work along with the main 
distinctions between them, such as the number of features 
extracted, the variety of attacks that are possible, and their 
suitability for cybersecurity research in the smart manufacturing 
field. A summary of the early attempts to create comprehensive 
datasets is provided. One of the first comprehensive datasets was 
the TON_IoT [15], which had 127 features and covered a wide 
range of attack types, such as DDoS, DoS, injection, and 
password attacks, making it suitable for anomaly detection 
based on telemetry for IoT/IIoT networks. 

The 41 features of WUSTL-IIoT-2021 [16], on the other 
hand, cover injection, DoS, reconnaissance, and backdoor 
attacks, all of which are essential for assessing targeted IIoT 
attacks. The Edge IIoTset dataset contains 61 new features and 
could be used by an IDS based on centralized and federated 
learning [17]. The CICAPT-IIoT dataset was introduced in 2024 
[18]. The latter dataset contains 20 kinds of attacks that can be 
carried out in an IIoT environment, including collection, 
exfiltration, command and control, persistence, discovery, 
credential access, lateral movement, and defence evasion 
classes. Another, HiTar-2024, is a dataset generated from 
AREZZO environment LOG files that represents a simulated 
industrial manufacturing process in an IIoT context. The HiTar-
2024 dataset includes 39 features, 15,842 instances, and four 
attack classes: Probing, R2L, U2R, and DoS attacks [19]. 
Furthermore, the HiTar-2024 was created following a rigorous 
approach involving data preprocessing, feature extraction, the 
class imbalance with SMOTE, and a test option that was 
employed for model robustness. Finally, the DataSense CIC- 

IIoT Dataset 2025, also developed by the CIC, represents one of 
the most recent and comprehensive datasets designed for 
intrusion detection in IIoT environments. Built from a realistic 
IIoT testbed, it integrates both sensor telemetry and network 
traffic data, providing a synchronized view of industrial device 
behavior and communication flows [20]. 

III. DESCRIPTION OF THE DATASET 

 
Fig. 1. Attack class sequence order 

Fig.1 represents the chronological attack class order used in 
HiTar-2024 generation. The process started by collecting 
information about the target victim (probing class). In the attack 
scenario, NMAP commands were used to perform a probing 
attack. Subsequently, a remote connection to the target 
AREZZO system was attempted (R2L class). In addition, 
Rlogin, Secure Shell (SSH), and Telnet commands were 
examined as the R2L attack class. A U2R class is a tentative 
attempt to gain Root permission. Sudo, Su, and FTP commands 
were then investigated to generate U2R attacks. Finally, a DoS 
attack was launched in order to stop or degrade a service or 
network activity related to the AREZZO environment (DoS 
class). The DoS attack was investigated through the Hping3 
command. 

The following section presents the distribution of label 
attack types and the distribution of attacks by protocol, normal, 
and DoS connections over time in the HiTar2024 dataset using 
the JupyterLab environment. The pie chart in Fig. 2 shows the 
distribution of label attack types in the HiTar2024 dataset. Each 
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slice represents how frequently a specific behavior or attack type 
occurs in the dataset. As shown above, Probing attacks represent 
65.6% of the total attacks, Normal behavior represents 25.6% of 
all traffic, R2L attacks are 4.9% of the total traffic, U2R attacks 
are 3.1% of the total attacks, and DoS attacks represent 0.8% of 
the global collected traffic. This indicates that the majority of the 
records in the dataset involve scanning or probing activities, 
whereby an attacker tries to gather information about the system 
(e.g., port scanning or network mapping). The dataset is highly 
imbalanced, with one class (Probing_Attack) dominating. As a 
consequence, a more specific technique (e.g., class weighting, 
oversampling rare attacks such as a DoS, or undersampling 
probing attacks) is necessary to avoid biased detection models. 

 

Fig. 2. Distribution of label attack types in the HiTar-2024 dataset. 

 
Fig. 3. Distribution of attacks by protocol in the HiTar-2024 dataset. 

Fig. 3 shows the distribution of different attack categories 
and normal traffic across network protocols (Transmission 
Control Protocol [TCP], User Datagram Protocol [UDP], and 
Internet Control Message Protocol [ICMP]) within the HiTar-
2024 dataset. The results show a strong imbalanced usage of 
protocol types, indicating that the majority of both benign and 
malicious activities are transmitted over TCP. Specifically, 
Probing attacks are the most frequent, exceeding 10,000 TCP 
instances, suggesting extensive scanning or probing activity 
targeting IoT devices. R2L and U2R attacks also occur mainly 

over TCP, although at considerably lower frequencies, which 
aligns with these attacks typically requiring a stable connection 
to be established in order to exploit system vulnerabilities and 
weaknesses. Finally, Normal traffic is mainly transmitted over 
TCP, with 4000 instances, reinforcing the central role of TCP in 
typical IIoT communication patterns. To draw a conclusion, the 
imbalance across protocols indicates that IIoT intrusion 
detection models should incorporate knowledge of protocol 
features, particularly identifying TCP traffic patterns. 

Fig. 4 shows the Normal and DoS connections over time in 
the HiTar-2024 dataset. The pic connections represent the DoS 
attacks when compared to Normal activity (without pic 
connections). 

 
Fig. 4. Normal and DoS connections over time in the HiTar-2024 dataset. 

As seen in Fig. 4, the various spikes represent DoS attacks, 
and the line below represents Normal activity. Fig. 4 indicates a 
high-intensity attack phase, which is likely to correspond to a 
targeted flooding attempt. In contrast, Normal behavior appears 
only sporadically during this interval. Between 06:00 and 15:00 
on 09-13, the traffic stabilizes, and DoS activity is minimal, 
suggesting either a paused attack or normal operational 
conditions in the IIoT network. However, around 18:00, another 
sharp spike in DoS activity is observed, indicating a second 
attack wave, again with significantly higher frequency than the 
normal traffic. Approaching the later period (around 20:00 to 
23:00), both Normal and DoS connections appear intermixed, 
but DoS packets still dominate in terms of count. This behavior 
may indicate either background scanning/flooding attempts or a 
sustained low-rate persistent DoS attack intended to evade 
detection. 

IV. DATASET PERFORMANCE EVALUATION 

A structured comparison of the different classifiers tested for 
the HiTar-2024 dataset is shown in Table II. BayesNet, Logistic 
regression, IBk, Multiclass classification techniques, PART, and 
J48 (also known as the C4.5 algorithm) are included in the table. 
The computational complexity, main benefits in the 
classification context, and potential drawbacks that could affect 
the suitability of each classifier for IIoT threat detection are 
described in the table. 
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TABLE II.  CLASSIFIERS USED IN HITAR-2024 PERFORMANCE EVALUATION 

Classifier 

Name 
Description Complexity Advantages Disadvantages 

BayesNet 

[19,22,24] 

A probabilistic graphical model 

that uses Bayesian networks for 

classification. 

Low 

- Efficient for small datasets  

- Handles missing data well  

- Interpretable results 

- Assumes conditional independence  

- Less effective with complex, high-

dimensional data  

Logistic 

[19,21,23,24] 

A statistical model that predicts 

categorical outcomes using a 

logistic function. 

Low to Medium 

- Works well with linear decision  

boundaries  

- Robust against overfitting when 

regularization is applied 

- Struggles with non-linearly separable 

data  

- Performance drops with highly  

imbalanced datasets 

IBk 

[19,24] 

A lazy learning algorithm that 

classifies based on the majority 

class of nearest neighbors. 

High 

- Simple and intuitive  

- Effective for non-linear 

relationships  

- No training phase, adapts 

dynamically 

- Computationally expensive for large 

datasets  

- Sensitive to noise and irrelevant features 

Multiclass 

[19,24] 

A classification method that 

extends binary classifiers to handle 

multiple classes simultaneously. 

Medium to High 

- Efficient for multi-label 

problems  

- Can be integrated with various 

base classifiers 

- Performance depends on the 

decomposition method chosen 

- Computational cost increases with class 

complexity 

PART 

[19,21,24] 

A rule-based classifier that builds 

decision rules from partial decision 

trees. 

Medium 

- Generates interpretable rules  

- Less prone to overfitting 

compared to full decision trees 

- Can be computationally expensive  

- Rule generation may not always be 

optimal 

J48 

[19,21,24] 

A decision tree-based classifier that 

recursively splits data based on 

attribute values. 

Medium to High 

- Easily interpretable  

- Handles both numerical and 

categorical data  

- Can handle missing values 

- Prone to overfitting  

- Can become complex and hard to 

optimize 

 

The following classifier configurations were used to perform 
system performance evaluation: 

weka.classifiers.bayes.BayesNet -D -Q weka.classifiers. 
bayes.net.search.local.K2 -- -P 1 -S BAYES -E 
weka.classifiers.bayes.net.estimate.SimpleEstimator -- -A 0. 

weka.classifiers.functions.Logistic -- -R 1.0E-8 -M -1 -num-
decimal-places 4 

weka.classifiers.lazy.IBk -K 1 -W 0 -A "we-
ka.core.neighboursearch.LinearNNSearch -A \"weka.core. 
EuclideanDistance -R first-last\"" 

weka.classifiers.rules.PART -C 0.25 -M 2 

weka.classifiers.meta.MultiClassClassifier -M 0 -R 2.0 -S 1 
-W  

weka.classifiers.trees.J48 -C 0.25 -M 2 

The methodology combined three effective techniques to 
address overfitting in the tabular data in the HiTar-2024 dataset, 
including balancing the minority class using SMOTE (Synthetic 
Minority Over-sampling Technique), feature selection by 
selecting an attribute evaluator, and a search method and k-fold 
cross-validation in test option processing. Regarding feature 
selection, the CfsSubsetEval and BestFirst were selected as the 
attribute evaluator and search method, respectively. The choice 
of the CfsSub-setEval feature selection method was motivated 
by this suitability for tabular data, it produces a compact, 
nonredundant subset, and improves model generalization. 

Furthermore, imbalanced classes are handled by SMOTE, 
such as the U2R and DoS attack classes. The following setting 
is used in the preprocessing supervised filter based on the 
instance: 

weka.filters.supervised.instance SMOTE -C 0 -K 5 -P 400.0 
-S 1 

Since the minority class DoS has a number of instances of 
130, the percentage parameter of SMOTE is selected to 400% to 
reach the number of U2R instances equal to 491. 

A k-fold cross-validation test option was also applied, 
partitioning the data into k subsets (or folds), training the model 
on k-1 subsets, and testing it on the held-out subset. The 
simulation was carried out for k equal to 10 for the cross-
validation test option. 

weka.attributeSelection.CfsSubsetEval -P 1 -E 1 

CfsSubsetEva evaluates the worth of a subset of attributes by 
considering the individual predictive ability of each feature 
along with the degree of redundancy between them. 

weka.gui.attributeSelection.BestFirst -D 1 -N 5 

BestFirst searches the space of attribute subsets by using 
greedy hill climbing augmented with a backtracking facility. 

A comprehensive set of experiments with common ML 
models using BayesNet, Logistic, IBk, Multiclass, PART, and 
J48 with the HiTar-2024 dataset demonstrates high accuracy, 
precision, recall, and F1-scores, as well as around 99% accuracy 
[19]. For example, the authors in [19] made a comparison 
between Simple Logistic, PART, and J48 classifiers using the 
NSL-KDD dataset. They also examined the detection of 
different attack types involving DoS, R2L, U2R, and Probing 
attacks and considered time when building the model. The 
authors in [22] tested the BayesNet classifier using NSL-KDD 
and found higher true positive (TP) and lower false positive (FP) 
rates when compared to Naïve Bayes and updateable versions. 
Other authors proposed Logistic regression, decision trees, k-
Nearest Neighbors, and Naïve Bayes classifiers on the WUSTL-
IIOT-2021 dataset [23]. The latter study gives a context for how 
IBk and Logistic classifiers perform under IIoT network traffic 
data conditions. 
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Table III presents a performance comparison of classifiers 
for HiTar-2024 as a function of accuracy, Kappa statistic, mean 
absolute error (MAE), root mean square error (RMSE), and 
relative absolute error (RAE) metrics. 

As shown in Table III, all classifiers demonstrate remarkably 
high accuracy, exceeding 98%, which indicates that the 
proposed dataset and feature selection approach enable highly 
reliable classification. Among the models evaluated, the IBk 
algorithm achieved the highest accuracy, reaching 99.993%, 

accompanied by a Kappa statistic of 0.999, MAE of 0.0001, and 
RMSE of 0.005. These results highlight the robustness and 
consistency of the IBk model, confirming its superior ability to 
minimize both MAE and RMSE errors. The Logistic regression 
model also achieved competitive results, with an accuracy of 
99.974%, a Kappa of 0.9995, MAE of 0.0001, and RMSE of 
0.0101. The J48 decision tree and Multiclass classifiers followed 
closely, each exceeding 99.9% accuracy, and demonstrating 
excellent agreement levels with a Kappa of around 0.999.  

TABLE III.  CLASSIFIER PERFORMANCE COMPARISON FOR HITAR-2024 

Classifier Accuracy (%) Kappa Statistic Mean Absolute Error Root Mean Square Error Relative Absolute Error 

BayesNet 98.668 0.973 0.005 0.069 2.471 

Logistic 99.974 0.9995 0.0001 0.0101 0.053 

IBk 99.993 0.999 0.0001 0.005 0.0623 

PART 99.899 0.998 0.019 0.2903 6.2892 

Multiclass 99.949 0.999 0.0004 0.0143 0.2094 

J48 99.968 0.999 0.0002 0.011 0.123 

 

In contrast, although the PART and BayesNet classifiers also 
showed good results with an accuracy of 99.899% and 98.668%, 
respectively, they showed higher error values regarding an 
RMSE equal to 0.2903 and 0.069 and an RAE of 6.2892 and 
2.471, suggesting a slightly lower prediction precision compared 
to the top-performing IBk model. Nonetheless, their Kappa 
statistics of above 0.97 confirm consistent and reliable 
performance over classes. In conclusion, the IBk and Logistic 
regression classifiers can be identified as the most suitable 

models for the HiTar-2024 dataset, achieving excellent 
classification with minimal prediction error. These findings 
confirm that the adopted approach is effective at enhancing 
classification accuracy and maintaining high robustness and 
generalization capability. 

Table IV presents a performance comparison between recent 
IIoT datasets and HiTar-2024 in terms of task, typical accuracy, 
precision, recall, and F1-score. 

TABLE IV.  CLASSIFIER PERFORMANCE COMPARISON BETWEEN HITAR-2024 AND OTHER IIOT DATASETS 

Classifier Task Typical accuracy (%) Precision (%) Recall (%) F1-score (%) 

CICAPT-IIoT APT-style detection ~93.8 ~93 ~95 ~94 

Edge-IIoTset Multiclass attack detection 95–99.97 ~95–99.3 ~95–99.3 ~95–99.3 

DataSense (CIC IIoT) Binary & multiclass IIoT ~98–99 ~98 ~98 ~98 

HiTar-2024 Multiclass attack detection 98.668–99.993 99.1–99.9 99.0– 99.9 99.0–99.9 

 

 As shown in Table IV, HiTar-2024 outperforms other recent 
IIoT datasets (i.e., CI-CAPT-IIoT, Edge-IIoTset, and DataSense 
(CIC IIoT)) in terms of typical accuracy, precision, recall, and 
F1-score, motiving its suitability for smart manufacturing. 

Next, the performance evaluation was conducted using a 
confusion matrix for the various classifiers studied in a WEKA 
simulation environment using the same setting as in [17]. 

Fig. 5(a) presents a colored confusion matrix heatmap for the 
BayesNet classifier, in which the predicted values are shown in 
the columns and the defined values of the dataset in the rows. 
The confusion matrix for the BayesNet classifier presents the 
following insights: 

•  Probing attack: The classifier correctly predicted 10,261 
instances of Probing attacks, with a maximum TP value 
(i.e., equal to 100%) and a minimum FP value (i.e., equal 
to 0%).  

•  R2L attack: The classifier correctly predicts 754 
instances of R2L attacks (representing a TP rate of 
87.98%). In addition, 102 instances were predicted as 
probing attacks and one instance predicted as a U2R 
attack (representing an FP rate of 12.02%). 

•  U2R attack: The classifier correctly predicted 481 
instances of U2L attacks (representing a TP rate of 
94.49%), but 16 instances were predicted as probing 
attacks and 12 instances as R2L attacks (representing an 
FP rate of 5.51%). 

•  Normal behavior: The classifier correctly predicted 4058 
instances of normal behavior (representing a TP rate of 
99.68%). However, 7 instances were predicted as 
Probing attacks and 6 as R2L attacks (representing an FP 
rate of 0.32%). 

•  DoS attack: The classifier successfully predicted 130 
instances of DoS attacks (representing a TP rate of 
90.27%). Two instances were predicted as Probing 
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attacks, 3 instances were predicted as R2L attacks, and 9 
instances were predicted as U2R attacks (representing an 
FP rate of 9.73%). 

In summary, the BayesNet classifier seems to excel in 
predicting Probing attacks and Normal behavior, but performs 
less well in predicting R2L, U2R, and DoS attacks. 

Fig. 5(b) presents a colored confusion matrix heatmap for the 
Logistic classifier, in which the predicted values are shown in 
the columns and the defined values of the dataset in the rows. 
The confusion matrix for the Logistic classifier enables the 
following insights: 

• Probing attack: The classifier correctly predicted 10,385 
instances of probing attacks (with a TP value equal to 
99.99%) and 1 instance was predicted as an R2L attack 
(with an FP equal to 0.01%). 

• R2L attack: The classifier correctly predicted 774 
instances of R2L attacks (representing a TP rate of 
99.74%). One instance was predicted as a Probing attack 

and 1 instance as a U2R attack (representing an FP rate 
of 0.26%). 

•  U2R attack: The classifier correctly predicted 489 
instances of U2R attacks, with a maximum TP value (i.e., 
equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

•  Normal behavior: The classifier correctly predicted 4058 
instances of Normal behavior (representing a TP rate of 
99.92%). However, 2 instances were predicted as 
Probing attacks and 1 instance was predicted as a U2R 
attack (representing an FP rate of 0.08%). 

•  DoS attack: The classifier correctly predicted 130 
instances of DoS attacks, with a maximum TP value (i.e., 
equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

In conclusion, the Logistic classifier seems to excel in 
predicting U2R and DoS attacks, but performs less well in 
predicting Probing and R2L attacks and Normal behavior. 

 
(a)                                                                               (b) 

Fig. 5. (a) Colored confusion matrix heatmap for the BayesNet classifier; (b) Colored confusion matrix heatmap for the Logistic classifier. 

Fig. 6(a) presents a colored confusion matrix heatmap for the 
IBk classifier, in which the predicted values are shown in the 
columns and the defined values of the dataset are shown in the 
rows. The confusion matrix for the IBk classifier enables the 
following insights: 

• Probing attack: The classifier correctly predicted 10,388 
instances of probing attacks, with a maximum TP value 
(i.e., equal to 100%) and a minimum FP value (i.e., equal 
to 0%). 

• R2L attack: The classifier correctly predicted 775 
instances of R2L attacks, with a maximum TP value (i.e., 
equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

• U2R attack: The classifier correctly predicted 491 
instances of U2R attacks (with a TP rate equal to 99.79%) 
and 1 instance was predicted as a DoS attack (with an FP 
equal to 0.03%). 

• Normal behavior: The classifier correctly predicted 4058 
instances of Normal activity, with a maximum TP value 
(i.e., equal to 100%) and a minimum FP value (i.e., equal 
to 0%). 

• DoS attack: The classifier correctly predicted 129 
instances of U2R attacks, with a maximum TP value (i.e., 
equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

In summary, the IBk classifier seems to excel in predicting 
Probing, R2L, and DoS attacks and Normal behavior, but 
performs slightly less well in predicting U2R attacks. 

Fig. 6(b) presents the confusion matrix for the Multiclass 
classifier, in which the predicted values are shown in the 
columns and the defined values of the dataset in the rows. 
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(a)                                                                                (b) 

Fig. 6.  (a) Colored confusion matrix heatmap for the IBk classifier; (b) Colored confusion matrix heatmap for the Multiclass classifier. 

The confusion matrix for the Multiclass classifier presents 
the following insights: 

• Probing attack: The classifier correctly predicted 10,387 
instances of Probing attacks (with a TP rate equal to 
99.96%) and 4 instances predicted as R2L attacks (with 
an FP rate equal to 0.04%). 

• R2L attack: The classifier correctly predicted 771 
instances of R2L attacks, with a maximum TP value (i.e., 
equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

• U2R attack: The classifier correctly predicted 490 
instances of U2R attacks (with a TP rate equal to 
99.79%) and 1 instance predicted as a DoS attack (with 
an FP rate equal to 0.21%). 

• Normal behavior: The classifier correctly predicted 4058 
instances of U2R attacks (with a TP rate equal to 
99.97%) and 1 instance predicted as a Probing attack 
(with an FP rate equal to 0.03%). 

• DoS attack: The classifier correctly predicted 129 
instances of U2R attacks (with a TP rate equal to 
99.23%) and 1 instance predicted as a U2R attack (with 
an FP rate equal to 0.73%). 

In summary, the Multiclass classifier seems to excel in 
predicting R2L attacks. However, it performs slightly less well 
in predicting Probing, U2R, and DoS attacks. 

Fig. 7(a) presents a colored confusion matrix heatmap for the 
PART classifier, in which the predicted values are shown in the 
columns and the defined values of the dataset in the rows. 

The confusion matrix for the PART classifier presents the 
following insights: 

•  Probing attack: The classifier correctly predicted 10,387 
instances of Probing attacks (with a TP rate equal to 
99.96%) and 1 instance predicted as a DoS attack (with 
an FP rate equal to 0.04%). 

•  R2L attack: The classifier correctly predicted 772 
instances of R2L attacks (with a TP rate equal to 98.84%) 
and 9 instances predicted as a Probing attack (with an FP 
rate equal to 1.16%). 

•  U2R attack: The classifier correctly predicted 491 
instances of DoS attacks, with a maximum TP value (i.e., 
equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

•  Normal behavior: The classifier correctly predicted 4058 
instances of U2R attacks (with a TP rate equal to 
99.92%) and 3 instances predicted as R2L attacks (with 
an FP rate equal to 0.08%). 

•  DoS attack: The classifier correctly predicted 129 
instances of U2R attacks (with a TP rate equal to 
98.47%) and 2 instances predicted as Probing attacks 
(with an FP rate equal to 1.53%). 

In summary, based on the confusion matrix above, the PART 
classifier seems to excel in predicting U2R attacks. However, 
the number of false alarms is equal to 1, 2, 3, and 9, respectively, 
for Probing, DoS, Normal, and R2L activities. 

Fig. 7(b) shows a colored confusion matrix heatmap for the 
J48 classifier, in which the predicted values are shown in the 
columns and the defined values of the dataset in the rows. 

The confusion matrix for the J48 classifier presents the 
following insights: 

•  Probing attack: The classifier correctly predicted 10,386 
instances of Probing attacks (with a TP rate equal to 
99.99%) and 1 instance predicted as an R2L attack (with 
an FP rate equal to 0.01%). 

•  R2L attack: The classifier correctly predicted 771 
instances of R2L attacks (with a TP rate equal to 99.74%) 
and 2 instances predicted as Probing attacks (with an FP 
rate equal to 0.26%). 

• U2R attack: The classifier correctly predicted 491 
instances of U2R attacks, with a maximum TP value (i.e., 
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equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

•  Normal behavior: The classifier correctly predicted 
4058 instances of U2R attacks (with a TP rate equal to 
99.92%) and 3 instances predicted as R2L attacks (with 
an FP rate equal to 0.08%). 

•  DoS attack: The classifier correctly predicted 130 
instances of DoS attacks, with a maximum TP value (i.e., 

equal to 100%) and a minimum FP value (i.e., equal to 
0%). 

In summary, the J48 classifier seems to excel in predicting 
U2R and DoS attacks. However, the number of false alarms is 
equal to 1, 2, and 3, respectively, for the Probing, R2L, and 
Normal classes. 

Table V compares the various classifiers studied in terms of 
Probing TP rate, R2L TP rate, U2R TP rate, Normal TP rate, 
DoS TP rate, average TP rate, and average FP rate. 

 
(a)                                    (b) 

Fig. 7.  (a) Colored confusion matrix heatma p for the PART classifier; (b) Colored confusion matrix heatmap for the J48 classifier. 

TABLE V.  TP AND FP RATES PER CLASSIFIERS STUDIED 

Classifier Probing TP Rate R2L TP Rate U2R TP Rate Normal TP Rate DoS TP Rate Average TP Rate Average FP Rate 

BayesNet 100 87.98 94.49 99.68 90.27 94.48 5.52 

PART 99.96 98.84 100 99.92 98.47 99.43 0.57 

Multiclass 99.96 100 99.79 99.97 99.23 99.79 0.21 

J48 99.99 99.74 100 99.92 100 99.93 0.07 

Logistic 99.99 99.74 100 99.92 100 99.93 0.07 

IBk 100 100 99.79 100 100 99.95 0.05 

 

In Table V, the classifier performance is sorted as a function 
of the average TP rate and FP rate metrics as follows: IBk is the 
most effective classifier, followed by Logistic regression, then 
J48 followed by the Multiclass classifier, and the PART 
classifier is followed by BayesNet. Also as shown in Table V, 
the best-performing classifier is IBk and the one that performs 
least well is BayesNet in terms of average TP and FP rates. The 
FP rate is equal to 0.05 and 5.52 for IBk and BayesNet, 
respectively. The BayesNet classifier performance is given an 
overall TP rate of 94.48% and an FP rate of 5.52%. 

V. RESULTS AND DISCUSSION 

The comparative performance results in Table V above 
demonstrate clear differences in detection capability and false 
alarm behavior among the classifiers evaluated in the IIoT 
intrusion detection context. The BayesNet classifier achieved a 
reasonable average TP rate of 94.48%, but its relatively high FP 
rate (5.52%) indicates reduced reliability in high security 
environments, in which false alerts are costly. The PART 

classifier showed greater detection performance with an average 
TP rate of 99.43% and a lower FP rate (0.57%), benefiting from 
rule-based interpretability, although it remains slightly less 
accurate than tree-based models. The Multiclass classifier 
attained a more balanced detection level (99.79% average TP 
rate) with a low FP rate (0.21%), demonstrating its effectiveness 
across most attack categories. Among the decision-based 
methods, both J48 and Logistic regression achieved consistently 
strong performance (average TP = 99.93%, FP = 0.07%), 
making them highly suitable for deployment in resource-
constrained IIoT edge devices due to their low computational 
overhead and model transparency. The IBk classifier obtained 
the highest overall detection accuracy (99.95% average TP rate) 
and the lowest FP rate (0.05%); however, its high computational 
cost and memory requirements during inference make it less 
appropriate for real-time or low-power IIoT nodes, but well-
suited for centralized or offline security analytics. Overall, J48 
and Logistic emerge as the most practical classifiers for real-
time IIoT intrusion detection, whereas IBk is preferable when 
computational resources are not a constraint. In order to compare 
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this work with similar research in the literature, the TP rate is 
shown to be around 95% and the FP rate 4.87% when applying 
a BayesNet classifier to the NSL-KDD dataset [22]. In resource-
constrained IIoT environments, the computational feasibility of 
ML classifiers depends primarily on inference complexity, 
memory footprint, and energy consumption. The IBk classifier 
is generally unsuitable for deployment on IIoT edge devices 
because it stores the entire training dataset and requires distance 
computations with all instances during inference, resulting in 
high memory usage and latency. In contrast, J48 exhibits strong 
feasibility due to its compact tree representation and low 
inference complexity, as classification requires only a simple 
tree traversal. Similarly, PART, a rule-based classifier derived 
from partial decision trees, offers efficient inference provided 
that the generated rule set remains limited in size. Multiclass 
Logistic regression is also viable for edge deployment when 
trained offline, since inference involves only linear 
computations over feature vectors, although its cost increases 
with feature dimensionality and number of classes. BayesNet, 
although probabilistically expressive, may impose higher 
memory and computational demands depending on network 
structure complexity and conditional probability tables. Overall, 
decision tree-based methods, such as J48, followed by PART 
and Logistic regression with feature selection, represent the 
most computationally viable solutions for real-time 
classification on constrained IIoT edge devices. 

Finally, three concrete techniques were implemented to 
address dataset representativeness and evaluation realism, in 
terms of data collection (i.e., by oversampling rare attack classes 
such as the DoS class in HiTar-2024), dataset design (i.e., the 
HiTar-2024 dataset preserves timestamps in the first attribute to 
enable realistic splits and analysis), and through better metrics 
and reporting, such as using a confusion matrix and TP and FP 
rate per studied class. Although all six classifiers exceed 98% 
accuracy after SMOTE, the augmentation strategy appears to 
target only the DoS class, while the rare R2L and U2R classes 
remain insufficiently represented. Consequently, the reported 
accuracy may overestimate real-world robustness, and 
additional cross-dataset or out-of-distribution evaluation is 
needed to confirm generalization beyond the HiTar-2024 
training partition. 

VI. CONCLUSION 

In this study, the HiTar-2024 dataset was evaluated using 
accuracy, Kappa statistic, MAE, RMSE, RAE, and confusion 
matrix-based performance metrics across several WEKA 
classifiers, namely BayesNet, Logistic, IBk, Multiclass, PART, 
and J48. The results indicate that the BayesNet classifier 
achieved an average TP rate of 94.48% along with an average 
FP rate of around 5.52%. The PART classifier achieved an 
average TP rate of 99.43% along with an average FP rate of 
0.57%. The Multiclass classifier demonstrated an average TP 
rate of 99.79% with an average FP rate of 0.21%. An average 
TP rate of 99.93% along with an average FP rate of 0.07% was 
shown by the J48 and Logistic classifiers. The IBk classifier 
recorded the highest value in terms of an average TP rate of 
99.95%, along with the lowest value for an average FP rate of 
0.05%. These findings demonstrate that the IBk, followed by 
J48 and Logistic regression, constitute the most suitable set of 
classifiers for deployment in resource-constrained IIoT 

environments, offering an effective balance between 
classification performance and computational efficiency. These 
models achieve competitive detection accuracy while 
maintaining low memory consumption and fast inference time, 
making them particularly well adapted for real-time edge-level 
implementation. 

The presence of high-intensity attack intervals followed by 
quiet periods in the traffic patterns suggests that the attacker 
employed intermittent flooding strategies, which is typical 
behavior in DoS scenarios targeting IIoT networks. Such bursts 
are designed to disrupt device availability while reducing the 
likelihood of long-term detection. In addition, the imbalance 
observed across communication protocols indicates that 
intrusion detection mechanisms in IIoT environments should 
incorporate protocol-aware learning features in future work, 
with particular significance given to TCP traffic behavior being 
considered as involving the absolute majority of malicious 
interactions. A potential perspective of this study could be the 
experiments, which validate detectors in real IIoT environments, 
the inclusion of advanced attacks such as APTs in the HiTar-
2024 dataset, and the use of benchmark hybrid models that 
combine feature engineered ML, such as CNN/LSTM and 
CNN/GRU, to strengthen a detection intrusion system in an IIoT 
environment. 
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