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Abstract—This study proposes a multi-level system for
detecting contactless drug distribution transactions. This system
integrates behavioural pattern recognition as the primary
detection channel, detection of night-time activity spikes as an
enhancing module, and facial matching as an additional
probabilistic evaluation layer. The system identifies a two-phase
structure of covert transactions. Both the courier’s placement of
the product and the buyer’s retrieval produce recognizable
behavioural sequences at the same geographic location. Signal-to-
noise ratio analysis identified a detection threshold at an SNR of
approximately 17. It provides a quantitative foundation for
camera placement planning. The behavioural pattern recognition
pipeline integrates YOLO-Pose for skeleton estimation and
employs classical machine learning models, including Random
Forest and Gradient Boosting, for temporal action classification.
The ST-GCN architecture is considered a future extension
pending the availability of a larger annotated dataset.
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I.  INTRODUCTION

Contactless drug trafficking has become one of the fastest-
growing modalities of retail drug distribution. According to the
latest United Nations estimates, the global population of people
who use drugs reached 292 million in 2022, and the ongoing
digitalisationof drugmarkets hascreatednew logistical patterns
that challenge traditional law-enforcement tools [ 1]. Systematic
reviews of dark-web cryptomarkets covering the period 2012—
2023 show a consistent migration of retail drug distribution
towards online ordering and anonymous offline delivery,
supported by cryptocurrency-based payment and encrypted
communications [2]. Cryptomarket participants explicitly
design their workflow to minimise visible offline exposure. The
qualitative analyses of vendor and buyer practices demonstrate
that offline drop-offs and retrieval episodes remain the key
points of contact at which law-enforcement detection is most
feasible [3]. In the post-Soviet space, this distribution paradigm
has been documented in qualitative harm-reduction studies that
describe contactless handover (called "dead-drop") as the
dominantchannel for the supply of new psychoactive substances

[4].

The operational cycle of contactless distribution involves
two observable offline episodes. In the first, the courier leaves
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the package ina concealed location and photographs it to record
the coordinates; in the second, the buyer visits the same location
to pick up the goods. Both episodes resultin a recognisable
sequence of actions — approaching, stopping, crouching,
manipulating objects at ground level, and leaving — repeated
across individuals and locations. This behavioural repeatability
is consistent with long-established findings in environmental
criminology. It shows that a small number of "micro-places"
concentrate a disproportionate share of criminal events and that
routine offender behaviour clusters spatially in predictable
pattemns [5], [6], [7]. Recent systematic reviews of crime
concentration confirm that the law of crime concentration at a
place also extends to drug-related offences and can therefore be
used to guide both detection and preventive patrol [8], [9].

This repetitive behavioural pattern represents the primary
detection signal and is observablein CCTV footage regardless
of the time of day. However, at night, the courier's use of a
mobile phone camera flash to photograph the location of the
stash introduces an additional photometric signal. Flashes create
a short, spatially compact burst of brightness that can be
distinguished from diffuse light sources such as car headlights.
The temporal profile of LED-based flash emission has been
experimentally characterised at high frame rates in fluid-
dynamics imaging research [10].

Existing CCTV analytics systems focus on general anomaly
detection[11],biometric identification [ 12], or crime prediction.
A combination of behavioural, photometric, and geographic
features specific to covert operations can improve analytical
results. Advances in pose estimation and temporal action
recognition [13], [14] enable the analysis of behavioural
sequences from standard video streams, which paves the way for
the development of a detection system adapted to this type of
crime. Although numerous studies address general anomaly
detection in surveillance videos, very few works analyse
behavioural patterns associated with covert logistics operations
such as contactless drug distribution. In addition, existing
approaches rarely combine behavioural analysis with
photometric signals such as smartphone flash events and
geospatial recurrence of incidents.

This study proposes a three-layer framework. The
framework includes behavioural pattern recognition as a core
method operatingin all lighting conditions, night flash detection
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as a booster module, and face matching as a probabilistic
evaluation feature. This study investigates two key components
of the proposed framework: behavioural pattern recognition and
flash detection. Behavioural analysis serves as the primary
detection channel, while flash detection acts as an auxiliary
photometric signal that increases confidence in low-light
conditions.

This study makes four main contributions:

e A multimodal framework combining behavioural pattern
recognition, photometric flash detection, and geospatial
correlation for identifying contactless drug transactions.

e A statistically grounded flash detection model based on
adaptive SNR thresholding and spatial blob validation.

e A semi-synthetic dataset generation approach for
evaluating rare flash events under realistic surveillance
noise conditions.

e An interpretable multimodal fusion model integrating
behavioural and photometric signals for anomaly
scoring.

II. RELATED WORK

A. Contactless Drug Distribution and Place-Based
Criminology

The criminological literature on micro-place concentration
of’crime providesa strongtheoretical foundation forthe problem
addressed in this study. Sherman, Gartin, and Buerger showed
that a small proportion of street addresses account for a
disproportionately large share of calls for service [ 15]. A finding
later formalised by Weisburd as the "law of crime concentration
atplace" and repeatedly replicated across cities and crime types
[16], [9]. Braga, Papachristos, and Hureau extended this
reasoning to serious violence, demonstrating the temporal
stability of gun-violence hotspots over nearly three decades in
Boston [6]. Kernel-density estimation and related hotspot
mapping techniques have become standard instruments for
translating such patterns into operational maps [17]. In the
specific context of drug markets, contemporary research on
cryptomarkets describes a "stretched" transaction structure in
which the riskiest phases for participants are the packaging,
drop-off, and retrieval steps that occur offline [18]. Subsequent
work on dark-web trade trends [19] and qualitative studies of
new psychoactive substances in Eurasia [4] confirm that
anonymous offline drops are the principal vulnerability of
contactless distribution to conventional policing.

B. Video Anomaly Detection

Anomaly detection in videos has continuously attracted
attention in the computer-vision community. Sultani, Chen, and
Shah introduced the UCF-Crime dataset containing 1 900
surveillance-camera videos with 13 anomaly categories and
proposed a weakly supervised multiple-instance-learning (MIL)
deep-learning framework thatachieved an AUC of 0.75 on the
full dataset[20]. Subsequent work by Tian et al. improved this
baseline through a robust approach to learning the magnitude of
temporal features [15]. Manju et al. combined a Mask Region-
based Convolutional Neural Network (Mask R-CNN) with Long
Short-Term Memory (LSTM) networks to provide early
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anomaly detection, reporting an accuracy of 93.6 %[ 16]. Khan
et al. evaluated deep learning models for anomaly detection in
traffic-surveillance videos usingmulti-streamarchitectures [17],
while Lietal. proposeda context-related generative-adversarial-
network approach to address the challenge of diverse scene
conditions [18]. Phapale and Bhingarkar recently introduced a
deep context-aware feature extractor that outperforms earlier
MIL baselines on standard surveillance benchmarks [19], and
Ullah et al. demonstrated that hybrid convolutional—transformer
architectures further improvedetection accuracy on UCF-Crime
[21]. Broader reviews of the field [22-24] and a review of event
detection in surveillance video [25] agree that, although
individual components of anomaly detection, facial recognition,
and crime mapping have been extensively studied. They have
not been combined into a framework specifically designed to
analyse the behavioural patterns of contactless drug trafficking.

C. Pose Estimation and Skeleton-Based Action Recognition

Skeleton-based action recognition has been advanced by the
introduction of spatiotemporal graph-convolutional networks
(ST-GCN) by Yan, Xiong, and Lin [13], which model joint
relationships over time using graph convolutions. Later work
refined this line of research through adaptive graph convolution
[26], multi-stream spatiotemporal fusion [27], and graph-neural
ordinary-differential-equation models [28]. Contemporary
surveys of deep-learning-based pose estimation [29] show that
high-resolution architectures such as HRNet [30] and real-time
multi-person estimators such as OpenPose [31] form the current
backboneof mostdownstream pose-based pipelines. The YOLO
family of object detectors, including the recent YOLO1 1 -Pose
variants [32], enables real-time pose estimation, which is
suitable for video-surveillance applications. Recent refinements
of YOLOv8-Pose have reported improved keypoint accuracy
under occlusion and partial visibility typical of CCTV scenes
[33], [34], and dedicated YOLOv8-based pipelines have been
successfully applied to suspicious-behaviour detection in public
spaces [35]. For model evaluation, the NTU RGB+D and NTU
RGB+D 120 datasets remain the de facto benchmarks for three-
dimensional skeleton-based action recognition [36], [37], while
the VIRAT corpus provides realistic multi-view outdoor
surveillance video [38].

D. Biometric Identification and Face Recognition

Biometric identification plays a complementary role in the
proposed system. Early multimodal biometric systems
established fundamental design principles for combining
heterogeneous identity cues [12]. Modern face-recognition
research is dominated by angular-margin softmax losses, of
which ArcFace is the canonical representative [39]. The Dyn-
arcFace variant introduces a dynamic additive angular margin
that adapts to the within-class structure of the training set [40]
and is directly relevant to surveillance scenarios in which face
quality is highly variable.

E. Positioning of this Work

The literature reviewed shows that while individual
components—anomaly  detection, pose-based  action
recognition, face recognition and crime mapping—have been
extensively studied. Nevertheless, they have notbeen combined
into a framework specifically designed to analyse the
behavioural patterns of contactless drug trafficking. It appears

258 |Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

that prior work has not yet combined a statistically grounded
flash-detection model with a skeleton-based behavioural
classifier and a geospatial reporting layer. This study fills this
gap by proposing an integrated approach that links incident
detection, pose-based activity recognition, citizen reporting, and
geospatial analysis under a single probabilistic decision rule.

III. METHODOLOGY

The proposed framework is organised into three functional
modules that address complementary aspects of the detection
problem: video-based recognition, citizen incident reporting,
and geospatial analysis. Each module is implemented as stand-
alone software and a toolkit, and registered as a utility model in
the Republic of Kazakhstan. The modules share a common data
layer via a centralised PostgreSQL database with the PostGIS
extension for geographic queries.

A. System Architecture

The recognition module (registered as utility model KZ U
11660) processes media data to identify individuals potentially
involved in drug trafficking. Its architecture consists of five
components connected via HTTPS/SSL: 1) a media-data
reception and verification server with subsystems for data input
and format verification; 2) an intelligent processing server with
four subsystems for motion-pattern analysis, results recording,
model training, and authentication; 3) S3-compatible cloud
object storage; 4) user client devices; and 5) analyst
workstations. The module accepts photos and videos from
citizens and uses computer-vision algorithms to detect
suspicious behavioural patterns such as crouching, digging, and
stealthy movements. The software is written in Python, has a
total size of 23 MB, and its minimum server requirements are 4
CPU cores, 8 GB of RAM, and 10-50 GB of SSD storage.

B. Mobile Reporting Application

The mobile application (utility model KZ U 11661) allows
citizens to submit contactless reports of suspected illegal drug
trafficking. It is implemented as a progressive web application
(PWA), accessible via a URL without installation from app
stores. The server-side component includes six subsystems:
message reception, media verification, data storage, staff
authorisation, an administrative panel, and event registration.
Messages containstructured fields for incident type (onlinesale,
stash, direct transfer), detection date and time, addresses with
integrated OpenStreetMap/Leaflet geolocation, optional contact
information for subsequent tracking, and photo or video
attachments. The front-end uses Vue.js/Nuxt.js, the back-end
runs on Python/Django with Celery and Redis, and PostgreSQL
serves as the database management system. The application
supports both anonymous and identified reports, with HTTPS
encryption for all data transfers.

C. Digital Crime Map

The digital crime map (utility model KZ U 11658) provides
geospatial visualisation and analysis of reported incidents. It
operates in three modes: a public map integrated into the report
form for precise identification of incident locations. An operator
map displaying individual reports filtered by time period,
district, and microdistrict, and a heat map aggregating incident
density for strategic analysis. The map is built on the Leaflet,js
library using OpenStreetMap tile data (ODbL licence) and
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deployed on a Linux/Nginx server platform. The back-end
integrates with PostGIS for geographic queries and supports
near-real-time synchronisation with the central database.
Kernel-density-estimation heat maps of this type have been
shown to be effective instruments for operational crime-pattern
visualisation at the micro-place level [41], [42].

D. Integrated Architecture

Fig. 1 presents the overall architecture of the proposed
multimodal artificial intelligence framework for the detection
and analysis of contactless drug-related activities. The system is
organized as a hierarchical multi-layer pipeline integrating
heterogeneous data modalities, analytical modules, multimodal
fusion mechanisms, and decision-support components into a
unified operational framework. At the highest level, the
architecture incorporates three primary categories of data
sources: encrypted messaging platforms, financial transaction
records, and CCTV video streams. These sources collectively
provide complementary textual, transactional, behavioural, and
spatial information associated with covert distribution activities.
The integration of heterogeneous modalities enables the system
to overcome the limitations of single-source surveillance
approaches and supports the generation of more reliable risk
assessments under complex urban conditions.

The second layer of the architecture consists of modality-
specificanalytical modules designed to processeach datastream
independently before multimodal integration. The Natural
Language Processing (NLP) moduleemploys LLM-and BERT-
based analysis techniques to perform message extraction, entity
recognition, intent classification, and textual risk estimation
from communication data. Simultaneously, the Financial
Anomaly Detection module analyses transaction profiles and
abnormal monetary patterns associated with suspicious
operational behaviour. The Geospatial Analysis Module
performs spatial clustering, hotspot detection, and movement-
pattern analysis using machine-learning-based geospatial
modelling techniques such as DBSCAN clustering and kernel
density estimation (KDE). Each analytical branch generates
modality-specific feature representations and intermediate risk
scores, which are subsequently forwarded to the fusion stage.
This modular architecture ensures scalability and allows each
analytical componentto be independently optimized or extended
in future system versions.

The third layer represents the Multimodal Data Fusion
Layer, which serves as the central integration component of the
proposed framework. In this stage, modality-specific feature
vectors fi, f5, ..., [, are normalized and aligned prior to fusion.
The system supports both weighted and attention-based fusion
strategies, enabling adaptive prioritization of heterogeneous
evidence sources depending on operational conditions. The
fusion process produces a unified risk score Rpygion € [0,1],
which reflects the aggregated probability of suspicious activity.
The integrated representation combines temporal dynamics,
behavioral anomaly scores, spatial recurrence patterns, flash-
detection confidence, textual risk indicators, and financial
anomalies into a single probabilistic representation.
Additionally, the architecture incorporates a feedback loop for
model updating and continuous learning, enabling iterative
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improvement of detection performance as new operational data
become available.
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Fig. 1. Architecture of an integrated artificial intelligence system for contactless detection of drug-related crimes.

The final stage ofthe framework is the Risk Assessment and
Decision-Making Module, which transforms fused multimodal
evidence into operational decisions. A logistic-regression-based
probabilistic scoring mechanism evaluates whether the
estimated risk probability P(y = 1 | x) exceeds a predefined
threshold 7. Cases exceeding the threshold are classified as high-
risk events and generate alerts for further investigation, while
low-risk casesare filtered to reduce false-positive reporting. The
decision layer integrates multiple inputs, including temporal
intensity dynamics A(t), spatial compactness, signal-to-noise
ratio (SNR), behavioral anomaly scores, and modality-specific
risk estimates. The resulting outputs include automated alerts
and analytical reports, operational support tools for law-
enforcement agencies, and legal-compliance review
mechanisms. Consequently, Fig. 1 demonstrates how the
proposed framework combines multimodal artificial
intelligence, geospatial analytics, behavioural modelling, and
probabilistic  decision-making into a comprehensive
surveillance-oriented analytical system for detecting covert
drug-distribution activities.

Three parallel Al modules process these data. Additional
modules such as NLP and financial analysis are part of future
system extensions and are not evaluated in this study. A

multimodal fusion layer combines the outputs of these modules,
and a risk-assessment module generates alerts, recommends
law-enforcement actions, and conducts compliance checks.

E. Flash Detection Model

To formalise the detection problem, the observed video
sequence is modelled as a spatio-temporal signal composed of
background, signal, and noise components:

I1(x,y,t) = B(x,y) +S(x,y,t) + N(x,y,t) (1

where, B(x,y) denotes the static background, S(x,y
represents the flash signal, and N(x,y,t) is an additive noise
process. The noise is assumed to follow a Gaussian distribution:

N(x,y,t)~N(0,02)

The flash-detection problem can be formulated as a binary
hypothesis-testing task under the classical Neyman—Pearson
framework [40], [41]:

Hy:S(x,y,t) =0,H;:S(x,y,t) #0

Under the Gaussian noise assumption, the inter-frame
intensity variation A4(¢) follows:
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N(0,02), H
A(t)~{]\f (us,az),Hf

F. Behavioural Recognition Pipeline

Behavioural pattern recognition constitutes the core
detection layer of the proposed system and operates
independently of lighting conditions. Spatio-temporal graph
convolutional networks (ST-GCN) represent the state-of-the-art
approach for skeleton-based action recognition. This study
focuses on classical machine learning models due to the limited
size of the labelled dataset. The processing pipeline, shown in
Fig. 2, processes raw video footage from CCTV cameras
through six sequential layers to identify a characteristic
sequence of actions associated with dead drop transactions.
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Fig.2. Architecture of the deep learning visual layer for video analysis.

Notably, this sequence is repeated twice in each transaction
cycle: first when the courier places the dead drop, and again
when the buyer arrives to pick it up. The repetition of
structurally similar behaviour in the same geographic location
by different individuals strengthens the detection signal and
allows the system to link related events over time.

The data-collectionlayer receives streams from fixed CCTV
cameras and mobile sources. Training data are collected from
three sources: open-source video footage, completed criminal
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case files, and scenarios involving actors. The scenarios are
divided into target actions (placing a hiding place, taking a
photo, examining the surroundings, picking up a hidden object)
and hard-negative actions (tying shoelaces, picking up dropped
keys, cleaningup afterapet) to reduce falsepositives. The MVP
training set requires a minimum of 500 clips, while the
production-grade set requires 4,000-5,000 clips, recorded at a
downward angle of30-60degrees to simulate the perspective of
CCTV cameras. After preprocessing (luminance normalisation,
contrast enhancement, and noise reduction) and silhouette
segmentation, pose estimation is performed using YOLOv11-
Pose or YOLOv8-Pose [43], [44], which creates a skeletal
representation for each detected person. Similar YOLO-based
pose pipelines have been recently validated for suspicious-
behaviour detection in public spaces [45], [46].

Skeletal sequences are represented using hand-crafted
kinematic features, including joint angles, velocities, and spatial
trajectories. In the current study, these features are processed
using classical machine-learing models, specifically Random
Forest (RF) [47] and Gradient Boosting (GB) [48],[49], which
constitute the primary evaluated approaches. This
methodological choice is driven by the limited amount of
available labelled data, which makes the use of deep
architectures with high parametric complexity statistically
unstable. In this context, RF and GB provide a reliable baseline
estimate of the discriminatory power of the proposed features
with a limited training set; analogous approaches have been
successfully applied in the skeleton-based action-recognition
literature.

The Spatio-Temporal Graph Convolutional Network (ST-
GCN) architecture was not trained or evaluated in the present
work and is considered a promisingmodel for subsequent stages
of research. Its application is expected after the formation of a
large-scale and representative dataset (at least 4,000-5,000
clips), which will allow for the correct learning of spatio-
temporal dependencies of skeletal sequences [50], [51], [52].
Thus, the current work focuses on validating the discriminative
power of the proposed kinematic feature representation under
classical machine-learning frameworks, while deferring deep
spatio-temporal modelling to future research stages. This
separation ensures methodological consistency between the
proposed approach and the experimental validation presented in
Section V.

G. Geospatial Analysis and Visualisation Module

Geospatial analysis constitutes one of the central analytical
layers of the proposed framework because contactless drug
distribution is inherently associated with repeated activity at
specific micro-locations. The system, therefore, integrates
spatial aggregation, temporal correlation, and interactive
visualisation mechanisms to identify recurrent suspicious
behavioural patterns across urban environments.

Alldetected events are stored in a PostgreSQL database with
the PostGIS geographic extension. Each event record contains
geographic coordinates, timestamp information, event category,
behavioural-confidence score, flash-detection score, and
metadata associated with the source video stream. Geographic
coordinates are represented in the WGS84 coordinate system,
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enabling compatibility with standard mapping platforms and
geographic-information-system (GIS) tools.

The visualisation layer is implemented using Leafletjs
integrated with OpenStreetMap tile services. The interface
supports three complementary operational modes:

o Public incident-reporting map for citizen submissions.

e Operator monitoring dashboard displaying individual
events.

e Heat-map visualisation mode for strategic hotspot
analysis.

Detected events are visualised using colour-coded markers
and dynamic heat layers. Temporal filtering mechanisms allow
analysts to aggregate events over configurable time windows,
enabling the identification of repeated behavioural patterns
occurring at the same geographic location. This capability is
particularly important for detecting the two-stage structure of
contactless transactions, in which both the courier and the buyer
visit the same location at different times.

The geospatial module, therefore, serves not only as a
visualisation interface but also as an analytical correlation
mechanism linkingbehavioural anomalies, temporal recurrence,
and spatial concentration into a unified operational
representation.

H. Multimodal Fusion Model

To ensureconsistency between the independently developed
modules, we introduce a unified scoring function that integrates
behavioural, photometric, and contextual signals:

Stotal (t) = anlash(t) + .BSbehavior(t) + ysconstext(t) (2)

whqrg, Sfiasn — flash detection score, Shenavior — acﬁon
recognition score, S.onstext — auxiliary features (object
detection, location recurrence), a, 8,y € [0,1],a+ B+ y = 1.

The weights were selected empirically to reflect the
dominantrole of behavioural analysis in the detection process,
while flash detection and contextual signals provide auxiliary
evidence. In the current proof-of-concept stage, the weight
parameters o, B,and y are set manually (a=0.2,3=0.6,y=0.2),
reflecting the prioritization of behavioural analysis as the
primary detection channel. Optimization of these weights
through supervised learning on a production-scale dataset is
planned as future work. The final decision is defined as:

H1if Storar () > 7
1. Spatio-Temporal Intensity Model

Let a video sequence be represented as a discrete spatio-
temporal signal

IL{1,. ,W}xZ+->R

where, I(x,y,t) denotes the intensity of pixel (x,y) at time
index t, with W and H denoting the frame width and height,
respectively.

The frame-wise mean intensity is defined as:

OEF- ) SUD W CRAD 3)
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Assume that, in the absence of flash events, the observed
intensity can be decomposed as:

I(x,y,t) = Ie(xy,) +e(x,p,0), (4)
where,
e I,4(x,y,) is the static background component,
e ¢c(x,y,t)is a zero-mean noise process.
Accordingly, the frame-wise mean satisfies:
o(t) = o + £, (0), (5)
where, Au(t) = |u(t) — u(t = 1)|.

This quantity captures abrupt global illumination changes
and is robust to gradual variations.

LetWseN denote thesize ofa slidingtemporal window. The
local statistics of A(t) are defined as:

(0= S -, (6)

1 oW1 N —
0 =[5 T Cae =D =E @2 ()
An adaptive detection threshold is defined as:

() = pu(t) +kxo (1), ®)

where, k > 0 is a sensitivity parameter. Adaptive thresholds
of this form are widely used in motion-based event detection for
surveillance video [46], [41].

J. Spatial Blob Detection
Let T, denotean intensity threshold. Define the binary mask:

1, 1(x,y,t) > T,
M ) ) t = .
(x,y.t) {0, otherwise.

Let (t) be the set of connected components (blobs) extracted
from (-, ,) after morphological closure.

Each B€E(t) is characterized by its area:

|B| = Z(x,y)EB 1 ©)
A blob is considered valid if:

Smin < |B| < Smax,
where, Smin, Smax € N.

Define the spatial detection indicator:

X ®) {LEIB(t):Smin < |B| < Spax
blob 0, otherwise,

K. Flash Detection Rule
Define the temporal detection indicator:

1,Au) > (t),
Xbion(t) {0, otherwise.

The final flash detection decision is given by:

Xf1asn(©) = Xemp () * Xpiop (). (10)
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L. Temporal Profile of Flash Emission

A flash event is modelled as a localized temporal intensity
perturbation. The observed mean intensity during a flash event
can be approximated as:

p(t) = po+ Ax g(t —to) + £,(t), QY
where,
e A>0 is the flash amplitude,
e t, is the flash peak time,
e g(t)is an asymmetric Gaussian-like function.

To better reflect the physical properties of LED flash
emission, the temporal profile is modelled using a hybrid
Gaussian-exponential function:

exp(— %:LZ’)Z)JSO.

. exp (— %),t >0,

(12)

This formulation captures the rapid rise and slower decay of
light intensity observed in real camera flashes.

M. Signal-to-Noise Ratio (SNR)
The signal-to-noise ratio is defined as:

2
SNR = EEC20] (13)

0.2

In practice, it is estimated as:

2
SNR ~ (I"flash — Ubackground)

2
O-b ackground

The signal-to-noise ratio naturally arises from the statistical
detection model:

SNR = “; (14)
The probability of detection is then given by:
P,=1—-®(@ (1—a)—-SNR) (15)

This formulation is a direct consequence of the Neyman—
Pearson lemma for Gaussian signals in Gaussian noise [40],[41]
and explains the empirically observed detection threshold
around SNR ~ 16-18 as the operating point of the detection
system under a fixed false-alarm rate.

N. Probabilistic Detection Model

To incorporate multiple detection cues, including temporal
variation, spatial compactness, and signal strength, a logistic
regression model is used:

P(Y =1|x) = o(wTx). (16)

where, the feature vector x includes A(t), SNR, blob area,
and temporal duration. The model is trained using cross-entropy
loss:

L=-¥ylogp+(1-y)log(1-p) (17)

The proposed spatio-temporal model, integrating adaptive
thresholding, spatial blob validation, and an asymmetric
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Gaussian representation of flash dynamics, provides a
theoretically grounded and practically robust framework for
flash detection, as illustrated by the temporal intensity profile
shown in Fig. 3.

Fig. 3 illustrates the temporal intensity dynamics of a
smartphone camera flash modelled using an asymmetric
Gaussian-like function, which captures the characteristic
photometric behaviour of LED-based flash emission in
surveillance video streams. The horizontal axis represents time
in seconds, while the vertical axis denotes normalized light
intensity I /I,,,., enabling analysis independent of absolute
brightness values. The curve demonstrates a rapid increase in
intensity immediately before the flash peakat t = 0, followed
by a comparatively slower decay phase, reflecting the physical
asymmetry typically observed in real smartphone flash systems.
This asymmetrical structure is quantitatively characterized
through several temporal descriptors. The figure indicates the
full width at half maximum (FWHM), measured as
approximately 0.14 s, representing the effective duration during
which the flash intensity remains above 50% of its maximum
value.

Temporal Profile of Smartphone Camera Flash

—— Flash Intensity Profile

e
™

=N

205 I

o
=

— .
FWHM =0.14s

Normalized Intensity (I / I'nax)

o
o

o ho=028

0.0 1

tipso = 0.165
.

T T T T T 1
-03 -0.2 -0.1 0.0 0.1 0.2 0.3
Time (s)

Fig.3. Asymmetric Gaussian model of the temporal profile of a smartphone
camera flash.

Additionally, the t,,_q interval of approximately 0.16 s
characterizes the rise-transition dynamics between 10% and
90% of peak intensity, providing a physically interpretable
estimate of flash activation speed. The annotations t;, =
—0.08 s and t;, = 0.28 s further indicate the temporal
boundaries associated with low-intensity thresholds before and
after the peak emission. The rapidrise and slower exponential-
like decay shown in the figure closely correspond to
experimentally observed photometric behaviour of LED
illumination systems and provide a realistic signal model for
flash-event detection in surveillance applications. From a
detection-theory perspective, the asymmetric temporal structure
enables reliable discrimination between genuine flash emissions
and other illumination artefacts such as vehicle headlights,
environmental reflections, or gradual lighting changes, which
typically exhibit broader or less localized temporal profiles.
Consequently, the model presented in Fig. 3 serves as the
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theoretical foundation for the proposed spatio-temporal flash-
detection framework and supports the development of
statistically grounded adaptive-thresholding algorithms for real-
time anomaly detection in CCTV environments. The figure
illustrates the asymmetric Gaussian temporal profile of a
smartphone camera flash, characterized by a rapid rise in
intensity (ori.=40) and a slower decay (0 a=120 ms), which
reflects the inherent photometric dynamics of LED-based flash
emission [10].

O. Brief Description of the Algorithm

Fig. 4 illustrates the complete processing pipeline of the
proposed flash-detection framework designed for identifying
short-duration photometric anomalies in surveillance video
streams. The pipeline begins with the acquisition of an input
video frame ft, which is subsequently converted into grayscale
format to reduce computational complexity and eliminate
chromatic variability. At this stage, the system computes the
frame-wise mean intensity p(t), representing the average
luminance distribution of the current frame. The temporal
analysis module then evaluates the inter-frame intensity
variation Ap(t) by measuring the absolute difference between
consecutive frame intensities. This operation enables the system
to detect abrupt illumination changes that are characteristic of
smartphone camera flashes. Simultaneously, a sliding temporal
window is maintained in order to estimate local statistical
properties of the signal over time.

m 1. INPUT
Video frame f;
~m 2. PREPROCESSING
u_m
O « Convert to grayscale
- * Compute mean intensity
B(E) = 5 Xy I, 3,8)
3. TEMPORAL DIFFERENCE
I/’/ « Compute temporal difference
Ap(t) = |u(t) — u(t - 1)|
« Update sliding window (length w)
/:’\ 4. ADAPTIVE THRESHOLD
_._i___ + Compute adaptive threshold
w(t) = Au+ K - op,
where 04, is the standard deviation
of Ay in the sliding window

® NoFLASH

5. FLASH CANDIDATE? Sets(t) < 1

Ap(t) > (t)?

SYMBOLS
6. SPATIAL PROCESSING I(z,y.1): grayscale intensity
« Threshold binarization

« Morphological closing w(t)
+ Contour detection Ault)
(t) adaptive threshold
Gag standard deviation of

Ap

K sensiti factor
&) noruasH w oo wndow gt

(Noise / Irrelevant) s bright blob area

e * valid area range

8. FLASH DETECTED LEGEND
; « Record event: (xg, ¥o, t, S) [ input/ Output
« where x,, yo = centroid, t = time, [ Preprocessing
S = blob area Temporal Analysis
i [ Tiwesholding

1 Decision
[ Spatial Processing
[ Detection

g 9. OUTPUT
~—] Flash event log with

| geo-temporal metadata

Fig. 4. Flowchart of the flash detection algorithm.
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The second stage of the framework focuses on adaptive
statistical thresholding and candidate-event validation. An
adaptive threshold function t(t) is dynamically computed using
the local mean and standard deviation of temporal intensity
variations within the sliding window. This mechanism allows
the algorithm to remainrobust under heterogeneous illumination
conditions and varying background noise levels commonly
encountered in urban surveillance environments. If the temporal
variation Ap(t) exceeds the adaptive threshold, the
corresponding frame is classified as a potential flash candidate.
Otherwise, the event is rejected as a non-flash observation.
Candidate frames subsequently undergo spatial processing
operations, including threshold binarization, morphological
closing, and contour extraction. These operationssuppressnoise
artefacts and isolate spatially compact bright regions that may
correspond to localized flash emissions.

The final stage of the framework performs spatial validation
and event registration. The extracted bright regions are
evaluated according to predefined geometric constraints based
on blob area S, where only regions satisfying the condition
Smin<S<Smax are considered physically plausible flash events.
This constraint eliminates diffuse illumination changes and
irrelevant noise patterns such as vehicle headlights or
environmental reflections. Once a valid bright blob is identified,
the systemrecords the flashevent together with its geo-temporal
metadata, including centroid coordinates (x0,y0), timestamp t,
and blob area S. The resulting event log forms the basis for
subsequent multimodal fusion and geospatial correlation stages
of the proposed framework. Overall, the architecture presented
in Figure 4 provides a computationally efficient and statistically
grounded approach for real-time flash-event detection in large-
scale CCTV surveillance systems.

Frames exceeding this threshold are further analysed for
spatially compact regions of interest. Only frames that meet
these criteria are classified as flashes.

IV. EXPERIMENTAL SETUP

A. Dataset and Setup

Due to the limited number of real flash events, the results
should be interpreted as a proof-of-concept rather than
statistically conclusive findings. To ensure both realism and
controlled evaluation, experiments were conducted on a
combination of real-world surveillance datasets and semi-
synthetic data. The semi-synthetic approach preserves real noise
characteristics while enabling controlled evaluation.

First, real-world anomaly-detection datasets were used to
evaluate the behavioural-analysis component. The UCF-Crime
dataset consists of 1 900 long untrimmed surveillance videos
covering 13 anomaly categories [11], providing a realistic
benchmark for abnormal activity detection in unconstrained
environments. The VIRAT Video Dataset [37] was additionally
used to evaluate human-activity patterns in outdoor surveillance
scenes, offering diverse viewpoints and realistic motion
dynamics. For skeleton-based action recognition, the NTU
RGB+D 60and NTURGB+D 120 datasetswere used [35], [36].
Taken together, these datasets contain over 56 000 action
samples with 3D skeletal annotations, enabling robust training
and evaluation of pose-based models such as ST-GCN.
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Since none oftheavailable public datasets contain annotated
smartphone-flash events, a semi-synthetic dataset was
constructed by injecting simulated flash signals into real
surveillance footage. Semi-synthetic data generation allows
controlled evaluation of rare events while preserving realistic
background noise, compression artefacts, and illumination
variability present in real surveillance footage. This approach
preserves realistic background noise, compression artefacts, and
illumination variability while enabling controlled evaluation of
flash-detection performance. The synthetic flashes were
generated using the temporal model described in Section Il and
inserted at random spatial locations with varying intensity and
duration. The final evaluation dataset consists of:

e Real behavioural sequences from UCF-Crime and
VIRAT;

o Skeleton sequences from NTU RGB+D;

e Semi-synthetic flash events embedded in real video
streams.

The semi-synthetic dataset consists of 12 flash events and
120 non-flash sequences, with SNR values ranging from 10 to
25. Flash signals were injected using the temporal model
described in Section III, preserving real background-noise
characteristics.

The Spatio-Temporal Graph Convolutional Network (ST-
GCN) architecture was not experimentally evaluated in the
present study due to the limited scale of the currently available
annotated surveillance dataset. Deep spatio-temporal graph
models require substantially larger and more diverse datasets
than classical machine-learing approaches in order to learn
stable motion representations under heterogeneous CCTV
conditions.

Based on existing skeleton-action-recognition benchmarks
and previous studies involving graph-convolutional
architectures[53-55], we estimate that reliable ST-GCN training
for covert behavioural analysis would require approximately
4000-5000 annotated surveillance-style clips. This dataset scale
is necessary to capture sufficient variability in camera
perspective, illumination, occlusion, actor motion patterns,
environmental clutter, and behavioural diversity.

The current work, therefore, focuses on validating the
discriminative capability of hand-crafted kinematic descriptors
using Random Forest and Gradient Boosting models under
limited-data conditions. Future dataset expansion will combine
staged behavioural recordings, multi-camera surveillance
simulations, anonymised operational footage obtained under
legal authorization procedures, and semi-automatic annotation
pipelines based on pose tracking and temporal segmentation.
Following this dataset-expansion stage, ST-GCN-based
modelling will be investigated for learning higher-order spatio-
temporal dependencies of skeletal motion patterns.

B. Detection Performance

The overall processing pipeline consists of five sequential
stages. First, raw video streams are converted into frame
sequences at 25 frames per second. Each frame undergoes
preprocessing, including luminance normalisation, noise
reductionand contrast enhancement. Second, the flash-detection
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module computes frame-wise mean intensity pu(t) and inter-
frame variation A(t). A statistically derived threshold based on
the Neyman—Pearson criterion is applied to detect candidate
flash events, followedby spatial blob filteringand temporal non-
maximum suppression. Third, human-pose estimation is
performed using YOLOvS8-Pose [56], [57], producing skeletal
representations for each detected individual. Fourth, contextual
objectdetection (YOLOVS) s used to identify relevant objects
such as smartphones, which provide additional evidence for
suspicious behaviour. Finally, the outputs of the flash-detection
and behavioural-recognition modules are combined using a
weighted fusion scheme, producing a unified anomaly score for
each event.

C. Evaluation Metrics

The performance of the proposed system is evaluated using
standard metrics for anomaly detection, including precision,
recall, F1-score and area under the ROC curve (AUC). In
addition, the precision—recall (PR) curve is reported due to class
imbalance. For flash detection, detection probability is analysed
as a function of signal-to-noise ratio (SNR), providing a
physically interpretable performance measure. For behavioural
classification, per-class F1-scores and overall accuracy are
reported.

V. RESULTS

A. Flash Detection Performance

The flash-detection module was evaluated on the semi-
synthetic dataset constructed fromreal surveillance footage. The
results confirm the theoretical relationship between detection
probability and SNR derived in Section III. On the semi-
synthetic test set containing 12 flash events and 120 non-flash
sequences, the proposed method achieves a precision 0f 0.94, a
recall 0 0.78, and an F1-score of 0.85. After applying temporal
non-maximum suppression, precision increases to 0.98 while
recall decreasesto 0.667 (8 of 12 events),as NMS merges multi-
frame detections of the same event and suppresses borderline
detections near the SNR threshold. Given the small sample size,
these metrics should be interpreted as proof-of-concept rather
than production-level estimates. The detection-probability curve
shows that events with SNR > 18 are reliably detected, while
detection performance degrades rapidly below SNR = 15. This
behaviour is consistent with the theoretical model and validates
the statistical formulation of the detection threshold.

B. Behavioural-Recognition Results

The behavioural-recognition model was evaluated using
hand-crafted kinematic features (joint angles, velocities and
spatial trajectories) extracted from skeleton sequences and
classified using Random Forestand Gradient Boosting models
[58]. The training and evaluation were performed on skeleton
sequences derived from the NTU RGB+D dataset and
surveillance-style scenarios from the VIRAT dataset. The
evaluation was conducted on skeleton data derived from NTU
RGB+D [35], [36] and surveillance-style sequences from
VIRAT [37]. The model achieves an overall accuracy of 0.841
(Random Forest) with a macro-average F1-score of 0.837.
Target actions such as squatting and bending achieve F1 -scores
of 1.000, while hard-negative actions (e.g. tying shoelaces,
picking up dropped items) achieve an F1-score of 0.988.
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Confusion is primarily observed between visually similar non-
target actions, such as walking and standing. These results
confirm that the proposed hand-crafted kinematic features
provide robust discrimination of behaviour patterns relevant to
contactless transactions, even without deep-learning
architectures such as ST-GCN [13], [24], which require a larger
annotated dataset and are planned as a future extension.

C. Baseline Comparison

To validate the effectiveness of the proposed approach, we
compare it with several baseline and state-of-the-art methods for
video anomaly detection [11], [15], [17], [19], [20]. Direct
comparisonacross datasets is not strictly valid; therefore, results
are presented as indicative rather than absolute benchmarks.
Table I presents the comparison with state-of-the-art methods.

TABLEI. COMPARISON WITH STATE-OF-THE-ART METHODS
- F1-
Method Dataset Precision | Recall AUC
score

Frame Difference | SCL- 0.41 092 | 057 | 0.68
Crime

ConvLSTM U(.jF- 0.72 0.76 0.74 0.81
Crime

13D (Two-Stream) | OCF- 0.78 080 | 079 | 086
Crime

TransCNN [20] UCF- 0.83 0.81 082 | 0.89
Crime

Proposed Semi-

(flash only) synthetic 0.94 0.78 085 091

Proposed (full Combined | 0.91 084 | 087 | 0093

system)*

Note: Direct cross-dataset comparison is not strictly valid. Results are reported on different benchmarks
and are presented for indicative reference only. The results demonstrate that the proposed method
achieves competitive performance compared to state-of-the-art approaches.

* Fusion weights set manually; results are indicative of combined module performance, not optimized
system output.

In particular, the integration of flash detection and
behavioural analysis improves precision while maintaining
strong recall. Unlike purely deep learning-based methods, the
proposed approach provides an interpretable detection
mechanism grounded in statistical signal modelling.

D. Reproducibility Statement

The implementation is based on Python (PyTorch,
OpenCV). Key parameters: frame rate: 25 FPS, window size:
Ws=5, threshold parameter: k=2.5, blob size:=5, Smax=200.

VI. DIsCUSSION

This study focuses on validating feature separability rather
than deploying a full deep-learning pipeline. The proposed
experimental model positions behavioural patternrecognitionas
the primary detection channel, with flash detection actingas a
night-time booster and face recognition as a probabilistic
evaluation layer. The flash-detection component, after applying
temporal NMS, achieved a precision 0f0.98, a recall 0f0.667 (8
of 12 events detected), and an F1-score of 0.800, demonstrating
feasibility in controlled synthetic settings. Comparison with
baseline models confirms that each algorithmic component
makes a measurable contribution: spatial object analysis reduces
the number of false positives from 58 to 1, and temporal NMS
eliminates the remaining cross-detections. A recall of 0.667,
corresponding to 8 out of 12 detected events, is limited by an
SNR threshold of approximately 17, below which the flash
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signal becomes indistinguishable from background noise — a
limit that follows directly from the Neyman—Pearson
formulation used in Section 3 [40], [41]. Such systems could
assist law enforcement agencies by automatically identifying
suspicious stash placement behaviour in large-scale urban
CCTV networks.

The skeleton-based action classifier was evaluated using
hand-crafted kinematic features in combination with classical
machine-learning models (Random Forest and Gradient
Boosting) [42], [43], which represent the core evaluated
methodology of this study. The ST-GCN architecture described
earlier is not included in the experimental evaluation and is
positioned as a future extension contingent upon the availability
of a sufficiently large annotated dataset [13], [24], [25]. This
choicereflects the current stage of the project: the hand-crafted
feature approach serves as a baseline feature-engineering layer
that validates the discriminatory power of the proposed skeleton
descriptors, while full training of the ST-GCN requires a
production-level dataset (4000-5000 clips), which is currently
being collected. The macro-average F1-score of 0.837 (RF) and
the near-perfect separation oftarget actions (squat F1 = 1.000,
bend F1 =1.000) from hard negatives (F1 = 0.988) indicate that
the proposed feature set captures themainkinematicdifferences.
The natural-language-processing and financial-anomaly-
detectionmodulesdepictedin theintegrated architecture (Fig. 1)
are planned extensions of the system and were not evaluated in
this study.

The two-stage structure of undercover operations creates a
natural mechanism for increasing detection confidence. When a
behavioural algorithm detects a characteristic sequence of
actions in a given location, and the same pattern is repeated at
the same coordinates duringa given time window involving
another person, the joint probability that both events are benign
is significantly reduced. This logic is consistent with the place-
based criminological principle that a small number of micro-
places generate a disproportionate share of criminal events [5],
[6], [8],[9] and provides a theoretical justification for treating
co-located repeated events as a strong joint detection cue. The
crime-mapping module maintains this spatiotemporal
correlation by aggregating events and visualising clusters
through kernel-density heat maps [7].

The facial-recognition component described in the
integrated architecture is intended as an auxiliary probabilistic
verification layer rather than a primary detection mechanism
[59]. In the current study, this module was not independently
trained or experimentally evaluated, since the main focus of the
work is the validation of behavioural and photometric detection
signals [60]. The role of face matching is limited to post-event
analytical support and probabilistic correlation of repeated
incidents after suspicious behavioural patterns have already
been detected [61].

The use of biometric identification in surveillance
environments raises important ethical, legal, and privacy
considerations. Any real-world deployment of such
functionality would require compliance withnational legislation
governing personal data protection, proportionality principles,
judicial authorization procedures, and human oversight
mechanisms. The proposed framework is therefore positioned as
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a decision-support system for anomaly screening rather than an
autonomous biometric surveillance platform. Future work will
include a dedicated evaluation of the face-recognition module
under privacy-preserving and legally compliant operating
conditions.

A. Limitations

Several limitations should be noted. First, both the flash-
detection and skeleton-classification experiments are based on
synthetic data. Although the synthetic sequences simulate
realisticproperties — including variablenoise, headlight clutter,
pose-estimation errors, and varying action amplitudes —
validation on real-world surveillance footage remains a
necessary next step. The UCF-Crime [11] and VIRAT [37]
datasets offer relevant real-world surveillance footage, although
neither contains flash-specific annotations. Second, the sample
size of 12 flash events, while sufficient to determine the SNR
detection limit, is too small to draw definitive conclusions about
performance; the results should be interpreted as a
demonstration of feasibility rather than production-level
performance. Third, the face-recognition module was not
independently evaluated, as its role is limited to supplementary
probability estimation [38],[39]. Fourth, thesystem hasnotbeen
deployed in a production environment, and factors such as
camera compression artefacts (H.264/H.265), weather
conditions, and real-world occlusions remain untested.

Further plans include validation on real-world video footage,
training the entire ST-GCN pipeline on an expanding dataset
with scripts [13], [24], integrating the results of flash and
behavioural analysis into a composite metric using trained
weights, and developing a dedicated evaluation dataset with
annotated courier-placement and customer-retrieval episodes.
Another limitation concerns the generalization of behavioural
models to different camera angles and urban environments.
Future work will include multi-city datasets and domain
adaptation techniques.

VII. CONCLUSION

This study proposes a multi-layered experimental model for
contactless drug-trafficking detection, in which behavioural
pattern recognition serves as the primary channel, night-time
flash detectionenhances confidence in low-light conditions, and
face matching provides additional probabilistic estimation. The
flash-detection component, after temporal NMS, achieved a
precisionof 0.98,arecallof 0.667 (8 of 12 events), and an F1-
score of 0.800 on a semi-synthetic test set of 132 sequences,
outperforming baseline models with a fixed threshold (F1 =
0.700) and a frame-difference method (F1 = 0.293). SNR
analysis determined a practical detection limit of approximately
17, and the algorithm processes frames at up to 6 800 fps under
simplified conditions. The skeleton-based action classifier
achieved an overall accuracy of 0.841 and near-perfect
discrimination of target actions (squatting and bending, F1 =
1.000) from clear negatives (F1 = 0.988). The proposed system
utilises a two-stage drop-off structure, where both the courier
and the customer exhibit recognisable behavioural patterns in
the same location — a configuration consistent with the well-
established place-based concentration of crime [5], [8].
Althoughvalidationonreal-world video-surveillancedata is still
necessary, these results demonstrate the feasibility of the
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proposed approach and provide a quantitative basis for
subsequent implementation-oriented development.
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