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Abstract—Growing reliance on digital knowledge sharing
across academic, corporate, and public sectors has raised serious
concerns about data integrity, trust, and security. Blockchain con-
sensus mechanisms offer a promising path forward through de-
centralized, transparent, and tamper-proof frameworks. This sys-
tematic review examines how these mechanisms enhance trust in
knowledge sharing platforms, focusing on four directions: how
these mechanisms are applied within knowledge sharing contexts,
the challenges they introduce for knowledge sharing deployment,
and the advantages they provide to trust-based knowledge sharing
ecosystems. Following PRISMA 2020 guidelines, three databases
Scopus, IEEE Xplore, and Web of Science were searched, and
peer-reviewed studies published between 2020 and 2025 were se-
lected for analysis. In terms of knowledge sharing applications,
blockchain consensus mechanisms build trust through multiple
co-occurring pathways, including distributed verification, trans-
parency, cryptographic security, immutability, incentive align-
ment, and smart contract automation. Algorithms such as Proof
of Work, Proof of Stake, Delegated Proof of Stake, and Byzantine
Fault Tolerance variants are widely adopted, each offering differ-
ent trade-offs between security, efficiency, and scalability. In
terms of challenges, scalability, energy consumption, and integra-
tion complexity with existing systems remain the most significant
barriers to adoption. In terms of advantages, blockchain consist-
ently delivers stronger data security, greater transparency, and re-
duced dependence on centralized authorities across knowledge
sharing contexts. This review concludes that blockchain consensus
mechanisms offer layered and compounding trust benefits, yet
technical and organizational barriers continue to limit widespread
deployment. Future researchshould focus on energy-efficient pro-
tocols, scalable architectures, and real-world effectiveness studies.
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I.  INTRODUCTION

A. Background

The rapid digitalization of knowledge sharing across aca-
demic, corporate, and public sectors has exposed critical vulner-
abilities in centralized knowledge-sharing platforms. These in-
clude susceptibility to data breaches, manipulation, and lack of
verifiable provenance [ 1], [2]. Centralized architectures concen-
trate control with platform operators, creating single points of
failure that undermine the integrity of collaborative information
ecosystems [3]. As digital knowledge communities grow in
complexity and cross-jurisdictional scope, issues such as censor-
ship, unilateral data modification, and opaque attribution have

become increasingly consequential for research, industry, and
public institutions.

Blockchain technology addresses these challenges through
decentralized, cryptographically secured distributed ledgers that
allow multiple parties to maintain tamper-evident, verifiable
records withoutrelying on central authorities [4],[5]. Atthe core
of any blockchain system are consensus mechanisms protocols
through which distributed nodes reach agreement on transaction
validity and ledger state, even in the presence of unreliable or
malicious participants [6]. These protocols resolve the Byzan-
tine Generals Problem by incentivizing honest behavior and
making fraudulent activity computationally or economically im-
practical [7], [8].

Contemporary consensus mechanisms including Proof of
Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake
(DPoS), and Practical Byzantine Fault Tolerance (PBFT) em-
ploy distinct strategies for validator selection, block creation,
and network coordination [9]. Each presents different trade-offs
across security, throughput, energy efficiency, decentralization,
and governance [10], [11]. Selecting the appropriate mechanism
is therefore a fundamental design decision that directly shapes
the trust properties of any blockchain-based knowledge sharing
platform.

Applying blockchain consensus mechanisms to knowledge
sharing represents an emerging research domain with broad im-
plications for how digital ecosystems manage provenance, at-
tribution, access control, and contribution incentives [12].
Blockchain-based platforms address trust deficits through cryp-
tographically secured storage, transparent verification, decen-
tralized governance, and incentive systems that reward quality
contributions [ 13]. Smart contracts further enable automated en-
forcement of knowledge sharing protocols and intellectual prop-
erty rights without the need for trusted intermediaries [14].

B. Research Gap

Despite growing interest in blockchain for knowledge shar-
ing, research on the specific role of consensus mechanisms in
enhancing trust within knowledge sharing platforms remains
fragmented [15]. Several gaps are evident. First, no comprehen-
sive synthesis existsof how different consensus mechanisms ad-
dress trust challenges in knowledge sharing contexts [16]. Sec-
ond, platform designers lack evidence-based frameworks for
evaluating trade-offs between security, scalability, energy effi-
ciency, and governance when selecting mechanisms for
knowledge sharing applications [ 17]. Third, empirical evidence
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from real-world deployments is sparse, with most studies focus-
ing on conceptual frameworks or prototypes rather than longitu-
dinal evaluations [ 18]. Fourth, implementation challenges and
practical limitations receive insufficient attention in existing lit-
erature [ 19]. Fifth,recentdevelopmentssuch as Ethereum's tran-
sition to Proof of Stake and novel hybrid protocols have not yet
been systematically evaluated in knowledge sharing contexts
[20].

This systematic review addresses these gaps by providing a
comprehensive, evidence-based analysis of how blockchain
consensus mechanisms enhance trust in knowledge sharing plat-
forms. Drawing on 77 peer-reviewed studies published between
2020 and 2025, the review identifies patterns across trust mech-
anisms, consensus algorithm adoption, implementation chal-
lenges, and documented benefits.

C. Study Organization

The remainder of this study is organized as follows. Sec-
tion Il presents the research questions formulated using the Pop-
ulation, Interest,and Context (PICo) framework. Section Il pro-
vides theoretical background on knowledge sharing ecosystems
and blockchain fundamentals. Section IV describes the method-
ology, including the PRISMA 2020 search strategy, study selec-
tion, data extraction, and quality assessment. Section V presents
the results organized around the four research questions. Sec-
tion VI provides the discussion, including principal findings,
practical implications, and future research directions. Section
VII concludes with key findings and recommendations.

II.  RESEARCH QUESTION

Research questions form the conceptual and methodological
foundation of any Systematic Literature Review (SLR), defining
its intellectual scope and governing the entire review process
fromsearch strategy design through study selection, data extrac-
tion, and synthesis [21]. Well-formulated questions reduce se-
lection bias, ensure reproducible search coverage, and provide a
framework within which findings from diverse studies can be
meaningfully compared. They also support transparency and
replicability, enabling other researchers to verify or extend the
work. This review adopts the Population, Interest, and Context
(PICo) framework to formulate focused and methodologically
rigorous research questions. PICo is widely used in qualitative
and exploratory systematic reviews to ensure conceptual preci-
sion by decomposingthe research focusintothreeelements [23].
Table I presents the PICo elements as applied in this review.

Based on the PICo framework, four research questions were
formulated to address thetrust mechanisms, algorithm adoption,
implementation challenges, and benefits of blockchain consen-
sus mechanisms in knowledge sharing contexts:

RQ1: How do blockchain consensus mechanisms enhance
trust in knowledge sharing platforms?

This question examines the theoretical frameworks and em-
pirical evidence regarding mechanisms through which block-
chain consensus protocols address trust deficits in knowledge
sharing environments. It encompasses cryptographic security,
immutability, distributed verification, transparency and audita-
bility, economic incentive alignment, and smart contract auto-
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mation as candidate trust enhancement mechanisms. The ques-
tion is motivated by the absence of a systematic, multi-mecha-
nism synthesis of blockchain trust properties specifically in
knowledge sharing contexts.

RQ2: What blockchain consensus algorithms are currently
used or proposed for knowledge sharing applications?

This question identifies and characterizes the consensus
mechanisms deployed or proposed in knowledge sharing con-
texts,analyzingtheir technical specifications, performance char-
acteristics, governance models, and application-specific adapta-
tions. It encompasses established protocols (PoW, PoS, DPoS,
PBFT) as well as novel and hybrid mechanisms emerging from
domain-specific research. The question addresses the need for
an evidence-based taxonomy of consensus mechanism usage in
knowledge sharing deployments.

RQ3: What challenges and limitations affect blockchain im-
plementation for knowledge sharing?

This question critically examines the obstacles that constrain
or complicate the adoption of blockchain consensus mecha-
nisms in knowledge sharing platforms. It encompasses technical
constraints (scalability, energy consumption), economic barriers
(cost, sustainability), integration complexity, governance and
regulatory uncertainty, and usability challenges. The question
reflects recognition that a balanced, evidence-based assessment
of limitations is as important as documenting benefits for in-
forming practical adoption decisions.

RQ4: What benefits do blockchain consensus mechanisms
provide for knowledge sharing platforms?

This question synthesizes the documented advantages of
blockchain consensus mechanisms in knowledge sharing con-
texts, including security and integrity improvements, transpar-
ency and auditability enhancements, decentralization and cen-
sorship-resistance benefits, smart contractautomation efficiency
gains, economic incentive alignment, and interoperability im-
provements. The question provides the positive case against
which RQ3 challenges mustbe weighed in forming a balanced
evidence-based assessment.

TABLEI. PICO FRAMEWORK APPLIED TO THIS SYSTEMATIC REVIEW
P . Derived Re-
Applicati This Re-
Element Meaning pplication In TAls Re search
view .
Question
.. Blockchain-enabled Platforms as
The entities or .
. . knowledge sharing plat- | the context
Population | systems being . . .
studied forms and systems utilis- [ of investiga-
ing consensus mechanisms | tion
The . The mecha-
phenomenon Blockchain consensus .
. . . nism-trust
of interest | mechanisms and their ef- . .
Interest . . . relationship
what is being | fectson trust, security, and ¢
examined or | knowledge governance ;(O(Si—RQéto
observed
. Knowl hari i- .
The setting or owledge  sharing enve Domain-spe-
. ronments spanning .
circumstances health lv chai cific and
Context in which the calthcare, supply chain, temporal
h 10T, vehicular, energy, and £ th
gccellzi)smenon academic domains (2020- :g\?iifvo ¢
2025)
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Together, the four research questions form a complete ana-
lytical framework examining how blockchain achieves trust
(RQ1), through which mechanisms (RQ2), at what cost (RQ3),
and to what benefit (RQ4), thereby enabling a comprehensive
and balanced synthesis of the current evidence base on block-
chain consensus mechanisms for knowledge sharing.

III. THEORETICAL BACKGROUND

A. Knowledge Sharing in Digital Ecosystems

Knowledge sharing encompasses the exchange of infor-
mation, expertise, and intellectual resources across academic,
corporate, governmental, and open-source contexts [24]. Digi-
talization has transformed these processes from physical docu-
ment exchange to networked repositories and collaborative plat-
forms, improving dissemination efficiency while simultane-
ously introducing new vulnerabilities in knowledge integrity,
provenance, and governance.

Trust is a foundational prerequisite for effective knowledge
sharing. Participants must trust that a platform faithfully pre-
serves contributions, accurately attributes authorship, enforces
transparent governance, and protects sensitive knowledge from
unauthorized access [2], [5]. In centralized platforms, including
institutional repositories, corporate knowledge systems, and ac-
ademic databases, these requirements are delegated entirely to
the platform operator, creating a structural dependency on a sin-
gle party whose incentives may not align with those of contrib-
utors and consumers.

The risks of this model are well-documented. Breaches ex-
pose confidential knowledge assets; operators may censor con-
tributions; provenance records can be altered to misattribute in-
tellectual work; and access policies may change unilaterally [3],
[1]. These failures have motivated research into decentralized
alternatives that distribute trust across multiple independent par-
ticipants, reflecting a design philosophy that aligns directly with
blockchain technology.

B. Blockchain Technology Fundamentals

Blockchain is a form of distributed ledger technology (DLT)
that enables multiple untrusted parties to maintain shared, ap-
pend-only records without central coordination or a trusted third
party [25]. No single participant controls the record; each node
maintains a copy of the ledger, and changes require agreement
from a defined quorum of nodes through a consensus process.

The data structure consists of cryptographically linked
blocks, each containing validated transactions, a timestamp,
metadata, and a hash of the preceding block forming an immu-
table chain back to the genesis block [4]. Any retroactive modi-
fication invalidates all subsequent hashes, making tampering
computationally detectable across the entire network. Integrity
is therefore enforced mathematically rather than institutionally.

A blockchain system comprises six core components: a dis-
tributed peer-to-peer network of nodes; cryptographic hash
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functions (such as SHA-256) for data integrity, digital signature
schemes (such as ECDSA) for authentication, a consensus
mechanism for coordinating agreement on transaction validity,
an immutable append-only ledger; and smart contracts, which
are self-executing programs that enforce predefined rules auto-
matically [9], [10]. Blockchain systems are classified as public,
private, or consortium networks, each presenting distinct trade-
offs between openness, performance, and trust assumptions
[17].

Consensus mechanisms are protocols by which distributed
nodes reach agreementon the valid ledger state despite faulty,
offline, or malicious participants [6], [ 7]. They address the Byz-
antine Generals Problem by achieving reliable agreement when
some nodes may behave arbitrarily or deceptively [8]. Each
mechanism does so through distinct assumptions about partici-
pant behaviour, different validator selection strategies, and spe-
cific trade-offs between security, performance, energy effi-
ciency, and decentralization.

Proofof Work (PoW), pioneered by Bitcoin, requires miners
to solve cryptographic puzzles to earn the right to append the
next block [9]. While PoW offers strong Sybil resistance and a
proven security record, its high energy demands and limited
throughput make it poorly suited for knowledge sharing appli-
cations. Proof of Stake (PoS) selects validators based on staked
collateral, incentivizing honest behaviour through the threat of
stake forfeiture [10]. PoS consumes significantly less energy
than PoW while maintaining comparable security, and its adop-
tion by Ethereum in 2022 has validated it at global scale.

Delegated Proof of Stake (DPoS) extends PoS through a
governance layer in which token holders elect delegates respon-
sible for block production [11]. This enables higher throughput
while maintaining stakeholder governance well-suited to
knowledge sharing platforms where community members elect
trusted curators. Practical Byzantine Fault Tolerance (PBFT)
and its variants (HotStuff, Tendermint) operate in permissioned
environments with known, identity-verified validators, achiev-
ing consensus through multi-round messaging that tolerates up
to one-third of faulty or malicious nodes [8]. PBFT delivers de-
terministic finality, low energy use, and high throughput, mak-
ing it particularly suitable for consortium knowledge sharing
systems with pre-identified institutional participants.

Table I summarizes the comparative characteristics of the
principal consensus mechanism families. Selecting an appropri-
ate mechanism for knowledge sharing requires consideration of
four key factors: the trust model (who the participants are and
their level of mutual trust), performance requirements (transac-
tion frequency and acceptable latency), energy constraints (plat-
form sustainability needs), and governance model (how valida-
tor authority should be distributed). These trade-offs directly
shape thetrust properties a blockchain-based knowledge sharing
platform can deliver, and form the theoretical foundation for the
systematic review conducted in this study.
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TABLE II. COMPARATIVE OVERVIEW OF BLOCKCHAIN CONSENSUS MECHANISMS FOR KNOWLEDGE SHARING CONTEXTS
Mechanism Vahda?or Selec- Energy ‘Con- Fault Toler- Throughput Suitable Network KS Applicability
tion sumption ance
Proof of Work (PoW) gggi‘“amnal Very High Up to 50% Low (7-15TPS) | Public Low
Proof of Stake (PoS) Staked assets Low Up to 33% Medium Public Medium
Delegated PoS (DPoS) Elected delegates Low Up to 33% High Public Medium
PBFT / BFT Variants Pre-known nodes Very Low Up to 33% High (1000+ TPS) | Permissioned High
Proof - of — Authority | Approved  valida- Very Low Identity-based Very High Consortium High
(PoA) tors
Ei(;:l/lesl / Hybrid Mecha- Domain-specific Variable Variable Variable Any Emerging

IV. MATERIAL AND METHODS

A. Study Design and Protocol

This systematic review follows the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA)
2020 guidelines [26], providing a transparent and reproducible
methodological framework. The reviewis a qualitative evidence
synthesis employing thematic, frequency, comparative, and
temporal analytical approaches to synthesize findings from het-
erogeneous studies across multiple blockchain and knowledge
sharingdomains. The PRISMA framework structures the review
across four phases, namely identification, screening, eligibility
assessment, and data synthesis, each with explicit decision cri-
teria to minimize selection bias.

Three databases were systematically searched: Scopus (Else-
vier), offering multidisciplinary coverage across computer sci-
ence, engineering, and information systems; IEEE Xplore
(IEEE), providing depth in technical computing literature in-
cluding conference proceedings and standards; and Web of Sci-
ence (Clarivate), a high-quality interdisciplinary citation data-
base covering over 12,000 journals. These databases were se-
lected for their complementary coverage profiles, collectively
capturing the full range of relevant peer-reviewed evidence with
minimal duplication. The search strategy combined three con-
cept clusters using Boolean operators, applied consistently
across all three databases (Table III):

TABLEIII. THE SEARCH STRING

Concept String

Blockchain concepts ("blockchain" OR "distributed ledger")

("consensus mechanism" OR "consensus algo-

Consensus mechanisms .
rithm" OR "consensus protocol")

("knowledge sharing" OR "knowledge man-
agement"” OR "information sharing" OR "data
sharing")

Knowledge sharing

e Complete search string:

("blockchain" OR "distributed ledger") AND ("consensus
mechanism" OR "consensus algorithm" OR "consensus proto-
col") AND ("knowledge sharing" OR "knowledge management"
OR "information sharing" OR "data sharing")

B. Study Selection Process

Study selection followed four sequential PRISM A phases, as
illustrated in Fig. 1. Inclusion and exclusion criteria applied at
each phase are presented in Table IV.

TABLEIV. INCLUSION AND EXCLUSION CRITERIA FOR STUDY SELECTION
Criterion Inclusion Exclusion
Language English Non-English
Time line 2020 -2025 <2020 &>2025
Literature type Joumal (Article), Book, Review
Conference
Publication Stage Final In Press

. Studies focusing exclu-
sively on cryptocurrency

Focus on block- tradingor financialappli-

chain  consensus cations without
Subject mechanisms and knowledge sharing rele-
knowledge shar- vance

ing applications . Studies not directly ad-

dressing both blockchain
consensus and
knowledge sharing

Phase 1 Identification: Database searches identified 1,660
records (Scopus: 646; IEEE Xplore: 632; Web of Science: 382).
After removing 522 duplicates using Endbook reference man-
agement software with manual verification, 1,138 unique rec-
ords proceeded to the screening phase.

Phase 2 Screening: Two reviewers independently screened
all 1,138 titles and abstracts against the eligibility criteria, re-
solving disagreements through discussion or third-reviewer ar-
bitration. A total of203 records were excluded: 3 fell outside the
2020-2025 date range, and 200 did not address all three concept
groups (blockchain, consensus mechanism, and knowledge
sharing). The remaining 935 records advanced to full-text as-
sessment.

Phase 3 Full-Text Eligibility Assessment: Full texts of 935
articles were retrieved and assessed. In total, 858 were excluded:
548 did not address consensus mechanisms in knowledge shar-
ing contexts; 150 showed insufficient methodological rigour;
100 were not original empirical research or systematic reviews;
30 were unavailable as full text; and 30 raised quality or integrity
concerns (including 2 retracted articles). The remaining 77 stud-
ies met all criteria and were included for data extraction.
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Phase 4 Citation Searching: Reference lists and forward ci-
tations of all 77 included studies were examined. No additional
studies meeting all inclusion criteria were identified.

C. PRISMA Flow Diagram

Fig. 1 presents the PRISMA 2020 flow diagram summariz-
ingthe complete selectionprocess from 1,660 initially identified
records, through 522 duplicate removals, 203 screening exclu-
sions, and 858 full-textexclusions, to the final corpusof 77 in-
cludedstudies. The diagram ensures full transparency and repro-
ducibility in accordance with PRISMA 2020 reporting standards
[26].
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E. Quality Assessment and Risk-of-Bias Evaluation (PRISMA

2020)

All 77 studies were appraised using a 7-criterion adapted
Critical Appraisal Skills Program (CASP) checklist [21],[22],
with a maximum score of 12 points. Each criterion was scored
as fully met (full marks), partially met (halfmarks), or not met
(0). Table V presents the criteria and their descriptions as ap-

plied during screening and data extraction.

TABLE V.

QUALITY ASSESSMENT CRITERIA FOR SYSTEMATIC

LITERATURE REVIEW (CASP RISK-OF-BIAS INSTRUMENT, PRISMA 2020)

Fig. 1. Flow diagram of the proposed searching study.

D. Study Selection Process

A standardized data extraction form was developed, piloted
on five studies, and refined based on reviewer feedback. Two
reviewers independently extracted data from all 77 studies, with
discrepancies resolved through discussion or third-reviewer ar-
bitration. Extracted data were organized into four categories: 1)
study characteristics authors, year, journal, country, and re-
search design; 2) technical details blockchain platform, consen-
sus mechanism, knowledge sharing domain, and system archi-
tecture; 3) research findings trust mechanisms (RQ1), consensus
algorithms (RQ?2), implementation challenges (RQ3), and docu-
mented benefits (RQ4); and 4) quality indicators limitations
acknowledged, data collection described, and conclusions sup-
portedby evidence. All data wereentered into structured spread-
sheets with automated completeness checks.

Code Criterion Description
Cl1 Clear research ob- Research aims and questions explicitly
é *  Scopus(n=646) jectives (max 2) stated and aligned with study scope
£ 5 e IEEE Xplore (n=632) C2 Appropriate meth- Study design suitable to address research
£ E *  Web of Science (n=382) odology (max 2) objectives
= Records identified (n=1,660) C3 Rigorous data col- Databases, inclusion/exclusion criteria,
lection (max 2) PRISMA applied
* C4 Appropriate data Systematic qualitative synthesis or quan-
analysis (max 2) titative evaluation conducted
Recoris screened - * Record_s excluded C5 Clear results presen- | Findings summarized clearly using ta-
(n=1,138) (n=203) tation (max 1) bles and structured discussion
* Year O_ult507f range Co6 Limitations dis- Study limitations explicitly acknowl-
g B (nlz " ) cussed (max 1) edged
E Duplicate records re- 00 7(;3apters (ox) Contribution signifi- | Provides comprehensive insights and
] p (n=33) . cance (max 2) identifies research gaps
3 moved » Conference reviews
@=522) (0=10) F. Data Synthesis and Analysis
* Retracted articles . .
(n=6) Data synthesis employed four complementary analytical ap-
* Books (n=1) proaches [27]. Thematic analysis identified recurring themes
v across trust mechanisms, consensus algorithms, challenges, and
benefits, grouping studies by conceptual alignment. Frequency
Fu“'te"; I * Articles excluded (n=858) analysis calculated the proportion of studies reporting each
assessed * Query focus not met (n=548) theme, enabling quantitative comparison across the 77-study
= for eligibil- « Insufficient methodology . . . .
= ity (n=150) corpus. Comparative analysis examined differences across con-
= = X A .
) (n=935) « Not original research sensus mechanism types, application domains, and performance
= (n=100) profiles to identify selection patterns and outcome variation.
« Full text unavailable (n=30) Temporal analysis tracked publication trends across 2020—2025
« Quality/predatory concerns to surface emerging research directions and shifts in focus over
(n=30) time.
= V. RESULT
2 N . o .
= Studies md“de‘znm_q;f)htame analysis Quality appraisal of all 77 included studies confirmed a high
o - . . . .
overall methodologicalstandard. Studies were classified as High

(=29/12), Moderate (6—8/12), or Low (<6/12). Of the 77 studies,
72 (93.5%) were rated High quality and 5 (6.5%) Moderate;
none were rated Low or excluded on quality grounds.

TABLE VI.  PERFORMANCE OF QUALITY ASSESSMENT: FULL SCORING
MATRIX (77 STUDIES)
No| A \cr|c2|c3|ca|cs|ce|cr|Tom Ql‘t‘;'
1 [1191 | 22 | 22 | 22|22 | /1| 1/1 | 2/2| 12/12 | High
2 [94] 222 122222 | 11{0/1 | 22] 10/12 | High
3 [30] 22| 22 | 12|22 | /1| 0/1 | 22| 10/12 | High
4 [73] 22| 22 | 12|22 | /1| 0/1 | 22| 10/12 | High
5 [51] 221 22 (12 22 | 11 ] 0/1 12| 9/12 High
6 [45] 221 22 (12| 22 | 1/1] 01 | 22| 10/12 | High
7 [50] 121222222 |11] 01| 22] 10/12 | High
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8 | 1591 |22]22 |22 22| 11|01 |22 1112 | High sa |y |22z 22|22 ] 11| 12| 1112 | High
o |isy| 22| 12| 12|22 | 14| 1n | 22| 1002 | High 53| (18] [ 22| 22 | 12| 22 | 11| 14 | 22| 1112 | High
10 [ 441 |22 |22 | 12|22 | 1n|on |22 1012 | High 54 [ [106) [ 22 | 12 [ 12| 12 | 11| 14 | 22| 9/12 | High
7| 2r 221222 1n]on|22] 1012 | High 55 | [54] [ 22|22 | 22| 22 | 11| 01 | 22| 1112 | High
12 [63] | 22 22 | 272/ | 222 | /1 | O/1 | 22| 11/12 | High 56 | [107] | 22 | 22 | 12| 12 |01 | 01 | 122 | 712 i‘g’t‘i'
13 [ [89] |22 |22 12|22 |11 | on |22 1002 | High 57| 1641 | 22| 22 | 12| 22 | 11| on | 22 | 1012 | High
14 | [46] | 22| 22| 12| 22 | 11| /1| 22| 11/12 | High ss |13y | 22|22 2222 1n | 1n | 12| 1112 | High
15 (991 |22 |22 |22 |12 | 1n |11 | 12| 1012 | High 50 | 51 |22 |22 | 22 |22 | 1 | 1 | 22 | 1212 | High
17| 82] J22 ) 1222 )12 ] VL) O] 22912 | High 61 [ (711 | 22|22 | 12| 12|01 | 11| 22912 | High
18 | [81] | 22| 22|22 |22 | V1] 01| 22] 1112 | High 62 | 401 |22 |22 |22 22| 11| 11| 22| 1212 | High
19 [ @7] (2222 1222 | 1] 0N 22 1012 | High 63 | [100] [ 22 |22 | 12|22 | 11| o |22 1012 | High
20| 93] |22 )22 122 22 | V1| 1|22 1212 | High 64 | [120] [ 22 22 [ 12|22 | U1 | 11 |22 1112 | High
2l |[M2] J22 |22 22|22 | 1| ON 22 1112 | High 65 | 11021 [ 22|22 | 22| 12 01| o | 22912 | High
22 | (oyj2z)2z2 1222 | V1| 1] 22 1112 | High 66 | [116] [ 22 [ 22 [ 22|22 | 11|01 |22 11/12 | High
23 [ [90] | 22272 |22 12| 01|01 22) 912 | High 67 | 1108] | 22| 22 [ 12| 22 | 11| 11 | 22| 1112 | High
24 |2y |22 |22 [ 12|22 | 11| 14 | 22| 1112 | High 68 | [49] | 22| 22 | 22 | 22 | 11| on | 22 | 1112 | High
26 | [651 | 22|22 |22 )22 | V1] 11 ] 12] 1112 ) High 70 | [611 |22 |22 | 12|22 | 11| 11|22 1112 | High
27| B4l |22 2222 )22 | V11T 22| 1212 ) High 70| 141 | 22 [ 22 | 12| 22 | 11| 11 | 22| 1112 | High
28 | 35] |22 )22 | 12|12 | 1| O |22 912 | High 72 | 1671 |22 |22 |22 |22 | 1|0 |22] 1112 | High
29 | [66] | 22| 12| 22|22 | 14 |on | 22| 1012 | High 7 w2 | 12|22 | 12| 22 | on | on | 22 | o2 12;1;;1:-
30 | 751 [ 22|22 [ 12| 22 [ 11| 14 | 22| 1112 | High
74 | 1] |22 |22 12|22 | 0n | 11| 22| 1012 | High
31| 8] |12 )22 |12 22| 11| 11|22 1012 | High ,
75 | 881 |22 |22 |22 |22 | 11| 11 | 22| 1212 | High
32 | o4y | 22|22 |22 22| 1tn | 14 | 12| 1112 | High :
76 | 186] | 22| 22 | 22| 22 | 11| 04 | 22| 1112 | High
33 | n21) | 22| 22 | 22| 22 | 11| 14 | 22| 12412 | High :
o 77 | 1771 | 22| 22 | 22| 22 | 11| 14 | 22| 12412 | High
34 | 831 |22 |12 12|22 forn|on || 72 | 0
35 1531 122 an T Tan i Ton on lion | The mean CASP score was 10.3/12, indicatinga consistently
53] igh strong evidence base. The full scoring matrix is presented in Ta-
36 | [43]1 |12 |22 | 12|22 | 01| 01 | 22| 812 g/rla"t‘i' ble VI, and a summary of quality distribution is presented in Ta-
- ble VIIL
37 | [105] | 22| 22 | 22| 22 | 11| 041 | 22| 11412 | High
38 | [76] [ 22| 12| 22| 22 [ 11| 14 | 12| 10412 | High TABLE VII. PERFORMANCE OF QUALITY ASSESSMENT: SUMMARY
11 | 222222 22| 1n|on |22 1112 | Hi
39 | Bl j22 2R )22 ) 2 0 ! ! ieh CASP QUALITY ASSESSMENT
40 | 381 | 22|22 | 22|22 | 1n | on | 22| 1112 | High
ol High quality (9/12) | 72 93.5% | Score 9-12/12
41 [ [80] | 12|22 1212 |on | |22 | sz | 20 - -
Moderate quality (6—
42 | 871 |22 |22 | 12|22 | 11| 01| 22| 1012 | High 8/12) 3 6.5% | Score 6-8/12
43 | [109] | 22| 222 | 22| 22| 0/1 ] 0/1 | 22| 10/12 | High Low quality (<6/12) 0 0.0% N;)alﬁapers excluded on
a4 [pony |22 |12 2222 | 11| on | 22 1012 | High uatly
45 | 0031 |22 | 22 | 12 | 22 | 11 [on | 22| 1012 | High Mean CASP score 10.3/12 Average across 77 papers
46 | [721 | 12| 12| 22|22 | /1| 1/1|22] 1012 | High A. RQI: Trust Enhancement Mechanisms
47 | [96] | 22| 22| l2| 22| 1| Ul | 22| 1112 | High Six mechanisms through whichblockchain consensus protocols
a8 | 571 | 22|22 22|12 | 11| 11| 22| 1112 | High enhance trustin knowledge sharing platforms were identified.
29 | 58] | 22|22 | 22| 12 | o | 10 | 22 | 1on2 | High Distributed Ver1f1cgt10n and transparency form the dqmmgnt
_ complementary pair, supported by cryptographic security, im-
S0 | B7] |22 )22 22|12 | 1] UL 22| 11412 | High mutability, economic incentives, and smart contract automation
S1 (921 | 22|22 | 12|22 | 11|11 |22] 1112 | High at varying frequencies (Table VIII).
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TABLE VIII. FREQUENCY ANALYSIS: TRUST ENHANCEMENT MECHANISMS

(RQI)
Trust Interpretation for
Rank Mechanism Count | Percentage Results Section
Dominant mechanism
(78%) consensus-
o based validation elim-
Bésrti?ilzztggn inates need fo'r centre}l
1 & Decen- 60 77.9% trust authority; fil-
tralization rectly addresses sin-
gle-point-of-failure in
centralized
knowledge systems
Second most common
(52%), blockchain's
Transpar- immutable audit trail
2 ency & Au- | 40 51.9% directly resolves
ditability knowledge prove-
nance concems in col-
laborative ecosystems
Third (39%) mathe-
Crypto- maticalproof of integ-
graphic Se- rity via hash func-
3 curity & | 30 39.0% tions, digital signa-
Data Integ- tures; foundational to
rity blockchain's trust
model
Fourth (32%) prevents
Immutabil- retroactive  falsifica-
4 ity & Tam- 25 32.5% tion of contributions;
per-Evi- ’ critical for academic
dence knowledge and IP
protection contexts
Fifth (27%) token/rep-
utation mechanisms
Economic align participant self-
5 Incentive | 21 27.3% interest - with honest
Alignment shamg; address?s
free-rider problem in
open knowledge plat-
forms
Sixth  (19%) auto-
mated rule enforce-
Smart Con- ment removes need
6 tract Auto- [ 15 19.5% for trusted human in-
mation termediaries; structur-
ally significant despite
lower frequency

1) Distributed  verification  and  decentralization:
Distributed verification was the most extensively documented
mechanism, reported in 60 studies (78%). It reflects
blockchain's core architectural role in eliminating reliance on
central authorities by distributing validation across independent
nodes, directly addressing the trust deficit of centralized
platforms [28], [29], [30]. The mechanism appeared
prominently in IoT knowledge systems [31], [32], vehicular
data exchange [32], [33], and cross-organizational sharing
contexts [34], [35]. Reporting grew consistently from 4 studies
in 2020 to 13—15 annually from 2023 to 2025, confirming a
maturing rather than transient evidence base. Distributed
verification demonstrated strong co-occurrence with
transparency (34 studies, 44%), suggesting that these
mechanisms are typically studied and implemented together as
complementary pillars of blockchain-based trust.
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2) Transparency and auditability: Transparency and
auditability were reported in 40 studies (52%). Blockchain's
publicly verifiable, chronologically ordered transaction records
establish knowledge provenance and enable independent audit,
directly addressing scepticism about data origin and
modification history [36], [37], [38]. The mechanism was
prominent in supply chain[35],[39], healthcare [40], [41], and
institutional governance contexts [42], [43]. Its co-occurrence
with cryptographic security in 18 studies (23%) confirms that
these mechanisms operate synergistically; cryptography makes
transparency claims mathematically verifiable rather than
merely asserted.

3) Cryptographic  security —and data integrity:
Cryptographic security was documented in 30 studies (39%),
providing the mathematical foundation for trust through hash
functions, digital signatures, Merkle trees, and asymmetric
encryption. Operating at the protocol level, it ensures that any
tampering is computationally detectable, complementing
transparency and distributed verification, which are
architectural properties. Applications span medical data [44],
[45], industrial systems [46], [47], and financial knowledge
sharing[48], [49]. Co-occurrence with distributed verification
in 24 studies (31%) confirms that cryptography and consensus
verification operate as complementary rather than substitutable
mechanisms.

4) Immutability and tamper-evidence: Immutability was
reported in 25 studies (32%). Once confirmed by consensus, a
transaction cannot be altered without invalidating all
subsequent blocks, making retroactive falsification
computationally infeasible. This was particularly valued in
academic provenance [32], intellectual property records [37],
and healthcare data contexts [45], [50]. The mechanism co-
occurred with distributed verification in 24 studies (31%) and
cryptographic security in 12 studies (16%), confirming that
immutability is most meaningful when combined with the
mechanisms that enforce and govern it.

5) Economic incentive alignment: Economic incentive
alignment was documented in 21 studies (27%), encompassing
token rewards, reputation mechanisms, and game-theoretic
structures that make dishonest behaviour economically
irrational rather than merely detectable. Applications include
decentralized knowledge curation [28], [51], supply chain
sharing[39], [52], vehicularnetworks [53], [54], and platform
governance [55], [56]. Co-occurrence with distributed
verification (19 studies, 25%) and transparency (11 studies,
14%) confirms that incentive mechanisms are typically
deployed as complements to architectural trust properties, not
as standalone solutions.

6) Smart contract automation: Smart contract automation
was the least cited mechanism (15 studies, 19%), yet is
structurally significant. By encoding rules as self-executing
code, smart contractsremove reliance on human intermediaries.
Applications include access control [57], [58], attribution
management[39],[40],and autonomous governance [43],[36].
References grew from 1 study in 2021 to 5 each in 2022 and
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2025, reflecting accelerating adoption as tooling matures. Its
strongest co-occurrence with cryptographic security (11
studies, 14%) reflects the cryptographic foundations required
for tamper-resistant execution.

Blockchain consensus mechanisms enhance trust through
six complementary and co-occurring mechanisms, not a single
dominant feature. The strong co-occurrence of distributed veri-
fication with transparency (44%) and cryptographic security
(31%) confirms that effective trust architectures deploy multiple
mechanisms simultaneously. Only 6 of 77 studies (8%) docu-
mented none of the sixmechanisms, while 18 studies (23 %)doc-
umented four or more, affirming that comprehensive trust en-
hancement through blockchain is a multi-mechanism phenome-
non.

Within the context of knowledge sharing platforms, these six
co-occurring trust mechanisms collectively address the funda-
mental challenge of establishing trust among participants who
contribute intellectual assets without the assurance of a central
authority. Distributed verification and transparency directly re-
solve the knowledge provenance problem, enabling participants
to independently verify the authenticity and attribution of con-
tributed knowledge. Cryptographic security and immutability
protect intellectual contributions from post-submission manipu-
lation a critical concern in academic and research KS platforms
where misattribution carries significant professional conse-
quences. Economic incentive alignment confronts the free-rider
problem endemic to open KS communities by making dishonest
or low-quality contributions economically irrational, while
smart contract automation enforces contribution protocols with-
out the need for trusted human intermediaries. The multi-mech-
anism finding has a directimplication for KS platform design: a
blockchain implementation targeting only one or two trust prop-
erties, such as immutability without decentralization, remains
vulnerable to operator manipulation and therefore fails to re-
solve the core trust deficit that motivates blockchain adoption in
knowledge sharing contexts.

B. RQ2: Current Consensus Algorithms for Knowledge

Sharing

No single consensus mechanism dominates knowledge shar-
ing research; mechanism choice is driven by the trust, perfor-
mance, and governance requirements of each context (Table
IX). Notably, 38 studies (49%) did not specify a named mecha-
nism, focusing instead on architectural-level blockchain proper-
ties. This represents a significant empirical gap limiting cross-
study comparison and reproducibility. A complete mapping of
all 77 reviewed studies to their respective consensus mecha-
nisms and the specific trust dimensions they address is provided
in Table X.

1) PBFT and BFT-based variants: PBFT and its variants
were the most examined mechanism, reported in 18 studies
(23%). Their suitability for permissioned architectures with
known participants, verified identity, and deterministic finality
aligns closely with enterprise knowledge sharing and inter-
organizational sharing. Applications span vehicular networks
[45], [33], IoT platforms [59], [60], and supply chain
knowledge systems [61], [62]. Studies grew from 1 in 2020 to
5 eachin 2023 and 2025, reflecting growing confidence in BFT
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consensus for knowledge sharing. Its ability to tolerate a
bounded number of malicious nodes makes it well-suited to
consortium platforms where participants have established
institutional accountability.

2) Novel, hybrid, and application-specific mechanisms.
Novel and hybrid mechanisms formed the second largest
category (13 studies, 17%), encompassing Proof of Authority
for identity-verified networks [30], [63], DAG-based
approaches for high-throughput IoT sharing [64], and
reputation-integrated consensus for trust-weighted contribution
[54],[55]. Growing from 1 study in 2020 to 4 in both 2022 and
2023, this category reflects a maturing trend toward purpose-
built consensus that prioritises domain-specific requirements
particularly relevant for agricultural, federated learning, and
energy trading contexts where standard protocols impose
excessive overhead.

TABLE IX. FREQUENCY ANALYSIS: CONSENSUS ALGORITHM ADOPTION

(RQ2)

Consensus
Rank Mecha-
nism

Interpretation for

Count Results Section

Percentage

Most examined
(23%) deterministic
finality and low la-
tency make PBFT
23.4% ideal for permis-
sioned  knowledge
sharing  platfoms
where all participants
are known

PBFT /BFT
Variants

Second (17%) grow-
ing category of
novel/hybrid mecha-
nisms tailored to spe-
cific knowledge do-
mains; reflects matu-
ration of consensus
research beyond
standard protocols

Novel / Hy-
brid / Other
Mecha-
nisms

16.9%

Third (10%) declin-
ing relevance due to
energy concerns; still
used for high-secu-
rity timestamping of
knowledge records in
public blockchains

Proof of
3 Work 8
(PoW)

10.4%

Fourth (8%) growing
adoption following
Ethereum's Merge;
preferred for sustain-
able knowledge plat-
forms requiring fre-
quent transactions

Proof of N
4 Stake (PoS) | © 1.8%

Least common (4%)
niche application in
high-throughput
knowledge plat-
forms; governance
model suits decen-
tralized academic or
community

Delegated
Proof of o
> Stake 3 3:9%

(DPoS)

knowledge systems

3) Proof of work: Proof of work appeared in 8 studies
(10%), primarily for high-security timestamping of knowledge
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records rather than high-frequency transactions. Applications 28 | 36] ?‘ffPtd spec- |, v v
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Not spec- termined by mechanism choice. A KS platform claiming tam-
66 | 1891 | g v v v v > ( ; .
SRFT/BE per-resistance and censorship-resistance cannot substantiate
67 | [98] | v v v v those claims without specifying how its consensus process pre-
Not spoc- vents validator collusion or il attacks. Future research in
68 | [45] o , ¥ , , ts validat 1 Sybil attacks. Fut h
ified blockchain-based knowledge sharing must treat consensus
EBFT/ Bf mechanismreportingas a mandatory methodological disclosure,
69 | [46] | Novelmy | ¥ 4 v equivalent in importance to specifying data collection instru-
brid ments in empirical research.
PBFT/BF
70009 | ¢ v v VoYY C. RQ3: Challenges and Limitations
7 [109 Npt spec- v v v
] ified TABLE XI. FREQUENCY ANALYSIS: IMPLEMENTATION CHALLENGES
[100 | PoS + (RQ3)
72 ] DPoS v v v v
Challenge Interpretation for
73 | 190] iBFT/BF 4 4 4 Rank Catego;‘gy Count | Percentage ReS[l)lltS Section
Not spec- Most prevalent
74 P ified VoY v (52%)  throughput
PBFT/BF limitations and high
5B T v v v v Scalability latency are inherent
[101 | Not spec- &  Perfor- to most consensus
76 o
] ified v v v v ! mance Con- 40 51.9% mechanisms; directly
77 [101 Nf)t spec- |, v v v straints linked to the consen-
1 ified sus overhead re-
. . uired for trustless
4) Proofofstake: Proofofstake appearedin 6 studies (8%), ?/erification
with interest accelerating after Ethereum's 2022 Merge. Second (30%) enter-
Applications include vehicular networks [33], [66], healthcare prise kno‘(‘i’led%e sys-

. . t -
sharing[36], and energy-efficient [oT platforms [67], [68]. The Integration beerg;ezr?n le:gizyel.;:_
growing adoption from 1 study in 2022 to 3 in 2023 reflects its 5 Complexity | . 2099 frastructure;  block-
energy efficiency, faster finality than PoW, and alignment with with  Exist- chain’s architectural
institutional sustainability requirements. Co-occurrence with ing Systems gg‘f;igﬁsmlggfx
PBFT in 2 studies points to emerging hybrids combining stake- and interoperability
based efficiency with Byzantine fault-tolerant finality. challenges

5) Delegated proofof stake: Delegated proof of stake was Third (29%) particu-
he 1 t ined (3 studi 49 . in hich Enerey Con- larly acute for PoW-
the least examinec (3 studies, 4%), appearing in high- gty A based systems; grow-
throughput IoT sharing [29], [66] and vehicular networks [67]. 3 ;5111:35011(1)11 = 28.6% ing concem as sus-
Its lqw frequency likely reflects its prirpary association with mental Tm- t?s:ggg:ecoégzsta
public cryptocurrency platforms, though its governance model pact for Kknowle nge’ instiy_
of elected validators offers a natural analogue for democratic tutions
knowledge platform governance. Fourth (26%) gas
. . . . fees and token vola-
The consensus mechanism landscape is characterized by di- tility create unpre-
versity and domain-specificity rather than convergence. PBFT Economic dictable operational
. . . M 5 0, .
leads (23%) for permissioned environments, followed by novel 4 i“sglgzls’tﬂ' 20 26.0% f;’iit;’tﬁ:aél:“ﬁei;‘;'t
and hybrid mechanisms (17%). The 49% of studies that did not Y in academigorynon-
specify a mechanism represent a critical empirical gap; future profit  knowledge
research should explicitly report and justify mechanism selec- sharing contexts
tion to enable precise cross-study comparison of trust outcomes. Fifth (14%), regula-
. o . tory ambiguity
For knowledge sharing applications specifically, consensus Govemance around data owner-
mechanism selection is not merely a technical optimization de- 5 & Regula- | 14.3% ship, smart contract
cision but a fundamental trust governance choice that directly tory Uncer- enforceability, and
shapes the trust claims a platform can make to its participants. tamty ggvsvssbc‘;éizs insgif
The dominance of PBFT and BFT variants (23%) reflects the tional hesitancy
consortium and inter-organizational nature of most institutional Sixth (10%), despite
KS deployments, where participants are pre-identified, and ac- being the least re-
countability structures are pre-established. However, the critical Usability & ported, user experi-
gap, whereby 49% of reviewed studies failed to specify a con- User Experi- ence barriers are a
. . . . 6 R 8 10.4% critical adoption con-
sensus mechanism, is particularly problematic for KS research, ence Barri- straint:  technical
‘pecause trustpropertie.s such.as By;antine fault tolerapce, final- ers compléxity alienates
ity guarantees, and validator incentive structures are directly de- non-expert
knowledge workers
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Substantial implementation challenges were identified, with
63 of 77 studies (82%) reporting at least one barrier. Challenges
are rarely isolated; 38 studies (49%) reported two or more con-
currently, confirminga compoundingrather than sequential bar-

rier landscape. The following findings are ordered by frequency
(Table XI).

1) Scalability andperformance constraints: Scalability and
performance constraints were the most pervasive challenge,
reported in 40 studies (52%). The distributed consensus process
that creates trust necessarily introduces computational
overhead and throughput ceilings. Applications affected
includeloTplatforms[119],[81],vehicular networks [31],[59],
and broader knowledge sharing systems facing the blockchain
trilemma [69], [64]. The challenge persisted across all years (4
studies in 2020 to 9 in 2025), indicating it remains unresolved.
Co-occurrence with integration complexity (15 studies, 19%)
and economic costs (12 studies, 16%) creates a particularly
significant compound barrier for enterprise adoption.

2) Integration complexity with existing systems. Integration
complexity was reported in 23 studies (30%), covering
challenges in bridgingblockchain with legacyrepositories [44],
[32], cross-chain interoperability [34], [55], and deploying
permissioned networks within existing IT govemance
frameworks [46], [58]. A strongupward trend from 1 study in
2021 to 10 in 2025 confirms that integration barriers intensify
as deployments move from prototype to production. Co-
occurrence with energy consumption in 8 studies (10%)
suggests that green blockchain adoption adds further
integration complexity.

3) Energy consumption and environmental impact: Energy
consumption was reported in 22 studies (29%), particularly for
PoW-based implementations whose mining demands conflict
with institutional sustainability commitments. Concerns were
documented in industrial [oT sharing[70], [71], energy sector
platforms [72], [64], and vehicular networks [67], [54]. Co-
occurrence with scalability in 11 studies (14%) reflects the dual
burden of PoW: high energy use without proportional
throughput gains. Appearing consistently across 2021-2025,
this is an enduring rather than resolving barrier, and
increasingly framed as a governance concem in contexts
subject to European sustainability reporting requirements.

4) Economic  sustainability and cost: Economic
sustainability was raised in 20 studies (26%), covering
transaction fees, storage costs, token volatility, and the financial
viability of operating blockchain platforms at scale. Issues
include gas fees in Ethereum-based systems [73], [31], storage
cost escalation [74], [75], and economic misalignment in
incentive token structures [68], [64]. Growing from 3 studies in
2020 to 6 in 2025, this reflects increasing recognition that
technical feasibility must be matched by viable economic
models before institutional adoption. This is particularly acute
for academic and non-profit contexts where cost recovery
through tokenization remains legally and organizationally
complex.
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5) Governance and regulatory uncertainty: Governance
and regulatory uncertainty was documented in 11 studies
(14%), covering unclear enforceability of smart contract
agreements [94], [39], cross-jurisdictional data governance
conflicts [36], [38], and absent standardized governance
frameworks[76],[40]. Risingfrom 1 study in2020to 5 in 2025,
this is the fastest-growing challenge category reflecting the
pattern of governance maturation seen in healthcare Al and fin-
tech regulation as deployments approach production.

6) Usability and user experience barriers: Usability
barriers were the least cited challenge (8 studies, 10%), yet are
strategically significant for mainstream adoption. Issues
include key management complexity [59], [41], interface
design that obscures trust benefits [39], [37], and steep learning
curves for governance participation [57], [48]. Studies grew
from 1 annually in 2021-2023 to 4 in 2025, signaling growing
attention to human factors. The relative underrepresentation
may reflect systematic bias in technically oriented research
communities toward engineering challenges over user-facing
ones.

Across 77 studies, challenges form a compoundbarrierland-
scape where technical (scalability, integration), environmental
(energy), financial (economic sustainability), and institutional
(governance, usability) barriers co-occur and amplify each
other. The consistent increase across allsix categories from 2020
to 2025 indicatesan expandingrather than contracting challenge
landscape, underscoringthe need for multi-dimensional solution
frameworks that address technical, economic, governance, and
human factors simultaneously rather than in isolation.

In the context of knowledge sharing, these challenges carry
particularsignificance because the value of a KS platform de-
pends fundamentally on sustained, voluntary participation from
contributors who are often heterogeneous in technical literacy,
motivation, and institutional affiliation. Scalability constraints
directly threaten the viability of KS platforms that must accom-
modate high-frequency contributions from large distributed user
communities such as open research repositories or enterprise
knowledge bases. Integration complexity is especially acute in
institutional KS environments, including academic repositories,
healthcare knowledge systems, and government information
platforms, where blockchainadoption must align with pre-exist-
ing governance frameworks, data standards, and regulatory ob-
ligations. Economic sustainability barriers are disproportion-
ately severe for non-commercial KS ecosystems, including open
science platforms and public knowledge commons, where to-
ken-based costrecovery models conflict with open-access man-
dates. Addressingthese barriers in KS contexts requires solution
frameworks that extend beyond technical optimization to en-
compass the organisational, regulatory, and community -govern-
ance dimensions that determine whether a blockchain-based KS
platform can achieve and sustain real-world adoption among
knowledge contributors.

D. RQ4: Benefits of Blockchain Consensus Mechanisms

Despite the challenges identified in RQ3, the literature con-
sistently documents substantial benefits justifying continued re-
search and deployment (Table XII). A strong core cluster of se-
curity, transparency, and decentralization co-occurs across the
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majority of studies, supported by three domain-specific second-
ary benefits.

TABLE XII. FREQUENCY ANALYSIS: DOCUMENTED BENEFITS (RQ4)

Rank Benefit Cat- Count | Percentage lnterpretatlorf for
egory Results Section

Most  documented
benefit (84%) block-
chain's cryptographic
foundation and con-
sensus mechanisms
directly address the
core trust problem in
knowledge sharing:
data integrity and
tamper resistance

Second (69%) immu-
table audit trails and
publicly  verifiable
transactions address
provenance and ac-
countability require-
ments in collabora-
tive knowledge eco-
systems

Third (64%) elimina-
tion of centralized
gatekeepers enables
democratic  access,
censorship re-
sistance, and reduced
dependency on single
platform operators

Fourth (19%) auto-
mated enforcement of
sharing rules, licens-
ing agreements, and
tract  Auto- contribution  proto-
mation & Ef- cols via smart con-
ficiency tracts; lower fre-
quency reflects im-
plementation  ma-
turity

Fifth (17%) token
economies and repu-
tation systems create
sustainable motiva-
tion for knowledge
contribution; signifi-
cant for open
knowledge platforms

Sixth  (8%) cross-
chain and cross-plat-
form data portability
remains an emerging
benefit; lowest fre-
quency reflects cur-
rent technical limita-
tions in cross-chain
standardization

Enhanced
1 Data Security | 65
& Integrity

84.4%

Improved
2 Transpar- 53
ency & Trust

68.8%

Decentral-
ized Control
3 &  Censor- | 49
ship Re-
sistance

63.6%

Smart Con-
19.5%

Economic In-
5 centive 13
Alignment

16.9%

Interopera-
6 bility & Data | 6 7.8%
Portability

1) Enhanced data security and integrity: Enhanced data
security and integrity was the most consistently documented
benefit, reported in 65 studies (84%), the highest frequency
across all four research questions. This reflects the direct
correspondence  between  blockchain's  cryptographic
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architecture and the core security requirements of knowledge
platforms. Benefits span protection against unauthorized
modification in healthcare [41], [40],[36], resistance to Sybil
attacksin IoT networks [32], [58], and verifiable provenance in
supply chain management [28], [35]. Co-occurrence with
transparency (47 studies, 61%) and decentralized control (43
studies, 56%) confirms that security is achieved through
simultaneous complementary properties, directly validating the
multi-mechanism trust model identified in RQ1. This benefit
appeared across all domains and all six years, confirming a
robust and reproducible finding.

2) Improved  transparency and  trust:  Improved
transparency was documented in 53 studies (69%).
Blockchain's immutable audit trail enables independent
verification that knowledge has not beenaltered, suppressed, or
misattributed. Benefits were demonstrated in cross-
organizational research sharing [34], [76], public health
communication [41], and academic provenance [69], [32]. Co-
occurrence with decentralized control in 36 studies (47%)
reinforces a key distinction: a centralized system can provide
audit logs, but only a decentralized system ensures those logs
cannot be selectively suppressed, particularly significant for
multi-institutional consortia and inter-government platforms.

3) Decentralized control and censorship resistance:
Decentralized control and censorship resistance was reported in
49 studies (64%). Eliminating centralized gatekeepers enables
democratic knowledge curation [28], [51], [39], censorship-
resistant archiving in politically sensitive contexts [32], [35],
and cross-border sharing that bypasses jurisdictional
restrictions[94],[36]. The three-way co-occurrence of security,
transparency, and decentralization in 33 studies (43%) confirms
that these are deeply interdependent; decentralization is the
architectural foundation on which transparency and security
claims rest. A centralized platform offering security and
transparency still allows a single operator to modify logs or
override policies.

4) Smart contract automation and efficiency: Smart
contract automation was documented in 15 studies (19%),
enabling programmable enforcement of sharing protocols,
royalty management [39], [40], access control [77], [58], and
self-executing inter-organizational agreements [44], [75]. Co-
occurrence with security (14 studies, 18%) and decentralization
(12 studies, 16%) reflects that smart contracts are only
trustworthy when executing on a secure, decentralized
platform. Lower frequency relative to the primary trio reflects
the greater implementation complexity requiring domain
expertise beyond standard blockchain adoption.

5) Economic incentive alignment: Economic incentive
alignment appeared in 13 studies (17%), demonstrating how
token rewards and reputation mechanisms sustain quality
contributions. Applications include academic curation with
governance tokens [28], [73], vehicular micropayments [53],
[54], and supply chain contribution tracking [37], [78]. Co-
occurrence with security (13 studies, 17%) and transparency
(11 studies, 14%) confirms that incentive systems are most
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effective on a foundation of verifiable security and transparent
tracking; participants only trust systems they believe will
accurately record and fairly reward their contributions.

6) Interoperability and data portability: Interoperability
and data portability appeared in the fewest studies (6 studies,
8%),reflectingthe emergingand technically challengingnature
of cross-chain exchange. Applications include multi-database
architectures[34], [40], aviation knowledge systems [79], and
heterogeneous IoT networks [56], [74]. Low frequency reflects
current technical limitations in cross-chain standardization
rather than absence of interest; cross-chain bridge proposals in
2024-2025 studies suggest this benefit will feature more
prominently in the next generation of research.

The documented benefits form a coherent and mutually re-
inforcing value proposition. Security (84%), transparency
(69%), and decentralization (64%) represent blockchain's core
architectural contribution to knowledge trust. Smart contracts
(19%), economic incentives (17%), and interoperability (8%)
are application-layer amplifiers for domain-specific contexts.
The finding that 83% of studies documented two or more con-
current benefits and 52% documented three or more confirms
that blockchain delivers compounding rather than marginal
value, with the security-transparency-decentralization cluster
forming a comprehensive alternative to centralized platform
trust models.

In the context of knowledge sharing, these documented ben-
efits map directly ontothe specific trust deficits that havehistor-
ically limited participationin open, distributed, and cross -organ-
izational KS platforms. Enhanced data security and integrity
(84%) directly address contributor concerns about unauthorized
modification of submitted knowledge, a critical deterrent for re-
searchers, clinicians, and domain experts who risk reputational
harm from misrepresented contributions. Improved transpar-
ency and auditability (69%) resolve attribution ambiguity, ena-
bling contributors to trust that their intellectual work is perma-
nently and publiclytraceable, which is particularly significantin
academic and research KS contexts where provenance consti-
tutes a form of professional currency. Decentralized control and
censorship resistance (64%) remove structural dependence on
platform operators whose policies may suppress, selectively cu-
rate, or commercially exploit contributed knowledge, replacing
operator trust with mathematically and consensus-enforced
guarantees. Smart contract automation and economic incentive
alignment together create the conditions for self-sustaining KS
communities where contribution quality is structurally rewarded
rather than merely assumed. Critically, the co-occurrence of se-
curity, transparency, and decentralization in 43% of studies con-
firms that these benefits arearchitecturally interdependent in KS
contexts: transparency is only meaningful if audit records them-
selves cannotbe selectively suppressed, which requires decen-
tralization, which in turn depends on a secure consensus mech-
anism. This finding positions blockchain not merely as a tech-
nology upgrade for existing KS platforms but as a structurally
superior trust architecture for knowledge-sharing systems where
participant autonomy, contribution integrity, and governance
fairness are foundational requirements.
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VI. DiSCcUSSION

A. Principal Findings

This systematic review of 77 peer-reviewed studies (2020—
2025) provides the first comprehensive PRISMA -guided syn-
thesis of blockchain consensus mechanisms as trust enablers in
knowledge-sharing platforms. Four integrated findings emerge
from cross-RQ analysis.

1) Blockchain trust is a multi-mechanism, co-occurring
phenomenon: Blockchain consensus mechanisms enhance trust
through a coherent cluster of six co-occurring mechanisms, not
a single dominant property (RQ1). Distributed verification
(78%), transparency (52%), and cryptographic security (39%)
form the primary architectural triad, with immutability (32%),
economic incentives (27%), and smart contracts (19%)
providing supporting layers. Co-occurrence of distributed
verification with transparency (44%) and cryptographic
security (31%) confirms these operate as a system. The
implication for platform design is direct: implementing
blockchain for a single benefit is likely to underdeliver;
maximum trust enhancement requires deploying multiple
complementary mechanisms simultaneously.

2) PBFT dominates, but no single consensus protocol fits
all knowledge contexts: The consensus mechanism landscape
reveals domain-driven diversity rather than protocol
convergence (RQ2). PBFT leads (23%) for permissioned
networks requiring deterministic finality; novel and hybrid
mechanisms (17%) are growing rapidly. Critically, 49% of
studies did not specify a consensus mechanism, operating at the
architectural level without protocol detail. Trust enhancement
claims made without specifying the underlying mechanism
cannotbe reproduced, compared, or validated. The shift toward
PoS (8%, growing from 2022) and hybrid mechanisms reflects
the field's response to energy and scalability constraints: a
dynamic landscape where PoW is declining, and energy-
efficient alternatives are gaining ground.

3) Scalability and integration are compounding, not
sequential, barriers: Blockchain knowledge sharing
deployments face compounding rather than isolated barriers
(RQ3). 49% of studies reported two or more concurrently.
Scalability (52%) and integration complexity (30%) co-
occurredin 19% of studies, creating a significant dual barrier:
insufficient throughput combined with difficult legacy
integration. Energy (29%), economic sustainability (26%),
governance uncertainty (14%), and usability (10%) further
compound these in domain-specific ways. All six challenge
categories increased from 2020 to 2025, an expanding rather
than contracting barrier landscape, indicating that current
technical progress hasnot yet resolved core adoption barriers.

4) Benefits are compounding and strongly cluster around
security, transparency, and decentralization: The benefit
analysis reveals a powerful, cohesive value proposition (RQ4):
83% of studies documented two or more concurrent benefits,
and the security-transparency-decentralization cluster co-
occurred in 43% of studies. This confirms that blockchain's
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value derives from simultaneously delivering multiple trust
properties that centralized systems can only partially replicate.
Smart contract automation (19%), economic incentives (17%),
and interoperability (8%) are domain-specific amplifiers.
Together, the four findings form a coherent picture: blockchain
delivers multi-mechanismtrust (RQ1) through protocol-diverse
implementations (RQ2), overcoming compounding barriers
(RQ3) to deliver compounding benefits (RQ4).

B. Practical Implications

The findings carry concrete implications for four stake-
holder groups: platform designers, knowledge sharing practi-
tioners, policymakers, and researchers.

1) For platform designers and system architects: Platform
designers should treat distributed verification, transparency,
and cryptographic security as a non-negotiable architectural
trio; implementing one without the others weakens the overall
trust model. For mechanism selection, RQ2 evidence supports
PBFT or BFT variants for permissioned consortium networks
with institutionally identified participants, and PoA or
reputation-based hybrids for open platforms where identity
verification is impractical. PoW should be reserved for high-
security, low-frequency timestamping only. Layer-2 scalability
solutions and legacy integration planning should be treated as
first-class design constraints from the outset rather than
retrofits.

2) For knowledge sharing practitioners and organisations:
Organisations should temper adoption expectations: scalability
affects over half of current implementations and integration
complexityis the fastest-growingchallenge. A hybrid approach
applying blockchain selectively to the highest trust knowledge
assets while retaining conventional systems for routine
transactions is supported by the evidence as a pragmatic
strategy. Total cost of ownership analyses should account for
transaction fees, storage costs, and governance overhead before
committing to deployment. The benefit evidence (Finding 4)
provides a strong case for adoption where verifiable
provenance, censorship resistance, and cross-organizational
trust are genuine operational requirements.

3) For policymakers and institutional decision-makers:
Governance and regulatory uncertainty (14% of studies, rising
to 5 in 2025) signals an urgent need for institutional
frameworks. Policymakers should prioritize standards for smart
contractenforceability, cross-jurisdictional data governance for
blockchain knowledge records, and certification frameworks
for permissioned platforms. Sustainability criteria should be
embedded in institutional procurement policies, favouring
PBFT and PoS over PoW-based alternatives in publicly funded
knowledge infrastructure.

4) For researchers andthe academic community: The most
significant implication for researchers is the empirical gap
identified by RQ2: 49% of studies omitted consensus
mechanism specification, preventing cross-study comparison
and evidence accumulation. A minimum reporting standard
covering mechanism identification, selection justification, and
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protocol-level performance metrics is urgently needed. The
underrepresentation of usability research (10% of challenge
studies) relative to technical challenges also indicates a
systematic bias toward engineering concerns that should be
corrected through dedicated human-computer interaction
research.

C. Future Research Directions

Six futureresearch directions are identified from the cross-
RQ synthesis, ordered by the strength of supporting evidence.

1) Consensus mechanism reporting standards: The most
immediately actionable need is the development of minimum
reporting standards for blockchain knowledge sharing studies.
With 49% of studies omitting consensus mechanism
specification, cumulative evidence on which mechanisms
produce which outcomes in which contexts cannot be built. A
reporting checklist analogous to PRISMA should specify
mechanism name, version, configuration parameters, node
count, fault tolerance threshold, and performance benchmarks
as mandatory elements. Validating such a checklist through a
Delphi study would represent a high-impact methodological
contribution.

2) Scalability  solutions  for  knowledge-intensive
blockchains: Scalability constraints affect 52% of
implementations yet remain unresolved after six years of
research. Future work should investigate layer-2 technologies,
state channels, sidechains, and rollup architectures specifically
for knowledge sharing workloads, which differ from financial
use cases in transaction size, frequency, and multi-party
complexity. Sharding adapted to knowledge graph structures
and hybrid on-chain/off-chain architectures anchoring
provenance on-chain while storing content off-chain represent
particularly promising directions.

3) Energy-efficient consensus for knowledge platforms:
Energy consumption persisted as a challenge across all study
years (29% of studies), intensified by growing sustainability
reporting requirements. Future research should conduct
controlled comparisons of energy consumption across
consensus families (PoS, PBFT, PoA, DPoS) under knowledge
sharing workloads and establish per-transaction energy
benchmarks. Post-quantum cryptographic approaches to
consensus offering potential security and efficiency
improvements warrant early investigation given institutional
adoption timescales of 10—15 years.

4) Empirical effectiveness studies with real deployments:
The prevalence of simulation-based and conceptual studies
highlights a critical need for empirical effectiveness researchon
real-world deployments. Controlled trials comparing
blockchain versus traditional knowledge platforms on trust
outcomes contribution rates, integrity incidents, user trust
perceptions, and governance satisfaction would substantially
strengthen the evidence base. Longitudinal studies are
especially needed, as the 2020—2025 period captures mostly
early-phase deployments where novelty effects may inflate
reported benefits.
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5) Cross-domain governance framework development:
Governance uncertainty is the fastest-growing challenge (rising
to 5 studies in 2025) yet receives the least solution-oriented
attention. Future research should develop evidence-based
governance frameworks addressing smart contract
enforceability, cross-jurisdictional ~data  sovereignty,
stakeholder representation in decentralized governance, and
dispute resolution for attribution conflicts. Comparative
institutional analysis across healthcare, supply chain, and
academic deployments would provide empirical grounding for
such frameworks.

6) Usability and human factors research: The
underrepresentation of usability research (10% of challenge
studies) risks producing technically sophisticated but
practically unusable platforms. Future research should apply
human-computer interaction methodologies, user studies,
cognitive walkthroughs, and participatory design to blockchain
knowledge sharing interfaces, focusing on key management
abstraction for non-expert users and progressive disclosure
interfaces that communicate trust properties without requiring
technical literacy, and accessibility studies examining whether
blockchain knowledge platforms create or exacerbate digital
exclusion for marginalized knowledge communities.

VII. CONCLUSION

This systematicreview examined how blockchain consensus
mechanisms enhance trust in knowledge sharing platforms, syn-
thesizing evidence from peer-reviewed studies published be-
tween 2020 and 2025 across academic, corporate, and public
sector contexts. The review followed PRISMA 2020 guidelines
and addressed four research questions covering trust mecha-
nisms, consensus algorithm adoption, implementation chal-
lenges, and documented benefits. The findings consistently con-
firm that blockchain consensus mechanisms do not operate
through a single property but through a cluster of co-occurring
mechanisms including distributed verification, transparency,
cryptographic security, immutability, economic incentive align-
ment, and smart contract automation that together deliver com-
pounding rather than marginal trust assurances. A diverse range
of consensus algorithms is currently adopted, with PBFT-based
variants dominant in permissioned environments and novel hy-
brid mechanisms growing rapidly, though a significant propor-
tion of studies in the literature do not specify the consensus
mechanism used, which represents a gap that limits cross-study
comparability and reproducibility.

Despite these trust benefits, implementation remains con-
strained by compounding technical, economic, and governance
barriers. Scalability, integration complexity, energy consump-
tion, economicsustainability, regulatory uncertainty, and usabil-
ity challenges frequently co-occur, and their prevalence has
grown rather than declined as deployments have matured, indi-
cating that current technical progress has not yet resolved the
core adoption barriers. On the benefit side, enhanced data secu-
rity, improved transparency, and decentralized control consist-
ently emerge as the dominant and mutually reinforcing value
proposition across all application domains and study years, with
smart contract automation and economic incentive systems
providing additional domain-specific value. Taken together,
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these findings position blockchain consensus mechanisms as a
technically credible and theoretically well-grounded solution to
the trust deficits of centralized knowledge sharing platforms,
while acknowledging that substantial barriers to widespread in-
stitutional adoption remain.

This review has several limitations, including its restriction
to three databases and English-language publications, the prev-
alence of simulation-based studies that limit generalizability to
real-world deployments, and the significant proportion of stud-
ies that did not specify a consensus mechanism. Notwithstand-
ing these constraints, the review makes substantive contribu-
tions by providing the first comprehensive PRISMA -guided
synthesis specifically targeting consensus mechanisms in
knowledge sharing contexts, establishing the multi-mechanism
co-occurrence model of blockchain trust, and identifying the
consensus mechanism reporting gap as a priority methodologi-
cal issue. Future research should focus on developing minimum
reporting standards for consensus mechanism specification, ad-
vancing scalability and energy-efficient protocol solutions, con-
ducting empirical effectiveness studies in production deploy-
ments, and designing novel trust-weighted consensus mecha-
nisms tailored to the specific governance and provenance re-
quirements of knowledge sharing platforms. Addressing these
priorities will advance the field toward blockchain knowledge
sharing systems that are not only technically feasible but institu-
tionally adoptable, user-accessible, and grounded in robust em-
pirical evidence.
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