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Abstract—In this study, researchers propose a novel solution
for efficient enhancement of vulnerability detection in several IoT
environments. Efficient Vulnerability Classification has been
introduced as the presented technique in IoT Networks (EVCIN).
The method, EVCIN, which is a proposed approach, utilizes CNNs
with Tabu Search Optimization. Customized CNN models have
proven to be extremely accurate in identifying vulnerabilities for
IoT classes, showing half (6 layers), Sefunten 99.03% (7 layers),
and 95.71% (8 Layers). The contribution of using Tabu Search did
increase the accuracy of classification through introducing an
effective set of techniques that head towards the optimal solutions.
Throughout the study, the superior performance of EVCIN was
demonstrated in characterizing vulnerabilities when it was
compared against single CNN and Tabu Search models and state-
of-the-art methods. Data visualization and AUC analyses were
also effective for understanding the performance and
discrimination ability of models. There are numerous important
implications from the study of EVCIN for enhancing
cybersecurity inIoT and also adding vitality to the development of
vulnerability classificationin IoT networks. The above approach
gives a potentially useful solution in a reliable and efficient way for
vulnerability finding. This would then enhance security and
flexibility in IoT-based networks.
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I.  INTRODUCTION

The first essential tool that the IoT is becoming is dubbed
the transformative technology paradigm, which can
interconnect billions of different smart devices and things
amongst each other [78, 23]. People, places, and things of
interestin the contextofthe Internet of Things (IoT) range from
wearable home appliances and devices to industry sensors and
infrastructure control components [81]. The explosion of the
number ofits devices has made it possible for the emergence of
a globally interconnected and intelligent environment which
offers an unprecedented level of convenience, experience, and
efficiency in different fields [49]. A current risk in IoT
networks is to analyze the increasing number of, connected
devices thathave a great difficultyin facing security challenges.
Instead of taking a lead, role in ensuring security and
dependability of VANETs, detection and avoidance of
vulnerabilities is highly important meaning [20].

*Corresponding author.

Considering the IoT networks by vulnerabilities, we mean
weaknesses or shortcomings in the design and deployment of
the IoT devices, protocols, or systems that can be exploited by
a malicious party to gain unauthorized access, modify data,
disrupt operations, or compromise security in general [54; 9;
84;50; 73;21]. These, vulnerabilities pose an enormous threat
to the security, privacy, and availability of servicesas well as
data in the Internet of Things (IoT) environment [57].

Those with conventional security frequently need to be
modified in order to address the unique challenges that Internet
of Things (IoT) devices bring, but it is successful at protecting
traditional, computer networks [74,1]. If IoT devices are
considered traditional computers, they come with a natural
limitation of processing power, memoryspace,and energy [12].
Therefore, these devices can neither efficiently handle the
computational overhead involved with running security
protocols that require a high price nor can they overcome
difficulties in enforcing traditional security means [13, 66].

Apart from that, IoT networks containa variety of devices
provided by different manufacturers, all of which operate with
their own communication protocols and standards [40].
Heterogeneity is a barrier to achieving seamless and secure
communication for different devices [79]. Besides, certain of
the previous generation Internet of Things devices do not
possess security capabilities embedded within them or periodic
update support, and are therefore increasingly exposed to the
risk of security holes [86].

Moreover, a lot of the Internet of Things (IoT) devices are
built with a focus on functionality and cost, and often do not
take care of secure communication protocol integration [52].
Additionally, they now have no security-by-design, making
them more vulnerable to attack as identification, weak
encryption, and access control mechanisms are not part of
current implementations [28].

Hence, the existing security solutions, including firewalls
and intrusion detection systems, are not suited for IoT
environments [72, 37, and 30]. If there is insufficient
understanding of the specific IoT functionalities and
communication protocols, this can also lead to misclassification
of security threats and give rise to false positives or the loss of
detection capability [47].
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These vulnerabilities can be best addressed through novel
and targeted prevention mechanisms that cater to the particular
properties of loT networks [67,4,41]. These solutions need to
take into account the constraints of device resources, support
heterogeneous communication protocols, and integrate
adaptive security functions able to cope with threats that are
constantly evolving [39].

The remainder of this study is organized as follows: Section
II reviews related work. Section Il presents the proposed
methodology, including the dataset and model. Section IV
discussesresults and evaluation. Section V provides discussion
and implications. Section VI concludes the study and suggests
future work.

Deep learning and Al methodologies have also gained
popularity for IoT security enhancements in terms of real-time
threat detection and classification capabilities [2, 70]. In
particular, Convolutional Neural Networks (CNNs) have
achieved state-of-the-art performance in different fields, being
particularly successful in computer vision [16, 29, 36].
Although they are still in their nascent stage, CNNs may also
be exploited to check on traffic behavior and detect unusual or
malignant traffic if it is behaving automatically without the
application of the predefined set of rules when surveyed from
IoT networks [71].

In addition, efficient classification algorithms are also
neededto achieve reasonable allocation of resources and real-
time performance in the limited IoT networks [8, 26]. Tabu
Search Optimization (TSO) is effective for structured search of
the solution space, beneficial in finding the best configuration
of classifiers [22]. Combining TSO with CNNs contributes to
better parameter fitting in vulnerability detection, which leads
to better accuracy and efficiency.

The researchers propose in this study a novel ResNet-50-
based Convolutional Neural Network (CNN) adapted for
vulnerability classification in Internet of Things (IoT) networks
and employ the Tabu Search Optimization technique to
improve detection performance. Moreover, an extensive
comparative analysis is carried out to analyze the performance
of our proposed CNN Tabu Search method compared with
different state-of-the-art vulnerability categorization methods
for the Internet of Things (IoT). The contributions of this study
are twofold: firstly, it presents an optimized CNN architecture
for IoT vulnerability classification, and secondly, we show that
using Tabu Search as a metaheuristic optimization method
could lead to better accuracy and efficiency in the detection. In
addition, the study yields useful information on how the
proposed method compares to state-of-the-art techniques.

II. RELATED WORK

This section reviews the current studies of applying
machine learningand deep, leamingin various applications. Of
these studies, Naeem et al. [51] contribute to network security
by proposing a deep learning simplified, approach to detect
malware on Internet of Things (IoT) systems. Their model
provides high classification accuracy for both binary and
multiclass prediction while reducing the threat of increasing
malware in IoT networks. The combination of CNN and
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transfer learning allows for improving malware detection and
classification accuracy to make the IoT systems more secure.

The study by Farid et al. [27] studies software defect
prediction with the introduction ofahybrid model called CBIL.
Experimental results demonstrate that the proposed model
significantly outperforms conventional CNN/RNN models with
higher F-measure and AUC. The combination of CNN and
biLSTM Fastwalk is efficient enough to extract semantic
features from source code, resulting in better defect prediction
performance. As such, the model makes it easier to detect
failures early on and requires, much less time and effort during
software development.

In their research, Bu et al. [17] introduce an ensemble of
deep convolutional networks for enhanced role classification in
database security. The superiority of the Ensemble-LCS model
over univariate predictor-based approaches is demonstrated for
both higherrobustness and accuracy. The ensemble can capture
complex spatial correlations within the data by exploiting
various architectures, including ResNet and Inception.

Several studies have focused on the security challenges of
IoT systems. In a study, Zolanvari et al. [85] propose an
approach to the enhancement of security in IloT devices by
using machine learning and big data analytics to minimize
vulnerabilities effectively. In another approach, Saba et al. [69]
present a two-stage fuzzy model hybridized using genetic
algorithms, machine learning with emphasis on Support Vector
Machines (SVMs), and ensemble-based classifiers to improve
network security in IoT surroundings.

In the work of Marchisio et al. [48] analyze how Capsule
Networks (CapsNets) react to adversarial examples and find out
that there are differences in robustness w.r.t. standard CNNs.
Meanwhile, Puthal et al. [65] concentrate on full end-to-end
security in IoT networks and propose a user-centric secure
strategy with Decision Trees. A real-time [oT test bed was used
for verification of the proposed approach. The result confirms
the improvements in network security.

In their study, Osman et al. [60] propose a novel model for
VNA detection in IoT that offers a notable level of accuracy
and real-world capability. In parallel, Best et al. [14] propose
an anomaly detection method for IoT with adaptive learning
that combines supervised and unsupervised machine learing
techniques to obtain a robust framework, capable of accurately
identifying various types of attacks.

As part of their study, Omara et al. [S9] propose a novel
multimodal biometric recognition scheme by combining LDM
with kernel SVM. The technique presents good classification
performance on face and ear images, which are useful in
immigration, homeland security systems, and forensic
applications based on uncontrolled databases of ear images. In
summary, the literature review of these related works
demonstrates a continuous and transformative evolution of loT
security in the form of various ML techniques to cope with
complex problems and enhance robustness in IoT systems.

Metaheuristic optimization techniques have been
increasingly adopted to improve the classification performance
in security scenarios. Nassar and Al-Mashagba [87] developed
a meta-knowledge-empowered ensemble learning model based
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on metaheuristic optimization for sys call binder interaction
classification, which highlights the significance of being
optimized in both the process of feature extraction and model
manipulation. Al Ghamri et al. [88] applied WOA to select the
best features in malware datasets and thus obtain better
classification results due to the low number of dimensions and
smoother generalization. Ibrahim et al. [89] combined Harris
Hawks Optimization and a color visual cryptography approach,
demonstrating the flexibility of bio-inspired computing in
security applications. Furthermore, Shannaq et al. [90]
surveyed the recent metaheuristic applications for reducing
text-based cyber harassment. Finally, Daoud et al. [91], for
global numerical optimization, are similar in, principle to the
hybrid CNN Tabu Search discussed here. Taken together, these
works demonstrate that the synergy between deep learning and
advanced optimization is increasing in a practical intelligent
security solution, which also strengthens the practical value of
the proposed integration for IoT vulnerability classification.

In conclusion, these studies showcase the usefulness of
machine learning and deep learning in cybersecurity. However,
studies on the integration of CNNs and TSO for vulnerability
categorization in loThave notbeenprevalent. To fill in the gap,
this work develops a new method combining CNNs and TSO
to systematically identify the loT vulnerability for effectively
securing the IoT-sensitive networks.

III. METHODS AND MATERIALS

A. Data Description

In the current study, an "Edge-IloT set" has been developed
as areality-based and comprehensive cybersecurity dataset that
is targeted for IoT/IloT applications. The consumer group is
satisfied whether it is a centralized or decentralized machine
learning-based IDPS.

The information consists of 7 layers each, representing a
specific type of technology in an IoT or lloT environment.
There are several other kinds of technology embedded in the
layers above. These domains are Cloud Computing, Network
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Functions Virtualization, Blockchain Networks, Fog
Computing, Software-Defined Networking, and Edge
Computing/Internet of Things and Industrial Internet of Things
Perspective. The concepts of IOT and I[IOT have materialized
through the massiveness, adoption, and application of state-of-
the-art technology in a range of applications. These
technologies are, e.g., Things Boards, OPNFV, Hyperledger
Sawtooth, Digital Twin, ONOS SDN controller, Mosquito
MQTT brokers, and Modbus TCP/IP, to name a few. Data was
collected from over ten different categories of IoT devices.
Ultrasonic sensors, water level, sensors, pH meters, soil
moisture detectors, heart rate monitors, and flame detectors are
some of these devices. [oT communication protocols and their
related devices are a direct target of fourteen different attacks,
with the majority traced to those documented in this study.
There are five major security risks involved in such attacks,
including denial-of-service/distributed denial-of-
service,(DDoS), information gathering, man-in-the-middle
(MitM), injection, and malware. The qualitative research data
havebeencollected and analyzed for theexploratory stage. This
study explores what the data all has in it. Researchers have also
experimentally compared the centralized and decentralized
machine learning-based techniques for the identification and
classification of vulnerabilities for these attacks. As [6].

The dataset contains 63 columns and 2,219,201 lines.
Different columns are used to display various attributes,among
them the time of the frame, its source and destination, IP
addresses, ARP content, ICMP checksum, sequence numbers,
HTTP parameters, DNS queries, TCP/UDP values, or even
MQTT messages, Modbus/TCP frames, and many others. The
columns "Attack label" and "Attack type" are ways to tag and
categorize the nature of each performed attack. The Edge-1loT
set dataset serves to facilitate the development and testing of
IDSs amongother security solutions for IoT and lloT networks.
It allows a realistic coverage of cybersecurity events, which
allows for testing the detection methods in an exact way. The
distribution of attacks can be found in Fig. 1 and 2 according to
quantity, category, and subcategory.

Attack Count

Attack_type
Normal
MITM
Uploading
Ransomware
SQL_injection
DDoS_HTTP
DDoS_TCP
Password
Port_Scanning
Vulnerability_scanner
Backdoor
Xss
Fingerprinting
DDoS_UDP
DDoS_ICMP

111

Attack_label

Fig. 1. Illustration of attack count.
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Fig. 2.

B. Experimental Setup

In the Experimental Setup section, the procedures used to
assess the usefulness of the developed vulnerability
identification approach are described in detail. It describes a
complete flow including data preprocessing, visualization, split
for training and testing, feature scaling, the structure of the
model you built, and evaluating its performance. Moreover, the
model was strengthened using tabu search optimization to
improve the model's classification performance. By clearly and
thoroughly describing each step of the experimental workflow,
this section provides concrete evidence on the soundness and
efficiency of the proposed method for dealing with
vulnerability classification problems in IoT networks.
Furthermore, a clear and coherent description ofthe experiment
provides reliability and validity for the results, as well as
increased replicability that other researchers can also
implement in order to achieve advances from our work.

The first step of the proposed approach presented in Fig. 3
is a thorough data pre-processing to lay a sound base for

Read the dataset into a DataFrame
using pandas’ read_csv function.

Step 2:
Remove

Irrelevant
Columns

Step 3: Handle
Missing Values

Step 4:
Remove
Duplicate Rows

Step 5 : Data
Shuffling
Step 6: One-
Hot Encoding

Step 7 : Save
Preprocessed
Data analysis.

list (e.g., drop_columns).

Identify columns with
missing values in the
DataFrame.

Identify columns with
missing values in the
DataFrame.

bias.

Identify categorical
features that need
to be encoded
numerically.

Fig. 3.

Password Fart Scanning \winerability scanner  Backdaor %55
Aitack_type

Identify the columns that are irrelevant
for the analysis and store their names in a

Optionally, shuffle the rows of the
DataFrame to ensure randomness
and reduce any potential ordering

For each categorical feature,
create dummy variables (one-
hot encoding) using the
get_dummies function.

save the preprocessed DataFrame into a new
CSV file for future use and downstream

Fingerprinting Do UDP DS ICHP

Illustration of attack types and subtypes.

developing a vulnerability classification model. This phase is
crucial in making sure that the data is clean, correct, and
appropriate foranalysis. Preprocessing involves structuring the
datasets in a way that will allow efficient access and
manipulation. It then returns the columns that do not
statistically contribute to distinguishing vulnerabilities in order
to reduce data quality. Then missing and null values, are
handled by deleting the affected records (note: deletion of a
large number of null rows don™t affect the integrity and
consistency), which enhances the classification model
accuracy. Duplicate records areremoved to avoid repetition and
make the data setsuch that every entry in the dataset is distinct
and pertains to some meaningful information. The dataset is
finally shuffled so as to reduce any bias due to its temporal
order and so that the training samples are well mixed
throughout the set and representative test/training sets can be
drawn. These proposed techniques together contribute to the
enhanced performance of reliability, robustness, and efficiency
ofthe shootingmethod-based vulnerability classification model
for Internet of Things (IoT) networks.

Store the DataFrame in a
variable (e.g., df) to work with
the data.

Drop these irrelevant columns
from the DataFrame using the
drop function.

Remove rows containing any missing
values using the dropna function with
axis=0 and how="any".

Remove rows containing any missing
values using the dropna function
with axis=0 and how="any'.

Use the shuffle function from the scikit-
learn utility.

Append the dummy
variables to the DataFrame
and drop the original
categorical columns.

Use the to_csw function from pandas
to save the DataFrame as a CSV file.

Data pre-processing flowchart.
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Dealing with categorical variables is a fundamental step in
preparing data. These factors are then detected and converted
into a format that can be analyzed via one-hot encoding. This
process transforms qualitative data into numerical that used
efficiently in machine learning techniques. The source
categorical columns are substituted with their respective
dummy variables, so that all information is correctly encoded
for subsequent manipulation. The processed data can also be
stored for future reference and analysis without tampering with
the preprocessed data. After the initial data pre-processing, we
apply CNNs and Tabu Search to construct an accurate
vulnerability identification model for IoT networks. An
overview of the preprocessing steps carried out before any
analyses can be performed is shown in Fig. 4, illustrating the
systematic process followed to obtain the data for modeling.

—1.00
— O0.75
— 0.50

o.25

0.00

—0.25

o —0.50

—0.75

v - —1.00

Fig. 4. Data pre-processing.

Step 5: Visualization, as shown in Fig. 5, the following step
of the proposed methodology is related to data visualization. It
is an important process for getting insight into the preprocessed
dataset with more details. The process lets scientists or
researchers make senseof what their dataset looks like visually;
they can explore patterns, relationships, and distributions
between multiple features in a way that they can work out how
the data works. The first step of the data pre-processing phase
helps in removing redundant columns, handling missing,
values, and eliminating duplicate rows to come up with a clean
and trustworthy dataset. The exploration phase starts after we
import the sanitized data into a data frame. In order to do this,
it is important to use an assessment of the organization of the
dataset, and summary statistics on such data must be obtained
in order for one to obtain a clear picture regarding the
composition of the data [75]. Also, inspecting the first records
and data types of the dataset will tell you a lot about its

Step 1 : Data
Exploration

Create visualizations to
understand the distribution of
numerical features.

Step 2: Data
Distribution
Visualization

Step 3:
Categorical
Feature
Visualization

Visualize the distribution of
categorical features.

Compute the correlation matrix
between numerical features to
identify relationships.

Step 4: Correlation
Heatmap

Fig. 5.

Read the preprocessed dataset into a
DataFrame using pandas' read_csv function.
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attributes as well as whether or not it contains missing values,
which is very useful for guiding your analysis down the road.

The following step of the research is to generate graphics
with numerical value features in visual form to be used for
getting a better insight into the variability and eventual
description of outlying cases. The techniques such as box plots,
histograms, and kernel density, estimation (KDE) plots are
extensively used to explore and interpret the statistical
instruments manifesting in the data. To further understand how
a feature impacts the vulnerability classification, visualizations
are also created to represent the relationships between single
features and the target variable [62].

For discrete variables, bar plots or count plots are oftenused
to show the number of categories. Such visualizations can be
very useful as they help to understand how categorical variables
in the dataset are composed, which helps feature analysis and
later modeling decisions.

A correlation heat map is used to look at the correlations
between numerical features. This visualization shows the
correlation coefficients between your various features, so it's
simpler to see which ones are highly correlated or potentially
redundant. Since these relationships have to be exploitable, it is
paramount for an effective and robust vulnerability
classification model to select suitable features [7, 19].

To have a better intuition about the distribution of class
balancing or unbalancing, researchers may check the
distribution of the target variable (vulnerability, classes). Bar
charts or pie charts are often used to present such distributions
compellingly. Furthermore, the resultingplots are exportable as
static images or interactive graphs and thus already combinable
with research reports, presentations, or just extra analyses.

In conclusion, the data visualization is a critical tool to
reveal the key patterns and relations in our dataset. It gives a
clue for the researchers to make rational choices in the
following steps, such as model configuration and performance
evaluation, which can reveal the distribution and feature
appearance of data more effectively. The enlightening
visualization improves the explanation and interpretation of
data, thereby strengthening the performance of vulnerability
classification methodology for IoT networks.

Store the DataFrame in a variable (e.g.,
df) to visualize the data.

Use box plots, histograms, or kernel
density estimation (KDE) plots to
visualize feature distributions.

Create bar plots or count plots to show the
frequency of each category.

Use a heatmap to display
the correlation
coefficients between
features.

Identify strongly
correlated or
redundant features.

Data visualization flowchart.
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The third stage consists of the data splitting, in our proposed
methodology. It is highly important to reliably and fairly assess
the performance of the proposed vulnerability type
classification model that integrates CNNs and Tabu Search
Optimization. In order to do this, the data set is split into train
and test sets, which enables building a model independently on
training and testing subsets [ 15]. The processed dataset is used
as the initial dataset for partitioning. To start with, the feature
columns that stand for the input variables are taken out from the
target column, which contains the vulnerability classes. As
shown in Fig. 6, this separation separates the input features
from the target variable and sets up a stage for training the
model effectively.

Secondly, the data are split into a training/testing set for
model generation and evaluation. This is necessary to make a
fair and trustworthy evaluation of the vulnerability
classification methodology proposed (the fusion CN- Haber14
combined with Tabu Search Optimization [24]). Then, the
feature variables and target variable are isolated, and we split
the data into a training set of examples to train our model and a

Step 1 :
Separate
Features and

Target

>

Step 2: Split

the Data

>
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testing set of examples to test our trained model. Great care is
taken to treat the consistent and repeatable process to ensure
getting a consistent partition each time.

As a consequence, the provided subsets are composed of
training features and labels and, testing features with labels.
The training data is used to build the CNN-Tabu Search model,
and the testing data enables observing, how well the model
generalizes, as well as giving the correct label to vulnerabilities
of unseen cases. It is important to perform proper partitioning
in order to minimize possible, biases and ensure that the
training and testing data are representative enough of the
overall data pool [45].

Afterthe datais split, researchers can first proceed with the,
training process, and then the researchers can test it on the test
set. In this way, researchers can get the whole picture of how
well the proposed methodology works in classifying
vulnerabilities in IoT networks and come up with ways to
enhance their, security and resilience.

Step 3:
Obtain Split
Data

>

Step 4:
Confirm
Data Split

>

Step 5: Data
Ready for

Model
Training

Fig. 6. Data splitting flowchart.

Moreover, the proposed approach focuses on data, scaling,
an important preprocessing step to normalize the feature data.
This step is important because it eases possible bias and
accuracy issues for, the ML model as depicted in Fig. 7. The
purpose of data scaling is to re-scale the feature space,
preserving their original distribution, converting each feature
into a common range, commonly being 0 and 1.

Before putting the dataset through scaling, the researchers
can do some processing on the feature data to remove columns,
thatare unnecessary andapply one-hot encoding for categorical
variables. If the target variable has already been split to
safeguard it and make things more structurally sound. Then, it
is left that way. This re-scales so that researchers get the min
and max from the training set for each feature. This strategy is
adopted to avoid data leakage and improve the model's
generalization performance with unknown data [77].

The researchers first obtain our scaling parameters from the

training data and use these same values, to scale both features
in the training and testing sets to make sure the transformation
is consistentbetween the two sets. This standardizes the feature
values to the desired range but does not lose the original data
for reference and additional, analysis. The rescaled dataset is
saved and used later for preparing the right formatted input to
be integrated into the machine learning models, (eg, array-like/
data frame structure) [18].

Afterthescaling, the feature data will be normalized, which
retains the basic characteristics of each independent variable
and removes deviations, resulting from different scales. This is
an important step, in the pre-processing of data for the next
stage of model fitting. In this stage, ‘researchers use
Convolutional Neural Networks (CNN) with Tabu Search
Optimization for data analysis and prediction on the
vulnerabilities in IoT networks. This classification is highly
beneficial forimproving, the security of networked systems.
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Import the required
libraries, such as
MinMaxScaler from
scikit-learn, to
perform data scaling

Ensure that the
feature data (3{) has
been preprocessed
and is ready for
scaling.

If necessary, separate
the target data (3)
from the feature data.

Create an instance of
the MinMaxScaler
class, which will be
used to scale the
feature data
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Step 5: Transform the
Use the fit method of Data

the scaler on the
tramning data

Apply the scaling
_train). transformation to both
The scaler will the training data
analyze the training (X_train) and the
data to determine the | testing data (X_test).
Trurmum and Use the transform
maximum values of | 5 0 en o aler
each feature. on both datasets to

bring their values
within a specified

range.

Fig. 7. Data scaling and normalization flowchart.

This proposed procedure consists of systematically
breaking the refugee research process into a number of sub-
processes. As noted by Jahromiet al. [33], appropriate design
of the model, structure is critical. ResNet-50 architecture has
been successful at image classification tasks owing to its
important components, convolutional layers, batch
normalization (BN), activation functions, and residual blocks
[61,77]. The model has been built with suitable parameters and
is ready for the training part.

The sixth stage is the model training [ 18, 10]. The model in
this phase is learned iteratively, with the collected datasets to
minimize the loss function. Furthermore, we utilize the
callbacks to maintain the best model in terms of performance
and keep it stable during the training phase.

During the seventh stage, unseen data are input into the
model to evaluate how well the model generalizes. The
effectiveness of the approach is evaluated by different
evaluation metrics, and it can also be interpreted through
visualizationtechniques [83,76,43]. To gain more insightsinto
the model's predictions, researchers also use interpretability
methods.

Stage 8. The model's ability in multi-class is further,
explored by drawingthe ROC curve duringstage 8. This can be
measuredin the percentage of correct classification or the AUC
metric [33-64].

Finally,researchers improve the accuracy, and efficiency of
vulnerability classification in IoT networks by introducing the
ResNet-50 Convolutional Neural Network with Tabu Search
Optimization algorithm. Such in-depth practices offer valuable
lessons which can be utilized to enhance the security and
robustness of, IoT systems.

3.3. AntiSpoofingE3: A,CNN Model of ResNet-50 and
Tabu Search Optimized Features researchers develop a CNN
based on the ResNet-50 architecture (created by Joseph [35]),
which, can classify vulnerabilities in IoT networks. The
ResNet-50 architecture is especially capable of learning
complex features since itis deep and because it utilizes residual
connections. Using its inductive learning, capacity towards
residual mappings, researchers have tailored a method [31]

intended for coping with the specific issues of vulnerability
classification in IoT.

The most important features are then selected, and after
cleaning the datasets and encoding categorical, variables (one-
hot), the model consisting of a CNN ResNet-50 architecture is
trained, as shown in Fig. 8. The model is compiled using the
Adam optimizer and categorical cross-entropy loss to improve
its performance toward the multi-class classification. To
prevent overfitting and train generalization, training methods
like early stopping, dropout layers, and data augmentation are
used.

Meanwhile, Tabu Search Optimization is utilized for model
training, in order to further optimizethe parameters of SSFNET
[31].Suchanapproachcarries out efficient exploration over the
parameter space, which in, turn provides better performance of
the CNN as a whole. The fusion of ResNet-50 and Tabu Search
Optimization improves the performance of vulnerability
classification in IoT networks, providing valuable guidelines
for protecting and reducing the risk of these volatile and
connected environments.

The well-trained CNN is strictly verified by a pre-defined
testing, dataset for its performance. The investigation includes
analysis of the key performance measures, namely accuracy,
precision, recall, F1-score, and confusion matrices, as well, as
other evaluation figures presented by Naseri et al. [53]. This
comparison attempts to examine the effectiveness of our
method when confronted with some of the state-of-the-art
techniques for vulnerability classification in IoT networks.
Existing research has also demonstrated that deep leaming
integrated with optimization methods can be applied to solve
cybersecurity for [oTs [44].

This study presents anew and effective methodology for the
classificationof vulnerabilities in [oT networks. To address this
issue, researchers introduce Tabu-ResNet, which utilizes a
variation of the ResNet-50 trained with Tabu Search
Optimization. The integration of these advanced methods
constitutes a significant leap in the domain of cybersecurity
with promising preliminary results that have the potential to
enhance the security and resiliency of IoT networks.
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Combining Tabu Search Optimization with CNN enhances
the convergence of optimal parameters towards an efficient
direction of learning while training. Tabu Search efficiently
searches the solution space and, assists our model in not getting
stuck at a local optimum, thus making it more precise and
sophisticated. This capacityis akey with regard to vulnerability
assessment in loT networks because achieving high accuracy
and good generalization really matters.

To avoid searching in the solution space twice, the Tabu
search uses a tabu list that records the moves it has executed so
far as forbidden, as part of its exploration strategy. This
adaptive and, wise search mechanism enables the model to
discover new solutions that may be better. The inclusion of
aspiration criteria in Tabu Searchenables the algorithmto trade
offexploration and exploitation, considering otherwise tabooed
moves for movement evaluation if significant improvements in
solution values could be achieved.

Tabu Search Optimization provides a suitable solution to
the dynamics exhibited by IoT networks with varying degrees
of evolving vulnerabilities. Through combining Tabu Search
and CNNss, this framework provides a strong foundation for
classifying vulnerabilities to detect threats beforehand and
improve the reinforcement security in real-time.

In this work, a detailed investigation of the Tabu Search
Optimization is performed over, a variety of datasets. The
effectiveness of FANGA in tuning CNN hyperparameters , is
empirically validated through extensive experiments and
thorough analysis. Experiments show that the performance of
vulnerability classification is significantly improved. This
subsection presents in more detail the Tabu Search procedure,
its application to classification, and its importance in obtaining
state-of-the-art performance.

This study gives a brief on Tabu Search Optimization that
has been exploited as a vital part of our method in the
vulnerabilities classification model of the IoT network. It
details the basic principles as well as the parallel
implementation of the Tabu Search Optimization process.
Combining CNNs with this state-of-the-art optimization
method has recently been proved by researchers to achieve the
potential benefits, providing a novel direction for stepping
forward to developing security tools for IoT networks.

C. Evaluation Metrics

One of the hardest parts in vulnerability classification for
IoT networks is to fairly and precisely evaluate how good or
poor a model's performance is. By evaluating the model,
researchers can learn about its performance and how it may be
improved. Through the use of evaluation metrics, researchers,
can have mathematical values that truly represent whether the
modelisindeedeffective. The proposed method in this research
is to be compared with other existing methods based on these
main evaluation indicators: accuracy, precision, recall, F1
score, and area under the receiver operating characteristic
(ROC) curve (AUC). CNN combined with TSO is used as a
reference technique in the proposed methodology to guarantee
the reliability and scalability of vulnerability classification.

1) FI Score: The effectiveness of the proposed approach
for classifying vulnerabilities in IoT networks, can be
objectively evaluated by utilizing the F1 score, which is a
popular measure. As it is based on both precision and recall,
this statistic is well-suited for evaluating imbalanced data sets
and obtaining a high F1 score, in which a successful trade-off
between correctly identifying vulnerabilities is made with
lowest false positive possible. This work highlights the
potential of this approach supporting that combination of
Convolutional Neural Networks (CNNs) and, Tabu Search
Optimization for securing loT networks. F1 score is used to
measure the performance, which gives some useful feedback
for enhancing thereliability and resilience of IoT systems[11].

F1Score = —22 (1)
(2TP+FP+FNN)

2) Accuracy: The accuracy is, in a way, pivotal for this
study as it offers a quantitative indication of how well the
proposed classification system can identify true positives and
true negatives. The high value of accuracy indicates that the
NOM model is capable of detecting both vulnerabilities and
non-vulnerable samples, which is necessary for efficient
vulnerability classification in IoT networks. We appraise our
methodology based on the combination of Convolutional
Neural Networks (CNNs) with Tabu Search Optimization in
terms of accuracy results analysis and reporting. This metric
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also provides anatural way to conductan analysis ofthe degree
of overall fitness in terms of enhancing [oT network security
[3].

(TP+TN)

Accuarcy = ————
y (TP+TN+FP+FN)

(2)

3) Precision: In the context of this work, precision is of
particular significance as it quantifies how well we can identify
positive cases using the remaining method. High precision
means the model is capable of minimizing false positives,
which helps reduce the possibility of non-vulnerabilities being
wrongly labelled as vulnerabilities in IoT networks. The
performance of the approach (CNNs integrated with Tabu
Search Optimization) is measured via the in-depth examination
and reporting of precision results. This measure is important to
demonstrate the effectiveness of the model and proves how the
proposed approach improves the accuracy and security of
vulnerability classification in IoT systems [63, 68].

TP
(TP+FP)

Precision =

3)

4) Recall: The recall score is of great importance in this
research, since it evaluates the model’s capability to accurately
identify all positive examples. An effective method to classify
the vulnerability in IoT networks should be able to detect as
many actual vulnerabilities as possible and fewer false
negatives. Our proposed method is motivated to address this
concern. Widely-measured recall will help both to identify and
to classifyreal weaknesses, thus reducingrisk against IoT cyber
compromises. Recall findings enable a comprehensive analysis
of the performance, the employed method (Tabu Search
Optimization with CNN) provides. As noted by Suresh et al.
(2021), the approach acquires a significant recall value,
indicating that it can successfully detect vulnerabilities in [oT
networks to enhance security and resiliency.

TP
(TP+FN)

Recall =

4

IV. RESULT AND ANALYSIS

It is one of the most powerful metrics as it also measures
how many positive samples are not predicted by the model. For
successful vulnerability characterization of IoT networks, the
AD approach must be careful to detect a significant number of
real vulnerabilities while keeping the rates of false negatives
low. This is the requirement that the proposed method aims to
fulfil. Ahighrecall ensures that true vulnerabilities are properly
detected and classified, thereby minimizingthe risk of potential
attacks aimed at loT systems. Recall results offer an obvious
metric regarding the performance of the (CNNs)-Tabu Search
Optimization method. The high recall rate proves the
applicability and efficiency of our approach, whichis beneficial
to enhancing security and, robustness of loT networks.

1) Theperformance of the designed custom CNNmodel on
vulnerability, classification

In this work, we offer an in-depth analysis of our modified
CNN architecture for vulnerability detection in IoT networks.

Vol. 17, No. 5, 2026

Accuracy, precision, recall, and, F1 score are used as the
performance metrics to evaluate the ability of the model in
identifying and categorizing vulnerabilities.

Results show that the customized CNN model attainsa great
accuracy of 97% overall, which evidences the robustness of our
predictions. It also shows a good balance between precision,
recall, and, F1 metric 0f94%, 96%, and 62%, which indicates
that it is effective in dealing with true positive, false negative,
and false neutral classification for multiclass tasks. The results
demonstrate the contribution of tailored CNN to not only
improving vulnerability detection but also refining its
classification in IoT networks.

Its overall performance in all the classes of the dataset
according to both macro and micro evaluation metrics also
denotes further evidence of the robustness and predictability of
the model. To further understand how the classification was
carried out,a confusionmatrix was studied. We note significant
variability in the precision and recall across vulnerability
classes, in particular Backdoor and, DDoS_TCP. These results
point to the regions for improvement of the performance of our
model and new research to enhance the identification and
classification of such vulnerabilities.

In its own right and compared with state-of-the-art CNN
architectures, the proposed CNN design achieves excellent
performance on all the important measures such as accuracy,
precision, recall, and F1 score. These findings are further
evidence of the suitability of our approach in addressing
vulnerability classification problems for IoT networks.

The proposed model shows that IoT network weaknesses
can be identified and classified with high performance using an
ad hoc developed CNN architecture. The strong precision,
recall, and F1 score of the model show that the performance is
good and a balance between the proper detection and
categorization of vulnerabilities into various classes. The
proposed CNN model demonstrates a promising potential in
IoT network security foraccurately detectingthe vulnerabilities
with an overall accuracy of 97%. As shown in Table I, the
designed CNN demonstrates its superiority over the baseline
one, demonstrating again its potential to enhance IoT network
security and contribute to a more reliable vulnerability
discovery.

TABLE. I. PERFORMANCE EVALUATION METRICS FOR CUSTOM CNN-
RESNET-50 ARCHITECTURE
Measure Value
Accuracy 0.97
Precision 0.94
Recall 0.96
F1 Score 0.62

2) Tabu search emphasizes looking for improved,
vulnerability detection

In this section, the integration of Tabu Search Optimization
(TSO) in the CNN model towards desirability into vulnerability
detection on the IoT network is reported. Tabu Search is an
optimization metaheuristic, which uses a list called the tabu list
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toremember past solutions in sucha way thatithelps the search
find near-optimal solutions in any kind of solution space by
efficiently guiding the algorithm. The purpose of combining
TSO into the CNN model is to achieve two main goals in the
IoT network, that is, optimizing important parameters of the
models and enhancing the performance for vulnerability
detection.

Combining CNN Model training, with Tabu Search
Optimization

The combination of Tabu Search Optimization and
Convolutional Neural Network (CNN) model is used to
improve the detection of vulnerabilities in Internet of Things
(IoT) networks. Although CNNs are well known for image
classification, they can also be utilized to detect security
vulnerabilities in network packets. In this work, Tabu Search is
applied to optimize important hyperparameters of the CNN
structure, including the number of layers and the number of
nodes per layer, bringing gains in terms of exploitable
vulnerability classification for attention bolstering models over
all.

Optimization of, critical factors with Tabu Pott Search

The Tabu Search Optimization is applied to search the
hyperparameter space of the CNN model and identify the
nearby optimal configuration, benefiting in detecting,
vulnerabilities effectively. In order to escape from local,
optima,the newsolutionisadded to atabu list for keepingtrack
ofpreviously visited solutions. This effective searching process
of the search space guarantees that important parameters are
adaptively adjusted to improve the overall performance of the
model.

Convergence and Performance, Comparison with Other
CNN Models

The proposed Tabu Search Optimization assisted CNN
models' performance is evaluated on the basis of its
convergence rate to an optimal solution by analyzing important
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performance measures as compared with standard CNN
models. The CNN is evaluated under different architecture
layers and, nodes. Fig. 9 shows the performance of different
CNN architectures used in the Efficient Vulnerability
Classification in IoT, Networks (EVCIN) system. Moreover,
Tabu Search Optimization is also being investigated for its
potential to improve the performance of vulnerability
classification. Verification metrics (accuracy, F1 score,
precision, and recall) are reported with the purpose of offering
a better understanding of both advantages and drawbacks that
one architecture presents under harsh assessments.

Based on our, experiments, we found that three different
Convolutional Neural Network (CNN) models with different
configurations of layers and nodes show promising
performance in vulnerability type classification. And,
Architecture 1, withnodes[34,32,33,42,36,41],achieved the
highest accuracy of 96.41%. The F1 score of 0.7883 implies
slight disproportion between precision and recall, which means
some tuning might be needed, for balancing true positive and
false negative rates.

Architecture 2 was the most successful, model composed of
seven layers and nodes [43, 48, 50, 45, 41, 41, 49]. The
proposed architecture achieved an accuracy of 99.03% in
detecting vulnerabilities for [oT systems. The overall F1 score
of 0.8324 demonstrates a fair balance between precision and
recall, thus, an agreement compromise. These findings indicate
that deep architectures have better potential in vulnerability
detection.

Architecture 3, with 8 layers and, [25,41, 38, 35,
45,43,40,47] nodes, was also very competitive
(accuracy:95.71%). The F1 score of 0.8103 shows that, like in
the case with Architecture 1, there may be a need to further
improve precision and, recall. Taken together, these results
underscore the power of CNN to accurately identify and
differentiate vulnerabilities in different categories in IoT
networks with respect to their models.

0 II II II

Architecture 3

Precision Recall

Fig. 9. Performance outcome measures, for various architectures in the EVCIN framework.
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Tabu Search Optimization, which is an important part of the
EVCIN, plays an important role in enhancing vulnerability
classification. Ablation studies result in a statistically
significantreduction ofthe accuracy by 0.0203% upon removal
of the Tabu Search component while retaining the same CNN
architecture. This observation emphasizes the significant role

Vol. 17, No. 5, 2026

of Tabu Search, in improving classification quality. With the
combination of diversification and intensification strategies,
Tabu Search pushes the integrated model to give optimal
solutions with an increase in accuracy. The Tabu Search
Optimization used within the model is depicted in Fig. 10.
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Fig. 10. Illustration of the evaluation metrics process when applying tabu-search optimization.

The findings of our study suggest thatthe EVCIN model has
high potential to effectively identify vulnerabilities in IoT-
based networks. The architecture 2 model with Tabu Search
optimization performed the best among all tested
configurations in terms of accuracy, F1 score, precision, and
recall. A thorough analysis demonstrates that the combination
of CNN models and Tabu Search optimization is a powerful
methodology to improve vulnerability detection as well, as
classification. The particular characteristics of IoT network
vulnerabilities in a specific loT network can have an important
effect on the efficiency and fit of any architecture. Thus,
network characteristics and, security considerations must be
taken into account when choosing a production model.

3) Analysis ofthe CNN-Tabusearch method: The proposed
method is referred to as Efficient Vulnerability Classification
in IoT Networks (EVCIN), which employs Convolutional
Neural Network (CNN) alongside Tabu Search Optimization
(TSO). Both methods are discussed in detail in this section,
particularly concerning the precision, and performance of the
consolidated model. Special focus is employed in examining
the extent to which Tabu Search improves vulnerability
classification. Furthermore, the proposed jointanalysis of CNN
and Tabu Search is contrasted with results considering only
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CNN or Tabu Search to discover the improvements of merging
these techniques for classifying vulnerabilities in [oT networks.

a) Analysis of the reliability and, effectiveness of the
integrated model: A large number of real-world loT network
vulnerability data were tested to verify the effectiveness and
accuracy of the EVCIN framework. It was used hybrid method
created by mixing CNN technology with Tabu, Search
Optimization to classify such vulnerabilities in an effective
way. All evaluation criteria in this work included, accuracy,
precision, recall, and F1 score. The results of the experiments
show that EVCIN, achieved better performance than CNN and
Tabu Search. In particular, the consolidated model obtained an
accuracy of 99.03%, precision and recall of 83.24% and
90.49%, respectively, while the F1 score is 83.24%. The
EVCIN framework also proved to have remarkable
computational efficiency, further, indicating its potential in
real-time vulnerability categorization in resource-limited loT
networks.

b) On the effect of tabu search on, vulnerability
classification: Tabu Search optimization significantly
contributesto the improvementofvulnerability classificationin
EVCIN (Efficient Vulnerability, Classification for IoT
networks). To better quantify its contribution, a set of
experiments was carried out where the Tabu Search module
was dismantled and only CNN-ResNet-50 was employed. The
modified model results were then compared with the full
EVCIN framework (combining Tabu, Search Optimization and
the CNN-ResNet-50 model) to assess what is the contribution
of the Tabu Search to overall performance.

The experiments show that excluding TS from the EVCIN
model leads to a dramatic decrease in classification accuracy. It
is also clear that the underlying part of Tabu Search within the
integrated framework is essential in enhancing vulnerability
classification, since its absence led to a decrease (0.0203%) in
accuracy. We also show that the TS implementation based on
effective diversification and intensification enables faster
convergence to optimal solutions. Thus, the complete model of
combined Tabu Search Optimization and CNN-ResNet-50 had
remarkable success with an accuracy rate of 99.03%. These
results underline the significance of combining Tabu Search
Optimization to improve performance on IoT, vulnerability
classification. The Tabu Search-based CNN-ResNet-50
combination creates a very efficient and, accurate system with
high promise towards enhancing the security of IoT networks,
as well as exercising cybersecurity in loT applications.

¢) Comparison, with CNN and Tabu Search separately:
To validate the advantage of our method, we compared this
integrated framework with separately applied CNN and Tabu
Search for vulnerability classification. Evaluation used the
same performance measures as earlier analyses, providing a
common basis for, judging how effective each model was at
identifying and categorizing loT network vulnerabilities.

The comparative analysis of the proposed EVCIN (Efficient
Vulnerability Classification in the IoT Network) framework
with respect to the standard CNN and Tabu Search approaches
teachesus its superiority in terms of several key performance
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metrics like Accuracy, Precision, Recall and F1-score. Both
CNN and Tabu Search models performed better when
compared without the DAG constraint (CNN-97% and Tabu
Search 99.03%). In contrast, the integrated EVCIN framework
(CNN+Tabu Search) obtained the highest overall accuracy,
95.7%, complementing each advantage of CNN and Tabu
Search. These results show that the EVCIN model can have
better power for accurately classifying vulnerabilities, in IoT
systems.

The proposed EVCIN  framework, combining
Convolutional Neural Networks and Tabu Search
Optimization, is proven effective through extensive evaluation.
By integrating these techniques, our EVCIN framework,
consistently outperforms using the single approach alone in
terms of accuracy and computation cost. The findings of our
work show that this joint analysis is a well-suited and practical
approach for vulnerability identification in IoT networks, and it
has great potential to improve, the security of loT applications.

4) Comparative analysis against State-of-the-Art methods

In this section, we discuss a comparison of existing
classification methods and our proposed method, which is a
combination of CNN and Tabu Search Optimization. The
objective of the evaluation is to evaluate how efficient and
effective our approach is in terms of automatically detecting
and classifying vulnerabilities in IoT networks.

In Table II, we illustrate in detail the comparison with other
techniques established for the classification of vulnerability.
Our method is compared with some state-of-the-art methods.
Kumar et al. [38] proposed a new deep CNN model, Coyote
Optimization-based Deep CNN, which obtained, 95% accuracy
in vulnerability classification. Li et al. [42] designed an
integrated model that stacked multiple CNNs and achieved an
accuracy of 86.95%. In 2020, Al-Haijaet al. [ 5] introduced the
CNN-ResNet-18 model that performed well with 98.22%
accuracy. Varghese et al. [80, 82] used a CNN model trained
with MIT-BIH ECG and obtained high accuracy (99.09%).
Njima et al. [55] proposed CNNEOS with Word Context
(CNNLocWC) and, achieved 94.13%.

Our results showed that the,CNN-ResNet-50 Model
performed well in vulnerability classification (96% accuracy).
Interestingly, when combined with Tabu Search Optimization,
the performance of CNN-Tabu Search was significantly higher
than, its constituent, with an accuracy of 99.03%. These results
demonstrate that our proposed approach outperforms several
state-of-the-art methods and reveal the efficiency of the
combination of a CNN architecture with metaheuristic
optimization to improve the classification of vulnerability onan
IoT network.

There are differing opinions, on both the advantages and
disadvantages of vulnerability discovery. The comparisons
provide an insight into the, pros and cons of the proposed
procedure. Our method, based on, Convolutional Neural
Networks (CNN) and Tabu Search Optimization, proved high
performance in classifying the vulnerabilities in IoT networks.
Allowing Tabu into the search makes it possible for the model
to navigate it more effectively and hence leads to higher
precision in detecting, vulnerabilities.
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However, in spite of the encouraging findings, there are,
limitations to our study. For example, despite satisfactory
precision of the model, there is still, a danger of overfitting,
especially in complex and evolving loT networks. Furthermore,
Tabu Search Optimization could be, more computationally
expensive than standard machine learning techniques. So
applying the approach in practice demands making a trade-off
between the amount of resources and computational
complexity.

From this total number, CNN-Tabu search can reach an
agreementto classify loT network vulnerabilities at 96.00% on
average. The high accuracy of code similarity analysis and its
performance make it possible to promote IoT network security
as well as more accurate vulnerability assessment.
Nevertheless, its effectiveness over larger and domain-diverse
datasets needs to be validated, as well as the possibility of
applying it in real scenarios.

TABLE. II. COMPARATIVE ANALYSIS OF ACCURACY IN VULNERABILITY
CLASSIFICATION
Study Model Accuracy
Kumar et al., 2022 Coy-GWO-based Deep CNN 95.00%
Lietal., 2020 Multi-CNN Fusion Model 86.95%
Al-Haija et al., 2020 CNN-ResNet-18 98.22%
Varghese et al., 2022 CNN MIT-BIH ECG 99.09%
Njima et al., 2019 CNNLocWC 94.13%
Our Study CNN-Restnet-50 97.00%
Our Study CNN-Restnet-50 + Tabu Search 99.03%

Backdoor -
DDaS _HTTP
DDoS_ICMP

DDos_TCP
DDoS_UDP
Fingerprinting
MITM

Mormal
Password
Port_Scanning
Ransomware
SOL_injection
Uploading
‘Vulnerability_scanner

X55

Backdaor

DDoS_HTTP
DDos TCP
DDoS_UDP -

"
=%
=
=
[T}

o
(=]
(=]

Fig. 11.

Vol. 17, No. 5, 2026

5) Visualizing results and model interpretability: The
confusion matrix visualizations are utilized to exhibit a more
specific analysis of the vulnerability classification performance
of'the proposed EVCIN framework. These matrices provide an
explicit depiction of the classification results, which helps to
assess how well the model can differentiate individual
categories in a vulnerability-based distribution.

The rows in a 'confusion matrix' are the actual classes, and
the columns are the predicted classes. Each cell shows the
number of individuals for a given class and its prediction. This
representation gives a well-founded understanding of how good
the model in question is when it comes to distinguishing
between vulnerabilities from all categories.

According to the analysis of the Confusion Matrix, EVCIN
has proved to have a very high performance in vulnerability
identification. The performance is impressive for the DDoS,
ICMP, and DDoS: UDP, with both precision, recall, and F1-
score being 1.00 (accuracy = 0.991). This ability to correctly
recognize the vulnerabilities is also evidenced by its high
performance measures on the MITM, DDoS TCP
Vulnerability scanner, and Normal classes, which include
accuracy, precision, recall, and Fl-scores. However, the
Confusion Matrix also presents certain difficulties in
classification. Namely, the fingerprinting, DDoS HTTP, and
XSS classes show reduced precision, recall, and F1-scores with
adequate room for improvement in the detection and
discrimination of these vulnerabilities. In addition, the average
precision, recall, and F1-score of the model are calculated at
global, micro, and weighted levels, which assess its goodness.
These metrics take account of the class imbalance in the dataset
as explained in Fig. 11 and thus provide a complete perspective
on the classification performance of the model.
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To sum up, Confusion Matrix representations provide
interesting points of view regarding the EVCIN framework for
vulnerability classification. The good performance ofthe model
is indicated by high accuracy and well-balanced precision,
recall, and F1 scores between various classes in the detection
and classification of vulnerabilities. Besides, these
visualizations areuseful to identify the particular categories that
may need more exploration, guiding us on how to improve the
model performance overall to secure loT networks.

In order to have a reliable and trustworthy EVCIN
framework, it is necessary to comprehend the pivotal role of
various features in vulnerability detection. We used a variety of
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methods to explain feature importance, such as CNN-based
feature importance, scores, SHAP, LIME and Grad-CAM. The
results have been plotted in Fig. 12, which shows that the
network traffic pattern, packet size, and payload contents are
significant for vulnerability classification. By locating both
false negatives and false positives, the accuracy of
classification is also enhanced. By revealing how the model
works, people (including network engineers and security
analysts) have a clearer view to take action on detected
weaknesses. The inclusion of feature importance analysis
makes the EVCIN framework more effective and robust in its
ability to intelligently identify vulnerabilities in IoT networks.
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Fig. 12. Illustration of feature selection.

Moreover, in qualitatively evaluating our EVCIN
framework for vulnerability identification, we conducted ROC
curves and AUC analyses comparison, which is depicted in
Fig. 13. These plots provide a vivid portrayal of the model's
True Positive Rate (Recall) vs. () * False Positive Rate with
different decision threshold values. ROC curves offer a
graphical view of the trade-off between true positive detection
and false positive minimization. Algorithms with a high
sensitivity paired with alow false positive rate will show curves
that are slanted towards the upper-left corner of the graph,
indicating good performance.

The general, performance of the model can also be
evaluated with AUC (Area Under the Curve). An AUC value
closeto | implies thatthe model can well discriminate different
classes, of vulnerabilities. Through the ROC curves together
with their AUC metrics, it is evident that our EVCIN
framework provides a good vulnerability classification
performance, showing qualitative robustness and precision.
Analyzing these visual representations becomes a key tool to
determine appropriate decision thresholds as part of practical
deployment in the Internet, of Things (IoT) domain.
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V. DISCUSSION AND IMPLICATIONS OF FINDINGS

This section provides an analysis and discussion of the
results produced by our CNN-Tabu Search Optimization
framework released in relation to vulnerability type
classificationin loT networks. Finally, we discuss the relevance
of these results in terms of vulnerability discovery and
classification for IoT contexts. Furthermore, comparative
performance analysis is also performed, demonstrating the
merits and, importance of using CNN architecture in Tabu
Search Optimization.

In this research, we evaluated the effectiveness of CNN-
Tabu Search-based vulnerability classification in comparison
with some widely used methods. Our analysis comprised
cutting-edge implementation of both Convolutional Neural
Networks(CNN) and Tabu Search, which are popular
techniques in the research community. Results from
performance metrics such as accuracy, precision, and F1 Score
indicated that the combined CNN-Tabu Search approach
performed better than, other models of CNN and Tabu Search.
This favorable relation also may be due to the combined
strengths of, both methods: CNNs™ feature extraction
capability and Tabu Search’s efficiency in optimizing the

model parameters. Through the integrated model, which fuses
these methods in a unified structure, relatively better
performance was achieved for vulnerability identification and
classification, indicating the benefits of using different sensing
techniques when enhancing loT network security.

Our CNN-Tabu Search approach performs well in
addressing the challenges of vulnerability classification in IoT
networks. With the constantly changing nature of IoT network
traffic, attackers are forever adjusting their tactics to take
advantage ofthings they should, notdo. Based on the net using
Convolutional Neural Network and Tabu Search optimization,
this study extracts vivid feature representations and learns deep
patterns that, reflect different vulnerability types. By
combining with Tabu Search algorithms, the optimization
process becomes more effective in the search space and
converges faster and more reliable, toward optimum solution.
As a result, the technique actually increases the accuracy of
vulnerability classification, especially for the rare or most
difficult vulnerabilities.

VI. CONCLUSION

This study introduces a novel approach for accurately
classifying vulnerabilities in Internet of Things (IoT) networks

430|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

by combining Convolutional Neural Networks (CNNs) with
Tabu Search Optimization. The goal was to tackle the ever-
evolving challenges posed by cyberattacks in IoT
environments. To strengthen the security and resilience of IoT
infrastructures, our research focused on improving both the
accuracy and efficiency of wvulnerability detection and
classification. Through extensive experiments and evaluations,
we demonstrated the effectiveness of the CNN-Tabu Search
approach in identifying and categorizing vulnerabilities within
IoT network traffic. The use of Convolutional Neural Networks
enabled efficient feature extraction and representation,
allowing the model to recognize complex patterns indicative of
various vulnerabilities. At the same time, Tabu Search
Optimization introduced strategic ~mechanisms for
diversification and intensification, which enhanced model
accuracy and accelerated convergence toward optimal
solutions. A comparative analysis with other state-of-the-art
methods, including standalone CNN and Tabu Search models,
confirmed the superior performance of our integrated approach.
Across key evaluation metrics such as Accuracy, Precision,
Recall, and F1 Score, the CNN-Tabu Search framework
consistently outperformed alternatives, demonstrating its
effectiveness in classifying loT network vulnerabilities and
highlighting the value of combining deep learning with
optimization techniques in a unified framework.

Additionally, the interpretability of our model provided
security analysts with valuableinsightsintoits decision-making
process, enhancing their understanding of the model and
increasing confidence in its predictions. In mission-critical IoT
applications, transparency in security decisions is essential,
making interpretability a key feature. The implications of our
findings are highly relevant to cybersecurity in loT networks.
The CNN-Tabu Search approach not only helps security
professionals efficiently mitigate risks but also advances the
field of vulnerability classification. By accurately identifying
and categorizing vulnerabilities in real-time loT traffic, the
proposed methodology strengthens the security of IoT
infrastructures and reduces exposure to complex, emerging
cyber threats. Our results highlight the potential of integrating
advanced deep learning techniques with optimization
algorithms to tackle the unique security challenges posed by the
rapidly expanding IoT ecosystem. Overall, the CNN-Tabu
Search framework demonstrates considerable promise for
enhancingcybersecurity research and practice, emphasizing the
importance of innovative, interdisciplinary approaches to
protecting IoT infrastructures in an increasingly dynamic and
evolving landscape.
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