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Abstract—The fast development of deepfake technologies has 

caused growing concerns related to the authentication of digital 

media, the integrity of personal identification, and the spreading 

of disinformation. Therefore, there is a growing need for effective 

automatic detectors of deepfakes. Meanwhile, existing techniques 

of deepfake detection encounter a large number of difficulties. 

First, it is difficult to distinguish the subtle manipulation details of 

faces. Another problem is poor generalization when applying 

models to novel datasets or highly realistic, generated synthetic 

faces. Another issue is low accuracy in the case of imbalanced data, 

where samples of one class dominate others. Thus, to address those 

problems, this study proposes a novel hybrid approach based on a 

combination of deep learning (DL) and conventional machine 

learning (ML) for detecting deepfake images. More precisely, two 

pre-trained CNNs (MobileNetV2 and ResNet50) were applied to 

generate features and classify them via the Random Forest (RF) 

algorithm. The experiments have been conducted on a benchmark 

of 6,557 facial images marked as either real or fake. The findings 

reveal that the MobileNetV2+RF achieved the highest accuracy 

99%, followed by MobileNetV2 with 98% and ResNet50 with 97% 

accuracy. This suggests that the hybrid architecture helps to 

increase the effectiveness of the solution. A statistical significance 

test reveals that none of the models' performances differ 

significantly from each other (p > 0.05). Overall, the proposed 

system demonstrates excellent metrics concerning accuracy and 

precision. 

Keywords—Deep learning models; machine learning classifiers; 

image processing; data augmentation 

I. INTRODUCTION 

The rapid evolution in the fields of artificial intelligence 
(AI), deep learning, and multimedia technologies has 
transformed the way people interact and engage in creating 
digital information [1]. Currently, smartphones, laptop 
computers, and sophisticated computer systems provide 
individuals with the capacity to develop, disseminate, and access 
digital multimedia in a faster way by using online platforms. 
This technological development has enabled many benefits in 
fields such as entertainment, the educational sector, health care 
services, and even social media communications. However, they 
have posed many problems associated with digital security and 
integrity [2]. Deepfake technology is one of those serious 
problems. 

Deepfakes refer to media that have been modified using 
digitally manipulated images, videos, or audio that were 
produced through artificial intelligence techniques [3]. The 
artificial intelligence used includes generative adversarial 
networks and autoencoders. Through this technology, highly 
accurate fake faces and voices have been produced since the 

technology is capable of mimicking human facial expressions 
and their voices. Deepfake technology has experienced great 
progress ever since its invention in 2017 due to the emergence 
of free and available artificial intelligence technology, the 
availability of big data online, and the availability of 
computational power [4]. 

Misuse of deepfake technology has caused several 
significant threats to individuals, organizations, and even society 
as a whole. The uses of deepfakes have been identified to 
mislead people, shape their opinions politically, engage in 
identity fraud, conduct financial crimes, and create inappropriate 
content. Social media platforms like Facebook, Instagram, 
Youtube have made deepfake videos and other forms of content 
go viral on the internet in an instant due to the speed at which 
information can travel over them. On the other hand, deepfake 
technology is a concern in many fields, including forensics, 
surveillance, and biometrics [5], [6], [7]. 

Facial recognition and identification systems based on 
conventional methods depend heavily on using biometric data 
associated with the face. In most cases, such algorithms do not 
cope with the identification of manipulated images of people's 
faces. They are less efficient with images that have undergone 
various types of manipulations, such as blur processing, 
compression, sizing, filtering, and enhancement. Meanwhile, 
development in the field of image manipulation and AI-based 
face generation has increased the realism of synthetic faces [8], 
[9]. 

To address these issues, recent works in this field have been 
concentrating on designing techniques for automatically 
detecting deepfakes through deep learning methods. 
Convolutional Neural Networks (CNNs) have been mostly 
applied since they are able to efficiently extract visual features 
from these manipulated images. Models like MobileNetV2 and 
ResNet50 are usually used because of their excellent ability to 
do so, along with being computationally efficient. Nevertheless, 
it might not be effective to solely rely on deep learning-based 
techniques for obtaining the optimal results [10] [11]. 

Recent studies reveal that a combination of deep learning 
methods with classifiers of machine learning is useful for 
enhancing detection precision and reliability of the overall 
framework. Methods of machine learning, such as Random 
Forest (RF), Support Vector Machine (SVM), and Logistic 
Regression (LR), can be used to make decisions using features 
obtained from CNN algorithms. Hybrid models tend to increase 
efficiency, feature exploitation, and generalization power over 
pure deep learning-based frameworks [12]. 
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Even though advancements have been made to improve 
deepfake generation and detection systems recently, current 
facial forgery detectors still experience certain limitations while 
working with sophisticated manipulations within realistic 
images. In particular, traditional approaches demonstrate 
decreased effectiveness in the presence of manipulations 
performed by means of compression, resizing, filtration, and 
blurring. Moreover, several current approaches require the use 
of a deep learning classifier only, meaning the high level of 
computation costs and inability to work efficiently with diverse 
manipulated images. Conversely, the fast development of AI-
based facial image manipulation has led to the necessity of 
creating new detection systems, allowing for achieving both 
effective feature extraction and efficient classification in order 
to ensure higher levels of performance and detection 
effectiveness. Thus, there is a significant need for developing an 
approach for deepfake detection that would involve both deep 
learning and machine learning algorithms [13], [14]. 

The reason behind developing a dependable, effective, and 
generalized model for detecting deepfakes became one of the 
key areas of study in digital security and forensics. Reliable 
frameworks are needed to maintain confidence in digital media, 
develop biometric recognition systems, decrease the 
dissemination of misinformation, and verify the authenticity of 
digital data. 

The primary goal of this research work is to design a 
detection model utilizing deep learning and machine learning 
techniques. In the proposed approach, pre-trained CNNs would 
be used to extract the features from the images. Machine 
learning classifiers would be utilized to increase the reliability 
and performance of the detection algorithm. To achieve our 
objective, the proposed study was designed following the 
research questions (RQ): 

RQ1: How effectively do transfer learning-based CNN 
models like MobileNetV2 and ResNet50 help in detecting 
important facial characteristics to detect deepfake images? 

RQ2: Is there any improvement in the detection of deepfake 
images if we combine ML classifiers such as Random Forest 
(RF) with deep learning-based facial feature extraction 
methods? 

RQ3: Which is the most suitable and accurate combination 
of deep learning models and ML classifiers for detecting 
deepfake facial images? 

Some of the key contributions of this research work are as 
follows: 

• A novel framework for detecting deepfakes by 
implementing machine learning and deep learning 
approaches has been introduced. 

• Deepfakes have been detected by using transfer learning-
based CNN architectures such as MobileNetV2 and 
ResNet50. 

• Different machine learning classifiers like RF, SVM, and 
logistic regression have been utilized to increase 
classification performance. 

• Data augmentation, class imbalance problem, early 
stopping, and learning rate scheduling have been utilized 
to enhance generalization performance. 

• Experiments were performed based on the ROC curve, 
confusion matrix, and comparative analysis of accuracy. 

This study is significant since it helps in solving one of the 
biggest issues currently facing digital security: identifying 
manipulated facial content using Artificial Intelligence. This 
study presents some contributions to cybersecurity, biometrics, 
digital forensics, and media validation through the improvement 
of AI deepfake detection technology. This study is practically 
applicable to social media monitoring, online identity 
verification systems, surveillance systems, and misinformation 
detection, among others. Additionally, the use of deep learning 
and machine learning in this process gives a precise and 
effective computational method to help design intelligent 
security systems in the future. 

The rest of the study is structured as follows: Section II 
identifies the key research gap. In Section III, detailed steps for 
conducting the proposed study are discussed. Key findings, 
interpretation, and discussion are explained in Section IV. 
Section V outcome / future directions are presented. 

II. LITERATURE REVIEW 

Deepfakes are facial images that are generated using AI. It is 
a major problem for the security of the web, privacy online, and 
the authenticity of data present online. Several deep learning 
architectures can be used to detect DeepFakes. There are several 
pretrained CNN architectures, such as Inception netv3, Resnet 
50, Resnet 101, and DenseNet121, trained using available 
benchmark datasets such as real and fake face detection using 
2k samples, real versus fake face detection using 140k samples, 
and deepfake and real images using 190k samples. The 
efficiency of these pretrained CNN models depends on the 
availability of the number of samples and their resolution. The 
current pretrained models do not perform well in terms of 
efficiency; for example, a pretrained model performs with an 
accuracy of 55% in an imbalanced and limited data set, such as 
the one with a real and fake data set of 2k samples. In this study, 
a hybrid DL model combining both the capability of a pretrained 
model and a GAN with an SE attention mechanism achieves an 
accuracy of 89% [15]. With the rising cases of counterfeit digital 
images and increasing adoption of the deep fake technology, 
there is a need for developing efficient algorithms that can be 
able to detect counterfeit pictures. This study [16] provides a 
deep neural network algorithm known as DeepFaceGuard with 
an objective of detecting counterfeit pictures using a multi-layer 
architecture in order to ensure low detection time without 
compromising on accuracy. A pre-trained model of VGG-16 
was used to increase visualization, while the principal 
component analysis technique was used to reduce dimensions. 
Accuracy and F1-score of 0.83 were some of the measures used 
to evaluate the proposed model by use of 140,000 image dataset. 
It was found that DeepFaceGuard had an accuracy of more than 
83%. This shows its efficiency in detecting counterfeit images. 
DeepFaceGuard attained a verification accuracy of 84% in only 
184 seconds (8 seconds × 23 epochs). Prior studies involved 
residual convolutional blocks or the use of an attention 
mechanism for DF detection; unfortunately, most researchers 
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consider each of these separately without any emphasis on 
fairness, out-of-distribution generalization, statistical tests, or 
artifact-based detection. This study [17] proposes a method 
named ARC-Net that employs both attention and residual 
convolutional blocks, along with a popular base, EfficientNet 
B0, and an attention mechanism. For testing ARC-Net alongside 
the rest of the four pre-trained DL models, a real image dataset 
of 500 images from Bangladesh, in addition to a 140k mixed real 
and fake faces data set, was used. ARC-Net outperformed the 
traditional and state-of-the-art methods significantly with an 
accuracy of 99%, a precision of 1.0, a recall of 0.97, and an F1 
score of 0.98, obtaining the best possible reliability for DF 
detection. For evaluating the external validity and 
generalizability of ARC-Net, two new data sets, the Deepfake 
dataset and the Deepfake database, have been tested for the 
model, and it showed consistent and highly reliable results in all 
experiments conducted, which also include varying scales. 
Three OOD tests were performed; the first test examined the 
South Asian dataset, and we observed that including less than 
one percent of the actual Bangladeshi image data lowered the 
FPR and enhanced the probability calibration significantly, 
whereas the other two cross-dataset tests exhibited high 
transferability. We have also done an ablation test to observe the 
effect of various components in a model by deleting and 
changing them, and we have used McNemar’s Statistical Test to 
determine statistical significance between rival classifiers. 
Furthermore, we have utilized Explainable AI (XAI) approaches 
such as Grad-CAM and LIME to provide transparency regarding 
the outcomes, considering that the facial region needs to be 
prioritized for detection. The fast-paced development of Deep 
Learning (DL) algorithms has caused the extensive emergence 
of DeepFake (DF) images in real life, which raises real-life 
challenges. In the present work, DeepDect is proposed and 
evaluated within a real-life context. The platform has been 
developed through a human-centered approach, considering 
insights (requirements) from both regular users and DF experts. 
The most effective DL models (ResNet-50 and Random Forest 
for face-swapping detection, Capsule Forensics v2, and CNN for 
AI-generated images) have been incorporated into the platform 
as a detection engine. An Explainable AI (XAI) module has been 
designed and incorporated into DeepDect for visual (Grad-CAM 
heatmaps) and textual explanations. Real-life evaluation has 
been conducted with the participation of 108 users to measure 
the performance of DeepDect against humans. DeepDect has 
obtained 81% detection accuracy and outperformed human 
users in terms of DF detection rate, emphasizing the necessity 
for such a solution in real-life contexts [18]. With the fast 
development of face manipulation techniques through 
Generative Adversarial Networks (GANs) and Stable Diffusion-
based approaches, this study [19] presents an investigation into 
the topic of deepfake content generation. This study examines 
the possibility of utilizing Vision Transformers (ViTs) for 
deepfake image detection based on the ability of such networks 
to extract global features. To determine the efficiency of ViTs 
for multiclass deepfake image detection was used. The proposed 
model shows high levels of accuracy, precision, and recall, and 
the F1 score of 99.90% on a multiclass-prepared dataset. The 
presented findings show that there is a great potential in ViTs to 
help make the internet safer from deepfake threats, especially 
caused by Stable Diffusion and StyleGAN2. The developed 

model demonstrated better performance than state-of-the-art 
CNN-based models, i.e., ResNet-50 and VGG-16. Currently, 
deepfakes have been considered a popular research area because 
of the considerable improvements made in the field of artificial 
intelligence (AI). Images produced by the generative AI system 
are realistic and entirely new. Hence, detecting the fake material 
using AI is very important. In this study[20], transfer learning 
was implemented on four models, including VGG16, VGG19, 
MobileNetV2, and ResNet50V2. The proposed model in this 
study is the one that is developed based on the pre-trained 
VGG16 model. In this method, we used the input of the VGG16 
model along with the output of two more convolutional and 
MaxPooling layers for further feature extraction after 
concatenation, followed by three dense layers. According to the 
experimental values provided in this study, the proposed model 
achieves better performance compared to other approaches with 
98.4% accuracy rate. It can be concluded that the detection of 
deepfakes will be feasible in the future through machine learning 
techniques. Deepfake technology development has outpaced 
that of video manipulation detection methods, posing some 
issues in terms of media security and forensic digital analysis. In 
this case study [21], we implemented a multimodel machine 
learning approach by implementing traditional as well as 
modern deep learning classifier models for deepfake video 
detection. For our case, the experiment made use of a subset of 
the dataset, which included 401 samples of training and 400 
samples of testing data, but with an imbalance in classes in favor 
of FAKE videos. Our methods involved data preprocessing, 
EDA, face detection using Haar Cascade Classifiers in OpenCV, 
and data feature extraction. Models, including Random Forest, 
Support Vector Machines, and Convolutional Neural Network 
(CNN), among other models, were trained and tested using the 
model accuracy, precision, recall, and F1 score as metrics. Our 
deep learning model performed better than any other model in 
all metrics, indicating its capability in deepfake video detection. 
The study above shows how deepfake video detection requires 
a combination of classical and modern machine learning 
techniques. With the rise of hyper-realistic fake media 
generation techniques through deep learning applications, there 
is a need for detecting the authenticity of images online. In this 
study [22], an ensemble learning-based technique integrating 
InceptionV3, VGG16, and Xception architectures was applied 
to develop a deepfake detection system. The method yields an 
accuracy of 97.40% with 97.00% sensitivity and 98.00% 
specificity on a balanced dataset containing 70,000 real and 
70,000 fake images. A comparison with ResNet50 and 
EfficientNet baseline models shows that our model is 5.6% more 
accurate than ResNet50 and 3.0% more accurate than 
EfficientNet in terms of AUC. Our findings indicate that the 
proposed method is promising in addressing the problem of 
detecting deepfake images. To assess the reliability of the 
developed model, extensive experiments were performed using 
a large number of real and synthetic images. In addition, Grad-
CAM (Gradient-weighted Class Activation Mapping) was used 
to interpret the decision of the model. The deepfake videos have 
been distributed in recent years using several deepfake 
techniques (i.e., faceswap, face2face, etc.). The aim of this study 
[23] was to design a model that helps detect deepfake videos. 
Two hybrid models, consisting of a combination of machine 
learning and deep learning, were proposed. The first hybrid 
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model used CNN (convolutional neural network) for feature 
extraction along with different classifiers in machine learning, 
namely, SVM (Support Vector Machine), KNN (K-nearest 
Neighbor), DT (Decision Tree), RF (Random Forest), Logistic 
Regression, and Naive Bayes. In comparison, the second hybrid 
model utilized the concept of transfer learning using the VGG16 
(Visual Geometry Group) pre-trained model and the same 
classifiers as the first model. Evaluation of both the hybrid 
models was done using the video dataset, FaceForensics++, 
containing four types of deepfake techniques: Deepfake, 
Faceswap, Face2Face, and Neural texture. Results obtained for 
both models were found to be promising due to high accuracy 
scores, proving the effectiveness of the proposed models that 
can be employed in the construction of a deepfake detector 
application. The first hybrid model gave maximum accuracy 
with the SVM classifier for the four deepfake techniques: 0.96, 
0.87, 0.90, and 0.64, respectively. The impact of deepfake 
videos is immense and can range from identity theft to spreading 
misinformation to national security threats. Hence, there is a dire 
need to improve the performance of the algorithm used in 
deepfake detection. In this research [24], various feature 
extraction methods have been used to leverage the use of deep 
learning algorithms like Xception and ResNet50 in detecting 
deepfakes in a video using the DFDC data set. Further, several 
hybrid models comprising eight were created through the use of 
classification algorithms like SVM, KNN, MLP, and RF. 
ResNet50 and RF hybrid model showed the most promising 
results in terms of the accuracy rate, which stood at 98% and an 
area under the curve (AUC) of 99.65%. The emergence of 
manipulation on digital media poses a serious threat in today's 
society, hence the need to have accurate and reliable means of 
detection of these fakes. To provide an appropriate response to 
the problem, the study [25] proposes a novel hybrid structure 
known as CMNV2, which incorporates MobileNetV2 along 
with an invented CAFFE block. By simply introducing five 
extra layers in a pre-trained structure, this architecture is able to 
withstand even the most complicated situations in the real world 
to score 99.10% accuracy against 13 other CNN structures. The 
present study trained and tested the proposed CMNV2 
architecture through DNNs, TL, and DL on 5,000 images that 
were divided into real faces and deepfake faces. When compared 
to the 13 CNN architectures in terms of some important 
parameters, the proposed model was superior in terms of 
accuracy, precision, recall, F1-score, error rate, and efficiency. 

III. METHODOLOGY 

This study presents an integrated method to detect deepfake 
images based on deep learning and machine learning techniques. 
The technique relies on the use of pre-trained CNN models to 
identify key features of the image, which are further used to 
classify them using conventional machine learning algorithms. 
The proposed methodology is based on a whole workflow, 
involving image preparation, dataset splitting, data 
augmentation, extraction of deep features, classification, and 
evaluation stages as illustrated in Fig. 1. 

1) Data set collection and preprocessing: All the 

experiments in this study were conducted on the Deepfake 

Detection Dataset 2026, which was retrieved from the Kaggle 

portal [26] some samples images are shown in Fig. 2. It is a 

large dataset for detecting deepfakes, which includes facial 

images that are specially designed to help analyze deepfakes 

using machine learning methods. In the given facial image 

dataset, there are 6,557 images, which can be classified into two 

categories (2,790 real images and 3,767 fake images). The real 

images were obtained from Unsplash and include portraits of 

people of all age groups and genders. The artificial face images 

were generated by implementing highly sophisticated AI-based 

image generation algorithms, such as StyleGAN3 another. One 

of the key aspects that distinguishes this dataset from other 

commonly used deepfake image datasets is that it comes with 

comprehensive metadata information, which can be useful for 

conducting advanced analysis experiments using machine 

learning. The given dataset includes 17 different attributes that 

fall into the following categories, represented in Table I. 

 

Fig. 1. Overall methodological flow chart of the proposed model. 
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TABLE I.  DATASET CHARACTERISTICS 

Dataset Characteristics Values 

Text Attributes 11 

Numerical attributes 2 

Unique 1 

Others meta data 3 

Class labels Real or Fake 

Difficulty level Easy, Medium, Hard 

Confidence score Numeric 

Source information Text 

Generation method information  

Only the high-quality faces were used in this dataset. 

 

Fig. 2. Some sample images. 

2) Image acquisition and preprocessing: All images are 

downloaded dynamically from URLs using HTTP requests. 

The preprocessing pipeline is shown in Fig. 3. 

 

Fig. 3. Steps of preprocessing. 

This preprocessing standardizes input dimensions and 
improves neural network convergence stability. 

3) Data augmentation: Real-time augmentation of the 

dataset was done to increase the generalization capabilities of 

the model and minimize the risk of overfitting by applying 

augmentation only on the training set via the use of 

TensorFlow's ImageDataGenerator. Several types of 

augmentation were done to generate different variations of the 

face [27]. Fig. 4 shows the data augmentation parameters. 

 

Fig. 4. Data augmentation parameters. 

Fig. 4 shows the data augmentation parameters applied to 
images. This is to ensure that the model performs well and 
detects deepfake photos regardless of how the person looks in 
the real world. 

4) Feature extraction: Feature extraction is one of the most 

crucial stages in the proposed system. This research utilizes 

pretrained convolutional neural networks (CNN) architectures 

as automatic feature extractors. Unlike handcrafted feature 

engineering, CNNs learn hierarchical spatial representations 

directly from facial images [28]. Given an input image be 

denoted as: 

𝑋 ∈  ℝ𝐻 × 𝑊 × 𝐶                             (1) 

The conventional operation with 𝐾  learnable convolution 
kernel and the extracted local feature map are represented as 
(𝑋 ∗ 𝐾), mathematically defined as: 

(𝑋 ∗ 𝐾)(𝑖, 𝑗) = ∑ ∑ 𝑋(𝑖 − 𝑚, 𝑗 − 𝑛)𝐾(𝑚, 𝑛)𝑛  𝑚      (2) 

These layers detect facial textures, blinding artifacts, 
compression traces, and illumination inconsistencies. The CNN 
extracts multilevel semantic representation using 3 layers: an 
early layer that learns low-level patterns using Eq. (3)-(5). 

Eq. (3)-(5) represents the hierarchical feature learning 
conventional neural network, where each layer extracts 
progressively more abstract representations from the input 
image. The first layer captures low-level visual patterns learn 
more complex and discriminative features. The parameters 
𝑊 𝑎𝑛𝑑 𝑏 denote learnable weights and bias, 𝜎(. ) denotes the 
nonlinear activation function. 

𝑭(𝟏) =  𝝈(𝑾(𝟏)  ∗  𝑿 + 𝒃(𝟏))               (3) 

𝑭(𝟐) =  𝝈(𝑾(𝟐)  ∗  𝑭(𝟏) + 𝒃(𝟐))             (4) 

𝑭(𝟑) =  𝝈(𝑾(𝟑)  ∗  𝑭(𝟐) + 𝒃(𝟑))              (5) 

Furthermore, each convolution layer produces an activation 
map: 

𝐹𝐾 = 𝜎(𝑊𝐾 ∗ 𝐾 + 𝑏𝐾)                   (6) 

where, 

• 𝑊𝐾: convention filters 

• 𝑏𝐾: bias term 

• 𝜎: activation function 

These feature maps are then compressed using global 
average pooling (GAP). For the feature map 𝐹𝐾 : 

𝑔𝐾 =
1

𝐻𝑊
∑ ∑ 𝐹𝐾(𝑖, 𝑗)𝑊

𝑗=1
𝐻
𝑖=1                        (7) 

Thereby preserving dominant semantic activation. 

The final feature representation can be mathematically 
expressed as: 

𝑓 = [𝑔1, 𝑔2, … … . 𝑔𝑑] 𝑤ℎ𝑒𝑟𝑒 𝑓 ∈  ℝ𝑑               (8) 

This feature representation includes spatial inconsistencies, 
blind spots, and illumination. 

RGB Color 
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Image Resizing 
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Normalization
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Rotation 
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Shift 

(15%)

Height 
Shift 

(15%)

Zoom 
Transfor
mation 
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The final feature vector generated through the (GAP) layer 
was provided as an input to the Random Forest classifier for the 
classification stage. The final feature vector included high-level 
features extracted by the network and characterized various 
aspects related to facial texture changes, lighting changes, 
compression distortions, and manipulation-related features. In 
order to make sure that all the features have equal weight in 
terms of classification, the z-score normalization was performed 
on the extracted features. 

Dimensionality reduction techniques were not used since the 
GAP layer provided the compact representation of the input 
features. Thus, the normalized feature vectors were supplied 
directly into the Random Forest classifier. The classifier was 
designed using 100 decision trees and the Gini impurity criteria 
for splitting nodes. The bootstrap method was used to improve 
the generalization ability of the model. Moreover, the number of 
features for splitting was selected based on the square root rule. 
These configurations were chosen since they are commonly 
used for deep feature classification and have proved their 
effectiveness in the experimental analysis. 

5) Handling class imbalance: There is a minor imbalance 

of classes, where the number of images that are not real is 

higher than that of the images that are real. To avoid bias 

towards the majority class when predicting, the class weights 

are assigned inversely to their frequencies, as demonstrated in 

Fig. 5. This was done during the training process, whereby the 

neural network could be trained to perform well for both classes 

of images. To solve the problem of unbalanced classes in the 

training dataset, SMOTE is employed. This approach helps 

synthesize more artificial samples for the class that is poorly 

represented by creating new samples based on existing features. 

Consequently, this improves the ability of the model to 

generalize from minority examples and eliminates any biases. 

To preserve the integrity of the evaluation process, SMOTE is 

not used for the test dataset but only for the training set to 

achieve the objectives [29]. 

6) Model development: In this study, 2 pre-trained DL 

models, such as MobileNetV2 and ResNet50, and 1 ML 

classifier, such as RF, are used. 

a) MobileNetV2: MobileNetV2 was selected for this 

research due to its compact and efficient architecture that 

allows for less computational complexity. Depth-wise 

separable convolutions make it possible for the network to use 

a minimal amount of parameters and still perform efficient 

feature extraction. 

b) ResNet50: ResNet50 was selected based on its ability 

to learn features in a deep network thanks to residual 

connections. Such an approach allows overcoming the 

problems associated with vanishing gradients and facilitates the 

process of training deep networks [30]. Models used in this 

research were pretrained with the ImageNet dataset with the 

following parameters: 

• Include_top=False 

• The convolutional part was not trainable during the initial 
training phase. 

c) Random Forest Classifier (RF): RF is an ML classifier 

used to generate multiple decision trees. Predictions are made 

through a consensus of those trees, which enhances the 

accuracy and robustness of predictions. It is efficient in dealing 

with serious dimensional problems as well as in the 

identification of nonlinear associations between the behavioral 

(Fig. 6) [31]. 

 

Fig. 5. Class distribution. 

 

Fig. 6. Deep learning architecture parameters. 

7) McNemar test: McNemar’s test is a statistical procedure 

that can be used to make a comparison between two classifiers 

based on the same set of data. As opposed to testing overall 

accuracy, it tests the points where the two classifiers disagree. 

It is thus more appropriate for determining the differences 

between two classifiers [32]. 

8) Experimental setup: This experimental setup was 

designed to evaluate the efficacy of various ML and DL 

approaches that were utilized to detect real and fake faces. All 

experiments were conducted within the Python programming 

framework, utilizing typical libraries for analyzing and 

modeling data through machine learning techniques. Training 

was performed for up to 40 epochs with a batch size of 8. In 

order to make the training more efficient and improve the 

performance of the model, two callbacks were introduced. 

a) Early stopping: The training was terminated 

automatically if no improvements in the validation loss 
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occurred within five epochs. This ensured that training stopped 

at the appropriate point, avoiding any overtraining. 

b) Reducing learning rate on plateau: Another callback 

introduced was related to the adjustment of the learning rate. If 

the validation loss does not change over three epochs, then the 

learning rate is adjusted by multiplying with 0.5 [33]. 

The sigmoid activation function computes the probability of 
fake classes by: 

𝜎(𝑥) =
1

1+𝑒−𝑥                                    (9) 

Moreover, binary cross-entropy was employed as a loss 
function, which can be mathematically calculated as:  

𝑙 = −
1

𝑁
∑ [𝑦𝑖  𝑙𝑜𝑔(𝑦̂𝑖) + (1 − 𝑦𝑖) 𝑙𝑜𝑔(1 − 𝑦̂𝑖)] 𝑁

𝑖=1      (10) 

The Adam optimizer was used as a gradient optimization 
because of its adaptive learning-rate capability [34]. 

To prevent data leakage between subsets, the division of the 
dataset was made before the beginning of training. All the 
preprocessing techniques, including SMOTE oversampling and 
data augmentation, were applied only to the training subset. The 
validation and test subsets were untouched during the 
experiments to preserve their properties as representative data. 
Moreover, the feature extraction process based on the use of 
pretrained CNN models was performed separately on each 
subset. Despite the absence of identity, generation source, and 
near-duplicate relations labeling in the dataset, sample isolation 
was made during all stages of the experiment. In general, the 
described experimental configuration allowed obtaining 
unbiased results regarding the performance of the model on 
unseen data. 

TABLE II.  DISTRIBUTION OF SAMPLES 

Training Samples Validation Testing Samples 

2100 297 603 

Table II depicts the distribution of samples into training and 
testing. To ensure consistency and reproducibility, the dataset 
was organized into a total samples (3000), consisting of both real 
and manipulated facial images. The dataset was divided into 
70% (2100) samples, which were used for training, 297samples 
(approximately 10%) were used for validation, and 603 samples 
(approximately 20%) were used for testing. As for ML models, 
70% used for training and 30% were used for testing, thereby 
maintaining consistency and enabling a comparison between the 
two methodologies. As far as DL methods are concerned, part 
of the training data set was kept for a validation data set, which 
helps in monitoring the progress of learning by the model, tuning 
the hyperparameters of the model, and minimizing the problem 
of overfitting. Whereas in the case of ML methodology, no 
separate validation data set was used because the training 
process involved in ML is much less complex as compared to 
DL methods. 

IV. RESULTS AND DISCUSSION 

The objective of this study is to evaluate the performance of 
various ML and DL classifiers for deepfake detection across 

multiple measuring standard metrics such as confusion matrix, 
loss graphs, ROC curve, etc. 

TABLE III.  PERFORMANCE EVALUATION OF ML MODELS 

ML models Accuracy Precision Recall F1 score 

MobileNetV2 98% 90% 91% 90% 

MobileNetV2+RF 99% 98% 97% 97% 

ResNet50 97% 93% 94% 93% 

ResNet+RF 98% 94% 92% 92% 

Table III presents the performance of various ML and DL 
models across all four measuring metrics. The obtained 
experimental results clearly indicated that hybrid CNNs 
combined with ML classifiers outperformed CNN models. The 
best performance was achieved by (MobileNetV2+RF) 
accuracy (99%), precision (98%), recall (97%), and F1score 
(97%). RF helps increase the performance of DL and decrease 
erroneous classifications by integrating feature extraction with 
accurate classification. Moreover, the ResNet+RF model also 
showed higher performance rates compared to ResNet50 alone, 
where accuracy was increased from 97% to 98%. This indicates 
that hybridization leads to improved feature extraction and 
discrimination. High performance of MobileNetV2+RF can be 
attributed to efficient feature extraction of MobileNetV2 
through depthwise separable convolutions, which were followed 
by feature classification via RF. The results have once again 
proved that hybridizing CNN models with machine learning 
classifiers yields higher levels of stability and accurate 
classification compared to deep CNN-based classifiers. 

 

Fig. 7. Loss curves for the MobileNetV model. 

Fig. 7 represents the training and validation loss of the 
MobileNetV2 model over 40 epochs. The decrease of 
MobileNetV2 training loss appears to be stable, meaning that the 
network successfully learns from training data and reaches good 
convergence during optimization. As the training loss 
consistently decreases, it is reasonable to believe that the 
network successfully extracts information from the provided 
training samples. The validation loss demonstrates inconsistent 
results and experiences sharp increases from time to time. This 
indicates the problem of overfitting when the neural network 
performs well on training data but has poor generalization 
capabilities when processing unknown samples. Altogether, 
even though the network successfully learns from training data, 
it requires further refinement to improve its generalization 
capabilities. 

MobileNetV2 Validation Loss Plot demonstrates some 
fluctuations throughout the training process and even some 
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spikes. Such behavior might be a hint at a minor case of 
overfitting, but despite that, the overall plot tends to converge, 
which implies that learning is taking place. Fluctuations may be 
associated with the dataset variation and a relatively small 
number of records in the validation dataset. To improve the 
training stability, future improvements might include more 
aggressive regularization, changing the dropout probability, or 
using data augmentation. 

 

Fig. 8. Model accuracy curve. 

Fig. 8 depicts the accuracy graph of the MobileNetV2 
algorithm; the accuracy of the learning process by the network 
is good. With an increase in the epoch numbers, the training 
accuracy of the algorithm has been seen to increase. The 
validation accuracy increased along with the training accuracy; 
however, there have been slight differences in certain epochs 
due to differences in the validation data. By the last epochs of 
training, the validation accuracy and training accuracy are both 
seen to be around 96–97%. This suggests that the algorithm 
performed well and that there was no overfitting. 

 

Fig. 9. Confusion matrix for MobileNetV2. 

Fig. 9 shows the confusion matrix of MobileNetV2 (A) and 
MobileNetV2+RF Classifier (B). In Fig. 9(A), the total number 
of samples accurately classified as negative is 37, and the 
positive samples are 553. Also, 5 positive samples were wrongly 
classified as negative, and 8 positive samples were wrongly 
classified as negative. After using the RF Classifier with 
MobileNetV2, the correct positive samples classified were 558, 
and there were only 3 samples classified as negative from the 
positive class. There was no difference in correctly classified 
negative and false positive samples, which are 37 and 5, 
respectively. This implies that the combined model had high 
accuracy in terms of recall value for positive samples. The high 
effectiveness is due to the efficient use of the deep learning 
model by the RF Classifier. The hybrid model used ensemble 
learning to improve class separability and decrease the false 
positives in the positive class. 

 

Fig. 10. Train and validation loss curves. 

ResNet50 exhibits a smooth and constant learning curve 
throughout the entire training process, as shown in Fig. 10. 
Initially, the validation loss is high due to the fact that the model 
is trained with random weights in the early stages of training. 
However, following the first epoch, there is a sharp decline in 
the validation loss such that it is close to the training loss. The 
two lines are low for the rest of the training period and move 
almost in parallel without significant differences. Thus, the 
model successfully learns the critical elements of the data 
without overfitting. Moreover, the small gap between training 
and validation losses implies good generalization. 

 

Fig. 11. Accuracy curves for ResNet50. 

From Fig. 11, it can be concluded that the performance 
accuracy of the ResNet50 model is both consistent and accurate 
over 10 training epochs. The training and validation accuracy of 
the model increases gradually, and it eventually becomes almost 
98%. Initially, the training accuracy starts at a point of 88%, and 
this implies that the model is learning important characteristics. 
The validation accuracy is fairly high and has small variations, 
meaning that the model does not suffer from much overfitting, 
and it has excellent generalization capabilities. This is evident 
since the training and validation graphs remain close for all 
epochs, meaning that the model does not experience problems 
related to overfitting and underfitting. There is no wide gap 
between the two lines, which implies that the ResNet50 model 
works well since it allows easy learning of deep networks. The 
residual learning technique makes gradient flow easy, and 
consequently, efficient learning becomes possible. 
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Fig. 12. Confusion matrices for ResNet50. 

Fig. 12 shows the confusion matrices for standalone 
ResNet50 and ResNet50+RF models. Both the ResNet50 and 
ResNet50+RF models have an extremely high efficiency level 
since the majority of samples were predicted accurately. 
Specifically, the model of ResNet50 managed to correctly 
predict 38 samples of class 0 and 554 samples of class 1, 
misclassifying only several other samples. However, the 
combination of ResNet50 and RF increases the accuracy of 
prediction, lowering the false negatives to 3 (previously 7) and 
raising the number of correct predictions for class 1 from 554 to 
558. It means that adding the Random Forest model to the 
ResNet50 algorithm significantly contributes to separating the 
classes correctly. Thus, the hybrid approach ensures more 
accurate and stable predictions than ResNet50 alone. 

 

Fig. 13. ROC analysis of models. 

Fig. 13 presents the ROC curve analysis results of all models 
analyzed. From these, the ResNet50 model managed to obtain 
the highest AUC value of 0.99, reflecting its superior 
performance in distinguishing classes. The MobileNetV2, with 
an AUC value of 0.98, while the RF with 
MobileNetV2(MobileNetV2+RF) model and the RF with 
ResNet50 (ResNet5+RF) model achieved an AUC value of 0.97. 
The findings show that the accuracy obtained by these models is 
quite high, and almost negligible errors were made. From these 
good AUC values, we can infer that our proposed deep learning 
models have worked well in differentiating between positive and 
negative classes. The ResNet50 model has performed better 
mainly due to its architecture, which enables efficient learning 
of deeper features in its structure. 

TABLE IV.  STATISTICAL TEST 

Models Statistic P-Value 

MobileNetV2 vs MobileNetV2+RF 3.2 0.073 

MobileNetV2 vs ResNet50 0.05 0.823 

MobileNetV2 vs ResNet50+RF 1.067 0.301 

Table IV shows the statistical significance results of the 
comparative analysis among the evaluated models. The findings 
revealed that there is no statistically significant difference 
between, as all p-values are greater than the significance 
threshold of 0.05. Specifically, the comparison between 
MobileNetV2 and MobileNetV2+RF yields a test statistic of 3.2 
with a p-value of 0.073, suggesting marginal improvement, this 
improvement is not significant. Moreover, it is possible to note 
that for MobileNetV2 and ResNet50, the p-value equals 0.823, 
while for MobileNetV2 and ResNet50+RF, it equals 0.301. In 
both cases, these models have almost similar classification 
performance levels. Thus, the analysis shows that all the 
methods provide rather good and quite stable results. 

 

Fig. 14. Comparison of performance of ML/DL models. 

In Fig. 14, the comparison of performance in terms of the 
accuracy metric is shown. The (MobileNetV2 + RF) achieved 
the highest accuracy rate (99%), attributed to its ability to 
classify well compared to other models. The model accuracy of 
MobileNetV2 and (ResNet50 + RF) was same  
(98%). The difference between their model accuracies is 
insignificant since they both differ by only 1%. Therefore, the 
inclusion of the RF algorithm in the deep features helps increase 
performance stability in classification. The accuracy of 
ResNet50 on its own was 97% as opposed to other models 
analyzed in this project. This indicates that the combination of 
hybrid and deep learning models provides excellent results in 
classification due to the high accuracy achieved.  

V. DISCUSSION 

The results of the experiment prove the statement that hybrid 
models of DL and ML provide better outcomes in terms of 
deepfake detection accuracy than single-layered CNN 
architectures, as illustrated in Table II and Fig 14. In particular, 
MobileNetV2 + RF appears to be the best-performing model 
that provides the highest accuracy rates among all other models 
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due to the positive influence of Random Forest on CNN-based 
image processing. Both MobileNetV2 and ResNet50 models 
perform effectively without any additional machine-learning 
model being applied, as illustrated in Table II. The accuracy of 
both models equals 98% and 97%, respectively. With the help 
of random forest, the performance of ResNet50 increases by one 
percent, reaching 98%. All these data suggest the effectiveness 
of hybrid models, as it was mentioned above. Fig. 14 proves the 
effectiveness of mobileNetV2 + RF once again. 

Though MobileNetV2+RF had the best numerical results 
compared to other models concerning most metrics, according 
to McNemar's paired statistical test, there is no significant 
difference between the performance of the models (p > 0.05). It 
simply means that the performance difference is not statistically 
significant. Despite the slightly higher accuracy and better 
stability in the results of the hybrid model, we still cannot prove 
that there is any practical benefit of such a network over 
independent convolutional neural networks statistically. 
Consequently, it should be understood that MobileNetV2+RF 
only demonstrates better trends in performance. However, 
considering the improvement in different evaluation criteria, we 
can state that hybrid CNN architectures can be used in practice 
to detect deepfakes. 

Furthermore, ROC results illustrated in Fig. 13 confirm these 
findings. ResNet50 has achieved the best AUC score, equal to 
0.99, whereas MobileNetV2 is a close second, having an AUC 
score of 0.98. Hybrid models have obtained an AUC score of 
0.97. These findings suggest that all three models are good 
classifiers with slight differences in their ability to separate 
classes. Additional confusion matrix results from Fig. 9 and 12 
clearly demonstrate that hybrid models effectively decrease the 
number of false negatives and classify images correctly even in 
challenging conditions, especially when the Random Forest 
model is applied to CNN-based feature descriptors. Stable 
training behavior depicted in Fig. 7, 8, 10, and 11, as well as the 
absence of any overfitting problems observed with ResNet50, 
proves that hybrid models can be considered good general 
classifiers. 

In conclusion, it can be stated that Tables II and III, as well 
as Fig. 7-14 illustrate the superior performance, reliability, and 
robustness of hybrid models when compared to standalone 
CNN-based classification methods. 

RQ1: How effectively do transfer learning-based CNN 
models like MobileNetV2 and ResNet50 help in detecting 
important facial characteristics to detect deepfake images? 

According to the results depicted in Table II and Fig.10 and 
11, both architectures, namely, MobileNetV2 and ResNet50, 
demonstrate excellent ability to detect discriminative facial 
features that could help distinguish deepfakes. The accuracy rate 
is high for both cases, with MobileNetV2 achieving 98% and 
ResNet50 reaching 97%. The learning process can be clearly 
traced with the help of the training and validation curves 
depicted in Fig. 11 (ResNet50) and Fig. 8 (MobileNetV2), 
where one can notice the stable and consistent behavior of the 
curves with a slight gap between the performance of the models 
during training and validation procedures. Moreover, the ROC 
curves plotted in Fig. 13 prove the results obtained earlier 
because both models show high AUC values of 0.98 and 0.99. 

In other words, they demonstrate their ability to differentiate real 
images and images that have undergone manipulations. 

RQ2: Is there any improvement in the detection of deepfake 
images if we combine ML classifiers, such as RF, with deep 
learning-based facial feature extraction methods? 

Indeed, the fusion of the RF classifier with feature extractors 
based on CNNs provides a remarkable enhancement in 
classification performance according to Table II and Fig. 14. 
The hybrid architectures, namely MobileNetV2+RF and 
ResNet50+RF, always surpass the performance metrics 
provided by the plain CNN classifiers. Specifically, 
MobileNetV2+RF achieves the highest value of accuracy 
(99%), while ResNet50+RF improves the accuracy score from 
97% to 98%. One can assume that RF assists in improving the 
decision-making process based on the deeper feature 
representation obtained via the CNN architecture. Furthermore, 
Fig. 9 and 12 illustrate that there are fewer cases of false 
negatives once the Random Forest technique is applied to 
classification, particularly when considering the performance 
metrics of MobileNetV2+RF. Thus, it becomes easier to 
distinguish between the real and manipulated images. As a 
result, the proposed hybrid approach demonstrates its 
effectiveness since a fusion of classical machine learning and 
CNNs helps improve the classification process significantly. 

RQ3: Which is the most suitable and accurate combination 
of deep learning models and ML classifiers for detecting 
deepfake facial images? 

Based on the results obtained from the comparative analysis 
shown in Table II, as well as the results shown in Fig. 14 and the 
ROC curves in Fig. 13, it can be seen that the combination of the 
MobileNetV2+RF model produces the best results for deepfake 
video identification. This model achieves 99% accuracy, 98% 
precision, 97% recall, and an impressive 97% F1-score. 
ResNet50, on the other hand, achieves a higher area under the 
curve of 0.99 in Fig. 13; however, it falls short of 
MobileNetV2+RF in terms of performance in other evaluation 
parameters. The statistics provided in Table III indicate no 
statistically significant differences among all the models used 
for testing (p > 0.05). This means that despite some deviations, 
there is no strong statistical evidence regarding the differences 
between them. Nevertheless, MobileNetV2+RF remains the 
best option in terms of reliability. 

Across all comparisons in this study, the p-values were 
consistently above 0.05. This implies that despite the small 
improvements observed in the hybrid models’ accuracy, there is 
no statistical significance in the differences. Generally, the 
models exhibit relatively even behavior in terms of classification 
ability. 

The proposed framework shows better results for all used 
metrics, but the experiments were carried out over a single 
dataset, which makes it difficult to be sure about how the results 
are generalizable to any other conditions. The absence of cross-
dataset experiments and k-fold validation on various deepfake 
benchmarks makes it difficult to evaluate the robustness of the 
model to manipulation types that could be applied to deepfakes 
in practice. Although the presented results indicate good 
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classification accuracy, more experiments need to be done to 
confirm the robustness of the model to various datasets. 

1) Practical implications: The proposed approach holds 

practical relevance when applied to detect deepfakes. It can be 

applied in social networks to automatically detect manipulated 

images that contain fake information. The efficiency and 

reliability of the solution mean it could be used in cybersecurity 

to prevent identity theft and detect fraud. In particular, since the 

MobileNetV2 is rather lightweight, the solution can be applied 

even on devices with low computational power, like mobile 

phones or edge devices. Utilizing the MobileNetV2 as a feature 

extractor allows making the architecture of the neural network 

more compact and lowering the computational cost associated 

with running it. Additionally, the decision not to employ the 

full-fledged deep learning system in favor of using a Random 

Forest classifier significantly decreases the complexity of 

training the model. Additionally, due to the combination of 

deep learning algorithms with traditional machine learning, the 

approach can be scaled and used not only for images but also 

for other data types. The aspects like training time, inference 

speed, the size of the trained model, FLOPS, and memory 

requirements have not been evaluated. While these aspects have 

been considered during design, there was no formal evaluation 

done. Computational cost is a question that needs to be 

investigated in the future. 

2) Limitations: Although the findings have shown high 

effectiveness, some limitations still exist in the experiment. 

First, the dataset, although diverse, is still limited in size when 

compared to the vast array of deepfake samples in practical 

situations, thus affecting the model's ability to accurately 

classify unknown samples that involve more complicated 

manipulation. Secondly, the proposed method utilizes CNN 

models trained by other researchers, and therefore, might not 

necessarily be adaptable enough for new types of deep fakes. 
Although the proposed framework was successful in 

deepfake image recognition, the current study does not include 
any ablation analysis, through which the specific impact of each 
component would be examined. Therefore, it is difficult to 
understand how much the data augmentation, class balancing 
through the SMOTE technique, CNN-based feature extraction, 
and Random Forest classification have affected the outcome of 
the research. 

Further study of these components is very important for the 
future. Through the process of excluding, replacing, and 
changing one element after another, it will be easier to see how 
each of the components affects the performance of the proposed 
framework. 

Recent studies suggest that Vision Transformers (ViTs) 
achieve impressive results in detecting deepfakes, mainly due to 
the ability to encode long-range dependencies between different 
parts of an image. The ViT-based approaches have been 
mentioned in the literature review in order to represent recent 
advances in the field, but no comparisons with these approaches 
have been included in this experiment. 

Conversely, the proposed study chosen to tackle the problem 
of detecting deepfakes is a pipeline, consisting of a pretrained 
CNN-based feature extractor and a Random Forest classifier. 
Such an architecture has lower computational complexity and is 
more suitable for working with small imbalanced datasets. For 
this reason, a comparison with ViT-based approaches has not 
been performed, as the latter ones have higher demands on the 
computational resources and a training procedure. 

The future direction of this research includes the 
implementation of ViT-based architectures in order to compare 
their performance with the state-of-the-art approaches to 
deepfake detection. 

VI. CONCLUSION 

In this study, we presented a hybrid system that uses deep 
learning and machine learning for recognizing deepfake images, 
where deep learning with a CNN feature extractor and machine 
learning with Random Forest were used to improve the 
performance of each algorithm on its own. Experimental results 
revealed that MobileNetV2 + RF provided the highest value of 
accuracy, equal to 99%, whereas ResNet50 + RF and 
MobileNetV2 were among those with the best performance 
results. A statistical analysis of the obtained results revealed that 
there is no significant difference between the performances of 
various algorithms, implying a stable behavior of all models. 
Therefore, our work increases both accuracy and reliability. 

Future research in this field could focus on increasing the 
effectiveness of transfer learning for generalizing to novel and 
unseen deepfake datasets that have been produced by using 
state-of-the-art deepfake generation techniques. It can also be 
interesting to explore the applicability of lightweight 
transformers since they can assist in learning and representation 
efficiency improvements. Evaluating these methods using other 
kinds of data, including video streams and live applications, 
could broaden the scope of use of the proposed system. 
Furthermore, efficiency improvement through model 
compression and pruning would enable real-time processing, 
especially on edge and mobile devices where computational 
power is limited. 

Data Availability Statement: The dataset used in this study 
for the detection of deepfake images is publicly available at 
https://www.kaggle.com/code/engrgul/backdoor-ai 
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