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Abstract—This study examines how Artificial Intelligence
(Al) is transforming academic integrity in higher education,
altering both learning opportunities and the risks associated with
misconduct. As creative Al tools become embedded in everyday
academic work, they provide valuable support for writing,
research assistance, and skills development. Still, they also
challenge long-held assumptions about authorship, originality,
and assessment. Emerging evidence suggests that students are
using Al in a variety of ways, from supporting legitimate
learning to producing fully automated assignments. However,
Al-driven integrity technologies, such as plagiarism detectors
and authorship checking models, are becoming more effective
but continue to face issues of bias, false positives, and limited
transparency. This rapid shift has created a gap between
technological change and academic readiness, highlighting the
need for institutions to rethink assessment design, improve
integrity frameworks, and foster a culture of responsible Al use,
rather than relying solely on surveillance and sanctions. This
review compiles the latest studies published between 2020 and
2025 to map current practices, risks, and policy responses. The
findings suggest that academic integrity in the age of artificial
intelligence (AI) cannot be focused solely on preventing fraud.
But this needs to expand to support ethical digital literacy,
redesign learning tasks that require human reasoning, and
ensure fairness in automated decision-making systems. The study
concludes with recommendations for educators, researchers, and
policymakers to balance innovation with responsibility to ensure
that Al becomes a tool for transforming learning, rather than a
threat to academic values.
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I. INTRODUCTION

The usage of Atrtificial Intelligence (Al) in education has
changed the education landscape by improving personalized
learning, such as customized learning pathways by adapting to
the different needs and learning styles of individual students
[1]. This makes administrative tasks more efficient through
methods such as automated grading, which allow teachers to
focus more on teaching and improving student engagement [2].
However, the usage of Al in education also posts ethical
concerns and challenges, such as data privacy [3], the quality
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of the data used, and the need for ongoing training for teachers
and students [1].

A. Background

Al has become more recognized as a personalized learning
tool in education. Al-driven platforms allow the analyzation of
students’ performance data, creating a customized learning
path and addressing individual strengths and weaknesses [4].
This feature allows students to self-regulate their learning and
take control of their own education journey [5]. Additionally,
Al has also become more recognized for its potential in
increasing efficiency by automating assessment and feedback
in education. Tools such as Automated Essay Scoring (AES)
reduce administrative burden on teachers by enabling fast and
consistent grading [6]. Moreover, Al has also been used as a
tool to support students' success. Al tools such as chatbots offer
a personalized self-service platform, where students can
address any question and get help with course selection in
education [7].

The integration of Generative Al (GAI) gives rise to an
opportunity for enhancing learning by offering a personalized
learning journey to students, this foster engagement and critical
thinking in students [8]. These features help in students'
comprehension of the course materials [9]. However, this also
gives rise to a challenge in academic integrity. Due to the ease
of generating content, there are risks such as dishonesty,
plagiarism [10], and even a decline of cognitive skills and
critical thinking from overreliance on GAI [11].

In higher education, Al assists students through the
inclusion and enhancement of learning by personalization,
which makes education more accessible to students with
diverse needs [12]. Those with disabilities or those facing
language barriers can benefit from these Al features, as Al
allows them to learn from anywhere and generate content in
their preferred language [13]. In teaching assistant and virtual
classroom, Al tools provide personalized study plans and
support that help in explaining complex concepts [14].
Additionally, Al creates an immersive learning environment
with the uses of things such as virtual reality, which provide a
safe space for students to practice their skills [15].
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B. Research Objectives

The primary objective of this research is to conduct a
systematic review of Al applications in higher education across
seven key topics by searching for recent literature to identify
both opportunities for enhancing learning experiences and
associated challenges. This study aims to evaluate how Al
tools contribute to personalized learning, automated
assessment, academic advising, academic integrity, inclusion,
virtual teaching support, and institutional readiness while
maintaining unbiased, keeping ethical considerations in mind,
and considering practical implications for teachers and
students.

C. Scope and Significance

This review focuses on peer-reviewed studies published
between 2020 and 2025, emphasizing Al's role in higher
education within the seven specified topics. It excludes non-
academic sources and broader K-12 applications to maintain a
targeted analysis. The significance lies in providing teachers,
administrators, and policymakers with a concise framework for
understanding Al's transformative potential, addressing gaps in
ethical integration, and fostering informed strategies to
improve student outcomes and institutional efficiency in an
evolving educational landscape.

D. Structure Overview

This study is structured as follows: Section I introduces the
topic, background, objectives, scope, and significance.
Section II outlines the proposed systematic review method and
framework. Section III details the methodology of
implementation, search processes, quality assessment and
limitations. Section IV presents results and discussions for each
of the seven topics in Section V. Section VI concludes with
key findings and recommendations for future research.

II.  PROPOSED METHODOLOGY

A. Systematic Review Approach

The systematic review method used in this study was
designed to provide a comprehensive, transparent, and
replicable way to synthesize existing research on the use of
Artificial Intelligence (AI) in higher education. This approach
ensures that the review maintains strong methodological
standards while reducing bias in how studies are selected,
evaluated, and interpreted. It also helps identify trends,
challenges, and research gaps across different academic
settings related to AI’s integration in higher education.

The review follows the principles of the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-
Analyses) framework, which offers structured guidance for
finding, screening, and reporting research evidence. By
following this framework, the study guarantees that each
step—from searching databases to final inclusion—is
transparent and well-documented. The review focuses on seven
key themes that represent critical areas of Al use in higher
education: personalized learning, automated assessment,
academic advising, academic integrity, inclusion, virtual
teaching support, and institutional readiness.

The process started with a systematic search across selected
academic databases, including IEEE Xplore, Google Scholar,
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and Scopus, chosen for their wide coverage of peer-reviewed
research in educational technology and Al applications. The
search combined relevant keywords and Boolean operators to
find a broad range of studies published from 2020 to 2025.
This timeframe was selected to reflect recent advances in Al
and to match the current era of technological change shaping
higher education.

Each study found was reviewed through a structured
screening process in two stages: an initial review of titles and
abstracts, then a detailed examination of the full texts to
determine eligibility. Inclusion criteria specified that studies
focus on higher education, present empirical or conceptual
analyses of Al tools, and be published in peer-reviewed
journals. Materials that were not academic, such as editorials or
studies unrelated to higher education, were excluded. After
selecting eligible studies, all were assessed for quality using the
GRADE (Grading of Recommendations, Assessment,
Development, and Evaluations) framework. This ensured that
the evidence included in the review was credible, relevant, and
methodologically strong. The final dataset supported an
analysis of how Al is transforming teaching, learning, and
institutional operations within higher education.

Overall, this systematic review method provided a
structured, evidence-based way to explore Al’s transformative
effects. It highlights both potential benefits and the ethical,
pedagogical, and institutional challenges that come with Al
integration. This approach ensures that the conclusions are
based on reliable, diverse academic evidence.

B. Proposed Framework

The proposed framework for this systematic review was
developed to ensure a transparent, reproducible, and unbiased
process when analyzing existing literature on artificial
intelligence (Al) applications in higher education. It provides a
clear and structured pathway for identifying, selecting, and
synthesizing relevant studies, helping readers understand the
methodology and reasoning behind each step of the review.
Essentially, the framework follows a predefined, step-by-step
protocol inspired by the PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses) guidelines. This
protocol emphasizes consistency, accuracy, and traceability
throughout the review process. It consists of three main stages:
searching, selecting, and synthesizing.

In the searching stage, relevant academic databases —
IEEE Xplore, Google Scholar, and Scopus — were
systematically explored to find peer-reviewed publications
from 2020 to 2025. This time frame was chosen to focus on
recent developments and emerging practices in Al, reflecting
the fast-changing nature of technology and education. The
search strategy used a combination of specific keywords
related to the seven themes: personalized learning, automated
assessment, academic advising, academic integrity, inclusion,
virtual teaching support, and institutional readiness.

The selection stage involved a multi-step screening process
to reduce subjectivity and bias. First, duplicates and non-
academic sources were removed. Next, studies were filtered
based on relevance of title and abstract, followed by a full-text
review to confirm they met the inclusion criteria—specifically,
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that each study involved Al applications in higher education
and was published in a peer-reviewed outlet.

Finally, in the synthesizing stage, all eligible studies were
analyzed and grouped according to the seven key areas. Data
was extracted using a structured template to record essential
details such as research goals, methodologies, Al techniques
employed, main findings, and limitations. The synthesis aimed
to combine findings across studies to identify common
patterns, emerging themes, and significant challenges in the
field.

This systematic framework offers a balanced and
comprehensive approach for understanding the opportunities
and challenges of Al in higher education. By applying
consistent criteria, selecting high-quality sources, and
maintaining transparency, the review minimizes bias and
ensures that the analysis provides both clarity and credibility in
illustrating the evolving relationship between AI and higher
education practices.

C. Visualization

This systematic review process is for identifying and
selecting studies for a quality system. This review highlights
PRISMA (Preferred Reporting Items for Systematic reviews
and Meta-Analyses) benefits, such as providing an intuitive
abstraction layer that simplifies database operations and
improves code quality, security, and scalability [51, 52].

Identification of new studies via databases and registers

Records removed before screening:
Duplicate records (n = 32)
Databases (n = 3) —— Records marked as ineligible by automation
Registers (n = 1,019) tools (n=0)
Records removed for other reasons (n = 0)

Records identified from:

Identification

Records screened
(n=472)
Reports sought for retrieval
(n=135)

Reports assessed for eligibility
(n=79)

Records excluded
(n=547)

Reports not retrieved
(n=337)

Screening

Reports excluded
Did not meet GRADE criteria
threshold (n = 44)

New studies included in review
(n =35)

Included

Fig. 1. PRISMA flowchart for inclusion and exclusion of works.

The PRISMA flow diagram in Fig. 1 shows the review
process in the beginning, with 1,019 studies identified from 3
databases. Prior to screening, 32 duplicate records and
ineligible records marked by automation tools were removed,
reducing the total to 472 records screened. From these, 547
records were excluded, and then 135 reports were sought for
retrieval. Of the retrieved reports, 79 were assessed for
eligibility, excluding 44 that did not meet GRADE criteria,
resulting in 35 new studies being included in the review.
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D. Expectations

The review expects to produce clear summaries for each
topic and to highlight both benefits and challenges. The
process and result of these summaries will determine the
methodology and results, which will provide insights for
teachers as a clear, concise, systematic review structure.

III. METHODOLOGY

A. Implementation

The implementation phase of this systematic review was
conducted by strictly following the proposed framework to
ensure methodological rigor, transparency, and reproducibility.
The process began with an extensive search across major
academic databases, namely IEEE Xplore, Google Scholar, and
Scopus, which were chosen for their vast collections of peer-
reviewed research in education, technology, and artificial
intelligence. The search strategy used a combination of
predefined keywords and Boolean operators designed to find
relevant literature on seven key themes: personalized learning,
automated assessment, academic advising, academic integrity,
inclusion, virtual teaching support, and institutional readiness.

The data collection was limited to the period between 2020
and 2025 to reflect the latest developments in Al-driven
educational tools and to ensure that the review addressed the
current technological and pedagogical landscape. Search
results were first screened by titles and abstracts to remove
unrelated or duplicate studies. Then, full-text articles were
reviewed to verify eligibility based on criteria such as
publication in peer-reviewed journals, relevance to higher
education, and direct discussion of Al applications within one
or more of the seven focus areas.

Once selected, data from each eligible study were
systematically extracted using a standardized data extraction
form. This form recorded key details, including study goals,
research methods, Al technologies used, outcomes, limitations,
and implications for higher education. The extraction aimed to
ensure consistency across studies while keeping contextual
details for accurate synthesis.

To enhance the reliability and validity of the combined
findings, each study underwent a structured quality assessment
using the GRADE (Grading of Recommendations, Assessment,
Development, and Evaluations) framework. This assessment
focused on criteria such as methodological quality, risk of bias,
relevance to the research questions, and clarity of the presented
evidence. Studies rated as “high” or “moderate” in quality were
prioritized in the synthesis to increase the trustworthiness of
the conclusions.

Finally, the collected and evaluated data were organized
into clear thematic summaries aligned with each of the seven
topics. The synthesis highlighted patterns and interpreted
differences across studies. The findings were presented in
clear, accessible academic language to provide educators,
researchers, and policymakers with insights into the roles and
challenges of Al in higher education. This systematic approach
not only helped organize and validate diverse research findings
but also built a transparent basis for further analysis and
discussion within the review.
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B. Search and Selection Process

The search uses databases IEEE, Google Scholar, and
Scopus, which contain numerous peer-reviewed records that
are regularly updated. Studies criteria, such as peer-reviewed
and dated between 2020 and 2025, were included while also
following the PRISMA process to ensure transparency and to
manage the scope within the study’s limits.

C. Quality Assessment

The quality of selected studies was evaluated using the
GRADE (Grading of Recommendations, Assessment,
Development and Evaluations) framework to ensure reliable
evidence for the systematic review of Al in higher education.
GRADE assesses studies based on criteria like risk of bias,
inconsistency, imprecision, and indirectness by assigning each
criterion a quality rating (high, moderate, or low). For this
research, studies were examined for relevance and
methodological clarity to the seven topics. This streamlined
process ensured only credible sources shaped the synthesis to
maintain the focus and transparency of this study [53, 54].

D. Limitations

This systematic review is constrained by its reliance on
selected databases (IEEE, Google Scholar, and Scopus), which
may overlook relevant studies in other repositories, like non-
English publications. The time frame of 2020-2025 limits the
historical context, which may also potentially miss
foundational developments in Al applications. The streamlined
quality assessment using GRADE may introduce subjective
judgments, and the focus on peer-reviewed sources may
exclude emerging gray literature, which could affect the overall
insight into the rapidly evolving Al technologies in higher
education.
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IV. RESULTS

A. Al as a Pedagogical Tool: Personalized and Adaptive

Learning
Artificial Intelligence (AI) transforms education by
enabling personalized adaptive learning experiences.

Traditional teaching methods come with fixed pacing and
normal content, while Al systems customize instruction to each
student’s progress preferences and performance data. Al tools
can offer immediate feedback and targeted remediation, which
allows students to learn at their own speed [16]. These tools
excel in subjects like math and science, where student abilities
often differ greatly. By analyzing learner behavior in real-time,
Al helps teachers meet diverse needs in large classrooms and
improve learning outcomes [17]. Al tutoring systems and
virtual assistants enhance personalization by providing real-
time support and recommending resources tailored to students’
actions. These systems help with customized content, guiding
students through problem-solving and constant feedback [17].
Using these systems with personalized feedback boosts
comprehension and increases student motivation and emotional
engagement [18]. These systems can also be paired with
certain environments, like Al-extended reality, by adapting
tasks based on student performance and supporting the students
using experiential learning to further help with student and
system development [19].

However, the use of Al in teaching can cause some ethical
and professional concerns. Automation can allow for
streamlining of tasks like grading work and feedback, but risks
alienation between students and teachers, especially if the work
is streamlined, the grading or feedback may lack the correct
context [20]. Decisions like this may limit the teachers’ ability
and the students’ experiences. The alternative is to use models
that require human management or input during critical
decision-making processes, which will ensure that teachers use
technology as a supportive tool rather than a replacement,
allowing for the adjustment of features of the Al and giving
students an overall good experience [20].

TABLE L. AIIN PERSONALIZED AND ADAPTIVE LEARNING: SUMMARY AND GRADE ASSESSMENT
No. Key Points Challenges Effect on Teachers and Students GRADE
Tools like Knewton and ALEKS can | Automation risks alienating students | Teachers use AI as a supportive tool while
[16] | provide immediate and targeted feedback | from teachers due to a lack of context in | students gain motivation through personalized | Moderate
to improve results. feedback. feedback.
Al analyzes learner behavior in real time . . Boosts comprehension and emotional
. Decisions may limit teacher autonomy . .
[17] | for customized content and problem- | . engagement to help close achievement gaps in | Moderate
. . if not human-managed. .
solving guidance. diverse classrooms.
System tracks emot]onal. and cognitive Overreliance on Al could reduce human | Enhance self-regulated learning, which allows .
[18] | engagement and fits different cultural | . . - High
interaction. teachers to focus on higher-order tasks.
contexts.
[19] Extended reality integration for | Ethical concerns in data usage for | Supports student development in immersive Moderate
performance-based experiential learning. personalization. environments.
[20] Streamline tasks like grading, allowing | Risks of inaccurate context/information | Requires human oversight for balanced Low
teachers to focus on teaching. in automated processes. experiences.

Table 1 summarizes the role of AI in delivering
personalized and adaptive learning experiences in higher
education. It highlights how tools provide immediate feedback
and customized content based on student performance,
boosting engagement and comprehension. However, it also
notes challenges such as the risk of reduced teacher-student

interaction due to automation and ethical concerns in data
usage and emphasizes the need for human oversight to
maintain effective learning experiences.

Overall, the potential of Al in education is mainly adaptive
personalization and time-saving efficiency. Adaptive tools
customize instruction to diverse learner needs, interests, and
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cultural contexts, helping close achievement gaps [18].
Systems that track emotional and cognitive engagement would
be able to provide feedback to keep students focused and
invested [19].

B. Assessment and Feedback Automation

Using automation in assessment enhances efficiency and
scalability in diverse learning environments by transforming
how teachers assign grades and provide feedback [21]. Al
grading systems can deliver objective results compared to
human grading, which often shows bias [21]. This also allows
for a much faster and more efficient system, especially for
students dissatisfied with traditional grading methods and the
amount of time needed for results and feedback [21]. These
systems enable timely personalized feedback that encourages
self-learning and deeper engagement with the material [22, 23].
However, automated feedback struggles with writing tasks or
assessments that don’t align with rigid linguistic criteria, as
they may fail to recognize diverse or unique ways students
demonstrate understanding [24]. Carefully designed systems
with adaptive features can overcome these limitations to
significantly improve learning outcomes [22]. In legal
education, hybrid intelligence systems provide formative high-
level feedback while preserving the teacher’s role in deeper
instruction [23].

Vol. 17, No. 6, 2026

For automated feedback to succeed, it must account for
varied student performances and learning styles, especially in
tasks like writing that resist fixed syntactic patterns [24].
Students are more likely to accept Al feedback when they have
prior experience with it and perceive it as fair and unbiased
compared to human grading, particularly when outcomes are
unfavorable [21]. Transparent system design and student-
centered implementation are essential for broader adoption
[25]. Generative Al systems like ChatGPT advance feedback
by offering structured personalized guidance aligned with
learning goals [25]. When paired with clear prompts and
ethical boundaries, these tools support student autonomy
without replacing the teacher’s evaluative role [22, 25]. Over-
reliance on Al risks undermining this balance, but thoughtful
integration allows automation to handle routine tasks while
freeing teachers to focus on complex, creative, and
motivational aspects of education [23, 24].

Table II outlines the impact of Al-driven assessment and
feedback systems, which focus on their ability to reduce
grading bias and enhance efficiency through objective and
timely feedback. It discusses how these systems support self-
learning but struggle with non-rigid tasks like writing, which
may not align with fixed criteria. The table shows the
importance of adaptive and transparent designs to improve
learning outcomes while preserving the teachers’ role in deeper
instruction.

TABLE II. AUTOMATED ASSESSMENT AND FEEDBACK: SUMMARY AND GRADE ASSESSMENT

No. Key Points Challenges Effect on Teachers and Students GRADE
AI gives objective feedback, reducing bias St_udents a(.:cept. Al more 1f percmy?d as | Faster feedba}ck _ encourages dec?per

[21] . . . fair, but dissatisfaction with traditional | engagement, which is essential for scalability | Moderate
and time, which promotes self-learning . .

methods still happens. in large classes.

Personalized feedback helps with learning | Struggles with non-rigid tasks like | Improves outcomes with adaptive features,

[22] . . i - . Low
goals and systems in legal education. writing. which frees teachers for more creative aspects.

23] Formative feedback preserves the teacher’s | Over-reliance  risks  compromising | Supports autonomy, which requires thoughtful Hich
role in deeper instruction. balance. integration. g

[24] Handles different student writing styles with | Fails to recognize unique | Enhance learning experience for student- Hieh
NLP exploration. demonstrations of understanding. centered designs. g
Generative Al like ChatGPT  offers . . . . . .

[25] structured guidance with ethical boundaries. Transparency issues in system design. Wider adoption via trust and clear prompts. Moderate

C. Al Academic Advising and Learning Analytics

Al-powered academic advising and learning analytics are
revolutionizing higher education by providing personalized,
data-driven support to enhance student outcomes. Machine
learning models can achieve high accuracy in predicting course
outcomes, enabling students to select courses that align with
their academic strengths, which helps performance and reduces
dropout rates [29]. Also, many AI chatbots offer 24/7
accessible guidance that allows for comprehensive responses to
general academic and career queries, which helps promote
education for diverse learners and those who have limited
access to traditional advising [28]. Systems like the Artificial
Intelligence Tutoring System (AITS) can use web technologies
and decision trees to analyze student performance data, help
identify struggling students, predict final grades, and
recommend personalized learning paths for students [30].

These Al systems enhance student engagement and
retention by  offering scalable and  personalized
recommendations. For example, Al advising platforms analyze

large datasets using academic records and career preferences to
provide personalized courses and career pathway suggestions
to help students with academic confidence and in making
decisions [27]. Additionally, chatbots are also another option
that can help streamline tasks like course registration and
question handling, which would allow teachers to have more
time and meaningful mentoring roles [26]. Studies highlight
that factors like ease-of-use and trust significantly affect when
adopting the use of these technologies, especially values like
efficiency and accessibility [26]. Al can help make decisions
and create synergies for students to use Al for guidance and
help teachers with deeper and personalized support [28].

However, ethical challenges and data privacy concerns are
still big problems. For example, Al advising systems rely on
huge amounts of student data which would cause issues
regarding compliance with regulations and bias results if there
is not enough data of different types of students [27]. While
personalized results are a key benefit, there is research that
shows it may be less impactful and less efficient during the
adoption stage, as the collection of data requires refinement
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and time to become trustworthy [26]. These reasons and
challenges show Al’s potential in academic advising and
learning analytics, but priority regarding data governance and

Vol. 17, No. 6, 2026

bias is needed to ensure fair, effective, and efficient

implementation across educational fields.

TABLE III. AT IN ACADEMIC ADVISING AND LEARNING ANALYTICS: SUMMARY AND GRADE ASSESSMENT

No. Key Points Challenges Effect on Teachers and Students GRADE
Chatbots streamline tasks, which helps boost | Initial  data  collection  requires | Free teachers for mentoring and help with

[26] . . . . . - Moderate
adoption through ease of use. clarification for trustworthiness. efficiency for diverse learners.

[27] Analyze the dataset for personalized learning | Risk of bias and data privacy if the | Enhances retention and prioritizes data Hich
career suggestions to improve confidence. dataset lacks diversity governance. g

(28] 24/7 ' gl.pdance via chatbots  promotes Compliance with regulations is needed. Equwers students with limited access to Low
accessibility. advising.
High accuracy in predicting outcomes for | Less impactful during early adoption | Reduces dropout rates and helps with

[29] . Moderate
course selection. stages. strengths and benefits.

[30] Decision trees for performance analysis and Ethical challenges in large data reliance. Identifies struggllng students early and Moderate
recommendations. offers personalized paths.

Table III shows the benefits of Al in academic advising and
learning analytics, such as predicting course outcomes and
providing 24/7 guidance through chatbots to enhance student
retention and accessibility. It also addresses ethical challenges,
which include data privacy risks and potential biases in
datasets. This highlights the need for robust data governance to
ensure fair and effective implementation across diverse
educational settings.

D. Generative Al and the Challenge of Academic Integrity

Generative Al's use in higher education offers many
possibilities but also causes serious challenges to academic
integrity. Tools like ChatGPT support writing, research, and
personalized learning yet increase risks of academic dishonesty
through plagiarism and automated essay generation [32].
Students sometimes use these tools to skip genuine learning,
producing assignments with minimal effort, while traditional
plagiarism detection systems often fail to catch Al-generated
content [33, 35]. Teachers worry about students submitting
work lacking originality or understanding, especially since
some Al can create entire assignments independently [33].
Ethical knowledge gaps and outdated institutional policies
worsen these issues, underscoring the need for clear
governance and updated integrity standards [31].

Al itself can also help maintain academic honesty. Al-
based systems detect plagiarism, verify originality and provide
feedback to promote ethical behavior which often outperforms
older methods [32]. Teacher uses these tools to spot cheating
patterns and confirm work authenticity [32]. However, relying
heavily on automated systems raises concerns about false
positives, reduced student agency and lack of trust due to
privacy or fairness issues when tools are opaque or unreliable
[33, 34].

To tackle these challenges, institutions must rethink
assessment models to emphasize project-based learning,
critical analysis and real-world applications, which are harder
for Al to replicate and encourage deeper engagement [31, 35].
Yet implementing these changes globally faces hurdles,
especially in resource-limited settings with inadequate
infrastructure, insufficient training and resistance from students
and faculty [32, 34]. Promoting responsible Al use demands
more than policy updates; it requires fostering an academic
culture that values integrity, boosts digital literacy and aligns
assessments with both technological realities and educational
goals [33].

TABLEIV.  GENERATIVE Al AND ACADEMIC INTEGRITY: SUMMARY AND GRADE ASSESSMENT
No. Key Points Challenges Effect on Teachers and Students GRADE

Sup P or.ts mn W““T‘g rescarch. and Outdated policies and lack of ethical | Rethink assessments for critical

[31] plagiarism detection better than Kknowledee analvsis and help foster integrit Moderate
traditional methods. g Y P ey
Verifies originality and promotes Risks 9f dishonesty via e}utomated Use Al for detection but training in .

[32] . f generation through giving false . . High
ethical behavior. .. resource limited settings

positives

(33] Gives feedback that help with | Students skip learning but create | Emphasize project-based learning Moderate
spotting cheating pattern. lack of trust in more traditional tools | and boost digital literacy
Maintain honesty through advanced | Privacy/faimess  issues  which | Align assessments with tech

[34] > . X . Moderate
systems. reduces student autonomy realities and drive policy updates
Shifts to holistic assessments are | Problem in global implementation | Encourages deeper engagement and

[35] . . . Moderate
harder for Al to replicate in under resource areas creates responsible Al use

Table IV shows the dual role of generative Al in higher
education which helps in supporting writing and research,
while posing risks to academic integrity through plagiarism
and automated content generation. It notes that Al-based
plagiarism detection tools outperform traditional methods, but
face issues like false positives and reduced student trust. The

table advocates project-based assessments and updated policies
to foster ethical Al use and deeper student engagement.
E. Al and Inclusion in Higher Education

Al is increasingly becoming more used in higher education
institutions and showing more inclusivity and new ways to
support learners with diverse needs. For example, robotic
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assistants have been developed for children with ADHD which
shows how Al can help users maintain attention and consistent
engagement that could benefit students with cognitive
challenges [36]. As well, smart technologies developed for
older adults show the value of adaptive interfaces and
principles where both are important for making accessible
digital environments for people varying in physical and
cognitive abilities [37]. These innovations highlight the need
for participatory design approaches that prioritize user input
from the start [36-37].

However, access to Al alone does not guarantee inclusion,
as students are still facing barriers due to problems like digital
literacy [39]. Studies show that individuals with visual
impairments are more likely to engage with digital tools when
they’ve had formal education and training in assistive
technologies, which shows the need for targeted support in
higher education [39]. Al tools can help with reading on smart

Vol. 17, No. 6, 2026

screens and real-time feedback systems, which can save a lot of
time. However, their effectiveness on user competence and the
extent where institutional are ready to provide correct training
are still questioned [39, 40]. Also, individual factors such as
trust, technostress, self-efficacy, and personality traits can also
influence whether students and teachers use Al tools at all [40].

Al-generated text tools are now common in academic
settings, which raises concerns about fairness, transparency,
and potential misuse [38]. Biased algorithms and decision-
making processes risk having educational inequalities unless
addressed through transparent design and clear data
representation [38, 40]. Inclusive integration and admission of
Al use require not only technical safeguards but also a cultural
and constant commitment to accessibility and ethical practice
[37, 38]. Overall, Al should be used as a tool to help all
learners and not just the digitally privileged.

TABLE V. AIFOR INCLUSIVE EDUCATION: SUMMARY AND GRADE ASSESSMENT
No. Key Points Challenges Effects on Teachers and Students GRADE
. . . s Access doesn’t guarantee inclusion,
[36] Et?:r?ttil;r? design for ADHD children to maintain especially due to barriers of low | Targeted support for cognitive challenges Moderate
digital literacy

(37] Adaptive 1nt.erface‘s'f'0r older adults and smart Biased algorithms risk inequalities Cultural 'commltn'lent to accessibility can Moderate
tech for varying abilities affect ethical practice

38] Al text tools are common in academics, and Falrne.ss/tra_nsparen_cy concerns and Address biases through transparent design High
real-time feedback saves time potential misuse arise
Training aids for visually impaired people and | Institutional readiness for training | Bridge the digital divide and formal assistive

[39] . . . . Moderate
engagement via education due to personal factors like trust tech education

[40] Influences ?,dOpthn via self-efficacy/personality Technostress and competence issues .Incluswe }n.tegratlon for all learners and not Moderate
and saves time just the privileged

Table V shows AI’s potential to enhance inclusivity in
higher education, such as through robotics for ADHD students
and adaptive interfaces for diverse learners. It identifies
barriers like low digital literacy and institutional readiness,
which hinder equitable access. This table emphasizes the need
for transparent design and targeted training to address biases
and ensure Al supports all learners, not just the digitally
privileged.

F. Al in Teaching Assistants and Virtual Classrooms

Al is changing virtual classrooms, allowing dynamic,
interactive, and customized learning through Al teaching
assistants. Incorporating Al into video material via tools can
allow for real-time and context-aware interaction in class,
which changes students from passive viewers to active
participants [41]. These systems help explain concepts,
visualization, and answer students' questions. As well,
intelligent agents in an e-learning environment act as virtual
tutors by providing feedback and encouraging interactive
discussion [42]. These types of features allow for a successful
mimicking of an aspect of human instruction and action [44].
Al teaching assistants also increase accessibility in education.
Chatbots can act as a real-time response and learning
companion, offering academic assistance 24/7 through a
natural language interface [43]. Further studies show that
conversational Al can reduce teachers’ workload while
supporting students' learning [42]. Robot-assisted systems in
VR settings allow students to learn and practice language in a
low-pressure and contextual environment, which encourages

students' learning independence [45], which extends the Al role
beyond the traditional classroom [43].

These systems are very personalized. For example, SAM
feedback is based on an individual chat history and video
context, which allows a tailored assessment; the system also
provides personalized summaries for revision [41]. Al tools
offer adaptive support across learning phases, such as
generating quizzes and providing analytics to help guide
teachers [44]. Also, Al isn’t a replacement but an assisting tool
that allows teachers to focus more on higher-order teaching,
while Al handles routine tasks [42]. However, Al integration
still poses challenges, such as students often using Al chatbot
for basic tasks like formatting or rephrasing rather than
learning these themself [43]. Al can also struggle with complex
communication due to program limitations [45]. These issues
show the need for Al that supports critical thinking and reason-
based interaction [41]. Further development of Al should focus
on Al as an education tool that complements human teachers
and encourages active learning rather than passive dependence
[44].

Table VI shows how Al teaches assistants and virtual
classroom tools such as chatbots and VR systems that create
interactive and personalized learning environments. It
highlights their ability to reduce teacher workload and provide
24/7 support, but notes challenges like over-reliance on Al for
basic tasks and limitations in complex communication. The
table stresses the importance of Al as a complementary tool to
promote active learning and critical thinking.
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Individual attitudes and pedagogical models often influence
Al uptake in high levels of self-efficacy and quality digital
knowledge among teachers as this increases the likelihood that
they will generate beneficial Al tool adoption [49]. However,
internal readiness must be supplemented with institutional
support through constant policies, mentorship programs and
provision of technological infrastructure [49]. Perceived
usefulness and believability of Al tools also affect the adoption
by the faculty. If the Al tools are seen as credible and simple to
use, then their adoption is much more likely [50]. Without
trust, even the most advanced tools may be accepted hesitantly
or rejected. Overall, readiness is not only about access to tools,
but also an issue of organizational capacity, personal
confidence and shared values. Professional development must
go beyond functionality to address moral issues, career identity
and structures of long-term care [48, 50]. Organizations that
invest in meaningful training to establish ethics guidelines and
foster collective experimentation will benefit from the
advantages of Al in an equitable and sustainable way.

TABLE VI.  AI TEACHING ASSISTANTS AND VIRTUAL CLASSROOMS:
SUMMARY AND GRADE ASSESSMENT.
Effects on
No. Key Points Challenges Teachers and GRADE
Students
TOOIS. to allow Struggles  with | Turns  passive
real-time . .
interaction  in complex viewers into
[41] . communication active and | Moderate
videos and . .
. and risk of | personalized
personalized
. dependence assessments
summaries
Intelligent Use of Al for Sup poﬂ_s
agents as tutors | basic tasks may interactive
[42] £ . . discussion and | High
reduce hinder skill
; enhances human
workload. learning .
teaching
Chatbots as 24/7 .
. s . Academic
learning Limitations  in .
. assistance at any
[43] | companions; program . Low
L time encourages
natural language | capabilities .
. independence
interface.
Adaptive Frees teachers
support with | The need for | for higher order Moderate
[44] | analytics and | critical thinking | tasks and allows
mimics human | focus. for active
instruction. learning
Robot-assisted Extends beyond
VR for low- Complex classrooms and
[45] ressure practice interactions helps via | Moderate
p P challenging contextual
and learning. .
learning

G. Institutional and Faculty Readiness

Institutional readiness for Al integration in education and
healthcare depends on infrastructure, policy alignment and
leadership support. Across sectors, institutions often lack the
digital maturity required for large-scale Al adoption. For
example, smart hospitals may often have a lot of investments
for future technological development, but many public
authorities and staff lack the expertise and training to use them
effectively [46]. As well, educational institutions face
challenges related to policy clarity, equitable access and
resource allocation which are essential for the implementation
of Al in higher education settings [48]. There are also
infrastructure limitations such as specialized devices and
connectivity which remain a significant barrier due to the large
amounts of resources needed, even when administrative
backing exists [49]. Without proper planning, enough resource
allocation and community involvement, Al tools risk being
underused or inequitably deployed [49, 50].

Faculty readiness is very important but also often
overlooked, as teachers and health professionals are open to the
concept and idea of Al, but their positive interactions often
depend on targeted training and professional development [47].
Studies show that interested teachers often have steep learning
curves due to insufficient structured assistance and ongoing
training [47, 48]. Professional skills values such as autonomy,
ethics and trust also influence people’s uptake of Al tools. If
these values were overlooked, resistance ensure [48]. As well,
healthcare professionals must also possess digital literacy in
order to counsel patients and practice in telemedicine
environments [46]. Despite this requirement there are still skill
deficiencies [46].

TABLE VII. INSTITUTIONAL AND FACULTY READINESS FOR Al
INTEGRATION: SUMMARY AND GRADE.
Effects on
No. Key Points Challenges Teachers and GRADE
Students
Infrastructure
for Al in o
healthcare and | Lack of f::teusrtitm dlg;:g
[46] | education and | expertise/training ity Low
. . equitable
technological and lack of skills | . .
. implementation
acceptance n
adoption
Targeted
training . Professional
improves well- Steep  learning development
[47] - curves if lacked Low
being and support beyond
reduces pp functionality
workload
Policy  clarity
and | [OSOUICE | p esistance to | Mentorship
allocation and changes if rograms
[48] | values like & prog Moderate
S autonomy address  moral
ethics influence .
. overlooked issues
adoption
acceptance
High self- Supplement
efficacy boosts .
adoption and Infrastructure with
[49] al]of))vs barriers like | institutional High
. connectivity support and
community
. shared values
involvement
Trust in credible | Hesitant
Foster
tools and | acceptance experimentation
[50] | mediating without P : Moderate
. and sustainable
effects on | perceived . .
. integration
practices usefulness

Table VII shows the factors affecting institutional and
faculty readiness for Al adoption, which includes
infrastructure, training and trust. It notes that, while Al can
reduce workload and enhance teaching, barriers like limited
digital literacy, resource constraints and resistance due to
ethical concerns persist. The table underscores the need for
comprehensive training, clear policies and community
involvement to ensure equitable and sustainable Al integration.
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V. DISCUSSION

This review demonstrates that Artificial Intelligence (Al)
has rapidly evolved from a supplementary tool to a core
enabler of personalized and adaptive learning in higher
education. Across the seven key topics analyzed, Al tools such
as intelligent tutoring systems, generative platforms and
predictive analytics consistently help and enhance student
engagement, inclusivity and academic outcomes by
personalizing and adapting content made for individual
learning and needs [16-19]. The studies also show the
transformative capacity of Al to close achievement gaps and
offer equitable opportunities for students from diverse
backgrounds or with special needs [12-14, 36-37].

However, the studies also highlight persistent ethical and
practical challenges. Automated assessment tools and
generative Al, while streamlining grading and feedback, risk
diminishing the authenticity of assessments and student
cognitive development if used without adequate safeguards
[20, 31-35]. Academic integrity emerges as a major theme,
with plagiarism detection and originality verification systems
only partially mitigating risks [32-34]. However, issues of data
privacy, algorithmic bias and transparency remain consistent
across academic advising, learning analytics and inclusion
initiatives [27-28, 38-40]. These challenges underscore the
need for robust frameworks to ensure responsible
implementation of Al technologies in education.

Institutional and faculty readiness also plays a decisive role
in AI’s success. While many teachers are open to Al adoption,
gaps in digital literacy, professional development and
infrastructure limit the full realization of AI’s benefits [46—50].
Students’ Al skills and teachers’ perceptions of these skills do
not always align, which may result in misjudgments of
assessment authenticity or unintended over-reliance on
automated systems. Addressing these disparities through
targeted training, transparent communication and participatory
design approaches can improve trust and efficacy in Al-driven
systems [37-40]. Overall, the findings point to a dual
imperative: scaling Al innovations to broaden access while
embedding ethical safeguards and human oversight to preserve
educational integrity.

VI. CONCLUSION

This review shows that artificial intelligence is no longer
just an optional tool in higher education but a force that is
actively reshaping how students learn, how teachers teach, and
how institutions operate. Across different areas—such as
assessment, advising, inclusion, and academic integrity, Al
offers clear benefits: faster feedback, more personalized
learning, and great support for diverse learners. However, the
same technologies also create new problems that cannot be
ignored, including risks to ethical practices, unequal access,
and a growing dependence on automated systems.

A key message that emerges is that Al alone will not
improve education. Its value depends on how well it is guided
by human judgment, institutional policy, and shared
responsibility among educators, students, and administrators.
The findings suggest that successful use of Al requires three
conditions: thoughtful design of learning and assessment,

Vol. 17, No. 6, 2026

investment in digital skills for both teachers and students, and
clear policies that protect fairness, privacy, and academic
values.

Rather than seeing Al as a replacement for human roles,
this review supports the idea that AI should work as a
partner—reducing repetitive tasks while allowing teachers to
focus on creativity, mentoring, and deeper learning. The next
step for higher education is not to decide whether to use Al, but
how to use it responsibly, so that technology enhances learning
without weakening integrity or human connection.
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