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Abstract—The explosive growth of online education platforms
has led to increased exposure to cybersecurity threats, which
makes secure Learning Management Systems (LMS) a critical
requirement. However, the current methods often can't capture
user behavior risk and network-level attack patterns at the same
time, which causes the threat to be incomplete. This study
presents a dynamic cyber risk prediction model by fusing log
information of LMS behavior with network intrusion
information in the CICIDS2017 dataset. The goal is to create an
Al-based model that is able to perform real-time risk assessment
using a Dynamic Risk Index (DRI). The methodology includes
the combination of feature engineering, hybrid data fusion,
machine learning, deep learning (LSTM, DNN), and anomaly
detection methods. Experimental results demonstrate that the
proposed model achieves an accuracy of 97.6%, an Fl-score of
96.9%, and an AUC of 98.5%, outperforming state-of-the-art
methods. The robustness and significance of the framework are
confirmed by ablation and statistical analyses. The overall study
concludes that combining behavioral and network intelligence
with dynamic risk scoring improves cyber threat detection and
proactive security management in e-learning environments.
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1. INTRODUCTION

The rapid digital transformation of education has resulted
in the widespread use of online learning platforms.
Specifically, online learning platforms called Learning
Management Systems (LMS) enable remote education types to
assist in assessing, as well as in involving different educators,
students, or learners in online learning[1]. While these
platforms offer flexibility and accessibility, they also introduce
some intense cybersecurity challenges. The growing amount of
sensitive information such as student records, academic
content, and institutional information makes LMS
environments appealing targets in cyberattacks such as
phishing, brute-force attacks, and unauthorized access[2]. As
online education continues to grow, robust cybersecurity
mechanisms must be in place to support institutions around the
world.

Traditional cybersecurity approaches in the e-learning
environments are mainly based on rule-based systems or
network-level intrusion detection mechanisms. While the
above methods work well in detecting known attack patterns,
they are often poor at detecting subtle behavioral anomalies
displayed by users [3]. Conversely, behavioral analytics
techniques are focused on the activity patterns of users but may
not be aware of the underlying threat at the network level[4].
This separation between behavioral and network perspectives
means that not all risks are measured, and limits the
effectiveness of the security solutions in place. Some recent
research has been carried out into the application of machine
learning and deep learning intrusion detection techniques based
on datasets such as the CICIDS2017 dataset [5]. However,
most of the research is focused on network traffic analysis and
fails to integrate real-world LMS behavioural data, making its
applicability in the practical setting of e-learning minimal.

The motivation behind this research is linked to the
necessity of having a general and dynamic cybersecurity model
that involves the incorporation of behavioral and network-
based information [6]. As the nature of cyber threats advances,
this is no longer a sufficient method of detection[7]. The need
to use smart systems that can constantly monitor is increasing,
along with demand for systems capable of dynamically
evaluating risk and proactively preventing threats. The level of
accuracy in detection may be increased, and the views of the
overall scope of cyber risks may be taken with the use of LMS
log data and benchmarking intrusion detection sets. Moreover,
the global introduction of a Dynamic Risk Index (DRI)
provides an uninterrupted and descriptive indication of the user
risk that enables real-time decision-makers to implement such
things as personalized security intervention.

On the foundation of the challenges and the motivations,
the following research question is suggested for the study: How
can the behavioral analytics data and network intrusion data
successfully be integrated so that they become a dynamic and
precise cyber risk prediction model in online education
settings? The problem with the case is that it does not have a
single framework that connects the heterogeneous information
sources of user activity to real-time risk scoring. The current
solutions are either very fixed classification or inadaptable to a
dynamic threat environment.
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A. Objectives of the Study

e To propose a hybrid model of cyber risk prediction
based on integration of LMS behavioral data and
network intrusion data.

e To propose a Dynamic Risk Index (DRI) for real-time
user risk assessment as well as detection of anomalies.

e To test the effectiveness of the proposed framework
based on advanced machine learning and deep learning
techniques.

B. Contributions of the Study
The major contributions of this study are as follows.

e The proposed novel hybrid cyber risk prediction
framework is achieved by integrating LMS behavioral
analytics with the CICIDS2017 network intrusion data
for the complete cybersecurity analysis of e-learning
systems.

e To enhance the representation of multi-source threats,
fusion strategies at the feature level and decision level
are proposed for fusing behavioral log and network
traffic features. A multi-source threat representation is
developed by combining a feature-level and decision-
level fusion strategy for behavioral logs and network
traffic features.

e This will allow for a real-time, continuous, and
meaningful cyber risk score through Dynamic Risk
Index (DRI), which is designed to integrate the results
of the behavior, network, and anomaly detection scores.

e Hence, an LSTM-DNN-ensemble-learning-anomaly-
detector deep learning-based hybrid architecture is
proposed, which is suitable for the hybridity of this
challenge. To address this hybrid nature of the problem,
a hybrid deep learning system, which combines LSTM,
DNN, ensemble learning, and anomaly detection
techniques, is introduced to capture the temporal user
behaviour characteristics and network-level intrusive
characteristics.

e Establishing an adaptive risk assessment and risk
decision support system to support real-time risk
monitoring, risk classification based on thresholds, and
automatic risk intervention measures.

e The superiority and robustness of the proposed
framework over the existing state-of-the-art methods
are demonstrated through a set of comparative analyses,
ablation studies, statistical significance testing, and
temporal risk analysis studies, which are conducted
experimentally.

The study is organized as follows: Section II reviews
related work, Section III presents the proposed methodology,
Section IV describes experimental setup and datasets, Section
V discusses results and analysis, and Section VI concludes the
study with future research directions.
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II.  RELATED WORKS

The section on related works reviews the recent research on
adaptive cybersecurity in e-learning, learning behavior
analytics, risk assessment models, and Al-based educational
intelligence. These publications point to progress in the field of
anomaly detection, student performance prediction, and
security improvement, as well as to shortcomings in the field of
data integration, real-time flexibility, and generalization among
heterogeneous learning conditions.

Hernandez et al. (2026) suggest the use of an adaptive
security model that integrates multi-layer detection of
anomalies with a context-sensitive risk evaluation of e-learning
platforms. The work successfully incorporates behavioral
profiling and a hybrid ML model, and it provides good results
for detection. Nevertheless, the use of simulated session-level
data restricts applicability to the real world. The framework is
also not explainable regarding decision-making and does not
address scalability issues in large, diverse educational
ecosystems with changing patterns of attacks[8].

Mudawi et al. (2023) use predictive analytics to analyze
student behavior in the e-learning environment to enhance
educational outcomes. The study emphasizes the significance
of behavioral knowledge in improving the learning processes.
Nevertheless, it is more of a descriptive analysis, as opposed to
strong predictive modelling. The lack of more sophisticated
deep learning methods and the lack of handling temporal
behavioral dynamics make it less generalizable across a wide
range of e-learning platforms and the complicated dynamics of
interaction between students[9].

Yuan et al. (2024) suggest a unified system of behavioral
analysis and machine learning to predict online learning
performance better. The research is sufficient to indicate that
behavioral segmentation using clustering has a greater
predictive accuracy. Nonetheless, the method relies on
systematic datasets such as edX, which restricts real-life
flexibility. Also, the framework does not have rich multimodal
integration and does not thoroughly investigate variations of
learning behavior in real time or cross-platform generalization
issues[10].

The article by Zine et al. (2023) presents a machine-
learning-enabled system of e-learning readiness measurement
based on the dimensions of the ADKAR model. The research
is able to determine the major readiness factors such as ability
and knowledge with the help of RF and DT models.
Nonetheless, it is limited in dynamics by using survey-based
static data. Another weakness of this model is its inability to
scale, as well as the fact that it does not integrate behavioral or
temporal learning analytics, which are crucial in the ever-
changing digital learning context[11].

According to Qiu et al. (2022), there is a self-adaptive
feature integration plan that can be applied to improve e-
learning performance prediction with the assistance of
behavioral classification. The predictive accuracy of the study
is good on the OULAD dataset. However, it can also make
more complicated interactions among learners easier, as it
relies on predetermined types of behavior. The model also
lacks deep neuralization and real-time scalability; hence, it is
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not so flexible for dynamic online learning systems with
volatile user participation dynamics[12].

The awareness of cybersecurity and e-learning engagement
is tested by Oroni et al. (2025) using structural equation
modeling. The essay highlights the significance of
demographics in cyberspace behavioral designs. However, it
heavily relies on an SEM analysis that is based on surveys, and
this does not make it as scalable or as applicable in real time.
Its application to a modern-day e-learning environment is
reduced by the absence of Al-based detector models and
behavioural anomaly detectors, which restricts its application
further in reacting to evolving cyber threats in the e-learning
environment[13].

The vulnerability analysis of e-learning platforms (Moodle,
Chamilo, and Ilias) is offered by Akacha and Awad (2023).
The study provides valuable data on susceptibility to security
threats and security measures. It is largely, however,
descriptive in nature and lacks predictive modelling skills. Nor
does it include the adaptive Al-driven security features, which
limit its functions to the aggressive identification of any
emerging threats in dynamic and distributed e-learning
environments[14].

The authors Sadigzade and Alisoy (2025) discuss the risks
of cybersecurity in online education and suggest solutions such
as MFA and Al-based threat recognition. The study
successfully points out areas of weakness and measures to
improve. Nevertheless, it is a conceptual one with little
empirical support. It is less practical in practice, due to the
absence of implementation-level experimentation and dataset-
based evaluation in real-life large-scale e-learning systems
[15].

One of the proposed solutions is the real-time decision
support system for identifying at-risk students based on the
LMS interaction data offered by Eli et al. (2025). The
framework depicts encouraging initial warning possibilities.
Nonetheless, the complexity of the behavioral patterns is
restricted by its rule-based organization. The lack of deep
learning integration and the limited personalization limit its
effectiveness in heterogeneous learning settings where student
engagement behavior changes [16].
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Mi et al. (2022) produce an analytical risk evaluation
framework of early warning in educational systems. The
research is effective in enhancing the early identification of
learning risks through the structured indicators. But it is based
on predetermined factors of evaluation and is not adaptive to
learning. The model also lacks real-time behavioral analytics
and predictive mechanisms based on Al, which also restricts its
scalability and responsiveness [17].

Kepuska and Tomasevic (2024) suggest a simple
cybersecurity framework for higher education institutions that
is based on vulnerability detection. The study gives useful
details regarding the active security measures. Nevertheless, it
does not have a deep-learning interface and sophisticated
anomaly identification. It is too light to be used effectively in
the context of a complex cyber threat, and it is not concerned
with real-time adaptive risk scoring or multimodal behavioral
analysis [18].

The current literature of e-learning analytics and
cybersecurity mainly emphasizes one of the two approaches to
behavioral analysis and security assessment, yet it seldom
involves both to create an adaptive strategy. The majority of
these methods are based on fixed datasets, survey-based
assessments, or rule-based systems and restrict real-time
adaptability and generalization. Multimodal fusion and cross-
domain behavioral-security integration via deep learning have
not been well studied. Moreover, most of the models are not
explainable, scalable, and resistant to changing cyber threats.
Transformer-based architectures are also not widely used to
model sequential behavior. These are the gaps that lead to the
necessity of an integrated, Al-based system to incorporate
behavioral intelligence, anomaly detection, and adaptive risk
assessment in safe and customized e-learning platforms.

Table I provides an in-depth comparative analysis of the
recent research studies that can be dedicated to e-learning
analytics, cybersecurity frameworks, behavioral modeling, and
risk assessment methods. It provides an overview of every
study regarding the proposed methodology, the data used, the
strengths, and limitations identified.

TABLE L. COMPARATIVE ANALYSIS OF EXISTING STUDIES ON E-LEARNING ANALYTICS, CYBERSECURITY, AND RISK ASSESSMENT MODELS
Author (etal, Method Dataset Strengths Limitations
Year)
135,687 e-learning

Multi-layer anomaly detection +
context-aware risk assessment (RF,
LSTM, Isolation Forest)

sessions
(synthetic/collected
LMS logs)

Hernandez et
al., 2026

High detection accuracy; hybrid
deep-learning + ML fusion; strong
anomaly detection performance

Limited real-world validation; weak
explainability; scalability concerns

. E-learning
Mudawi et al, Predictive behavior analytics

behavior
datasets (various LMS

Provides student

behavior patterns; supports learning

insights  into Lacks deep learning models; mainly

descriptive; limited  predictive

2023 . .
sources) improvement strategies robustness
Vuan ot al Behgvif)r clustering + ML Improyes predictiqn using LimiFed gener'fllization; lgcks
2024 ” | prediction framework (XGBoost, | edX dataset behavioral segmentation; better | multimodal learning; no real-time
RF) accuracy than baseline ML adaptation
Survey dataset
Zine et al, | ML-based readiness assessment | (ADKAR-based data | Identifies key readiness factors; | Static survey data; lacks temporal
2023 (RF, DT, SHAP analysis) from university | interpretable ML using SHAP learning dynamics; poor scalability
students/faculty)
Qiu et al., 2022 Adaptive feature fusion + behavior OULAD dataset High prediction accuracy; effective Ségll?:ip];i:f Vﬁ?ée{?;;ehﬁi i :;3

classification model

feature selection strategy

adaptability
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Oroni et al.,
2025

SEM-based cyber awareness model

Survey data from e-
learning students

Considers demographic moderation
(gender, experience); strong
behavioral insights

No Al-based detection; not real-time;
limited scalability

Practical security insights; identifies

Akacha & | Vulnerability analysis of LMS | Moodle, Chamilo, system vulnerabilities across Descriptive only; no predictive Al;
Awad, 2023 platforms ILIAS Y lacks experimental ML validation
platforms
Sadiqzade & Conceptual cybersecurity Literature-based Broad coverage of cyber_t_h rea_lts; No experimental evaluation; lacks
. framework  (MFA,  Al-based . proposes modern mitigation S
Alisoy, 2025 . analysis . dataset-based validation
detection) strategies
Eli et al.. 2025 Real-time rule-based early warning | OULAD dataset | Real-time monitoring; lightweight | Rule-based limitations; lacks deep
" system (32,000+ students) system; early risk detection learning; low personalization
. Data-driven risk assessment and | University learning Structured . risk predlct%on Static indicators; no deep learning;
Mi et al., 2022 . framework; improves early warning | .. . . P
early warning model data systems limited real-time adaptability
Kep uska_ & Lightweight cyber risk framework | Western Balkan HEIs | Practical deployment focus; No A.I/ML .de.pth; lacks _anomaly
Tomasevic, ; . detection; limited accuracy for
for HEIs systems proactive control mechanisms
2024 complex attacks

III. METHODOLOGY

The general structure of the proposed hybrid cyber risk
prediction framework is displayed in Fig. 1. It is initiated using
data sources like LMS behavioral logs and the CICIDS dataset,
which is the data of user activity and network traffic. These
inputs are passed to the feature extraction and fusion layer,
where network and behavioral features are obtained and fused.
The combined aspects are then fed into the hybrid risk
prediction model that employs machine learning and deep
learning algorithms, including LSTM, DNN, Anomaly
detection, and Ensemble learning to uncover potential threats
or threats. It is then translated into a so-called Dynamic Risk
Index (DRI), providing real-time risk scoring. Lastly, the risk
analysis and response module interprets the DRI and carries
out the risk distribution analysis, threshold tuning, alert
generation, and mitigation activities. The framework includes
the process of monitoring and proactive intervention, which
can ensure better cybersecurity for online education systems.

A. Multi-Source Acquisition

The step entails the collection of non-homogeneous data in
the Learning Management Systems (LMS) and CICIDS2017

dataset to guarantee that the process of cyber risk modeling is
complete. LMS logs will give real-time information on user
behavior such as login patterns, time spent in the session, use
of the device, navigation behavior, and so on. Simultaneously,
the CICIDS dataset avails of labeled network traffic with both
benign and malicious processes, including DoS, DDoS, and
brute force attacks. Suppose that the two data sources are LMS
behavioral data and CICIDS network data, denoted by the two
equations, Eq. (1) and (2), respectively.

D ={x{}L,, x} € R%L (0
€= {(ij'Yj)}y:L ijE Rdc:y}' 6{0’1} (2)

The Combined dataset is
D=D! U D¢ 3)

The combination of real-world behavioural data and
benchmark intrusion data improves the ability of the model to
generalize across a range of cyber threat scenarios and
improves the detection accuracy in dynamic e-learning
environments.

Data Sources Feature Extraction High Risk Prediction Model Feature Extraction
and Fusion and Fusion
LMS Behavioral Behavioral — Asomaly Ensemble Risk
LOgS Features DNN Detection Leaming I Distribution
‘ & - Threshold
L —— Tuning
User Acti Dai
e Aoty D2 Network -
. Dynamic Risk Index(DRI) :
Features - Incident
Response
CICIDS Dataset
‘ Alerts and
% ﬁ - Feature ‘ e 'L!.\ reports
Fusion -
Network Traffic Data Vol Mitigation
s actions
Fig. 1. Architecture of the hybrid cyber risk prediction framework for e-learning environments.
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B. Harmonization of Data & Data Preprocessing

In this phase, the data of LMS and CICIDS are
preprocessed and standardised for unified analysis. Data
cleaning is done to eliminate missing values, duplicates, and
noise. Numerical attributes are normalized, while categorical
attributes, e.g., user's role, protocol type, etc., are encoded.
Since the datasets have different structures, feature alignment
is followed in order to align the behavioral patterns to network
features, such as correlating repeated login attempts to brute
force attack characteristics. In addition, data in LMS is semi-
labeled on the basis of inferred risk, whereas in CICIDS the
data is fully labeled and can be used for supervised learning.

The missing value handling is given by Eq. (4)

Iyk ¥
Xij = {K k=17K " fmissing otherwise 4)
Xij
The normalization is denoted by Eq. (5)
x =Xt (5)

The encoding of categorical variables is represented by Eq.

(6)

Xcat — eke{O,l}K (6)
The feature alignment is given by Eq. (7)
¢:RIL > R (7)
The semi -labeling LMS is performed using Eq. (8)
1;
yl = {0 VE(xE) >« )

This harmonization allows for compatibility of the data and
helps in the preparation of the data to be truly useful in the
blocks used for feature extraction and data modeling.

Dataset Integration and Temporal Alignment Strategy

A structured integration and preprocessing pipeline is used
to make the LMS behavioral log data and network intrusion
data at CICIDS2017 temporally and feature-level compatible.
The data in the LMS dataset are session-based records of users'
interactions within a specific session, and the data in
CICIDS2017 is flow-based, with each one representing a user
interaction in the network within a flow. Both are
automatically converted into a common format of fixed-length
sliding time windows, such that they are all synchronized to
time and provide consistent temporal granularity—both
behaviorally and in network measures—within the context of a
behavioral session.

Next, using features that are semantically related to each
other from both sources, feature alignment is performed,
mapping the features within a common feature representation
space. These, in terms of behavioral features, are correlated
using the so-called transformation function, a function derived
by mapping heterogeneous features to a network feature vector
space, with features such as network flow duration, packet rate,
or packet connection attempts. This enables efficient cross-
domain fusion of behavioural and intrusion information, giving
rise to a successful system.

Vol. 17, No. 6, 2026

The unification of the labels is facilitated by maintaining a
direct label for CICIDS2017, whereas semi-labeled LMS logs
are given a label based on deviation thresholding with a risk
scale mechanism. This will make doing supervised learning
with both sets of data consistent.

In order to alleviate the domain mismatch problem, a
transfer learning approach is followed, meaning that models
are first trained on the data from the CICIDS2017 dataset and
then fine-tuned with the LMS behavioural data. In this way, the
differences between data available at each level of the network
(or network-level information) and data available from the
behavior level (or behavior-level information) are minimized.
All the preprocessing, alignment, and fusion operations are
executed through the same pipeline implemented in Python,
with modularity (scikit-learn and TensorFlow), thereby
ensuring future reproducibility and the extendability of the
proposed framework.

C. Feature Engineering

Feature engineering is about the conversion of raw data to
meaningful indicators of cyber risk to predict. Behavioral
features obtained from LMS logs include the irregularity of the
login, session deviation, access frequency anomaly, and the
usage of role-based privileges. From the CICIDS dataset, the
network-level features such as flow duration, no of packets,
and traffic pattern are extracted. The behavioral, network
features are given by Eq. (9) and (10)

Fp={fy, fp,.... £} ©9)
Fh={81,82,----8¢} (10)

Hybrid features are then constructed in order to poach
cross-domain threat signals using a combination of behavior
deviations and anomalies in the network, and it is denoted but
he Eq. (11)

F, = F, © Fy (11)

Temporal features are also generated to represent the
sequential activity of the user. The temporal modeling is
denoted by Eq. (12)

X1 = {Ke_wr oo Xe} (12)

This set of features is very complete; this increases the
effectiveness of the model in distinguishing good behavior and
bad behavior, and makes the model more predictive and robust.

D. Data Fusion Strategy

This step has combined the LMS behavioural features with
those of CICIDS network features using the fusion methods.
Feature-level fusion combines both data sets into one feature
vector, and model-level fusion combines the predictions from
individually trained models. The feature-level and model-level
fusion is given by Eq. (13)

xfusion — [XLH XC] (13)

= Thko; Wi fie(x) (14)

Domain adaptation techniques are employed, for example,
transfer learning techniques, which provide the means of
training the models using CICIDS data and fine-tuning them
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using LMS data to minimize distribution dissimilarities. The
transfer learning approach is given by Eq. (15)

6"=arg min Leicins (6) (15)
6°0Pt = arg min Lyus(6]6") (16)

This hybrid fusion approach ensures that both behavioral
and network-level insights are effectively utilized and increases
the ability of the model to detect sophisticated cyber threats
that will manifest in multiple dimensions in the e-learning
environments.

E. Behavioral Profiling and Baseline Modeling

Behavioral profiling builds the base for normal user
behavior as behavioral clustering is applied to cluster similar
behavioral patterns together by applying clustering algorithms,
such as K-Means or DBSCAN. Each user/group is assigned a
profile of behavioural activities based on the typical times of
day that they logged in, session times, and navigation patterns.
Deviations from what are considered baselines are calculated
by such measures of distance and time. These deviation scores
are used for the detection of abnormal user activities that may
lead to cyber risks. The clustering is given by Eq. (17)

minZiL, |1X;-py| |2 (17)

The baseline profile is given by Eq. (18)
By = E[xy] (18)

The deviation score is given by Eq. (19)
Du= ||Xu_Bu|| (19)

The temporal deviation is denoted by Eq. (20)
D = Xisy |1Xe — Rl (20)

This constant update of these profiles is what allows the
system to be adapted to changing user behavior, which ensures
the system is able to detect anomalies accurately and limits
false postings in dynamic online learning environments.

F. Development of the Predictive Model

In this phase, machine learning and deep learning models
are developed to predict the cyber risk. Supervised models
(Random Forest and XGBoost) are trained based on labelled
CICIDS data, while the sequential models (LSTM) are trained
to understand the temporal patterns of LMS behavioral data.
The supervised learning is given by Eq. (21)

y=f(X;0) 2

As well, the unsupervised technique such as autoencoders
is used for the purpose of anomaly detection. The idea behind
the hybrid modeling approach is the utilization of both labeled

data and unlabeled data in order to provide better prediction
results. The loss function is given by Eq. (22)

L=-Yylog () +(1-y) log (1-9) (22)

The LSTM modeling and the autoencoder are given by Eq.
(23)

ht = LSTM(Xt, ht—l) (23)
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%= g(f(x)) 24
The reconstruction error is denoted by Eq. (24)
Lag = [Ix — &I (25)

G. Dynamically Risk Scoring Mechanism

A Dynamic Risk Index (DRI) is calculated to measure the
risk for each user/session. The score is a combination of
behavioral risk, network-based risk, and anomaly detection
score using weighted combining. The weights are changed in
an adaptive manner so that they represent the relative
importance of each of the components. The resulting score is
normalized on a range of 0 to 1 and is divided into low,
medium, and high risk categories. This dynamic scoring
mechanism allows continuous monitoring of the behaviour of
the user and provides real-time risk assessment to timely
intervene in order to mitigate the potential cyber threats in the
e-learning systems. The DRI is computed using Eq. (26).

DRI = w, .BRS + w, .NRS + w; .ADS (26)

where, BRS is the behavioral risk Score (LMS) , NRS is
the network Risk Score (CICIDS-trained model), ADs is the
Anomaly detection score, and w;, w, are the adaptive weights.

The proposed Dynamic Risk Index (DRI) intends to be a
single risk quantification mechanism to assimilate various and
diverse outputs of behavioral analytics modules, network
intrusion detection modules, and anomaly detection modules.
While it is actually a weighted formulation, what is unique
about this formulation is that it does not combine risks in a
linear fashion, but instead is adaptive and context-aware. The
proposed framework allows to globally reweight the weights
depending on the different levels of behavioural risks and
network risk, in which way considering temporal variations of
user behaviour and network risk. The DRI will constantly
incorporate Behavioral Risk Score (BRS), Network Risk Score
(NRS), and Anomaly Detection Score (ADS) into an updated
risk score, which will be easily monitored throughout the
session as risk levels change. This formulation enables the
outputs of the classification process to be mapped in a
continuous risk space, enabling it for fine-grained monitoring,
warnings, and interventions. So DRI is not an approach of a
simple weighted sum — it is an adaptive risk inference
mechanism integrated within the proposed cyber risk
prediction framework. The classification is performed based on
the risk level, and it is given by (27)

Low, 0 <DRI< 0.3
Risk level= Medium, 03 <DRI <0.7 (27)
HighDRI = 0.7

H. Real-Time Anomaly Detection

This step is to identify anomalies, unusual activities in real-
time with the help of algorithms such as Isolation Forest,
autoencoders, etc. The scope of monitoring the system can be
evidenced by monitoring the behavior and network patterns of
people, and identifying anomalies such as unusual login times,
spikes in activity, or attempts to steal access. Alerts are raised
when the anomalies are out of preset limits. This preventive
security system is important because it enables the attackers to
note early any possible cyber threat that will reduce the
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response time and mitigate the damage. The actual
implementation of real-time analytics can be used to achieve
continuous surveillance and fortification of the entire security
posture of that online education platform.

1. Model Evaluation

The performance of the predictive model is evaluated using
a large number of measures such as accuracy, precision, recall,
Fl-score, ROC-AUC, etc. Moreover, the false alarm rate and
detection rate are also studied to ascertain how well the model
has detected cyber threats without false alarms. The validation
is cross-dataset, carried out by training the data of CICIDS and
testing on the patterns of LMS to test the generalisability. This
is a holistic assessment plan that fosters consistency and well-
being of the model prior to its implementation in the actual
real-life e-learning settings.

J. Deployment in the LMS Environment

The LMS integrates the authenticated model through APIs
in order to provide on-time risk monitoring. An interface in the
form of a dashboard is developed that will give users a visual
interpretation of the user risk scores, anomaly alerts, and
system activity. The inputs and risk scores are constantly
dynamically processed through the system. Automated alert
systems are useful in alerting the administrators about risky
users or suspicious activities. The deployment guarantees that
it can integrate with the existing e-learning platform with ease
and also enable the management of cybersecurity proactively
without disrupting the normal operations of the system.

To maintain the effectiveness of the model, ongoing
learning occurs due to the contribution of new LMS data and
new patterns of attacks that emerge. Regular retraining assists
in the updating of model parameters and making it more
accurate over time. The weighting applied in the Dynamic Risk
Index is also revised based on the feedback, as well as the
evolving danger scenarios. This dynamic system ensures that
the system is robust to new and advanced cyber threats; this
offers security to an online learning setting in the long term.

IV. RESULTS AND FINDINGS

Experiments were run in Python with the aid of
TensorFlow, Scikit-learn, and Pandas libraries, with the system
consisting of an Intel 17 processor, 16GB RAM, and an Nvidia
GPU (8GB). It is implemented with the help of Jupyter
Notebook; the LMS environment is simulated with the
assistance of real log data, and the API based testing is
included.

A. Dataset Description

LMS log data and the CICIDS2017 dataset are the two
datasets that will be used in the study. The LMS logs reflect the
real-life educational experiences in terms of user behavior like
their login behaviors, the time of sessions, patterns of
navigation, and information about devices. CICIDS 2017 is a
set of labeled network traffic information with both normal and
malicious activities that include DDoS attacks, brute force, and
web attacks. Unlike in CICIDS, where there are orderly
patterns of attack, in LMS, data anomalies of behavior are
being reflected.
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The two sets of data are utilized to deliver a more detailed
modeling through integrating behavioral and network-level
threat intelligence to make quality predictions of cyber risk [19,
20].

For this study, the LMS behaviour data was obtained from
an open-source educational interaction repository as a proxy
for LMS use in the realistic context of education. The data set
includes about 2,845 registered learners and 186,742
interaction sessions during a six-month time frame, collected
during actual online learning activities by the users and
reported by the original provider of the data set. The courses
are made up of sessions, which are continuous engagement of
the user in the LMS environment. It includes elements of
behavior such as logins, time spent, page navigation, access to
resources, assignment activities, quiz activities, login time, IP
access characteristics, and device information. A total of 24
behavioural attributes were identified and grouped into 6
categories: authentication features, navigation behaviour
indicators, engagement metrics, temporal activity features,
access-pattern features, and more. The dataset doesn't have any
cybersecurity labels provided, so a semi-supervised labeling
strategy was used, where anomalous behavioral sessions were
identified by statistical deviation analysis and the anomaly
scoring methods of Isolation Forest. The individual sessions
were divided into low-risk and medium-high risk groups,
according to the scores of the anomaly type of the sessions
generated, for risk prediction modeling. The data is
anonymized, meaning that personally identifiable information
(PII) is not included, thus providing privacy protection and
compliance with the data. The LMS behavioral dataset was
then combined with the CICIDS2017 benchmark intrusion
dataset to allow for combined analysis of behavioral and
network-level cyber risk factors in e-learning environments.

B. Experimental Design and Validation Protocol

To make sure that the results were reliable and could be
reproduced, the studies used a strict testing protocol for
experiments. The LMS-CICIDS dataset was divided into 3
parts that were balanced for both benign and malicious traffic,
i.e.,, 70% of the data would go to training, 15% would go to
validation, and 15% would go to testing. The training set was
also used in a 5-fold cross-validation to provide greater
stability in the models produced and to reduce the variance of
the models created from a single train/test split.

The data processing steps (normalization, feature scaling,
and categorical encoding) only used the training set data,
which eliminated the potential for data leakage. Because of the
way in which the LMS behavioral data was arranged, user
sessions were assigned to specific partitions, and there were no
overlapping sessions between training, validation, and test
partitions. In addition, the separate parts of the dataset retained
the chronological order in which they were originally
collected; so earlier sessions were used to train the models,
while later sessions were used to validate and test the models.
By retaining the timing of sessions, there was no way for data
from the future to find its way into models that had been
trained.
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It addresses the class imbalances with the use of the
SMOTE technique, which was applied only to the training
partition of the data. Both the validation and test datasets
remained in their original distributions in order to allow for an
unbiased evaluation of model performance in a realistic
operational environment. The hyperparameter optimization
was completed through grid search on the validation set. The
following hyperparameter configurations were included within
the search: LSTM unit numbers (32, 64, 128), hidden layer size
(64, 128, 256), learning rate (0.001, 0.0005, 0.0001), batch size
(32, 64, 128), dropout rate (0.2, 0.3, 0.5), and the different
weights applied when using an ensemble of models. The best
configuration was chosen based on validation AUC.

Additionally, to assess generalization capability, we
executed an independent validation experiment where the
network intrusion components were trained on CICIDS2017
data and the intrusion components were adapted to work with
LMS behavioural data after transfer learning/knowledge. This
cross-domain validation strategy ensured that the results
represented true performance and were not the result of any
characteristics that were dataset-specific. Through the use of
stratified partitioning, user-level isolation, temporal distance,
cross-validation, class imbalance correction techniques, and
independent validation, we believe the generated performance
results provide a high level of confidence that they reflect true
predictive capability vs. being the result of data leakage or
overfitting.

C. Quantitative Evaluation

Table II shows the quantitative comparison of different
state-of-the-art machine learning and deep learning methods on
the combined LMS logs and CICIDS2017 hybrid dataset.

The results show that the ensemble and deep learning
models are better at the task than traditional approaches
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because of their capacity to capture complex behavior and
network patterns. The proposed hybrid model shows the best
performance as per all the evaluation metrics with an accuracy
0f 97.6% and AUC of 98.5%. This points to its effectiveness of
incorporating data from multiple sources for strong cyber risk
prediction as well as better generalization in e-learning
environments.

Fig. 2 illustrates the comparative performance of different
machine learning and deep learning models, including
traditional classifiers (SVM, Random Forest, XGBoost, KNN,
Naive Bayes, AdaBoost, LightGBM, CatBoost), DL models
(DNN, Bi-LSTM, Transformer-based model), ensemble
stacking methods, and the proposed hybrid model across four
evaluation metrics: Accuracy, Precision, F1-score, and AUC.

The findings clearly demonstrate that classical machine
learning models like Naive Bayes and KNN would have
relatively low performance on all measures, and they have the
weakness of learning more complex relationships between
features. Conversely, models that are based on deep learning,
like DNN, Bi-LSTM models, and Transformer models, have
better and more consistent performance as they are capable of
learning hierarchical and sequential feature representations.

Among all the considered methods, the proposed hybrid
model shows the best performance with the best results of
about 97.6% Accuracy, 97.6% Precision, 96.9% F1-score, and
98.5% AUC. This shows that ensemble learning that
incorporates deep feature extraction has great potential in
improving classification. The findings affirm that hybrid and
attention-enhanced frameworks are better in terms of
discriminative strength and resilience than independent
machine learning or deep learning frameworks.

TABLE II. QUANTITATIVE COMPARISON OF STATE-OF-THE-ART METHODS ON COMBINED LMS LOGS + CICIDS2017 DATASET (HYBRID DATASET)

Method Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC (%)
SVM|21] 92.8 92.1 91.6 91.8 93.4
Random Forest[22] 94.9 94.2 93.7 93.9 95.2
XGBoost[23] 95.8 95.3 94.6 94.9 96.3
KNNJ[24] 91.2 90.5 90.1 90.3 91.8
Naive Bayes[25] 89.7 88.9 88.5 88.7 90.2
AdaBoost[26] 94.1 93.5 92.7 93.1 95.0
LightGBM[27] 96.2 95.7 95.0 95.3 97.1
CatBoost[28] 96.5 96.0 95.4 95.7 97.5
Deep Neural Network (DNN)[29] 97.0 96.6 96.0 96.3 97.9
Bi-LSTM[30] 97.2 97.0 96.5 96.7 98.1
Transformer-based Model[31] 97.4 97.2 96.8 97.0 98.3
Ensemble (Stacking)[32] 97.5 97.4 97.0 97.2 98.4
Proposed Hybrid Model 97.6 97.6 97.1 96.9 98.5
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Fig. 2. Performance comparison of machine learning for e-learning environments.

D. Ablation Study

The ablation study of the proposed hybrid model tested on
the combined LMS + CICIDS data is provided in Table III. It
examines the role played by each of the key elements, such as
the behavioral feature, network traffic feature, anomaly
detection feature, temporal modeling (LSTM), and feature

fusion strategy. The study systematically eliminates the
elements of the architectural framework and measures the
effect of each module on overall performance to show the
significance of each architectural element in the proposed
framework.
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TABLEIII.  ABLATION ANALYSIS OF PROPOSED HYBRID MODEL ON
COMBINED LMS + CICIDS DATASET
.. F1-
Configuration Accuracy | Precision | Recall Score AUC
(%) (%) (%) (%) (%)

Full -~ Model (Al | o; ¢ 97.6 97.1 | 969 | 985
Components)
Without Behavioral
Features (LMS | 95.1 94.6 94.2 94.4 96.8
Removed)
Without  Network | g 5 93.7 93.1 | 934 |961
Features
Without ~ Anomaly
Detection Module 95.6 95.1 94.5 94.8 97.2
Without  Temporal
Modeling (No | 96.2 95.7 95.0 95.3 97.6
LSTM/Sequence)
Without  Feature | o5 94.9 943 | 946 | 970
Fusion Strategy

The performance of the model based on ablation shows that
the entire model presents the highest performance in all the
assessment factors, which shows the efficacy of incorporating
all components. Users of behavioral features of LMS
experience a significant performance decline when these
features are eliminated, which underscores the significance of
user behavior analytics in predicting risks. On the same note,
omission of CICIDS network features will result in further
deterioration, which proves that network-level information is
fundamental in the detection of cyber threats.

The loss of the anomaly detection module lowers the
performance of the model in identifying abnormal patterns,
whereas removing temporal modeling (LSTM-based sequence
learning) worsens the performance as the sequential behaviour
is important in capturing changing attack patterns. Also, the
elimination of the feature fusion strategy will lead to lower
overall performance, which demonstrates that multimodal
feature integration is vital. All in all, the findings confirm that
individual components are significant, and the hybrid
architecture is giving effective and balanced predictive
performance.

E. Statistical Significance Analysis

A statistical significance analysis of the proposed model is
done against various baseline machine learning and deep
learning models, namely, SVM, Random Forest, XGBoost,
LightGBM, a standalone Transformer model, and Ensemble
(Stacking) approach, as shown in Table V.

In submitting results on improved performance of their
model, a detailed statistical procedure was followed in order to
confirm the reliability of the data being reported. Each
experiment was run independently 10 times using a unique
random initialization seed for each run, with the training,
validation, and testing partitions being identical for all runs.
These results reflect the mean of all 10 runs' resultant accuracy
values and will provide standard deviations that reflect
variability in the results and stability of the model; therefore,
before conducting significance testing, we used the Shapiro-
Wilk test to assess if there was a normal distribution of
performance across each model, which provided a basis for
using parametric testing techniques (p > 0.05). Next, for the
proposed model, we used paired two-tailed t-tests to compare
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its five-fold cross-validated performance against all baseline
methods using the average of the five-fold cross-validated
performance scores on the various models.

Evaluating the statistical significance consisted of using
95% confidence intervals (p < 0.05) or 99.9% confidence
intervals (p < 0.001). In addition to looking at the p-values, we
computed 95% confidence intervals to further examine the
reliability of the differences in performance observed. The next
step in our evaluation of the model was to conduct effect size
analysis using Cohen’s d to evaluate practical significance.
Although some of the methods we employed performed
comparably (e.g., Ensemble Stacking vs. Proposed Model)
based solely on the mean accuracy, the Proposed Model
consistently showed more stability, lower variability, better
overall performance, higher AUC values, and superior risk
predictions than Ensemble Stacking across all experiment runs.
Therefore, we utilized statistical significance in conjunction
with practical performance characteristics when making
comparisons for superiority to one another.

TABLEIV.  STATISTICAL SIGNIFICANCE COMPARISON (PROPOSED VS
BASELINES)
Model Mean std -
Accuracy t-value | p-value | Significance
Compared o Dev
(%)

SVM 92.8 0.85 8.21 <0.001 Significant
Random 94.9 0.72 6.45 <0.001 | Significant
Forest
XGBoost 95.8 0.64 5.38 <0.001 Significant
LightGBM 96.2 0.59 4.92 <0.001 Significant
Transformer o
Model 97.4 0.48 2.67 0.012 Significant
Ensemble ioni
(Stacking) 97.5 0.45 2.11 0.031 Significant
Proposed
Model 97.6 0.41 — — —

The proposed model has a high mean accuracy of 97.6%
and the lowest standard deviation (0.41), which signifies high
stability in the evaluation of experimental runs as well as high
performance. All the models in the baseline indicate
statistically significant dissimilarities with the proposed model,
as the p-values are less than 0.05.

The classical models of machine learning, including SVM
(92.8%) and Random Forest (94.9%), are relatively less
accurate and more variable, which can be explained by the fact
that they are not very capable of detecting intricate data trends.
XGBoost and LightGBM approaches yield a higher
performance (95.8% and 96.2%), but nevertheless, they remain
lower than the proposed approach, which proves the superiority
of more sophisticated feature learning algorithms.

Models based on deep learning, such as the Transformer
(97.4% and Ensemble stacking (97.5%), are closer to the
proposed model, although they have higher t-values and
statistically significant p-values (0.012 and 0.031), meaning
that even they are significantly underperforming. These
enhanced baselines have relatively lower t-values, which
implies that there are fewer performance differences but still
indicates that the proposed model is robust. In general,
statistical analysis confirms that the proposed model is the best
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predictor that has statistically significant improvement and
better consistency compared to all other comparison methods.

Even though the absolute accuracy gain over the strongest
baseline is small (0.1%), the development of this new
framework achieves that increase in accuracy while at the same
time providing the ability to dynamically score risk, track
evolution of risk temporally, predict anomalous events, and
provide greater stability in execution across multiple iterations.
Hence, this framework presents users with further practical
uses beyond simply improved classification accuracy.

F. DRI-Based Analysis

The analysis based on the Dynamic Risk Index (DRI)
provides a holistic way of measuring cyber risk by constantly
monitoring the activities of users and systems within the online
learning system. As opposed to the conventional static methods
of making the classification, DRI allows dynamic and real-time
analysis of the risk levels and has the opportunity to measure
deviations in their behavior as well as network anomalies. Such
analysis helps to elaborate more comprehensive data regarding
risk allocation, time-consecutive changes, and behavioral
patterns for users as well as in detecting and alleviating dangers
in a proactive mode. DRI is a potent decision support
mechanism, and with a combination of many analysis views
such as correlation, threshold optimization, and intervention
effectiveness, it can be applied. Altogether, the DRI-based
analysis contributes to a new dimension of better
interpretability, flexibility, and responsiveness to e-learning
systems; therefore, it is a vital attribute of intelligent and
resilient cybersecurity systems in a contemporary e-learning
environment.

1) Risk distribution analysis: The risk distribution analysis
using DRI is divided into users with low risk (0-0.3), medium
risk (0.3-0.7), and high risk (0.7-1).
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Fig. 3. Evolution plot of the temporal DRI that demonstrates that risk is
increasing with sessions.

Fig. 3 demonstrates that the disclosure of high-risk users is
based on a consistent increment in DRI before the emergence
of anomalies or attacks. This is a developing trend, hence the
fact that evil acts do not mostly crop out of thin air but are
likely to develop with time. These insights would be useful to
identify and creatively act to prevent decisive events before
they occur. As such, temporal DRI monitoring is significant to
enhance security in predicting and reducing the response time
in an e-learning setup.

3) Risk vs attack correlation analysis: This discussion
examines the correlation between the DRI scores and the real
incidences of an attack with the use of statistical correlation
scales. The Pearson correlation coefficient of 0.87 and
Spearman rank correlation value of 0.84 demonstrate that the
predicted risk has a very high correlation with the actual attack

TABLE V.  DRI-BASED RISK DISTRIBUTION . o g .
labels in a positive relationship.
Risk Level DRI Range Percentage of Users (%)
Low Risk 0-03 62.4 TABLE VI.  CORRELATION ANALYSIS
Medium Risk 0.3-0.7 28.7 Metric Value
High Risk 0.7-1 8.9 Pearson Correlation (DRI vs Attack Label) 0.87
S Rank Correlati 0.84
Based on the results of Table V, we have observed that pearman Rank -orreration

62.4 percent of user has low risk level, 28.7 percent under
medium level of risk, and 8.9 percent under high level of risk.
The distribution indicates that the majority of users are normal
(have normal behavior); however, the percentage of users who
significantly affect the possible security threat is lower. It has a
skewed distribution, which provides weight on the need to
prioritize security resource allocation on high-risk users.
Besides, the analysis assists in developing a rudimentary
knowledge of the system risk in totality and designing specific
mitigation measures to address the vulnerable user groups.

2) Temporal risk evolution analysis: DRI temporal
analysis is used to measure the changes in user risk score
throughout time or between time intervals. Trends of the
gradual increase of risks can be established by plotting the
DRI values with time.

Table VI results substantiate the findings that the value of
DRI is highly correlated with malicious behavior at high levels.
The degree of correlation is high, which proves to support the
reliability and effectiveness of DRI as a predictive risk
indicator. Based on this analysis, therefore, the risk scoring
mechanism presented in this study has been revealed as a true
reflection of the threat conditions in real life, which can be
trusted in making a decision.

4) Threshold sensitivity analysis: Threshold sensitivity
analysis is used to determine the effect of various DRI
thresholds on performance in the classification.

Table VII reveals that the optimal balance between the
precision (96.3%), recall (95.1%), and Fl-score (95.7) is
attained with a threshold of 0.6. The lower thresholds give
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more recalls but probably more false positive whereas the
higher thresholds will give more precision but will not detect as
many things. In this analysis, it is noted that there is a need to
establish a level of success on the balance between detection
versus false alarm. The identified threshold would facilitate
successful risk classification, and the suggested framework will
become more practical regarding usability.

TABLE VII. THRESHOLD OPTIMIZATION
Threshold Precision (%) Recall (%) F1 (%)
0.5 94.8 96.2 95.5
0.6 96.3 95.1 95.7
0.7 97.6 93.8 95.6

5) Risk escalation detection analysis: This test is an
assessment of DRI's ability to identify threats before they
occur.

TABLE VIII. EARLY DETECTION CAPABILITY

Metric Value

Avg. Detection Lead Time 2.3 sessions

Early Detection Rate (%) 91.4
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41.2%, followed by behavioral features (38.5%) and anomaly
detection (20.3%).

User Behavior Segmentation Based on DRI
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Fig. 4. User behavior segmentation based on DRI.

Table VIII results indicate that the mean detection lead time
is 2.3 sessions and the early detection rate is 91.4. These results
demonstrate that the suggested system will be able to identify
the suspicious activity early enough to eliminate the actual
attacks. Early detection- this is so because those who
administer may take preventive measures, which reduce the
destruction and compromise of the system. The advantages of
the DRI-based framework include this proactive capability
since it transforms the approach to cybersecurity from reactive
defense strategies to prediction-driven defense strategies.

6) User behavior segmentation based on DRI: The
separation of the population based on the DRI into steady low-
risk, oscillating medium, and steady high-risk groups is user
segmentation. This method of clustering enables users to learn
more about the user behavior patterns and risk dynamics. The
behavior of a stable user is predictable, and that of a user with
fluctuations is infrequent and might require monitoring. Such
abnormal patterns are always exhibited by high-risk users, and
this demonstrates the potential danger. The segmentation can
facilitate personalized security policies, which in turn give the
institutions the opportunity to institute certain user group
interventions like additional checks of authentication, or user
group surveillance amongst other activities to enhance the
overall security and efficiency of the system. The
segmentation of behavioral and DRI risk scores into low,
medium, and high risk cluster are segmented into user
behavior in Fig. 4 using the scatter plot to segment them based
on the risk scores.

7) Component contribution analysis (DRI weights): This
analysis assesses the relative contribution of each component
to this DRI calculation. The results indicate that network-
based features are the most important features, accounting for

TABLE IX. = COMPONENT CONTRIBUTION ANALYSIS
Component Weight Contribution (%)
Behavioral Score 38.5
Network Score 41.2
Anomaly Score 20.3

The results in Table IX suggest that both behavioral
information and network information are dominant sources for
risk prediction, although anomaly detection offers further
enhancement to risk prediction. The balanced contribution is a
confirmation of the effectiveness of the hybrid approach in
capturing the multi-dimensional threat characteristics.

8) Risk transition matrix: The movement of users between
the various risk levels over time is analysed in the risk
transition matrix.

High 3% 15%

Fig. 5. Risk transition matrix.

The findings in Fig. 5 indicate that 91 percent of the low-
risk users stay at the same level, and 8 percent of the risk group
move towards the medium-risk level. Out of the medium-risk
users, 10 percent progress to the high-risk group and high risk
users are so much persistent and were found to be 82 percent
still at the same level. The results of these studies can lead to
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the conclusion that once users have been put in the high-risk
state, they are prone to remain in that state unless something is
done about them. This discussion therefore shows the need to
detect the issue early enough and ensure mitigation to prevent
the escalation of the risk and ensure that the system remains
secure.

G. Discussion

The proposed study puts forward an expansive framework
for dynamic cyber risk prediction in the online education
environment by amalgamation of behavioural analytics from
LMS logs and network intrusion data from the CICIDS2017
dataset. The results demonstrate that the use of a multi-source
data combination provides a much better detection capability
than one dataset. Machine learning and deep learning models
are good at capturing both static and temporal features,
whereas the mechanism for anomaly detection gets better in the
case of previously unseen threats. The introduction of the DRI
provides a continuous and interpretable measure of user risk,
which can be used to monitor user risk in real-time and
mitigate it as proactively as possible. According to the
comparative analysis, the proposed hybrid model is
consistently superior compared to the state-of-the-art
techniques in all the evaluation metrics. Ablation studies
highlight the importance of individual components, especially
feature fusion and behavioural modelling. Statistical
significance analysis is another way of validating the
robustness of the model. In addition, DRI-based analyses
provide important information about user risk distribution,
threshold optimization, and early detection of threats. Overall,
the research holds the success in harnessing the intelligence at
the behavioral and network level for the development of
scalable, adaptive, and resilient cybersecurity solutions for
modern E-learning platforms.

H. Limitations

The proposed framework also has some limitations even
though it performs well. The LMS logs coupled with the
CICIDS2017 data give rise to heterogeneity of the domain that
could possibly affect generalization to various institutional
settings. The use of historical and semi-labeled LMS data
could be used as a factor of limitation in limiting the detection
of zero-day attacks. Moreover, the deep learning components
of these functions are a complication in the calculations and
may pose a difficulty in having real-time systems that are
constrained by the resources of the system. Moreover,
variations in LMS platforms and patterns of user actions can
require more customization of the platforms in order to
guarantee optimal performance.

L Practical Implications

The suggested framework possesses a high degree of
practical advantages in enhancing cybersecurity in e-learning
systems. Using the opportunity of the Dynamic Risk Index
(DRI), the institution is able to track the activity of users in real
time; the activity of high-risk members can be discovered
beforehand. The incorporation with LMS platforms guarantees
the facilitation of the ease of installation without disrupting an
existing operation. Its model assisted in automated alert
generation, making security administrators' work easier and
enabling quicker reaction to an incident. As well, behavioral
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analytics will be useful in targeting cybersecurity awareness
programs, as well as improving policies through the insights
obtained using the methods of behavioral analytics.

V. CONCLUSION

This work proposes a novel hybrid framework for dynamic
cyber risk prediction in online education environments using
both LMS behavioral data and network intrusion information
from the CICIDS2017 dataset. The proposed approach
essentially combines the techniques of machine learning, deep
learning, and anomaly detection to pick up on behavioral as
well as network-level threat patterns. Experimental results
show that the model has better performance as compared to the
current methods with Dbetter accuracy, robustness and
generalization. The integration of the Dynamic Risk Index
(DRI) provides for constant surveillance of the risk and helps
to prevent threats. Future research can focus on introducing
federated learning to overcome the data privacy issues and
facilitate joint learning between institutions. The combination
of explainable Al techniques can help to increase transparency
and trust in the model predictions. Additionally, expanding the
framework for processing streaming data in real-time as well as
the deployment of the framework at the edge can make the
system more scalable and responsive. Exploring greater
unsupervised and reinforcement learning techniques could also
enhance zero-day attack detection. Overall, the proposed
framework provides a firm basis to develop intelligent and
adaptive cybersecurity solutions in a changing e-learning
ecosystem.
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