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Abstract—New and unknown attack patterns are creating
more cybersecurity issues for cloud environments. Intrusion de-
tection systems (IDS) are usually capable of high-performance in
closed-world scenarios and are less effective in realistic zero-day
scenarios. This work presents an adaptive hybrid intrusion detec-
tion mechanism for cloud environments based on the combination
of Random Forest, XGBoost and AutoEncoder models, under a
single decision-making framework. A fully reproducible pipeline
was built directly from the raw data of CICIDS2017, using
consistent preprocessing and feature engineering. In contrast with
traditional IDS researches that are evaluated with standard train-
test evaluation process, realistic zero-day assessment was carried
out by conducting attack-family holdout experiments, including
WebAttack, DDoS, and Infiltration scenarios. The results showed
that both attack families and adaptive decision strategies were
different, with WebAttack using XGBoost-dominant behavior and
Infiltration using anomaly-focused behavior for an 85.30% and
88.89% recall, respectively. The proposed framework was also
implemented on edge hardware (Raspberry Pi) and has been
shown to have low-inference latency and only moderate resource
usage. The results reveal that adaptive hybrid decision behavior
leads to a more robust decision behavior under realistic zero-
day conditions, while having a feasible deployment in cloud-edge
environments.
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I. INTRODUCTION

Cloud computing has become a fundamental component
of modern computing infrastructure because of its scalability,
flexibility, and efficient resource utilization. As organizations
increasingly rely on cloud platforms for large-scale services
and distributed applications, cybersecurity challenges have also
grown significantly. Evolving attack behaviors and large-scale
network traffic generation make securing cloud environments
increasingly difficult. Recent studies have emphasized the
importance of intelligent intrusion detection systems capable
of adapting to dynamic cloud environments [1], [2].

Intrusion detection systems (IDS) are commonly used to
monitor network traffic and identify malicious activity. Tradi-
tional IDS approaches primarily rely on signature-based tech-
niques or supervised machine learning models trained using
historical attack data. Although such approaches achieve strong
performance on known attack categories [3], their effectiveness
decreases when exposed to previously unseen threats. Zero-
day attacks remain particularly challenging because attack
signatures are unavailable during training, limiting the gen-
eralization capability of conventional models [4], [5].
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A major limitation in existing intrusion detection studies
is the reliance on conventional train-test evaluation protocols
where attack distributions remain similar across training and
testing stages. Such closed-world assumptions frequently yield
high classification performance, but are not representative of
reality deployments in scenarios with new attack families not
encountered before. Thus, models with good accuracy when
evaluated in standard settings can suffer a significant drop in
accuracy when evaluated in atypical settings of realistic zero
day conditions.

An adaptive hybrid IDS framework for realistic zero-day
attacks in the cloud can be used to overcome these challenges.
To achieve this, a new method is proposed that integrates three
machine learning algorithms (Random Forest, XGBoost and
Autoencoder) into a single adaptive decision-making process.
Contrary to previous researches that have been done in a closed
world setting, here a new adaptive hybrid decision-making
process is introduced which has been verified under realistic
attack-family based holdouts and edge deployment. Zero-day
evaluation has been completed for the WebAttack, DDoS and
Infiltration holds and Raspberry Pi deployment for inference
viability.

The major contributions of this work are summarized as
follows:

• A reproducible intrusion detection pipeline was recon-
structed directly from the raw CICIDS2017 dataset
using consistent preprocessing, feature engineering,
and model training procedures.

• A realistic zero-day evaluation strategy based on
attack-family holdout experiments was developed us-
ing WebAttack, DDoS, and Infiltration scenarios.

• An adaptive hybrid intrusion detection mechanism
combining Random Forest, XGBoost, and Autoen-
coder models was developed to improve robustness
across diverse attack behaviors.

• Raspberry Pi edge deployment and dashboard-based
visualization were implemented to validate practical
deployment feasibility.

II. RELATED WORK

A. Deep Learning and Hybrid Intrusion Detection

Recent intrusion detection studies have increasingly
adopted deep learning techniques to improve the detection of
complex and previously unseen attack patterns. Sotani et al.
[6] demonstrated that deep learning architectures can improve
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network traffic analysis compared with conventional methods.
To improve robustness further, Aljawarneh et al. [7] proposed
a hybrid intrusion detection architecture combining multiple
learning paradigms. Cloud-specific intrusion detection studies
have also emphasized scalable and adaptive monitoring in
dynamic environments. AI-based cloud security frameworks
[8] and hybrid machine learning-deep learning approaches
[9] have reported improved detection capability under cloud-
oriented settings. However, these methods mainly focus on
predefined attack categories and continue to rely on labeled
attack information.

B. Adaptive and Zero-Day Detection Approaches

To address limited data availability in unseen attack scenar-
ios, few-shot learning has been explored for intrusion detec-
tion. Yan et al. [10] showed that few-shot frameworks can learn
new attack categories using limited labeled samples. Zero-shot
learning has also been investigated for unseen attack identifi-
cation by transferring knowledge from known attack classes to
unknown classes [11]. Recent AI-driven hybrid methods have
attempted to improve zero-day exploit detection by combining
multiple classifiers and deep learning models [12]. Time-
series anomaly detection approaches have further improved the
ability to capture dynamic cloud traffic behavior [13], while
ensemble-based hybrid techniques have demonstrated im-
proved cyberattack detection performance [14]. Meta-learning
approaches have also been applied to intrusion detection in
next-generation network environments [15].

C. Research Gap

Earlier deep learning-based zero-day detection studies re-
ported improved representation learning capability but re-
mained largely dependent on supervised or controlled evalua-
tion settings [16]. Simulation-based zero-day studies showed
that detection performance decreases when models encounter
unseen attack distributions [17]. Recent survey work has
also highlighted persistent challenges such as false positives,
adaptability limitations, and lack of practical deployment val-
idation [18]. Cloud-focused zero-day studies have proposed
deep learning and machine learning frameworks for emerging
threats [19], [20]. However, most existing studies continue to
rely on conventional dataset partitioning or closed-world as-
sumptions. Realistic attack-family holdout evaluation, adaptive
hybrid decision behavior, and practical edge deployment val-
idation remain comparatively underexplored. Unlike existing
approaches, this work combines adaptive hybrid decision logic
with realistic attack-family holdout experiments and Raspberry
Pi edge deployment validation.

III. PROPOSED METHODOLOGY

A. Overall System Architecture

The proposed system is designed as an adaptive hybrid
intrusion detection framework capable of detecting both known
and previously unseen attacks in cloud environments. The
architecture combines supervised classification and anomaly-
based learning within a unified detection pipeline, as illustrated
in Fig. 1. Unlike conventional IDS frameworks that depend
entirely on labeled attack information, the proposed approach

Fig. 1. Overall architecture of the proposed adaptive hybrid IDS framework
for realistic zero-day detection and edge deployment.

integrates multiple detection paradigms to improve robustness
under realistic zero-day conditions.

The entire process starts with the processing of network
traffic data and the extraction of the features. The preprocessed
network flow features are then processed by both supervised
and anomaly-based detectors at the same time. The Random
Forest and the XGBoost model learn the discriminative fea-
tures from the training samples that represent attack traffic,
whereas the Autoencoder learns the normal traffic by training
only on benign traffic data. The outputs from the two models
are then fed into an adaptive decision making unit which is
responsible for making final decisions about the intrusions.

B. Dataset Preparation and Preprocessing

The proposed framework utilized the CICIDS2017 dataset
as the primary source of network traffic data. To maintain
reproducibility and eliminate inconsistencies associated with
previously processed artifacts, only raw CSV files were used
throughout experimentation. Initially, raw traffic files were
merged into a unified dataset and standardized through column
cleaning and duplicate removal. Missing and infinite values
were identified and handled to ensure numerical stability
during model training.

Feature engineering was then performed to retain only
numerical attributes suitable for model learning. Labels were
converted into binary form, where benign traffic was assigned
class 0 and malicious traffic was assigned class 1. A final set
of 78 traffic features was selected and preserved consistently
across training and inference stages. The dataset was divided
into training, validation, and testing subsets using a 70:15:15
split strategy, and StandardScaler was applied using training
data only to prevent information leakage.

C. Hybrid Intrusion Detection Components

1) Random Forest model: Random Forest was employed
as a supervised learning model for known attack classifica-
tion. Random Forest constructs multiple decision trees and
combines predictions through ensemble voting. Due to its
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robustness against overfitting and ability to process high-
dimensional traffic features efficiently, it serves as an effective
baseline classifier for intrusion detection. The Random Forest
component primarily contributes toward identifying attack
behaviors already represented during training.

2) XGBoost model: XGBoost was incorporated to improve
discriminative capability through gradient boosting. Unlike
Random Forest, XGBoost progressively corrects prediction
errors during training and learns complex relationships within
network traffic patterns. Experimental observations showed
that XGBoost demonstrated stronger performance under spe-
cific zero-day scenarios such as WebAttack experiments.
Therefore, it played an important role within the adaptive
decision framework.

3) Autoencoder-based anomaly detection: An Autoencoder
was employed to model normal network behavior using benign
traffic samples only. The Autoencoder architecture consisted
of a symmetric encoder-decoder structure designed to learn
compact representations of benign network traffic behavior.

The encoder progressively reduced feature dimensions
from 78 → 64 → 32 → 16, while the decoder reconstructed
traffic representations using 16 → 32 → 64 → 78. This
structure enabled learning of compressed latent representations
while preserving important traffic characteristics required for
anomaly detection.

Let the input feature vector be represented as:

x ∈ Rd (1)

The encoder transforms input data into a latent representa-
tion:

z = f(x) (2)

The decoder reconstructs the original input:

x̂ = g(z) (3)

The reconstruction loss is calculated using mean squared
error:

L(x, x̂) =
1

d

d∑
i=1

(xi − x̂i)
2 (4)

Higher reconstruction error values indicate stronger devi-
ation from learned normal behavior and are therefore treated
as anomaly indicators. Unlike supervised classifiers, the Au-
toencoder provides sensitivity toward previously unseen attack
behavior.

D. Adaptive Hybrid Decision Logic

The final intrusion decision is generated through adaptive
hybrid fusion of Random Forest, XGBoost, and Autoencoder
outputs. The hybrid score is computed as:

H(x) = w1RF (x) + w2XGB(x) + w3AE(x) (5)

where,

w1 + w2 + w3 = 1 (6)

The final intrusion decision was determined using a
threshold-based decision rule:

Decision(x) =

{
Attack, if H(x) > T

Benign, otherwise
(7)

where, T represents the decision threshold used to dis-
tinguish benign and malicious network behavior. The hy-
brid decision formulation provides a unified representation
for combining the outputs of Random Forest, XGBoost, and
Autoencoder models. In this study, attack-family holdout ex-
periments were used to analyze how individual detection com-
ponents responded to different unseen attack characteristics.
Experimental observations showed that WebAttack scenarios
exhibited stronger responses from the XGBoost component,
Infiltration attacks were more effectively identified through
Autoencoder-based anomaly behavior, and DDoS experiments
demonstrated relatively balanced contributions from the detec-
tion components.

Therefore, the adaptive behavior discussed in this work
represents an experimental analysis of the contribution of
supervised and anomaly-based models under different unseen
attack scenarios rather than a deployment-time mechanism that
automatically identifies attack families and dynamically selects
optimal weights. These observations highlight the limitations
of using a single fixed detection emphasis across diverse zero-
day attack behaviors and motivate further investigation toward
fully automated adaptive decision mechanisms.

1) Hyperparameter configuration: To ensure reproducibil-
ity and stable model behavior, experimentally selected hy-
perparameters were used during training and evaluation. The
configuration settings used for Random Forest, XGBoost, and
Autoencoder training are summarized in Table I.

TABLE I. HYPERPARAMETER CONFIGURATION USED DURING MODEL
TRAINING.

Model Configuration
Random Forest n estimators = 100, max depth = 20

XGBoost n estimators = 100, learning rate = 0.1, max depth
= 6

Autoencoder Encoder: 78-64-32-16, Batch Size = 256, Epochs
= 20, Optimizer = Adam

E. Realistic Zero-Day Evaluation Design

Conventional intrusion detection evaluations commonly
rely on random train-test splitting, where attack distributions
remain similar across training and testing stages. Such proto-
cols may produce inflated performance estimates and fail to
represent practical deployment conditions. To create realistic
zero-day scenarios, complete attack families were removed
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from training and introduced only during testing. Multi-
ple experiments were performed using attack-family holdout
methodology.

The following experiments were conducted:

• Experiment 1: WebAttack holdout.

• Experiment 2: DDoS holdout.

• Experiment 3: Infiltration holdout.

This strategy ensured that selected attack behaviors re-
mained entirely unseen during training.

IV. EXPERIMENTAL SETUP AND EVALUATION PROTOCOL

A. Dataset Description

The proposed intrusion detection framework was evalu-
ated using the CICIDS2017 dataset, which is widely used
for benchmarking network intrusion detection systems under
modern traffic conditions. The dataset contains both benign
and malicious network traffic generated under realistic com-
munication scenarios. For this work, only the raw CICIDS2017
CSV files were used to ensure reproducibility and eliminate
inconsistencies introduced by previously processed datasets.

After merging and preprocessing, approximately 2.57 mil-
lion traffic samples were retained. Network flows were rep-
resented using 78 numerical features extracted from traffic
statistics and protocol-level characteristics. The dataset char-
acteristics and attack-family distributions used in this work are
summarized in Table II.

TABLE II. SUMMARY OF CICIDS2017 DATASET CHARACTERISTICS AND
PREPROCESSING.

Parameter Value
Dataset CICIDS2017

Raw CSV files 8

Samples after preprocessing ∼2.57 million

Features used 78

Labels Benign = 0, Attack = 1

Train : Test : Val 70 : 15 : 15

BENIGN samples 2,146,899

DDoS samples 128,014

WebAttack samples 2,143

Infiltration samples 36

B. Experimental Environment

Experiments were conducted using a combination of local
and cloud-based environments to support large-scale model
training and deployment analysis. Model development and
experimentation were performed using Python with machine
learning and deep learning libraries, including Scikit-learn,
XGBoost, PyTorch, NumPy, and Pandas. Initial experimen-
tation and training activities were conducted using Google
Colab and later migrated to a local development environment
to improve reproducibility and avoid computational limitations.

The local system configuration consisted of:

• AMD Ryzen 5 5600H processor

• NVIDIA GTX 1650 GPU

• 16 GB RAM

• VS Code development environment

To evaluate practical deployment feasibility, inference ex-
periments were additionally conducted using Raspberry Pi
edge hardware. The edge system was used exclusively for
model loading, adaptive inference, resource monitoring, and
latency analysis.

C. Evaluation Protocol

The proposed system was evaluated under multiple exper-
imental settings to assess behavior under both conventional
and realistic intrusion scenarios. The first evaluation stage con-
sisted of baseline closed-world testing using standard train-test
distributions. The second evaluation stage focused on realistic
zero-day assessment using attack-family holdout experiments.
Unlike random train-test splitting approaches, complete attack
categories were removed during training and introduced only
during testing. Training datasets contained benign traffic and
all remaining attack categories except the selected holdout
family.

D. Ablation Study Design

To analyze the contribution of individual components
within the proposed framework, an ablation study was con-
ducted. The following configurations were evaluated indepen-
dently: Random Forest only, XGBoost only, Autoencoder only,
and the Hybrid framework. This analysis enabled identifica-
tion of strengths and weaknesses associated with supervised,
anomaly-based, and combined detection approaches. The per-
formance comparison of individual models and the hybrid
framework is presented in Table III.

TABLE III. ABLATION PERFORMANCE COMPARISON OF RF, XGBOOST,
AUTOENCODER, AND HYBRID IDS.

Model Accuracy Precision Recall F1
RF 0.9985 0.9966 0.9947 0.9957

XGBoost 0.9992 0.9969 0.9986 0.9977

Autoencoder 0.8890 0.7065 0.5871 0.6413

Hybrid 0.9990 0.9974 0.9967 0.9970

The Autoencoder produced lower closed-world accuracy
because it was trained using benign traffic only and opti-
mized for anomaly detection. The hybrid framework improved
robustness by combining supervised learning capability with
anomaly-sensitive behavior.

E. Performance Metrics

Performance evaluation was conducted using commonly
accepted intrusion detection metrics. Accuracy was used to
measure overall classification correctness. Precision quantified
the proportion of predicted attacks that were correctly iden-
tified, while recall measured the capability of detecting ma-
licious samples. F1-score provided a balanced measure com-
bining precision and recall. In addition, Receiver Operating
Characteristic (ROC) analysis and Area Under Curve (AUC)
values were used. For edge deployment experiments, additional
deployment metrics were measured: prediction latency, CPU
utilization, and memory consumption.
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V. RESULTS AND DISCUSSION

A. Baseline Performance Evaluation

The initial evaluation was performed under conventional
closed-world settings where attack categories present during
testing were also represented during training. The supervised
Random Forest and XGBoost models achieved very high
performance across standard evaluation metrics. The hybrid
framework combined outputs from all components and main-
tained strong overall performance. The observed results indi-
cate that supervised learning approaches perform extremely
well when attack distributions remain similar across training
and testing datasets. However, such results should be inter-
preted carefully because high closed-world accuracy does not
necessarily indicate effective generalization capability under
realistic deployment conditions.

B. Realistic Zero-Day Evaluation Results

To assess realistic generalization capability, multiple
attack-family holdout experiments were performed (WebAt-
tack, DDoS, and Infiltration). Experimental observations re-
vealed substantial differences in model behavior across attack
categories. Detection capability varied significantly depending
on traffic characteristics and attack structure. The performance
comparison across realistic zero-day experiments is summa-
rized in Table IV.

TABLE IV. PERFORMANCE COMPARISON UNDER REALISTIC ZERO-DAY
ATTACK-FAMILY HOLDOUT EXPERIMENTS.

Experiment Accuracy Recall Detected Missed Adaptive
Strategy

WebAttack 93.77 85.30 1828 315 XGB-heavy

DDoS 82.13 64.37 1931 1069 Balanced

Infiltration 94.33 88.89 32 4 AE-
dominant

Fig. 2. ROC comparison across realistic zero-day attack-family holdout
experiments.

The ROC analysis (Fig. 2) further validates discrimination
capability across the realistic attack-family scenarios. WebAt-
tack and DDoS experiments achieved strong AUC behavior,
while Infiltration demonstrated comparatively lower separation
characteristics because of extremely limited sample availabil-
ity.

C. Adaptive Hybrid Analysis

Experimental evaluation under attack-family holdout sce-
narios revealed that the individual detection components ex-
hibited different responses to unseen attack characteristics.
The relative contribution of Random Forest, XGBoost, and
Autoencoder components across the evaluated scenarios is
illustrated in Fig. 3. These observations indicate that relying
on a single detection emphasis may not provide consistent
behavior across diverse zero-day attack patterns.

Fig. 3. Relative contribution of Random Forest, XGBoost, and Autoencoder
components across realistic zero-day attack-family experiments.

For the WebAttack holdout experiment, the XGBoost
component demonstrated stronger generalization behavior and
contributed significantly to the final hybrid decision, resulting
in the successful detection of 1828 out of 2143 attack samples
with a recall of 85.30%.

In the DDoS holdout experiment, the detection components
exhibited relatively balanced behavior, indicating that both
supervised and anomaly-based characteristics contributed to
the overall decision process. However, the achieved recall of
64.37% was noticeably lower than the performance observed
for WebAttack and Infiltration scenarios. Since the DDoS
attack family was entirely excluded during training, this result
highlights the difficulty of generalizing intrusion detection
models to certain unseen attack behaviors under realistic
attack-family holdout conditions. These observations indicate
that zero-day detection performance may vary substantially
across different attack families and emphasize the importance
of evaluating intrusion detection systems beyond conventional
closed-world testing.

The Infiltration scenario represented a particularly chal-
lenging case where the supervised models showed limited de-
tection capability, whereas the Autoencoder exhibited stronger
anomaly-sensitive behavior. The hybrid analysis identified this
difference in model response, resulting in the detection of
32 out of 36 Infiltration samples with a recall of 88.89%.
However, this result should be interpreted carefully because
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the limited number of available Infiltration samples in CI-
CIDS2017 restricts broad generalization of this observation.

Fig. 4. Confusion matrices for realistic zero-day attack-family experiments.

The classification behavior across the three attack-family
holdout experiments is further illustrated through the confusion
matrices shown in Fig. 4. WebAttack and DDoS experiments
achieved comparatively stronger detection performance, while
the Infiltration experiment remained challenging because of
the limited sample availability and its distinct attack behavior.
Fig. 5 presents the score distributions obtained from the
hybrid decision analysis across different attack-family holdout
scenarios. WebAttack and DDoS produced score distributions
concentrated around moderate decision regions, whereas the
Infiltration scenario showed a stronger anomaly-oriented re-
sponse with scores distributed closer to the higher decision
region.

Fig. 5. Adaptive score distributions across realistic zero-day attack-family
experiments.
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D. Discussion of Key Findings

Several important findings emerged from experimental
evaluation. The first is that closed world accuracy values close
to 100% can give false readings for an intrusion detection
system. While supervised models were highly successful under
standard evaluation conditions, their performance significantly
dropped when realistic unseen attacks were added.

Secondly, the attack-family holdout experiments demon-
strated that different unseen attack scenarios produced dif-
ferent responses from the individual detection components.
XGBoost showed stronger behavior in the WebAttack holdout
experiment, whereas the Infiltration holdout experiment indi-
cated greater sensitivity from the Autoencoder-based anomaly
detection component. However, the Infiltration observations
should be interpreted within the limitations of the CICIDS2017
dataset, where only 36 samples were available for evaluation.

Thirdly, observed during the attack-family holdout experi-
ments are the different reactions to unknown attack scenarios
by the individual detection elements. This observation suggests
that a unique detection emphasis may not provide stable behav-
ior across different kinds of zero-day attacks. This was proven
through experimental results, which indicates that realistic
attack-family holdout evaluation provides more information
than traditional closed-world evaluation, the approach often
utilized in intrusion detection research studies. The hybrid
framework, described above, illustrates how supervised and
anomaly-based detection components can exhibit complemen-
tary behavior toward unknown attack situations, advancing the
state of current research in order to improve realistic zero-day
intrusion detection and hybrid IDS evaluation [5], [7], [12].

E. Edge Deployment Results

To examine practical feasibility, the adaptive hybrid in-
trusion detection system was deployed on Raspberry Pi edge
hardware. Model training remained external to the edge device,
while inference and adaptive decision logic were executed
directly within the Raspberry Pi environment. Experimental
results demonstrated successful deployment with consistent
prediction behavior under edge execution conditions. Resource
monitoring showed low CPU usage, moderate memory con-
sumption, and low prediction latency across experiments (see
Table V).

TABLE V. RASPBERRY PI DEPLOYMENT PERFORMANCE AND RESOURCE
UTILIZATION FOR REALISTIC ZERO-DAY EXPERIMENTS.

Experiment Acc.
(%)

Recall
(%)

Latency
(ms)

CPU
(%)

RAM
(MB)

WebAttack 94.42 86.93 0.0127 1.0 151.55

DDoS 82.13 64.37 0.0096 0.0 154.00

Infiltration 94.33 88.89 0.0122 0.0 150.98

With approximately 151 MB memory use, WebAttack
deployment proved to be 94.42% accurate and had a recall of
86.93%. Therefore, it was clear that cloud-based trained adap-
tive intrusion detection systems can be deployed efficiently on
edge devices that have lower computational power and can still
maintain the capability of making inferences.

VI. CONCLUSION AND FUTURE WORK

In this work, an adaptive hybrid intrusion detection frame-
work for realistic zero-day detection in cloud environment was
presented. This work emphasized on reproducibility, realistic
attack-family holdout experiments, and deployment feasibility,
as opposed to traditional intrusion detection studies that come
with closed-world evaluation settings. To prevent problems
with preprocessing mismatch and feature inconsistency, the
whole pipeline was rebuilt from raw CICIDS2017 data with a
consistent pre-processing method.

The proposed solution integrated the Random Forest, XG-
Boost and Autoencoder models in a single adaptive decision
mechanism. Experimental testing showed that closed world
accuracy alone is not enough to evaluate intrusion detec-
tion capability in real world applications.Attack-family hold-
out experiments involving WebAttack, DDoS, and Infiltration
demonstrated that different unseen attack scenarios produced
varying responses from the individual detection components.
The experimental observations highlight the importance of
combining supervised and anomaly-based detection perspec-
tives when evaluating realistic zero-day conditions. The Infil-
tration results, although showing promising anomaly-sensitive
detection behavior within CICIDS2017, should be interpreted
with consideration of the limited number of available evalua-
tion samples. In addition, successful deployment on Raspberry
Pi edge hardware validated the feasibility of executing adaptive
intrusion detection logic on resource-constrained devices.

Future work may extend the proposed framework using
live network traffic evaluation, federated learning architectures,
and larger IoT-based environments. Additional investigation
into dynamic threshold optimization and continuously evolving
attack distributions may further improve practical zero-day
detection capability.
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