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Abstract—Cloud computing has become one of the leading
paradigms for bulk data storage and retrieval. However, en-
suring data security remains a critical challenge, particularly
during transmission when data is most vulnerable. Ensuring data
security during transmission remains a critical challenge. The
traditional algorithms focus mainly on reducing execution time
and using static keys, which can create patterns in the ciphertext
that an attacker can exploit. This study introduces an optimized
ECC-AES-GA algorithm, which uses the Genetic Algorithm (GA)
for generating an optimized parameter for ECC and bulk data
is encrypted using the AES-256 algorithm. This algorithm pro-
vides security against man-in-the-middle, eavesdropping, replay,
brute-force, impersonation, and forward secrecy attacks. The
algorithm is also tested with the state-of-the-art algorithms and
provides better results in terms of encryption/decryption and
security parameters. Experimental analysis are performed based
on avalanche tests, entropy level, throughput, execution time,
and 10-times-run tests. Furthermore, the algorithm passed all
necessary NIST STS tests, which confirms its cryptographic
randomness and reliability. It offers security and efficiency, which
improves computational overhead, thereby strengthening secure
data migration in cloud environments.

Keywords—ECC-AES-GA; cloud data migration; optimization;
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I. INTRODUCTION

Cloud computing performance, affordability, and accessi-
bility have transformed the digital landscape [1][2]. It entails
on-demand access to computer resources, specifically compu-
tational power and data storage through the Internet. Cloud
data security has become increasingly important as the use of
cloud services increases. Effective security measures include
comprehensive policies, security solutions with encryption, and
other existing methods that play a leading role in securing
cloud data [3][4]. Cloud migration is a process that moves
programs and data from a local architecture to a scalable
environment on the cloud. It allows access to services over
the internet. There are various cloud migration practices for
corporate businesses, each with unique features and method-
ologies. The most popular cloud migration models are ‘lift and
shift’ and ‘cloud-to-cloud’ [5].

Cloud data migration is a complex process in which secu-
rity, performance, and business continuity frequently collide.
It is performed when we want to migrate any application, data,
or server to the cloud. It is very crucial to protect data during
transit in the cloud. When data is transmitted to the cloud,
attackers may compromise sensitive information by stealing
cryptographic keys, intercepting session keys, or tampering
with the ciphertext. Eavesdropping, man-in-the-middle attacks,
and unauthorized access are some of the major problems

involved in using the public cloud. These hazards are further
exacerbated by the difficulties in keeping encryption keys and
the use of ineffective authentication techniques. Despite their
importance, such security measures often lack flexibility and
scalability. It results in performance degradation, bandwidth
issues, low speed, and high latency, which significantly affect
the cloud computing environment [6].

The need to meet security criteria has increased in cloud
migration [7][8]. Several methods exist to protect data commu-
nication in cloud environments. It includes encryption, which is
a central aspect of data security, confidentiality, and integrity
during data transfer. Encryption, data integrity, and authen-
tication are all aspects of security information management
that can be accomplished using cryptography or any other
mathematical technique. Cryptography converts the sender’s
message into a secret message known as ciphertext, and only
the intended recipient can decrypt this cipher to get the hidden
message. In order to provide security services, it combines
numerous mathematical methodologies [3][9]. Recently, en-
cryption has been regarded as the most significant way to
protect the privacy of users’ data. In many cases, the users
are required to share the encrypted secret codes with other
parties for various operations on their sensitive data [2].

Several organizations migrating their data to cloud plat-
forms. By 2022, the cloud had already 60% of business data.
This value is increasing day by day, as the user saves their data
in the cloud. Cloud computing market is expanding by 21.7%
in 2023 and will be reaching $597.3 billion from now a day.
According to researchers, user expenditures on public cloud
services are increasing. It is necessary to protect the sensitive
data on the cloud during migration. According to IBM, data
breaches affected up to 550 organisations. In 2023, the average
price for an information breach was $4.45 million. After a
data breach occurs 51% of the organization spends its money
on saving data from vulnerable states [10]. Another incident
happens, where the global move toward cloud-based services
during the Coronavirus epidemic has led to the rise of remote
work. It is expected that by 2025, about 95% of digital data
and workloads will be stored in the cloud. This rapid growth
has also created many security problems, especially when data
is migrated from one cloud to another. Most existing solutions
depend on centralized third-party auditors (TPAs), which can
be costly and may not always be trustworthy [5].

In order to protect data, it is necessary to find any possible
solution that saves the data from being compromised. Cryp-
tography is one of the prevention techniques to protect data
moving from one cloud to another or vice versa. It is widely
acknowledged as a challenge in the research community to
provide a secure mechanism for storing or moving data in the
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cloud. It is noticed that hybrid cryptography highlights the
effective application of symmetric and asymmetric principles.
And also, the implementation of lightweight encryption tech-
niques provides low computational resources in cloud comput-
ing. The main contributions of this work are the following:

e A hybrid cryptographic architecture combining ECC
and AES-256.

e The development of an adaptive parameter selection
approach using a genetic algorithm to mitigate static
key vulnerabilities.

e  Performance validation using NIST SP 800-22 tests
demonstrating 99% cryptographic randomness.

This study is organized as follows: Section II shows the
existing literature performed on cloud computing security. Sec-
tion III describes the proposed mechanisms for securing cloud
data migration. Section IV provides experimental analysis and
performance evaluation, which validates the proposed algo-
rithm results against existing algorithms. Section V concludes
the final results and provides future directions.

II. RELATED WORK

In this section, we study several mechanisms for the
security of cloud data migration. Various researchers have
introduced extensive security frameworks using encryption,
decryption, digital signatures, access control algorithms, and
secure data storage. As per the cloud security, 90% of the
organizations have high to moderate concern about the public
security of data [11].

A. Hardware-Oriented and Traditional Approaches

Recent studies have investigated hardware-oriented cloud
security solutions that maintain the confidentiality and integrity
of data. ECC is implemented on FPGA (Field-Programmable
Gate Arrays) and ASIC (Application-Specific Integrated Cir-
cuit) platforms with an additive homomorphic encryption tech-
nique. This approach uses booth-encoded modular multipliers
for 192, 224, and 256-bit key sizes to optimize elliptic curve
scalar multiplication. However, this strategy is dependent on
static cryptographic parameters and hardware-focused opti-
mization, which restricts its adaptability in the cloud [1].
Similarly, traditional stream ciphers RC4 algorithm, have been
modified to a parallel RC4 technique. It uses four concurrent
pipelines to improve data encryption and transmission effi-
ciency in the cloud. It improves encryption speed by 3.7%
yet remains vulnerable to modern cryptanalysis attacks [6].

B. Domain-Specific Security Frameworks

The rapid expansion of Cyber-Physical Systems (CPS)
and the Internet of Medical Things (IoMT) has necessitated
specialized security measures. The Crossbreed Blowfish and
MD5 (CBM) technique has been developed to strengthen the
security of health data within CPS. The technique optimizes
data transmission channels by using a wireless sensor network
and a fuzzified effective trust-based routing protocol (FET-RP)
along with the Butter-Ant Optimization (BAO) algorithm [12].
Furthermore, the SymECCipher is designed as a hybrid en-
cryption framework using ECC for key exchange and AES for
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data encryption. It outperforms the RSA-2048 algorithm and
achieves lower encryption (5ms) and decryption times (4ms)
[13]. Additionally, a lightweight Feistel-based substitution-
permutation method been developed, which requires a 16-byte
(128-bit) block for data cypher in cloud environments [14].
Another approach is introduced which secure the image data
using a PRNG called ECSHAS512. It combines the crypto-
graphic hash function SHA-512 with an ordered EC, and its
dynamically generated isomorphic ECs provide efficiency and
security [15]. To solve the problem of data privacy in the cloud,
AES-ECC with Merkle Hash Tree (MHT) is used for remote
auditing. After that, the user file is encrypted and split into
blocks; SHA256 generates tags for each block, resulting in
their hash values. The Cloud Service Provider (CSP) then uses
these tags to create an MHT and provides proof to the user
from the generated hashtags [16].

C. Metaheuristic and Optimization-Based Cryptography

In order to address the limitations of static key man-
agement, researchers have chosen evolutionary and identity-
based algorithms. Privacy Preservation in the Cloud Sector
(PPCS) is a framework that uses Class Topper Optimization
(ICTO) algorithm to address the data sanitization and key
restoration problem [2]. Moreover, GA have been explored
for its ability to create strong cryptographic techniques [3]
and also used for the security of an image [17]. To further
secure the communication channel, hash-based approaches are
used for securely embedding messages into EC points along
with the Diffie-Hellman protocol for the encryption process
[18]. Beyond optimization, access control mechanisms such
as Ciphertext Policy Attribute-Based Encryption (CP-ABE) [9]
and Identity-based Elliptic Curve Access Control mechanism
(Id-EAC) [10] are widely utilized cryptographic techniques
for achieving privacy and precise access control in cloud
computing.

D. Research Gap

A comprehensive analysis of existing literature has been
performed by researchers on cloud data migration. A detailed
comparative analysis is being carried out in Table I. Several
encryption algorithms have been compared in terms of time
complexity, encryption/decryption time, memory usage, and
resistance to cryptanalysis attacks [19][20][21]. Unlike existing
Al-based systems that focus on cyber threat detection, such
as incident response frameworks [22] [23], rather than on
securing data in a cloud environment. Moreover, there are
several detection techniques that have been developed, but
there is still a lack of prevention techniques. These findings
emphasize the need to fill the gaps and improve cryptographic
method to ensure robust data security in a dynamic threat
environment. Despite this, the performance and security of
data transmission remain inadequate due to factors such as
high computational overhead, inefficient key management, and
latency.

The comparative analysis shows that existing approaches
address isolated security requirements and rely on fixed cryp-
tographic configurations. It results in limited adaptability to
dynamic cloud environments. ECC-AES based method pro-
vide strong confidentiality but they lacks intelligent parameter
optimization.
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TABLE I. COMPARATIVE ANALYSIS OF EXISTING CLOUD SECURITY APPROACHES

Ref. Year Approaches Security Techniques Security Objective Optimization Tech- Assuring Access Outcomes Limitation
nique Integrity Control
[1] 2024 Hardware-Oriented ECC, Additive  Confidentiality and Booth Encoded Mod- No No Faster scalar multiplica- Static cryptographic param-
ECC Security Homomorphic Data Protection ular Multiplier tion and hardware accel-  eters and hardware depen-
Encryption, eration dency
FPGA/ASIC
[6] 2024 Parallel RC4 Encryp- RC4 Stream Cipher Data Confidentiality Parallel Processing (4  No No 3.7% improvement in en- Vulnerable to cryptanalytic
tion Pipelines) cryption speed attacks
[12] 2025 CBM Framework Blowfish, MDS5, FET- Secure Healthcare Data Butter-Ant Optimiza- Partial No Improved routing and Application-specific to
RP Transmission tion (BAO) transmission efficiency CPS/IoMT environments
[13] 2024 SymECCipher ECC + AES Confidentiality and Se-  None No No Encryption: 5 ms, De- Static key management
cure Key Exchange cryption: 4 ms
[14] 2024 Lightweight  Feistel Feistel Network, SPN Lightweight Data En-  None No No Reduced  computational Limited scalability and se-
Cipher cryption complexity curity adaptability
[15] 2024 ECSHAS12 SHA-512, ECC, PRNG Secure Image Encryp- Dynamic Isomorphic No No Improved randomness and Focused only on image data
tion EC Generation security
[16] 2025 AES-ECC-MHT AES, ECC, SHA-256, Confidentiality and In- None Yes No Secure remote auditing Additional  computational
Merkle Hash Tree tegrity and verification overhead
[2] 2025 PPCS Framework Data Sanitization, Key  Privacy Preservation Improved Class  Partial No Better privacy protection Limited focus on migration
Restoration Topper Optimization security
(ICTO)
[3] 2024 GA-Based Cryptogra-  Evolutionary Cryptog-  Stronger Key Genera-  Genetic Algorithm No No Enhanced cryptographic ~ For securing storage at-rest
phy raphy tion robustness
[17] 2024 GA-Based Image Se-  Genetic Algorithm, Im-  Image Confidentiality Genetic Algorithm No No Improved image encryp-  Lacks generalizability to
curity age Encryption tion quality non-visual data
[18] 2024 ECC Message Em- ECC, Hash Functions, Secure Communication None Partial No Secure message transmis- Lacks migration security
bedding Diffie-Hellman sion
[9] 2024 CP-ABE Attribute-Based Privacy and  Fine-  None No Yes Strong policy-based ac- High computational cost
Encryption Grained Access Control cess control
[10] 2024 Id-EAC Identity-Based ECC Authentication and Ac-  None No Yes Lightweight access con- Lacks secure migration pro-

cess Control

trol cess

In order to address these inadequacies, this study proposes
an optimized ECC-AES-GA mechanism. Elliptic Curve Cryp-
tography (ECC) is used to overcome limited computational
power, memory, and energy resources [24]. ECC uses the
algebraic characteristics of elliptic curves over finite fields as
a public-key system. The Elliptic Curve Discrete Logarithm
Problem’s (ECDLP) intractability is the foundation of its
security. It offers comparable security with much smaller
keys than traditional systems, i.e., RSA [19] [25]. NIST P-
256 (secp256rl) is known for providing security for TLS
(Transport Layer Security), HTTPS, and digital signatures
[26]. It is a public-key encryption that provides safe file sharing
and improves security during transmission and storage [27]. In
traditional ECC, selecting optimal curve parameters remains
a computational challenge in cloud environments, since ECC
relies on static parameters [28]. The GA 1is used to optimize
ECC parameters, which eliminate pattern-based vulnerabilities
dynamically. When combined with AES-256, it ensures high-
speed data migration and high-throughput capabilities.

III. PROPOSED MECHANISM

The optimized ECC-AES-GA algorithm is a hybrid crypto-
graphic framework designed for secure, efficient, and adaptive
cloud data migration. It integrates ECC, Advanced Encryption
Standard (AES), and a Genetic Algorithm (GA) to overcome
the limitations of static security configurations in dynamic
cloud environments. The proposed method focuses on optimiz-
ing cryptographic parameters while ensuring confidentiality,
integrity, authentication, and performance efficiency during
data migration.

A. Genetic Algorithm-Based Parameter Optimization

In the proposed optimized ECC-AES-GA algorithm, a GA
is employed to optimize the ECC configuration used during
cloud data migration.

1) Chromosome encoding: Each chromosome encodes a
candidate cryptographic configuration comprising the selected
elliptic curve, the key generation mode (ephemeral or static),
and a repetition factor to ensure operational stability.

2) Fitness function: The fitness of each individual is evalu-
ated, which balances computational latency, resource consump-
tion, and cryptographic strength. To test real-world perfor-
mance metrics, a trial ECDH exchange and HKDF derivation
are performed on each chromosome.

3) Genetic operators: In order to maintain diversity and
avoid local optima, tournament selection is used to identify the
best candidates, followed by two-point crossover and index-
based mutation.

4) Convergence: The process iterates until a termination
criterion (e.g., fitness or maximum generations) is reached,
which yields a lightweight ECC parameter.

A GA was implemented with a population of 50 individuals
over 50 generations. A crossover probability of 0.8 was utilised
for feature recombination, and a mutation rate of 0.2 was
applied to maintain genetic diversity and prevent local optima.
Parent selection is conducted with a tournament selection
type, which maintains a high selection by choosing the fittest
individuals from random subgroups. These parameters balance
computational efficiency with the exploration-exploitation re-
quirements of the cryptographic search space.

B. Encryption Phase

In the ECC-AES-GA algorithm, the encryption process
begins after the optimal ECC configuration is selected by the
GA. The sender generates an ephemeral ECC key pair using
the GA-optimized elliptic curve to ensure forward secrecy.
An Elliptic Curve Diffie—Hellman (ECDH) operation is then
performed between the sender’s ephemeral private key and
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the receiver’s public key to compute a shared secret. This
shared secret is transformed into a fixed-length symmetric
key using the HMAC-based Key Derivation Function (HKDF),
ensuring cryptographic randomness and resistance to key-
related attacks. The migration data is subsequently encrypted
with AES-256-GCM. It provides authenticated encryption and
data integrity. The encrypted payload consists of the ephemeral
public key, nonce, and ciphertext. It is digitally signed by
ECDSA (Elliptic Curve Digital Signature Algorithm), which
guarantees sender authentication and protects against data
tampering during transmission.

C. Decryption Phase

The decryption process at the receiver begins with verifying
the digital signature attached to the encrypted payload. This
step ensures the authenticity of the sender and the integrity of
the received data before any decryption operation is performed.
Upon successful verification, the receiver extracts the sender’s
ephemeral public key from the payload and recomputes the
shared secret using its own ECC private key through ECDH.
The same symmetric key is deterministically regenerated using
HKDEF, which maintains key consistency without explicit key
exchange. The ciphertext is then decrypted and authenticated
using AES-256-GCM to recover the original data. If either
signature verification or authentication fails, the decryption
process is immediately terminated. Thereby, enforcing strict
security controls prevents unauthorised or corrupted data from
being accepted during cloud data migration.

Algorithm 1 shows the GA-based optimization of ECC
parameters, where a GA is employed to evolve elliptic curve
parameters toward an optimal configuration by evaluating
candidate solutions against security strength, computational
efficiency, and key robustness, thereby establishing a strong
and adaptive cryptographic foundation. Algorithm 2 shows
that these optimized parameters by detailing the ECC-based
key generation and shared secret establishment, in which
communicating entities generate elliptic curve public—private
key pairs and derive a common shared secret through an
ECDH mechanism, ensuring confidentiality and forward se-
crecy without transmitting the secret itself. Algorithm 3 shows
the ECC-AES-GA encryption and decryption process, where
the securely established shared secret is converted into a
symmetric session key and used by AES to encrypt and decrypt
cloud data.

IV. EXPERIMENTATION AND ANALYSIS

The experimental analysis of the ECC-AES-GA algorithm
was conducted using Python on Amazon Web Services (AWS).
The data migration is performed on the AWS Storage bucket.
The local system perform optimization process, key generation,
encryption, and decryption. And securely uploaded to AWS S3
buckets and also retreived from AWS S3 buckets. The entire
practical was conducted on AWS for securely data transfer
using application which is suitated at the local system.The pro-
posed solution has been assessed and analyze across several file
sizes (ex., 1024kb, 1GB etc.) and file types (ex., text file, pdf
file, png etc.). The scalability was performed by encrypting and
decrypting of different file size data. The security analysis was
also performed to find its resilience against data analysis at-
tacks and key guessing. These evaluations serve to underscore
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Algorithm 1 GA-Based Optimization of ECC Configuration

Input: Population size IV, Maximum generations G,qz

Output: Optimized ECC configuration parameter set ¥op¢

Initialize population Py = {Cy,Cs,...,Cn} where each
chromosome encodes ECC curve selection and repeat count

Set generation counter g = 0

while g < G4, do

Evaluate fitness for each chromosome using

= Latency + 0.0005(Memory Peak) —

0.02(Bit Variability)

Select individuals using Tournament Selection

Compute adaptive crossover probability cx,;, and mutation
probability mut,;,

Apply Two-Point Crossover with probability cx,y

Apply Adaptive Mutation with probability mut,,

Preserve top 10% elite individuals

Inject 5% random immigrants to maintain population di-
versity

Update population Py

g—g—+1

end
return 1,,; = arg min(f(C;))

Algorithm 2 ECC Key Generation and Shared Secret Estab-

lishment

Input: Optimized ECC parameters 1oy

Output: Symmetric session key Kags

Sender: Select random ephemeral private key d, € [1,n — 1]
Sender: Compute public key Q; = d, x G Receiver:
Select private key d. € [1,n — 1] Receiver: Compute
public key @, = d, x G Exchange Qs and @, over the
cloud channel Sender: Compute shared secret Sspgredq =
ds X @, Receiver: Compute shared secret Sgpareq = drr X Qs
Extract x-coordinate: Z = Sgparea(z) Derive Kaps =
HKDF(Z, salt, info) return Kps

Algorithm 3 ECC-AES-GA Encryption and Decryption

Input: Plaintext M, Symmetric key K 4 g, Initialization Vec-
tor IV
Output: Decrypted Plaintext M’

// Encryption Phase

Apply padding to M if required Generate random IV (Nonce)
Compute {C,Tag} = AES-256-GCMk , .. (M,IV) Gen-
erate digital signature ¢ = ECDSApkey(C) Construct
payload £ = {C,1V,Tag,0,Qs}

// Decryption Phase

Verify o using PubKey,. if fail then

| Abort

end
Re-derive K pgs using steps from Algorithm 2 Compute
M' = AES-256-GCMy (C,IV,Tag) if authentication
tag fails then

| Abort

end
return M’

the importance and robustness of the proposed solution. The
performance measurements were conducted using randomly
generated data, created for the purpose of simulating various
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MEASURED IN SECONDS (S)

Iteration  Encryption  Decryption Key Generation
1 0.038 0.029 0.0002
2 0.038 0.029 0.0002
3 0.039 0.029 0.0002
4 0.020 0.015 0.0001
5 0.023 0.018 0.0001
6 0.020 0.014 0.0001
7 0.018 0.014 0.0002
8 0.020 0.014 0.0001
9 0.019 0.015 0.0001
10 0.019 0.014 0.0001

Average 0.0254 0.0191 0.00014

text inputs.

A. Performance Analysis

Various performance metrics are conducted, including
avalanche tests, throughput, execution time, memory runtime,
and run tests to evaluate the efficiency of the optimized ECC-
AES-GA algorithm. The avalanche test demonstrates that even
a little modification in the encryption key should produce a
different ciphertext. It evaluates the sensitivity of the optimized
ECC-AES-GA, which provides an effect of 50.07%. The en-
tropy level is the value of randomness or unpredictability of a
key, where a higher entropy level indicates greater randomness.
It makes the key more resistant to attacks, where an attacker
cannot easily predict the key pattern. The entropy value of an
encrypted data is highly secure and it acheives 7.829 bits/byte
out of a maximum possible score of 8. This result proves
that ECC-AES-GA enhancing confidentiality against entropy-
based cryptanalytic attack. Throughput is a measure used to
find the data transmission rate in a cryptographic algorithm.
The throughput of a 2.28 MB file size is 302.51 MB/s with
encryption and decryption times of 0.060 s and 0.041 s. These
results provide superior efficiency and optimized resource
management. The performance evaluation of optimized ECC-
AES-GA encryption and decryption time is consistent. In
order to ensure accuracy, a file size of 2.28MB was tested
10 times and the average execution time was recorded. This
demonstrates that multiple runs may not affect the time of
a particular file and indicate consistent performance. The
encryption and decryption time, along with key generation time
for a 2.28MB file, is shown in Table II.

B. Comparative Analysis with Existing Algorithms

The optimized ECC-AES-GA algorithm is compared with
existing AES-128, Blowfish, Twofish, DES, GA, ElGamal,
AES-RSA, and the RSA algorithms. All existing algorithms
were implemented and configured under the same experimental
environment. Table III shows the encryption and decryp-
tion times of existing algorithms, which were performed on
1024, 2048, 4096, and 8192 KB in size. The encryption
and decryption time were measured on AWS using python
time.perf_counter(). Fig. 1 and Fig. 2 show the encryption and
decryption times of different algorithms in seconds, with file
size in KB.

The performance of optimized ECC-AES-GA provides
more computational efficiency as compared with existing al-
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Comparison of Cryptographic Algorithm for Encryption

EEN AES-128
107 = Blowfish
. Twofish
- N DES
= Genetic Alg
N AES-RSA
s RSA
s ElGamal
Optimized ECC-AES-GA

Execution Time (Seconds) - Log Scale

1024 KB 2048 KB 4096 KB 8192 KB
File Size

Fig. 1. Standard algorithm compared with optimized ECC-AES-GA for
encryption process.

Comparison of Cryptographic Algorithm for Decryption Process

. AES-128
102 e Blowfish

. Twofish
N DES
B = Genetic Alg.

m AES-RSA
— RSA
= ElGamal

Optimized ECC-AES-GA

b

3

2

Execution Time (Seconds) - Log Scale

2

1024 KB 2048 KB 4096 KB 8192 KB
File Size

Fig. 2. Standard algorithm compared with optimized ECC-AES-GA for
decryption process.

gorithms. Standard algorithms, such as AES-128, Blowfish,
and Twofish shows a linear correlation between file size
and processing time, whereas DES provides much overhead.
Asymmetric methods (RSA and Elgamal) provide higher de-
lays, especially during encryption and decryption time. While
the hybrid algorithm (AES-RSA) provides little improvement.
But still, it remains slower than symmetric encryption. GA
alone is not sufficient for encryption and decryption of data,
as it guarantees less security.

In constrast, the optimized ECC-AES-GA displays the
lower encryption/decryption times, which remain nearly con-
stant and independent of data size. The less execution time of
the proposed ECC-AES-GA approach are attributed to the use
of GA-optimized ECC parameters, which lows computational
overhead during the encryption process compared to AES-
128 and other existing algorithms. Thus, it achieves better
scalability, efficiency, and adaptability for securing cloud data
during migration. A prototype application was implemented
to validate the practical feasibility of the proposed optimized
ECC-AES-GA algorithm. The developed application integrates
the complete cryptographic phases, including GA based ECC
parameter optimization, secure key exchange, AES encryption,
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TABLE III. COMPARISON OF ENCRYPTION AND DECRYPTION TIMES (SECONDS) ACROSS DIFFERENT FILE SIZES (KB)

Algorithm Operation 1024 KB 2048 KB 4096 KB 8192 KB
AES-128 Enc / Dec 0.004 0.008 0.016 0.032
Blowfish Enc / Dec 0.003 0.006 0.012 0.024
Twofish Enc / Dec 0.005 0.010 0.020 0.040
DES Enc / Dec 0.012 0.024 0.048 0.096
Genetic Alg Encryption 0.150 0.300 0.600 1.200
’ Decryption 0.165 0.330 0.660 1.320
Elgamal Encrypti_on 13.80 27.60 55.20 110.40
Decryption 7.400 14.80 29.60 59.20
Encryption 0.0075 0.0115 0.0195 0.0355
AES-RSA Decryption  0.0120  0.0160 00240  0.0400
RSA Encryption 4.200 8.400 16.80 33.60
Decryption 15.50 31.00 62.00 124.00
ECC-AES-GA  Encryption 0.0005 0.0007 0.0004 0.0010
Decryption 0.0007 0.0005 0.0008 0.0006

| ¢ Optimized ECC-AES-GA Secure File System -

o “l
l

Cloud Data Migration Security Mechanism

——— File Selected ———

Path: C:/Users/anjal/Anaconda/ECC-AES-GA/dummy_dataset.txt
size: 2.17 MB

starting GA (50 Generations)... Please wait.
ca in 0.60s

e: SECP256RL
Ephemeral Mode Forced (PFS Enabled)
tor: 4

-—— Encryption Successful -———
Latency: 0.042803s
Throughput: 53162145.57 B/s

: 10.8533 MiB

-—- Decryption Successful ---—
[Verify+Decrypt Time: 0.030993s
File restored as: decrypted file.txt

Fig. 3. Optimized ECC-AES-GA: Secure file encryption system.

and ECDSA integrity verification. The application enables
users to select files and perform encryption/decryption with
signature verification. Fig. 3 shows the application in which
encryption and decryption are performed.

C. Complexity Analysis

The overall time complexity of the optimized ECC-AES-
GA framework is primarily influenced by the GA during
the initialization phase and AES during the data migration
phase. The GA-based parameter selection process follows a
complexity of O(G - N, - f), where G is the number of
generations, IV, is the population size, and f is the cost of the
fitness function evaluation. Notably, this phase occurs during
setup and does not impact the real-time transmission speed.
The ECDH key exchange process takes O(k3) or O(k -logn)
depending on the implementation of scalar multiplication,
where £ is the security parameter (bit-length). However, the
overall data encryption using AES is O(n), where n is the
number of data blocks. The space complexity is O(k + M),
where k represents the key size and M is the size of the
message.

D. Statistical Analysis

In order to validate the statistical security of the crypto-
graphic keys generated by the proposed optimized ECC-AES-
GA algorithm, the NIST Statistical Test Suite(STS), developed
by the National Institute of Standards and Technology(NIST),
was employed. This test suite provides a comprehensive
framework for evaluating the randomness properties of bi-
nary sequences generated by cryptographic mechanisms [1]
[29][30][31][32]. There are 15 separate statistical tests in the
suite. The evaluation incorporated a broad set of statistical
tests, including the discrete fourier transform test, frequency
test, longest run of ones in a block test, frequency test
within a block, runs test, binary rank test, non-overlapping
and overlapping template matching tests, Maurer’s Universal
statistical test, linear complexity test, serial test, cumulative
sums test, approximate entropy test, random excursions, and
random excursion variant tests. These tests are widely used
in many cryptographic applications and are recognized as a
suitable instrument for evaluating the unpredictability of binary
sequences. For PRNGs to be secure in a cryptographic system,
they must pass every statistical test in the NIST suite [15].

The primary objective of using NIST was to verify that
the keys generated by the optimized ECC-AES-GA algorithm
are sufficiently random to stand against statistical attacks. It
ensures reliability and security for cryptographic applications.
The binary sequences were generated by concatenating many
128-bit cryptographic keys resulting from ECC-256 operations
within the optimized ECC-AES-GA algorithm, facilitating
large-scale evaluation using NIST STS. In order to evaluate the
randomness of data generated by the optimized ECC-AES-GA
encryption algorithm, a file of size 2.16 mb was encrypted, and
the resulting ciphertexts were analyzed as binary sequences.

This statistical tool is used to determine the effectiveness
of the optimized ECC-AES-GA algorithm, specifically the
NIST SP 800-22 test suite. Several independent bit sequences,
obtained from one-time session keys and ciphertext, were ex-
amined to verify whether they exhibit proper random behaviour
or not. The experimental results show that the optimised ECC-
AES-GA algorithm successfully passes NIST tests, including
Frequency, Block Frequency, Approximate Entropy, and Se-
rial tests, with p-values consistently exceeding the required
threshold o = 0.01. The frequency (monobit) test yielded a
p-value of 0.8414, indicating a balanced distribution of binary
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TABLE IV. NIST STATISTICAL TEST RESULTS OF THE OPTIMIZED
ECC-AES-GA ALGORITHM.

No. Statistical Test P-value Proportion  Result

1 Frequency (Monobit) 0.841481 1.00 Pass

2 Block Frequency 0.758299 1.00 Pass

3 Runs Test 0.269576 1.00 Pass

4 Longest Run of Ones 0.645750 1.00 Pass

5 Approximate Entropy 0.804677 1.00 Pass

6 Cumulative Sums (Forward) 0.478352 1.00 Pass

7  Cumulative Sums (Reverse) 0.651308 1.00 Pass

8 Discrete Fourier Transform  0.581909 1.00 Pass

9 Binary Matrix Rank 0.168170 1.00 Pass

10 Linear Complexity 0.052453 1.00 Pass

11 Serial Test i; - 8:33% 1.00 Pass

12 Universal Statistical 0.180153 1.00 Pass

13 Overlapping Template 0.021427 1.00 Pass

14 Non-overlapping Template =~ Majority Passed > 0.98 Pass

15 Random Excursions Not Evaluated - (J < 500)
16 Random Excursions Variant Not Evaluated - (J < 500)

values in the generated sequence. The block frequency test
performed with a block size of 128 bits produced a p-value
of 0.758299, confirming uniformity within fixed-length blocks.
The entropy test was conducted with a block length of 10 bits,
resulting in a p-value of 0.804677. The generated sequences
passed all valid and applicable NIST SP 800-22 STS tests
but random excursion and its variant tests were excluded due
to insufficient number of cycles (J < 500) required by the
NIST criteria. Table IV shows the result of all necessary
NIST STS tests result provided by optimized ECC-AES-
GA algorithm. These results indicate that the integration of
ECC-based key generation, AES-256 encryption, and genetic
optimization does not introduce statistical bias. It also satisfies
NIST randomness requirements, which support its applicability
to secure cloud data migration.

Based on the experimental evaluation, the proposed opti-
mized ECC-AES-GA algorithm achieves strong cryptographic
efficiency and statistical robustness. The measured results of
key generation, encryption-decryption times, and achieving
security with less computational overhead. Furthermore, the
NIST SP 800-22 STS results validate the randomness quality
of the keys ensured and successfully passed with p-values.

E. Security Analysis

The proposed optimized ECC-AES-GA algorithm ensures
robust security against various cryptographic attacks. The use
of ECDH for key exchange ensures the secret key is never
transmitted over the communication channel. Authentication
mechanisms prevent unauthorized entities from altering key
exchange, which protects the data from a man-in-the-middle.
Timestamps in each communication session prevent an attacker
from reusing it. It provides each session a unique identity,
which resists replay attacks. Data confidentiality is achieved
through the AES-256-GCM algorithm. If an attacker is inter-
cepting the communication, they are not able to understand the
data over the channel due to the use of a secret key (by using
the ECC method). It also provides integrity to the data and
resists against known-plaintext and chosen-plaintext attacks.
The use of optimized parameter of ECC using GA makes
brute force attacks computationally infeasible. The digital
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signature (ECDSA) ensures mutual authentication between two
entities. So an adversary cannot impersonate a legitimate user
in the system, which resists an impersonation attack. The
session keys are generated using HKDF. If one session key
is disclosed, it will not affect other session keys. The use of
ephemeral keys (using ECDH) ensures forward secrecy. Even
if the long-term private keys are compromised, session keys
are not revealed.

The suggested ECC-AES-GA mechanism provides robust
security and efficient performance for cloud data migration.
Existing ECC-AES approach is basically used fixed cryp-
tographic parameters and key exchange process. The static
configurations lacks optimal security performance. Unlike ex-
isting approaches focus on only secure storage, access control
and lacks other key components for securing cloud data
migration. This ECC-AES-GA provides end-to-end security of
data migration along with key generation, key exchange, data
encryption, transmission and integrity verification.

The current method has been assessed in a homogeneous
cloud setup, but its performance in multi-cloud or heteroge-
neous cloud setups has yet to be explored. Such setups may
provide issues in terms of interoperability, key management,
and synchronization across distributed platforms. It assumes
that endpoints are trusted and does not explicitly cover all
dynamic or adaptive attack scenarios. Despite these limitations,
the suggested technique is still well-suited for protecting large-
scale data transmission where security and data integrity take
place over challenging real-time requirements.

V. CONCLUSION

The development of the optimized ECC-AES-GA algo-
rithm represents a significant advancement in securing cloud
data migration without compromising security issues. The
approach enhances key generation, secure exchange, and en-
cryption robustness while addressing limitations of traditional
key management systems. The performance evaluation demon-
strates an effective balance between security and efficiency
in terms of latency, throughput, and memory usage. And
also the security validation through the NIST statistical tool,
which confirms high randomness and strong resistance to
cryptographic attacks. Future work will focus on providing
security against emerging quantum computing threats.
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