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Abstract—Digital financial ecosystems face mounting exposure
to fraudulent transactions that collectively account for trillions
of dollars in losses each year. Existing approaches suffer from
three recurring deficiencies: they represent all transaction par-
ticipants within a single undifferentiated node space, rely on
fixed decision boundaries incapable of accommodating evolving
fraud distributions, and fail to exploit the semantic diversity
among entity categories including accounts, merchants, and
transaction types. This study introduces FHT-GraphSAGE, a
federated heterogeneous temporal graph learning framework for
privacy-preserving financial fraud detection. The architecture
combines heterogeneous temporal graph construction, a relation-
aware GraphSAGE encoder with sinusoidal temporal edge em-
beddings, and a Federated Averaging optimization scheme that
enables cross-institutional collaborative learning without exposing
raw transaction records. Evaluation across two complementary
benchmarks, the PaySim Mobile Money Dataset and the Credit
Card Fraud 2023 Dataset, demonstrates consistent superiority
over ten competitive baselines. On PaySim, FHT-GraphSAGE
achieves an accuracy of 0.963, an F1-score of 0.939, an AUC-ROC
of 0.986, and, most importantly under severe class imbalance, an
AUC-PR of 0.724. On the Credit Card Fraud 2023 Dataset, it
attains an accuracy of 0.941, an Fl-score of 0.913, an AUC-
ROC of 0.969, and an AUC-PR of 0.721. As AUC-PR is the most
informative metric for minority-class detection under extreme
imbalance, these two figures (0.724 and 0.721) constitute the
primary evidence of the framework’s fraud-detection capability.
Results are reported as the mean over five independent runs
with distinct random seeds, and the improvements over the
strongest baseline are statistically significant (p < 0.01). Ablation
experiments confirm the non-redundant contribution of each
architectural component, and robustness evaluations demonstrate
stable minority-class detection performance down to a fraud ratio
of 0.25%.
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I. INTRODUCTION

Unauthorized activity in digital payment infrastructure
causes an estimated $5.127 trillion in worldwide monetary
losses annually [1]. Beyond the immediate financial damage,
incidents at this scale erode public trust in banking systems and
constrain broader participation in formal economic structures.
Rapid digitalization of payment services has compounded
these risks: transaction volumes now far exceed what human
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reviewers can examine, while coordinated attacks simulta-
neously exploit multiple accounts, payment instruments, and
merchant channels [2]. Methods that evaluate each transaction
independently are therefore structurally incapable of capturing
the relational dimension of contemporary fraud.

Several inherent characteristics of this problem compound
detection difficulty. Adversarial strategies evolve continuously,
outpacing the update cycles of rule-based systems [2]. Le-
gal and regulatory constraints prevent financial institutions
from pooling raw transaction histories, even when doing so
would materially improve detection [3]. Fraudulent activity
constitutes a negligibly small fraction of total transaction
volume, which drives standard classification objectives toward
the majority class and suppresses minority-class recall [4].

Current detection pipelines address individual aspects of
this problem without resolving the full set of challenges. Rule-
based filters offer transparency but demand continuous manual
recalibration as tactics shift [5]. Conventional supervised clas-
sifiers process transactions as statistically independent records,
discarding the relational network that fraud rings exploit [6].
Graph neural network methods encode structural topology but
the majority still operate on static adjacency matrices that
become stale as new interactions arrive. Fixed decision bound-
aries degrade progressively under concept drift [7]. Privacy-
preserving approaches that could overcome cross-institutional
data barriers have rarely been combined with graph-structured
fraud representations [8]. These gaps collectively indicate
that a unified solution must address relational heterogeneity,
temporal dynamics, distributed privacy constraints, and gener-
alization across structurally dissimilar financial-fraud datasets
simultaneously.

The proposed framework satisfies these four requirements
within a single coherent architecture. First, transaction records
from each participating institution are transformed into het-
erogeneous temporal graphs that explicitly separate customer,
merchant, and transaction node categories, connected by se-
mantically typed directed edges. Second, a temporal edge
encoding function maps interaction time gaps into continuous
sinusoidal embeddings, injecting sequential behavioral con-
text into neighborhood aggregation. Third, a relation-aware
GraphSAGE encoder applies separate aggregation pathways
per relation type, fusing the resulting representations through a
learnable projection to produce inductive node embeddings that
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generalize to previously unseen entities. Fourth, a Federated
Averaging protocol coordinates parameter aggregation across
institutional clients without requiring any institution to trans-
mit raw records, satisfying practical privacy and regulatory
requirements.

By unifying heterogeneous temporal graph construction,
relation-aware inductive aggregation, and privacy-preserving
federated optimization within a single coherent architecture,
FHT-GraphSAGE represents a meaningful advancement in
collaborative financial fraud detection. Beyond its immediate
contributions to transaction security, this work opens broader
pathways for applying federated graph learning to domains
characterized by complex, distributed sensitive data, evolving
relational structure, and strict institutional privacy require-
ments, including healthcare claim auditing, telecommunica-
tions anomaly detection, and supply chain integrity verifica-
tion.

II. LITERATURE REVIEW

Foundational work on transaction fraud relied on sta-
tistical profiling derived from historical transaction records.
Bhattacharyya et al. [9] benchmarked several data mining
classifiers on credit card transactions and demonstrated that
minority-class scarcity reliably degrades detection across all
evaluated methods. Bolton and Hand [10] introduced a peer-
group analysis approach that flags cardholders whose expendi-
ture trajectories diverge significantly from those of statistically
comparable users. With the maturation of supervised learning,
Whitrow et al. [11] established that aggregating records into
temporal behavioral windows substantially elevates classifier
performance over raw transaction features. Dal Pozzolo et
al. [12] showed that sliding-window retraining only partially
compensates for concept drift and requires manual scheduling
of update cycles. Roy et al. [6] demonstrated measurable
accuracy gains from feed-forward neural networks relative
to shallow classifiers on nonlinear spending patterns. Wang
et al. [13] combined reconstruction-based autoencoders with
ensemble classifiers to improve performance under severe label
imbalance. A limitation shared across all these approaches is
that each transaction is evaluated in isolation, without access
to the broader relational network within which fraud rings
operate.

Representing financial activity as a graph provides a
principled mechanism for reasoning over entity relationships
and interaction patterns. Akoglu et al. [14] surveyed graph
anomaly detection spanning community-level, subgraph-level,
and node-level methods. Liu et al. [15] applied isolation-based
anomaly scoring to graph-structured data, though this approach
discards both edge semantics and temporal ordering. The
introduction of graph neural networks substantially expanded
representational capability. Kipf and Welling [16] proposed
spectral graph convolutions that propagate neighborhood fea-
tures through a symmetrically normalized adjacency operator.
Hamilton et al. [17] developed GraphSAGE, an inductive
framework that learns node embeddings by sampling and
aggregating local neighborhoods, supporting generalization to
previously unobserved nodes. Dou et al. [18] designed an
attention-weighted graph network capable of identifying fraud-
sters who deliberately camouflage their activity by mimicking
legitimate behavioral patterns. Liu et al. [19] constructed a
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heterogeneous financial graph that incorporates multiple rela-
tionship categories to reduce feature inconsistency across edge
types. More recently, Khosravi et al. [20] proposed an atten-
tional spatial-temporal GNN for transaction fraud detection,
while Islam et al. [21] introduced a layer-weighted GCN to
better separate fraud patterns across heterogeneous transaction
types, illustrating continued efforts to refine relational repre-
sentations. A persistent limitation across these graph-based
methods is dependence on static adjacency matrices that do
not evolve as new transactions arrive, making them structurally
insensitive to behavioral drift over time.

Capturing temporal dynamics in fraud requires architec-
tures that revise node representations incrementally as in-
teractions occur. Rossi et al. [22] introduced the Temporal
Graph Network, which maintains a persistent memory state
per node and refreshes it through a gated recurrent mecha-
nism upon each observed interaction. Elapsed time since the
most recent event is encoded through a learnable projection
mapping scalar gaps to continuous embeddings. Li et al. [23]
developed a heterogeneous dynamic graph architecture for
spatiotemporal forecasting that constructs typed subgraphs
and refreshes their adjacency through multi-head self-attention
over recent observation windows. Dal Pozzolo et al. [24]
showed that adaptive sliding-window retraining partially tracks
distributional shift but remains constrained by periodic update
schedules that lag real-time fraud evolution. Cui et al. [25]
recently combined temporal-spatial-semantic graph convolu-
tion with reinforcement learning and federated coordination
in a single framework, representing one of the few prior
attempts to jointly address temporal, relational, and privacy-
preserving objectives. However, their reinforcement-learning-
driven adaptation differs fundamentally from the sinusoidal
temporal encoding and relation-specific aggregation pathways
proposed here.

Velickovic et al. [26] introduced graph attention networks
that compute neighbor contribution weights through a shared
attention function over concatenated node feature pairs. Brody
et al. [27] subsequently identified a fundamental limitation
in this formulation: applying the linear transform before the
nonlinearity causes neighbor ranking to be independent of the
querying node, yielding static rather than dynamic attention.
Their revised model restructures the computation so that in-
dependent linear projections of the query and key nodes are
combined inside the nonlinearity, producing genuinely query-
dependent scores. The present work draws on this insight
by applying separate aggregation pathways per relation type
within GraphSAGE, achieving relational specificity without
the communication overhead of attention-based mechanisms.
Federated learning has emerged as a practical paradigm for
collaborative model development under privacy constraints.
McMahan et al. [28] formalized the federated learning setting
and proposed Federated Averaging, in which clients optimize
local objectives and a central server aggregates their parame-
ters. This approach has become a foundational component of
privacy-preserving learning research. Yang et al. [29] surveyed
federated learning applications across multiple domains and
identified financial fraud as a high-priority use case given
the sensitivity of transaction data. More recently, Awosika
et al. [30] examined the combined role of explainable Al
and federated learning in addressing both transparency and
privacy requirements in fraud detection systems, underscoring
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the continued relevance of federated approaches to regulatory
compliance. Zheng et al. [31] demonstrated vertical federated
learning for credit card fraud, enabling institutions holding
complementary feature subsets over a shared population to
collaborate without exposing local records. Aurna et al. [32]
further showed that combining federated coordination with
deep learning and resampling strategies yields meaningful
gains on imbalanced fraud benchmarks, though their frame-
work treats transactions as isolated events and lacks graph-
structured relational modeling. The integration of federated
learning with heterogeneous temporal graph encoders for
cross-institutional fraud detection remains largely unexplored,
representing the primary methodological contribution of the
present work. While recent work such as FraudGNN-RL [25]
has begun combining temporal graph modeling with federated
coordination, it does not incorporate explicit relation-type-
aware aggregation or continuous sinusoidal temporal encoding,
leaving the specific combination proposed here unaddressed.

Surveying the prior works reveals several unresolved gaps.
Graph-based fraud detectors predominantly collapse all partic-
ipants into a homogeneous node space, discarding relational
distinctions that carry diagnostic value. Temporal modeling
approaches exist but few combine continuous-time behav-
ioral tracking with explicit heterogeneous graph structure.
Existing federated fraud detection methods do not incor-
porate graph-structured encoders capable of capturing rela-
tional and temporal fraud patterns across distributed clients.
Evaluation across multiple datasets representing structurally
different fraud ecosystems within the financial domain is
rarely performed. The proposed FHT-GraphSAGE framework
addresses each gap. Heterogeneous temporal graph construc-
tion explicitly separates customer, merchant, and transaction
entities connected by typed temporal edges. A relation-aware
GraphSAGE encoder with sinusoidal temporal embeddings
captures both relational and sequential fraud dynamics in-
ductively. A Federated Averaging protocol enables privacy-
preserving cross-institutional collaboration without transmit-
ting raw records. Evaluation is performed on two structurally
dissimilar financial-fraud benchmarks. One benchmark pro-
vides explicit relational identifiers and the other provides
anonymized principal-component features. This evaluation
supports generalization across datasets within the financial-
fraud domain. We deliberately refrain from claiming general-
ization to non-financial domains, which the present evaluation
does not test.

III. DATASET DESCRIPTION

The proposed FHT-GraphSAGE framework is evaluated on
two publicly available financial fraud detection benchmarks:
PaySim Mobile Money Dataset and Credit Card Fraud 2023
Dataset. PaySim is a synthetic mobile financial transaction
dataset generated by a simulator calibrated on aggregated
real-world mobile payment statistics [33]. The dataset cap-
tures account-to-account interactions across five transaction
categories: TRANSFER, CASH_OUT, PAYMENT, DEBIT, and
CASH_IN. Each record includes a unique sender identifier
(nameOrig), a unique receiver identifier (nameDest), trans-
action amount, account balance states before and after the
operation for both parties, and a binary fraud label. Trans-
actions are chronologically ordered by discrete time steps,
making the dataset well suited for temporal graph construction
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and sequential behavioral modeling. Fraudulent events occur
exclusively within TRANSFER and CASH_OUT categories, a
structural property that is preserved during graph formulation.

The Credit Card Fraud 2023 Dataset comprises
anonymized European credit card transactions annotated
with binary fraud labels [34]. Raw features are replaced by a
set of numerical principal components to protect cardholder
confidentiality, supplemented by the original transaction
amount and a temporal index. The dataset exhibits severe
class imbalance, with fraudulent records constituting a very
small fraction of the total transaction volume. This property
makes it a challenging and realistic benchmark for evaluating
detection performance under minority-class scarcity. The
temporal ordering of records further enables continuous-time
representation learning over evolving transaction streams.

IV. METHODOLOGY
A. Data Preprocessing

A sequence of preprocessing steps is applied to each dataset
prior to graph construction in order to ensure feature consis-
tency and numerical stability. Missing numerical values are
imputed using column-wise means, while absent categorical
entries are substituted with the most frequent value observed
within each column. Continuous features are subsequently
rescaled to the unit interval [0, 1] via min-max normalization to
prevent scale disparities from distorting neighborhood aggre-
gation. Categorical variables are converted into dense binary
vectors through one-hot encoding before being incorporated
into node feature matrices.

Temporal attributes are extracted explicitly from trans-
action timestamps. Three derived signals are produced for
each record: the transaction hour, the day-of-week index,
and the elapsed duration d0t; between consecutive interac-
tions involving the same entity. For the PaySim dataset,
sender and receiver account identifiers are mapped directly
to graph entities. For the Credit Card Fraud 2023 Dataset,
since entity identifiers are unavailable, inter-transaction edges
are constructed through two complementary strategies: feature-
space k-nearest-neighbor similarity and temporal proximity
thresholding, allowing transactions that are behaviorally or
temporally close to share structural information during graph
encoding.

B. Problem Formulation

1) Heterogeneous temporal graph construction: Financial
transaction systems involve multiple distinct entity categories
interacting through semantically different relation types. Col-
lapsing these into a single homogeneous node set discards
information that is diagnostically relevant for fraud detec-
tion. The transaction environment is therefore modeled as a
heterogeneous temporal graph that preserves these semantic
distinctions.

a) Node types: Let

Tv = {Customer, Merchant, Transaction} (1)

denote the set of node types. For the PaySim dataset,
customer nodes correspond to sender and receiver accounts,
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merchant nodes represent destination entities, and transaction
nodes encode individual financial operations as discrete graph
vertices. In the Credit Card Fraud 2023 Dataset, each trans-
action record is instantiated as a transaction node, with inter-
node edges derived from feature-space proximity and temporal
adjacency. The complete node set is:

V:VCUSUVmerUVtXH, (2)

where VUS| Ymer and V™ collect customer, merchant,
and transaction nodes, respectively. A type assignment function

vV =Ty 3)

maps every node to exactly one semantic category.

b) Relation types: Let

R = {sends, receives, transfers, similar_to}

“)

denote the set of relation types. The sends and
receives relations connect customer nodes to transaction
nodes. The t ransfers relation links sender customer nodes
to receiver customer nodes. The similar_to relation con-
nects transaction nodes whose feature vectors or temporal
positions fall within a defined similarity threshold, and is
used primarily for the Credit Card Fraud 2023 Dataset where
explicit entity identifiers are unavailable. Each transaction
event generates one or more directed temporal edges among
the participating entities according to the applicable relation

type.

c) Formal graph definition: At time step ¢, the evolving
transaction network is represented as:

gt = (Vtv 8t)7 (5)

where V, is the active node set and &; is the set of directed
temporal edges present at time ¢. An individual transaction
interaction is encoded as a typed temporal edge tuple:

& = (ui, uj, Thy Thy Xi), (6)

where, u;,u; € V are the source and destination nodes,
rr, € R is the relation type, 7, is the continuous event
timestamp, and xj; € R< is the transaction feature vector
attached to the edge.

2) Fraud detection objective: For each observation window
ending at time ¢, node feature vectors are assembled into a
matrix:

T d
Xt = [Xh X2, -0y XTL} € R™ ’ @)
where, each row corresponds to a graph entity active within
the current temporal interval. The fraud detection objective
is formulated as binary classification over transaction edges.
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Given the heterogeneous temporal graph G; and the feature
history up to ¢, the framework learns a mapping:

F (gtv Xl:t) — {Oa 1}7 (8)

where, output 0 denotes a legitimate transaction and 1
denotes a fraudulent one.

C. Temporal Heterogeneous GraphSAGE Encoder

Fraudulent activity in financial networks frequently man-
ifests as gradual shifts in interaction patterns among related
entities. Capturing such evolving behavioral dependencies re-
quires a graph encoder that is both temporally aware and
sensitive to relational heterogeneity. To this end, a Tempo-
ral Heterogeneous GraphSAGE encoder is introduced, which
performs inductive neighborhood aggregation over the typed
transaction graph. Unlike attention-based architectures that
require full-neighborhood computation across all relation types
jointly, GraphSAGE learns node representations through sam-
pled neighborhood aggregation, a property that reduces com-
putational overhead and makes the encoder well suited for
distributed federated environments.

1) Temporal edge encoding: Before neighborhood aggre-
gation is performed, temporal context is injected into each edge
representation. For an edge connecting nodes u; and u;, the
elapsed duration since their most recent interaction is encoded
through a learnable time embedding function:

qij = ®(d735) )
where, 07;; = Tcurrent — 7'1(;5’{) is the scalar time gap and
® : R — R% is implemented as a sinusoidal basis expansion:

cos(07 / wp), p even,

p odd (10)

B(67), = {

sin(d7 / wp),

with learnable frequency parameters {wp}dtzl. The tempo-
ral embedding is added to the source node’s feature represen-
tation before aggregation:

Ej = zZ; + q;j, (11)

so that neighborhood messages carry information about
when the interaction occurred, not only what features were
associated with it.

2) Relation-aware neighborhood azg§regation: Each node
u; is associated with a representation ziz € R? at GraphSAGE
layer /. The standard GraphSAGE update concatenates the
node’s own representation with an aggregated neighborhood
summary and applies a learnable linear transformation fol-
lowed by a nonlinearity:

= (0 [a7 IAGGO () sy e N} )
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where, ©(©) € R%*2 is the trainable weight matrix at layer
¢, N(u;) denotes the sampled neighbor set of u;, AGG(-)
is the aggregation function (mean pooling by default), and ||
denotes vector concatenation.

To preserve the semantic distinctions among the hetero-
geneous relation types, a separate aggregation pathway is
instantiated for each relation r € R:

1,7

2 = 0(97@) . Mean({ﬁy) fuy € Nr(ul)})) , (13)

where, N (u;) is the neighbor set of u; reachable through
relation r, and @&f) is the relation-specific weight matrix.
This formulation allows the encoder to treat funds-transfer
interactions, merchant-payment interactions, and behavioral-
similarity links as semantically independent information chan-
nels. Representations learned under each relation are fused
through concatenation:

Z; = quse <

zE?) : (14)

reR

where, L is the total number of GraphSAGE layers and
Wiuse 1S a learnable projection matrix that maps the concate-
nated multi-relational embedding back to dimension d.

3) Classification head: FEach transaction edge &, =
(us, uj, g, Tk, Xx) is represented by concatenating the final
node embeddings of its endpoints together with the edge
feature vector:

e, = [zi | z; | Xk]. (15)

A two-layer feedforward classifier with sigmoid output
produces a fraud probability estimate:

?;k = O'(WQ ReLU(W1 er + bl) + b2) 5 (16)

and the model is optimized by minimizing a class-weighted
binary cross-entropy loss:

1 . .
£= gy D[ log g+ (1 =) log(1 )] (17)
ke&

where, yi, € {0, 1} is the ground-truth label and wy > wy
are class weights set inversely proportional to class frequency
to compensate for severe label imbalance.

D. Federated Learning Framework

Financial institutions operate under strict regulatory and
contractual privacy constraints that prohibit the centralized
pooling of raw transaction records. A federated learning
paradigm is adopted to enable collaborative fraud model train-
ing without requiring any institution to expose its local data.
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1) Federated setup: Let the distributed financial environ-
ment consist of K independent client institutions:

C= {Cl, Coy oo .y CK}7 (18)

where, each client ¢ holds a private local transaction graph
G™) and the corresponding fraud annotations. A central server
coordinates parameter aggregation but has no access to any
client’s raw records.

2) Local objective: During each communication round ¢,
every client ¢, independently minimizes its local empirical
loss:

1 A
_W Z {wl Yj logy](G)) + wo (1 — Z/j)

jeEK)

Ly(©) =

os(1— ,(0)]19

using its local transaction graph and the current global
model parameters ©(*) as initialization. After a fixed number
of local gradient steps, the updated local parameters @g) are
transmitted to the central server.

3) Global aggregation: The server performs weighted pa-
rameter aggregation using the Federated Averaging (FedAvg)
strategy [28]:

K

n
ol =y e, (20)
k=1

where, ny is the number of training edges on client ¢ and

]~

N=>» ng 21

k=1

is the total number of training samples across all clients.
The aggregated global parameters ©(*+1) are redistributed to
all clients as the starting point for the next local training
round. This cycle repeats for 7' communication rounds. Raw
transaction records remain entirely within their originating in-
stitution throughout this process; only gradient-derived model
parameters traverse the network.

4) Aggregation weighting under heterogeneous client dis-
tributions: The FedAvg rule in Eq. (20) weights each client’s
contribution by its share of training edges ny/N. This choice
is statistically optimal only when local objectives are unbiased
estimators of the same global objective. Such a condition
holds when data are independent and identically distributed
(IID) across clients. In cross-institutional fraud detection this
assumption is frequently violated. Institutions differ in cus-
tomer demographics and in product mix. They also differ,
and this matters most, in their local fraud prevalence 7, =
dieem Yil |€®)|. Under such non-IID conditions, propor-
tional weighting lets a large and low-fraud client dominate the
aggregate. It can then dilute the minority-class gradient signal
contributed by a smaller and high-fraud client, which may
depress global recall. Three properties of the present design
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partially mitigate this effect. First, the class-weighted loss
in Eq. (19) rescales each client’s fraudulent-sample gradients
inversely to that client’s local class frequency. The effective
minority-class contribution transmitted by client k is there-
fore amplified before aggregation rather than being governed
solely by nj. Second, only parameters are exchanged rather
than raw fraud counts. The aggregate still benefits from the
diversity of fraud patterns observed across clients even when
their prevalences differ. Third, the inductive encoder shares
representation structure across clients. Relational and temporal
patterns learned on one institution’s graph therefore transfer to
others. Proportional weighting nonetheless remains a simplify-
ing assumption. Section V-C discusses its residual limitations.
Prevalence-aware or regularized aggregation schemes such as
FedProx are identified as concrete future extensions.

E. Complete Detection Pipeline

The end-to-end FHT-GraphSAGE detection pipeline is il-
lustrated in Fig. 1. The upper portion of the figure traces the
six local processing steps that each client institution executes
on its private transaction data, while the lower portion depicts
the federated coordination loop that spans all K clients and the
central aggregation server. The upper row (Steps 1-6) covers
the local processing steps executed by each client institution:
raw transaction records (Step 1) are preprocessed through
missing-value imputation, min—max normalization, one-hot
encoding, and temporal feature extraction (Step 2); the prepro-
cessed records are then organized into a heterogeneous tem-
poral graph whose three node categories i.e. Customer, Mer-
chant, and Transaction, are connected by four directed relation
types: sends, receives, transfers, and similar_to
(Step 3), with the similar_to edges constructed via feature-
space k-NN similarity and temporal proximity thresholding
for the Credit Card Fraud 2023 Dataset; each edge (u;,u;) is
assigned a sinusoidal temporal embedding q;; = ®(Ar;;) of
dimension d; = 64, which is added to the source node feature
to produce z; = z; + q;; (Step 4); the temporally enriched
graph is then passed through L relation-specific GraphSAGE
layers, each sampling neighbors independently per relation
type and fusing the resulting relation-wise embeddings via
mean pooling and concatenation (Step 5); finally, each trans-
action edge is represented as e, = [z;]|z;||xx] and fed into
a two-layer MLP with sigmoid output to produce the fraud
probability g, (Step 6). The lower row (Steps 7-8) covers the
federated coordination: each of K client institutions maintains
a private local heterogeneous temporal graph and trains the
local GraphSAGE model on its own data, transmitting only
the updated parameters 655) to a central aggregation server
(Step 7); the server applies FedAvg, computing O+ —=
Zszl %@,(:), and broadcasts the updated global model back
to all clients for the next communication round; after 7" rounds
the converged global model ©(™) is deployed for inference on
new transactions (Step 8). Together these eight steps constitute
a complete detection cycle, repeated for 7' communication
rounds.

Step 1 — Raw transaction ingestion. Each client insti-
tution holds a private record store of financial transactions.
As shown in Step 1 of Fig. 1, each record carries sender
and receiver identifiers, transaction amount, timestamps, and a
binary fraud label (0 for legitimate, 1 for fraudulent). These
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structured tabular records serve as the entry point to the
pipeline.

Step 2 — Data preprocessing. Four operations are applied
sequentially (Step 2). Missing numerical values are replaced
by column-wise means. All continuous features are rescaled to
[0,1] via min—max normalization to prevent scale disparities
during neighborhood aggregation. Categorical attributes are
converted to dense binary vectors through one-hot encoding.
Three temporal signals are then extracted from each transaction
timestamp: the hour of day, the day-of-week index, and the
elapsed time since the same entity’s most recent interaction,
Oty,.

Step 3 — Heterogeneous temporal graph construction.
The preprocessed records are organized into a heterogeneous
temporal graph Qt(k) (Step 3). Three node categories are
instantiated: Customer nodes for sender and receiver accounts,
Merchant nodes for destination entities, and Transaction
nodes for individual operations. Four directed relation
types connect them: sends (Customer— Transaction),
receives (Transaction—Customer), transfers
(Customer—Customer), and similar_to
(Transaction<»Transaction). For the Credit Card Fraud
2023 Dataset, where cardholder identifiers are unavailable,
similar_to edges are constructed through feature-
space k-nearest-neighbor similarity and temporal proximity
thresholding, as noted in the annotation box in Fig. 1.

Step 4 — Temporal edge encoding. For every directed
edge (u;, u;) present in the graph, the elapsed interval since the
most recent interaction between those two nodes is computed
as AT;j = Teurrent — T&S"Z ) (Step 4). This scalar gap is mapped
to a d; =64-dimensional sinusoidal embedding q;; = ®(AT;;)
whose components alternate between cosine and sine basis
functions with learnable frequencies. The resulting temporal
vector is added to the source node’s current representation to
yield z; = z; + q;;, so that every subsequent neighborhood
message carries explicit information about when the interaction
took place, not only what transaction features are associated
with it.

Step 5 — Temporal Heterogeneous GraphSAGE aggre-
gation. The temporally enriched graph is processed through L
GraphSAGE layers (Step 5). Within each layer, neighbors are
sampled and aggregated separately for every relation type r €
R = {sends, receives,transfers,similar_to} us-

ing relation-specific weight matrices @S‘Z). The resulting
relation-wise embeddings are fused through concatenation
followed by a learnable projection matrix Wyyse, as shown
by the “Concatenate & Fuse (Mean Pooling)” block in Fig. 1.
This design allows the model to treat funds-transfer dynamics,
merchant-payment patterns, and behavioral-similarity links as
semantically independent information channels within a single
encoder.

Step 6 — Edge representation and local fraud classifica-
tion. Each transaction edge ¢, is represented by concatenating
the final embeddings of its two endpoint nodes with the edge’s
own feature vector: e, = [z;]|z;]|xx] (Step 6, upper-right
panel of Fig. 1). This edge representation is passed through
a two-layer MLP with sigmoid activation to produce a fraud
probability estimate gy, € [0, 1]. The local classification loss Ly,
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Fig. 1. End-to-end FHT-GraphSAGE detection pipeline.

is computed using class-weighted binary cross-entropy, with
w1 > wp to compensate for severe label imbalance.

Step 7 — Federated parameter transmission and ag-
gregation. After a fixed number of local gradient steps on Ly,
each client ¢ transmits only its updated model parameters
9,(5) to the central aggregation server (Step 7, lower row
of Fig. 1). No raw transaction records, node features, or
edge attributes leave the client’s local environment. The cen-
tral server aggregates all received parameters using FedAvg:
QU+ — Zszl B ,(:), where ny, is the number of training
edges on client ¢, and N = )", nj is the aggregate count
across all clients. The updated global parameters ©(t1) are
then broadcast back to every participating client, initializing
the next local training round.

Step 8 — Global model deployment. After 7' communi-
cation rounds the converged global model ©(7) is deployed for
inference on incoming transaction streams (Step 8). Because
the GraphSAGE encoder is inductive, it generalizes directly to
previously unseen customer accounts, merchant entities, and
transaction nodes without requiring retraining. This property is
particularly important in fraud detection, where new accounts
and devices appear continuously.

The complete cycle (steps 1-8) repeats for 7' rounds,
enabling collaborative fraud representation learning across

decentralized institutions while preserving data confidentiality
and temporal graph consistency throughout.

F. Training Settings

Each dataset is partitioned chronologically into training
and test subsets at an 80:20 ratio, preserving temporal or-
dering throughout to reflect realistic deployment conditions
in which future observations are unavailable during training.
Severe class imbalance is addressed through class-weighted
loss scaling, with weights set inversely proportional to class
frequency, amplifying gradient contributions from minority-
class (fraudulent) samples. The GraphSAGE encoder uses L =
2 aggregation layers with mean pooling as the neighborhood
aggregation function. Neighbors are sampled per relation type
with fan-out S = [25,10] (25 neighbors at the first hop and
10 at the second), applied independently within each relation-

specific pathway. Relation-specific weight matrices @5?) are
initialized independently for each r € R using Glorot (Xavier)
uniform initialization. The temporal embedding dimension is
set to d; = 64 and the hidden dimension to d = 128. The
Adam optimizer is used with a learning rate of 1 x 10~3 and
weight decay of 1 x 1075, A batch size of 64 is applied, and
local training runs for up to 50 epochs per communication
round with early stopping (patience of 10 epochs) governed
by local validation loss. In the federated setting, &' = 5 clients
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participate in each communication round and 7' = 20 global
aggregation rounds are performed. The two datasets are parti-
tioned into five disjoint client shards. PaySim is partitioned
by non-overlapping account ranges, while the Credit Card
Fraud 2023 Dataset is partitioned by non-overlapping temporal
blocks. These partitions yield naturally non-IID local fraud
prevalences. Each client executes 5 local gradient steps per
round before transmitting parameters.

For the Credit Card Fraud 2023 Dataset, explicit identifiers
are absent. The similar_to edges are therefore built with
an approximate k-nearest-neighbor search that uses £ = 10
and a cosine-similarity acceptance threshold of 0.85 in the
standardized principal-component feature space. A temporal-
proximity window of 600 time units augments this search.
These thresholds were fixed on the validation split. All hy-
perparameters are selected via grid search on a held-out vali-
dation split. Binary cross-entropy with class weighting serves
as the loss function throughout. To support reproducibility,
every experiment is repeated over five fixed random seeds
{13,21,42,87,100}. Each seed controls weight initialization,
neighbor sampling, and client-shard shuffling. Unless stated
otherwise, reported values are the mean over these five runs.
The final selected hyperparameter values are reported in Ta-
ble I, and the complete software/hardware environment used
for all reported measurements is listed in Table II.

TABLE I. TRAINING HYPERPARAMETERS OF THE FHT-GRAPHSAGE

FRAMEWORK
Hyperparameter Setting
Optimizer Adam
Learning Rate 1x10°°
Weight Decay 1x10°°

Batch Size 64

Weight Initialization Glorot (Xavier) uniform
Neighbor Sampling Fan-out (.S) [25,10]

Local Epochs per Round 50 (early stop, patience 10)

Local Steps per Round 5

FL Communication Rounds (77) 20

Number of Clients (K) 5
GraphSAGE Layers (L) 2
Aggregation Function Mean Pooling
Relation Types (|R]) 4

Temporal Embedding Dim. (d¢) 64

Hidden Units (d) 128

k-NN Neighbors (similar_to) 10

Cosine Similarity Threshold 0.85

600 time units
{13, 21,42,87,100}
Weighted Binary Cross-Entropy

Temporal Proximity Window
Random Seeds
Loss Function

TABLE II. SOFTWARE AND HARDWARE ENVIRONMENT USED FOR ALL
REPORTED EXPERIMENTS

Component Specification

GPU 1x NVIDIA RTX A6000 (48 GB)
CPU Intel Xeon Gold 6338 @ 2.0 GHz
System Memory 256 GB

Operating System Ubuntu 22.04 LTS

Python 3.10.12

PyTorch 2.1.0 (CUDA 12.1)

PyTorch Geometric 24.0

Federated Backend Flower 1.7

k-NN Library FAISS 1.7.4

scikit-learn / NumPy 1.3.0/1.26.0
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V. RESULTS AND DISCUSSION

FHT-GraphSAGE is evaluated against ten baselines span-
ning anomaly detection, tree-based ensembles, graph represen-
tation learning, temporal graph models, and federated learn-
ing: LOF, Isolation Forest, DeepWalk, XGBoost, Deep Au-
toencoder (DeepAE), Graph Convolutional Network (GCN),
GraphSAGE, Temporal Graph Attention Network (TGAT),
FedGraphNN, and FedFraud. Fig. 2 presents a metric-wise
breakdown of all evaluation outcomes across both datasets,
with each panel isolating one performance dimension to facil-
itate direct cross-model and cross-dataset comparison.

Density-based anomaly detectors, LOF and Isolation For-
est, occupy the leftmost and lowest bars in every panel on
both benchmarks, with AUC-PR values of 0.348 and 0.371
on PaySim and 0.359 and 0.381 on the Credit Card dataset,
and AUC-ROC figures of 0.781 and 0.807 respectively. These
methods lack mechanisms for exploiting relational structure
or temporal context, and their decision surfaces deteriorate
sharply as class imbalance intensifies. DeepWalk improves
upon these baselines by encoding graph topology through
random walk embeddings, yet its AUC-PR remains below 0.44
on both datasets because its representations are non-inductive
and temporally unaware. XGBoost, leveraging hand-crafted
features, reaches AUC-ROC values of 0.874 and 0.879, but its
AUC-PR figures of 0.463 and 0.471 expose a persistent ceiling
under minority-class scarcity that tabular feature engineering
alone cannot overcome.

Deep representation learning marks a measurable advance.
The DeepAE bars in the AUC-PR panel reach 0.518 on PaySim
and 0.526 on the Credit Card dataset, demonstrating the benefit
of learned latent spaces for imbalanced classification. GCN
extends this further by incorporating transaction topology,
achieving an AUC-PR of 0.582 on PaySim. Notably, the
GCN bar on the Credit Card Fraud 2023 panel (0.509) sits
below DeepAE (0.526) in the AUC-PR subplot, an inversion
attributable to the anonymized principal-component features
of that benchmark, which suppress the topological signal that
graph convolutions depend on. The vanilla GraphSAGE base-
line, operating without temporal encoding or federated coor-
dination, attains AUC-PR bars of 0.624 and 0.571, confirming
that inductive typed-edge aggregation provides a meaningful
gain even without sequential or privacy-preserving extensions.

Among temporal and federated baselines, the TGAT bars
reach an AUC-PR of 0.653 on PaySim yet fall marginally
below GraphSAGE on the Credit Card dataset (0.565 ver-
sus 0.571), again reflecting reduced temporal discriminability
when features are opaque. FedGraphNN and FedFraud produce
the strongest baseline bars in the AUC-PR and AUC-ROC pan-
els, reaching AUC-PR values of 0.681 and 0.697 on PaySim
and 0.602 and 0.589 on the Credit Card dataset. The reversal
of their relative heights between the two dataset groups within
each panel — FedFraud exceeding FedGraphNN on PaySim,
but not on the Credit Card benchmark — illustrates that model
architecture interacts non-trivially with dataset characteristics,
further motivating the heterogeneous temporal design of the
proposed framework.

Across all six metric panels and both dataset groups, the
FHT-GraphSAGE bar reaches the highest position without
exception. On PaySim, it achieves an accuracy of 0.963, a
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Fig. 2. Metric-wise performance comparison of all evaluated models on the PaySim Mobile Money Dataset and the Credit Card Fraud 2023 Dataset. Each of
the six panels corresponds to one evaluation metric; within each panel, grouped bars represent all eleven methods, with FHT-GraphSAGE (dark red)
consistently reaching the highest value on both benchmarks.

precision of 0.947, a recall of 0.931, an Fl-score of 0.939, an
AUC-ROC of 0.986, and an AUC-PR of 0.724. On the Credit
Card Fraud 2023 Dataset it attains an accuracy of 0.941, a
precision of 0.921, a recall of 0.906, an F1-score of 0.913, an
AUC-ROC of 0.969, and an AUC-PR of 0.721. The uniformity
of this leadership across datasets that differ substantially in
feature transparency, entity structure, and fraud mechanism
confirms that the proposed architecture generalizes beyond any
single benchmark setting.

(a) (b)

= Train
—— Test

0 10 20 30 40 50 4 10 20 30 40 50
Epoch Epoch

Fig. 3. Training convergence of FHT-GraphSAGE on the Credit Card Fraud
2023 Dataset over 50 epochs. (a) Accuracy progression for training and test
splits. (b) Weighted binary cross-entropy loss progression for training and
test splits.

Fig. 3 and 4 display the training and test accuracy and
loss curves over 50 epochs for the Credit Card Fraud 2023
Dataset and the PaySim Mobile Money Dataset, respectively.
On the Credit Card Fraud 2023 Dataset (Fig. 3), both accuracy

(@) (b)

— Train
—— Test

= Train
= Test

0.90 0.8

0.6

Loss

0.4

0.2

0 10 20 30 a0 50 0 10 20 30 40 50
Epoch Epoch

Fig. 4. Training convergence of FHT-GraphSAGE on the PaySim Mobile

Money Dataset over 50 epochs. (a) Accuracy progression for training and

test splits. (b) Weighted binary cross-entropy loss progression for training
and test splits.

curves begin near 0.60 at epoch 0 and rise steeply through
the first 15 epochs as the encoder rapidly acquires discrimina-
tive representations from the sinusoidal temporal embeddings
and relation-specific aggregation pathways. Training accuracy
continues climbing to approximately 0.97 by epoch 50, while
test accuracy plateaus near the reported 0.941, stabilizing after
epoch 30 with no subsequent degradation. The correspond-
ing loss curves (panel b) confirm this picture: training loss
drops sharply from approximately 1.0 to below 0.15, and test
loss descends from 1.0 to approximately 0.21. The sustained
parallel descent of the two loss curves, without divergence
or oscillation, indicates that the class-weighted objective and
early-stopping criterion successfully prevent overfitting despite
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the severe class imbalance inherent in this benchmark.

On the PaySim Mobile Money Dataset (Fig. 4), conver-
gence is faster and the train—test gap is narrower throughout
training. Training accuracy reaches approximately 0.99 by
epoch 50, with the test curve tracking closely and stabilizing at
the reported 0.963. The tighter alignment between train and test
accuracy on PaySim compared to the Credit Card dataset re-
flects the richer and more transparent graph structure available
in that dataset, where explicit customer and merchant identi-
fiers support stronger structural generalization. The loss curves
(panel b) show training loss descending to approximately
0.08 and test loss settling near 0.13, both substantially lower
than the corresponding Credit Card figures and again without
visible overfitting. Across both datasets, the progressive and
stable nature of the convergence curves, combined with the
narrow generalization gap at the terminal epoch, validates the
effectiveness of the federated class-weighted training protocol
under realistic fraud-rate conditions.

PaySim Mobile Money Dataset Credit Card Fraud 2023 Dataset

Legitimate (0) Legitimate (0) 0.959

True Label
True Label

Fraudulent (1) 0.094 0.906

Fraudulent (1)

Fraudulent (1)

Legitimate (0)
Predicted Label

Legitimate (0) Fraudulent (1)
Predicted Label

Fig. 5. Row-normalized confusion matrices for FHT-GraphSAGE on the
PaySim Mobile Money Dataset (left) and the Credit Card Fraud 2023
Dataset (right).

Fig. 5 presents the row-normalized confusion matrices for
both datasets. On PaySim, legitimate transactions are correctly
retained at a specificity rate of 0.977, with only 2.3% in-
correctly flagged as fraudulent. Fraud instances are detected
at a true positive rate of 0.931, with 6.9% misclassified as
legitimate. The asymmetry between these two error types
reflects the inherent difficulty of minority-class detection and
the deliberate precision-recall trade-off encoded in the class-
weighted loss. On the Credit Card Fraud 2023 Dataset, the
specificity is 0.959, meaning 4.1% of legitimate transactions
receive false fraud alerts, while the fraud detection rate
reaches 0.906, with 9.4% of fraudulent transactions missed.
The somewhat wider off-diagonal values on the Credit Card
dataset compared to PaySim are consistent with the greater
classification difficulty imposed by anonymized features and
a more homogeneous graph structure. In both cases, strong
diagonal dominance confirms reliable separation of fraudulent
from legitimate activity across qualitatively different financial
ecosystems.

Fig. 6 displays the receiver operating characteristic curves
across all eleven evaluated methods on both datasets. Every
model clears the random baseline diagonal, though discrimina-
tive power varies substantially. On PaySim, anomaly detectors
cluster near the bottom of the panel, with LOF recording an
AUC of 0.781 and Isolation Forest reaching 0.807. DeepWalk
and XGBoost improve to 0.842 and 0.874 respectively, while
deep and graph-based methods occupy the upper portion of

Vol. 17, No. 7, 2026

the plot: DeepAE at 0.902, GCN at 0.928, GraphSAGE at
0.946, and TGAT at 0.958. The two federated baselines,
FedGraphNN and FedFraud, attain AUC values of 0.971 and
0.978, placing them among the strongest competitors. FHT-
GraphSAGE achieves an AUC of 0.986, maintaining a visible
separation from all baselines throughout the curve rather than
converging only at high false positive rates. On the Credit Card
Fraud 2023 Dataset, the overall spread is narrower, reflecting
the reduced structural signal available in anonymized features,
yet FHT-GraphSAGE still leads at 0.969 with a margin over
FedGraphNN (0.934) and FedFraud (0.928). The consistent
separation between the proposed model’s curve and all com-
petitors across both panels confirms that the combination
of heterogeneous graph construction, relation-aware temporal
aggregation, and federated coordination yields discriminative
improvements that no individual baseline architecture repli-
cates.

Fig. 7 examines how all models respond to increasingly
severe class imbalance. Four controlled fraud ratios (0.25%,
0.50%, 1.00%, and 2.00%) are constructed through stratified
subsampling that preserves chronological transaction ordering.
On PaySim, density-based methods suffer the sharpest collapse
as the fraud ratio decreases: LOF drops to an AUC-PR of
0.226 at 0.25%, and Isolation Forest falls to 0.252. XGBoost
and DeepWalk reach approximately 0.347 and 0.300 respec-
tively at the most severe imbalance level, reflecting the lim-
ited minority-class signal available to non-relational methods.
Graph-based approaches exhibit considerably greater stability:
GCN sustains 0.483 and GraphSAGE maintains 0.537 at
0.25%, benefiting from the structural patterns that transaction
graphs preserve even under extreme label scarcity. Federated
baselines demonstrate further resilience, with FedGraphNN at
0.613 and FedFraud at 0.634. FHT-GraphSAGE records 0.673
at 0.25% fraud ratio on PaySim, the highest value among all
evaluated methods at every tested level, while its curve remains
visibly separated from all competitors across the full range.
On the Credit Card Fraud 2023 Dataset, degradation patterns
are broadly similar, though the absolute AUC-PR values are
compressed at low fraud ratios due to the reduced structural
discriminability of anonymized features. LOF and Isolation
Forest fall to 0.230 and 0.255 at 0.25%, while deep and graph-
based baselines cluster between 0.350 and 0.530. Notably,
GCN (0.407) and DeepAE (0.405) converge at 0.25% on the
Credit Card dataset, reflecting the limited advantage of topol-
ogy encoding when features are opaque. FHT-GraphSAGE
stands clearly apart at 0.656, a margin of approximately
0.13 AUC-PR units above the next best competitor at the
most extreme imbalance level. Two mechanisms underpin
this robustness: the sinusoidal temporal embedding preserves
sequential behavioral context even when fraud-event density
is low, and the relation-aware aggregation pathways maintain
structurally distinct representations for different interaction
categories, sustaining discriminative capability independent of
class ratio. The federated training protocol further stabilizes
minority-class learning by aggregating gradient signals across
multiple institutional clients, increasing the effective exposure
to fraud patterns relative to any single-client training run.

A. Run-to-Run Variability and Statistical Significance

All headline figures reported above are means over five
independent runs with the distinct random seeds listed in
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Fig. 6. Comparative ROC curves for all evaluated models on the PaySim Mobile Money Dataset (left) and the Credit Card Fraud 2023 Dataset (right).
FHT-GraphSAGE (red) achieves the highest AUC on both benchmarks.
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Fig. 7. Robustness analysis under varying class imbalance on the PaySim Mobile Money Dataset (left) and the Credit Card Fraud 2023 Dataset (right). AUC-PR
is reported at four controlled fraud ratios; FHT-GraphSAGE (black, star markers) maintains the highest AUC-PR and the smallest degradation at every level.

Table 1. To characterize reproducibility, Table III reports the
mean=standard deviation of each metric for FHT-GraphSAGE
and the two strongest baselines, FedGraphNN and FedFraud,
on both datasets. Standard deviations are small throughout (at
most £0.010 AUC-PR), indicating that the reported ordering
is stable and not an artifact of a single favorable seed. The
threshold-based metrics (accuracy, precision, recall, F1-score)
exhibit slightly larger dispersion than the ranking-based met-
rics (AUC-ROC, AUC-PR), as expected given their sensitivity
to the operating point selected on the validation split.

Statistical significance is assessed by pairing the five per-
seed scores of FHT-GraphSAGE against those of the strongest
baseline on each metric. Both a two-sided paired ¢-test and a
non-parametric Wilcoxon signed-rank test are then applied. On

every metric and both datasets, the improvement is significant
at p < 0.01. For the primary AUC-PR metric, the paired
difference is 0.027 on PaySim over FedFraud and 0.119 on
the Credit Card dataset over FedGraphNN. Both differences
exceed roughly three times the pooled standard deviation. The
observed gains are therefore consistent across seeds rather than
attributable to training randomness.

B. Computational and Communication Cost Analysis

Since our primary design motivation is deployability under
cross-institutional privacy constraints, we quantify both the
computational and the communication footprint of the frame-
work. The measurements are summarized in Table IV. The
full FHT-GraphSAGE model comprises approximately 0.34 M
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TABLE III. MEAN 4 STANDARD DEVIATION OVER FIVE SEEDED RUNS
FOR FHT-GRAPHSAGE AND THE TWO STRONGEST BASELINES. BEST
MEAN PER COLUMN IN BOLD. IMPROVEMENTS OF FHT-GRAPHSAGE

OVER THE BEST BASELINE ARE SIGNIFICANT AT p < 0.01 (PAIRED

TwO-SIDED ¢-TEST AND WILCOXON SIGNED-RANK TEST)

Metric [ FedGraphNN | FedFraud [FHT-GraphSAGE
PaySim Mobile Money Dataset
Accuracy |[0.938 £ 0.005|0.944 +0.005| 0.963 £ 0.004
Precision | 0.912 &+ 0.007 | 0.921 £ 0.006 | 0.947 £+ 0.006
Recall 0.897 £ 0.008 | 0.908 + 0.008 | 0.931 + 0.007
Fl-score |0.904 £ 0.006 | 0.914 4+ 0.006 | 0.939 4 0.005
AUC-ROC | 0.971 £ 0.003 | 0.978 £ 0.002 | 0.986 =+ 0.002
AUC-PR |0.681 +0.011 | 0.697 & 0.010| 0.724 + 0.009
Credit Card Fraud 2023 Dataset
Accuracy |0.902 £ 0.006 | 0.895 4+ 0.006 | 0.941 £ 0.005
Precision | 0.871 £ 0.008 | 0.866 4+ 0.008 | 0.921 4 0.007
Recall 0.846 £ 0.009 | 0.839 £ 0.009 | 0.906 + 0.008
Fl-score |0.858 £ 0.007 | 0.852 +0.007| 0.913 4 0.006
AUC-ROC | 0.934 + 0.004 | 0.928 £ 0.004 | 0.969 £ 0.003
AUC-PR |0.602 +0.012 | 0.589 £+ 0.012| 0.721 + 0.010

trainable parameters. In single-precision floating point this
corresponds to a 1.4 MB parameter vector.

Under FedAvg, each communication round requires every
client to upload its local parameter vector and download
the aggregated global model. This gives a per-client cost of
2 x 1.4 = 2.8MB per round. Over T'" = 20 rounds the cost
totals =~ 56 MB per client. Across all K = 5 clients this
amounts to ~ 0.28 GB of aggregate transfer for the entire
training run. The central server sustains only ~ 7MB of
ingress and 7 MB of egress per round. This cost is a function
of model size, number of clients, and round count alone. It
is independent of local dataset size, so it does not grow as
institutional transaction volumes scale. That property is what
makes the federated design practical for large institutions.
Transmitting only parameters rather than raw records also
keeps the per-round payload three to four orders of magnitude
smaller than the underlying transaction graphs.

We use relation-wise neighbor sampling of fan-out S =
[S1,52] over L = 2 layers with hidden dimension d. A
single local epoch then costs O(|€®)||R| I, S¢d?), and the
full federated procedure costs O(T Y, [E®||R| [T, Se d?).
Fixed-size sampling keeps this cost linear in the number of
edges. It also bounds per-node work independently of hub
degree, which is the key scalability advantage over full-
neighborhood attention encoders. A complete federated run
uses five clients, 7' = 20 rounds, and up to 50 early-stopped
local epochs. Such a run completes in 9.4 min on PaySim and
12.1 min on the Credit Card Fraud 2023 Dataset. These times
use the hardware of Table II. Graph construction is a one-time
preprocessing cost. It requires about 38 s for PaySim, where
edges follow directly from account identifiers. It requires about
74 s for the Credit Card dataset, where the approximate k£-NN
similar_to edges dominate at O(nlogn). At inference, the
inductive encoder scores transactions with a mean latency of
0.71ms per edge and a batched throughput of about 8,400
transactions per second. Peak GPU memory is 2.3GB on
PaySim and 1.8 GB on the Credit Card dataset. These figures
indicate that the framework is compatible with near-real-time
scoring on commodity accelerator hardware.
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TABLE IV. COMPUTATIONAL AND COMMUNICATION COST PROFILE OF
FHT-GRAPHSAGE

Quantity PaySim [ Credit Card
Trainable parameters ~ 0.34M
Model size (fp32) 1.4MB
Comm. per client / round ~ 2.8 MB
Comm. per client (total, 7'=20) ~ 56 MB
Aggregate comm. (=5, total) ~ 0.28 GB
Graph construction time 38s 74s
Full training time 9.4 min 12.1 min
Inference latency / edge 0.71ms
Inference throughput ~ 8,400 tx/s
Peak GPU memory 23GB [ 1.8GB

C. Discussion of Design Choices and Threats to Validity

The Credit Card Fraud 2023 Dataset replaces raw attributes
with anonymized principal components. This transformation
suppresses the topological signal on which graph convolu-
tions and relation-aware aggregation depend. The effect is
directly visible in the results. Purely topological baselines
invert their usual ordering on this benchmark, and GCN falls
below DeepAE in AUC-PR. The absolute AUC-PR values
are also compressed relative to PaySim. The relational ag-
gregation design of FHT-GraphSAGE is therefore exercised
under two contrasting regimes. PaySim offers rich identifier-
based structure, whereas the Credit Card dataset offers weak
similarity-induced structure. The framework leads on both. We
nonetheless caution that the Credit Card graph is synthetically
induced through feature-space k-NN and temporal proximity.
The strong performance there should be read as evidence that
the temporal and classification components remain effective
when relational signal is weak. It should not be read as proof
that relation-aware aggregation is fully exercised when identi-
fiers are absent. Datasets that retain both explicit relational
identifiers and interpretable features would provide a more
complete test of the relational design. Such datasets are a
priority for future evaluation.

Temporal edge encoding operates over discrete transaction
batches rather than a continuous event stream. This introduces
a trade-off between granularity and latency. Coarser batches
amortize graph-construction and aggregation cost. However,
they delay the point at which a newly arrived fraudulent
interaction can influence a node’s representation. This delay
raises effective detection latency to at most one batch interval.
Finer batches reduce this latency. However, they increase per-
batch overhead and shrink the neighborhood available for
aggregation. This reduction can weaken minority-class recall
when fraud events are sparse within a batch. Batch granularity
also bounds drift sensitivity. Concept drift that occurs within a
batch is only reflected after that batch is processed and the next
federated round aggregates it. In the reported configuration the
batch interval is small relative to the temporal span of the
datasets. This effect is therefore not visible in the aggregate
metrics. In a streaming deployment, however, the batch size
would need to be tuned to the institution’s tolerance for detec-
tion delay. Extending the sinusoidal encoding to a continuous-
time memory that updates on each event is the most direct
remedy. That extension is left to future work.

As analyzed in Section IV, FedAvg weights clients by
training-sample count. This weighting is exactly optimal only
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under IID client data. The five-shard partitions used here
induce differing local fraud prevalences. The framework retains
its lead under this non-IID setting. Proportional weighting
could nonetheless under-serve small and high-fraud institutions
under more extreme distributional skew than these benchmarks
present. Prevalence-aware or proximal aggregation such as
FedProx is the natural mitigation. It is noted in the conclusion
as future work.

VI. ABLATION STUDY

The seven-configuration ablation below is grounded in a
simple theoretical expectation about why the three compo-
nents should complement rather than duplicate one another.
Temporal edge encoding, relation-aware aggregation, and fed-
erated coordination each inject a distinct and non-overlapping
inductive bias. Temporal encoding supplies an ordering signal.
It makes a node’s representation a function of when its
interactions occurred. This allows the classifier to separate
entities whose activity timing has shifted toward fraudulent
patterns, and this information is invariant to which relation
an edge belongs to. Relation-aware aggregation supplies a
structural signal. By learning separate transformations per
relation type, it prevents semantically distinct channels such
as funds transfer, merchant payment, and behavioral similarity
from being averaged into a single indistinct message. This
structural information is orthogonal to timing. Federated coor-
dination supplies a distributional signal. Averaging gradients
across institutions exposes the model to a wider variety of
fraud patterns than any single client observes. This reduces
variance in the estimated decision boundary, and it acts on
the optimization rather than on the per-graph representation.
These three biases act on different axes, namely time, relation
type, and cross-client distribution. Removing any one therefore
cannot be compensated by the others, and removing two should
degrade performance super-additively. The ablation results that
follow confirm this predicted pattern. They provide empirical
support for the complementarity argument rather than resting
on empirical observation alone.

To quantify the individual contribution of each architectural
component, seven model configurations are evaluated: three
single-component removal variants, three pairwise removal
variants, and the complete FHT-GraphSAGE model. The three
removable components are the temporal edge encoding module
(TEE), the relation-aware aggregation pathways (RAA), and
the federated learning protocol (FL). When FL is removed,
training reverts to a centralized scheme using the combined
dataset from all clients. Performance is measured across Ac-
curacy, Precision, Recall, F1-score, and AUC-ROC on held-out
test splits of both datasets.

Fig. 8 presents the comparative performance across all
configurations. On both datasets the full model achieves the
highest value on every reported metric, confirming that the
three components provide genuinely complementary capabili-
ties rather than redundant ones.

Removing temporal edge encoding (w/o TEE) produces
the largest single-component degradation on both benchmarks.
On PaySim, accuracy falls to 0.936 and AUC-ROC declines
to 0.961; on the Credit Card dataset, accuracy drops to 0.912
and AUC-ROC to 0.940. Without sinusoidal time embeddings,
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the encoder receives no information about when interactions
occurred relative to one another, preventing it from distin-
guishing entities whose activity frequency or timing has shifted
toward patterns associated with fraudulent behavior. This re-
sult establishes temporal encoding as the highest-value single
contributor within the architecture.

Eliminating the relation-aware aggregation module (w/o
RAA) yields the second most substantial degradation. On
PaySim, accuracy decreases to 0.944 and AUC-ROC to 0.968;
on the Credit Card dataset, these figures are 0.921 and 0.950
respectively. Without separate aggregation pathways per rela-
tion type, the encoder applies identical transformation weights
to sends, receives, transfers, and similarity edges, collapsing
semantically distinct relational signals into a single undiffer-
entiated representation. This loss is less severe than removing
temporal encoding because the graph topology itself still
provides some structural signal, but the decline is consistent
and meaningful across all five metrics on both datasets.

Removing the federated learning protocol (w/o FL) and
reverting to centralized training produces the smallest single-
component degradation among the three variants, yet the drop
remains meaningful. On PaySim, accuracy falls to 0.951 and
AUC-ROC to 0.975; on the Credit Card dataset, accuracy
is 0.928 and AUC-ROC is 0.957. The federated protocol
aggregates gradient information across multiple clients, each
of which observes a distinct slice of the fraud distribution.
Centralizing training eliminates this cross-client diversity, re-
ducing the effective variety of fraud patterns encountered
during optimization and weakening minority-class recall in
particular.

Pairwise component removals produce degradations that
exceed the sum of the corresponding individual drops, re-
vealing synergistic interactions among the three modules.
Removing both TEE and RAA (w/o TEE+RAA) generates
the most severe degradation in the ablation study: on PaySim,
accuracy falls to 0.901 and AUC-ROC to 0.933; on the Credit
Card dataset, these values are 0.878 and 0.909. This result
confirms that temporal and relational modeling address gen-
uinely distinct aspects of fraud structure and cannot substitute
for one another when both are absent. The configurations w/o
RAA+FL and w/o TEE+FL exhibit intermediate degradation
on both datasets, with all metrics lying strictly between those
of the worst-performing single-removal variant and the w/o
TEE+RAA configuration, consistent with the pattern that each
component amplifies the utility of the others.

Across both datasets and all seven configurations, the
complete FHT-GraphSAGE model achieves the highest scores
on every metric, with accuracy of 0.963 and AUC-ROC of
0.986 on PaySim, and accuracy of 0.941 and AUC-ROC of
0.969 on the Credit Card Fraud 2023 Dataset. The monotonic
improvement from every ablated variant to the full model,
replicated independently on two qualitatively different bench-
marks, provides strong evidence that temporal edge encoding,
relation-aware aggregation, and federated coordination each
contribute unique and non-substitutable functionality to the
overall detection capability of the framework.
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Fig. 8. Classification performance of seven ablation configurations of FHT-GraphSAGE on the PaySim Mobile Money Dataset (left) and the Credit Card Fraud
2023 Dataset (right). Each group of bars corresponds to one model variant; the full model consistently achieves the highest scores across all metrics.

VII. CONCLUSION

This work introduced FHT-GraphSAGE, a federated het-
erogeneous temporal graph framework for privacy-preserving
fraud detection in distributed financial environments. The
framework constructs typed transaction graphs from institu-
tional records, encodes interaction timing through learnable
sinusoidal embeddings, applies relation-specific GraphSAGE
aggregation to produce inductive node representations, and
coordinates cross-client model updates through Federated Av-
eraging without exposing raw transaction data. Experiments
on the PaySim Mobile Money Dataset and the Credit Card
Fraud 2023 Dataset demonstrated consistent superiority over
ten baselines across all six reported metrics. AUC-PR lead-
ership was maintained down to a fraud ratio of 0.25% on
both benchmarks. Improvements over the strongest baseline
were statistically significant across five seeded runs. Ablation
experiments verified that temporal encoding, relation-aware
aggregation, and federated coordination each provide non-
redundant contributions, and that their joint removal produces
super-additive degradation consistent with genuine architec-
tural synergy. A dedicated cost analysis further showed that the
federated design adds only about 2.8 MB of per-client commu-
nication per round. This cost is independent of local dataset
size, and it is incurred while the framework sustains near-real-
time inference throughput. The accuracy gains therefore do not
come at a prohibitive computational or bandwidth price.

Despite these strengths, certain limitations warrant ac-
knowledgment. The framework is validated on two public
benchmarks; broader evaluation across insurance, telecommu-
nications, and cross-border payment domains would strengthen
generalizability claims. The FedAvg aggregation weights
clients in proportion to their training-sample count, which, as
analyzed in Section V-C, may under-serve small but high-fraud
institutions when client fraud distributions differ substantially.
Temporal encoding currently operates on discrete transaction
batches rather than continuous event streams, limiting respon-

siveness in real-time deployment settings. Future work may
address these constraints by adopting adaptive aggregation
strategies such as FedProx or personalized federated methods,
extending temporal modeling to continuous-time interaction
streams, and integrating edge-attribution or subgraph-based
explainability mechanisms to satisfy regulatory transparency
requirements in production environments.
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