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Abstract—Digital media integrity is seriously threatened by
deepfake technology, especially under real-world visual
degradations such as poor resolution, noise, greyscale conversion,
and compression artefacts. Unlike prior hybrid deepfake detectors
that focus primarily on clean benchmark datasets, the proposed
tri-stream framework is designed to improve robustness under
multiple concurrent visual degradations through adaptive cross-
attention fusion of spatial, semantic, and frequency-domain
features. We propose HDST-CAF, a tri-stream architecture
combining a lightweight Vision Transformer for global semantic
inconsistencies, a multiscale CNN Feature Pyramid Network for
local texture artefacts, and a Frequency Domain Analysis stream
for GAN/diffusion fingerprints invisible in the spatial domain. The
three streams are fused via bidirectional cross-attention with
adaptive gating to dynamically weight complementary spatial and
spectral cues conditioned on input degradation severity, trained
with a joint main and auxiliary classification loss. On a custom
multi-condition dataset of 506 videos (five degradation categories,
approximately 5,060 extracted faces via YOLOv11), HDST-CAF
achieves 92% overall accuracy, outperforming an identically
evaluated ResNet18 baseline (89%) under most conditions, with
97% on greyscale and 96% on expression manipulation. Per-
category accuracy ranges from 58% to 97%, with face swapping
(74%) and low resolution (58%) remaining the most difficult
cases. The proposed cross-attention tri-stream fusion offers a
practical framework for deepfake forensics under real-world
degradation, achieving a three-point improvement over the
ResNet18 baseline in overall accuracy.

Keywords—Vision transformer; frequency domain analysis;
convolutional neural networks; feature pyramid network; multi-
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L INTRODUCTION

Advances in GAN and diffusion models have made it
possible to create hyper-realistic facial alterations, or
“deepfakes”, which represent quantifiable risks to the
authenticity of digital media, individual privacy, and public
confidence [1], [2]. Contemporary deepfakes are frequently

indistinguishable from real content, which raises serious issues
for online platforms, law enforcement, media, and political
communication [3]. Robust detection is an urgent research issue
since the barrier to creating manipulated media has decreased
due to freely available deepfake technologies.

Current detectors work well on clean benchmark datasets
like Face Forensicst++ [5], Celeb-DF [6], and DFDC [7], but
with real-world visual degradations such as noise, low
resolution, colour space transformations, and compression
artefacts, accuracy can decline by as much as 50% [8], [9]. The
fragility of existing detection frameworks is caused by this lab-
to-deployment gap [10]. Because CNNs are effective at
capturing local texture artefacts, they have been the foundation
of most deepfake detection algorithms [11], [12]. However,
CNN s are fundamentally incapable of detecting global semantic
discrepancies. Self-attention is how Vision Transformers (ViTs)
deal with this [13], [14], but they could miss subtle local cues.
Furthermore, recent research shows that distinctive frequency
domain fingerprints left by deepfake generators are not obvious
to merely spatial analysis [15], [16]. Hybrid architectures are
motivated by these complementary strengths.

HDST-CAF uses a tri-stream design with four major
contributions to overcome these limitations:

1) A tri-stream fusion of a frequency domain evaluation
stream, a lightweight ViT, and a multiscale CNN-FPN, jointly
evaluated for the first time under five concurrent real-world
degradation conditions within a single architecture.

2) An adaptively gated, bidirectional Cross-Attention
Fusion module for comprehensive inter-stream
communication.

3) A unique multi-condition deepfake dataset with 506
videos in five different degradation categories

4) Thorough analysis showing 92% accuracy, three
percentage points better than ResNet18. Fig. 1 depicts the entire
architecture.
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Fig. 1. The HDST-CAF tri-stream architecture combines CNN-FPN (local
texture), ViT (global semantics), and Frequency Domain Analysis (spectral
fingerprints) through adaptive gating and bidirectional cross-attention.

II. LITERATURE REVIEW

A. CNN-Based Spatial Detectors

The FaceForensics++ (FF++) standard was created by
Rossler et al. [5], who reported 96.36% XceptionNet accuracy
with high-quality (c23) compression and 86.86% under low-
quality (c40) compression, defining the accuracy-quality
tradeoff in later studies. Li et al. [6] introduced Celeb-DF, where
legacy detectors averaged only 65.3% AUC, confirming that
second-generation datasets expose a sharp generalisation gap.
Dolhansky et al. [7] released DFDC with 119,197 clips; the
winning solution achieved 82.56% AUC.

Zhao et al. [11] proposed the Multi-Attentional Deepfake
detector (MAD), achieving 97.60% accuracy on FF++ (HQ) but
dropping 30 AUC points across datasets. Guo et al. [12]
introduced LDFnet, achieving 96.35% AUC on FF++ with only
4.1M parameters, demonstrating that parameter efficiency need
not compromise detection accuracy, a principle also established
for transformer-based fine-tuning in other domains [4]. Cao et
al. [19] developed RECCE, reaching 97.06% AUC on FF++ and
69.25% on Celeb-DF.

B. Vision Transformer and Hybrid Architectures

Wodajo et al. [13] proposed CViT (CNN + ViT), reporting
91.5% accuracy on DFDC. Heo et al. [14] combined CNN
features with distillation-enhanced ViT, achieving 82.63% on
Celeb-DF v2. Coccomini et al. [20] combined EfficientNet-BO
with cross-attention ViT at 87.95% AUC on DFDC. Miao et al.
[21] proposed F2Trans, attaining 99.55% accuracy on FF++
(HQ). Gautham Rishab et al. [23] applied Video Vision
Transformer (ViViT) to temporal deepfake detection, reaching
93.1% accuracy on Celeb-DF v2. Lin et al. combined multi-
scale convolution with a vision transformer for forgery
localisation [18], and Khormali and Yuan proposed a self-
supervised graph transformer that reduces dependence on
labelled pre-training data [22]. Across this body of work,
robustness is consistently reported on a single clean benchmark
at a time; none of these hybrid detectors, including [13], [14],
[18], [20]-[23], is evaluated under the compounded, multi-
degradation conditions this study addresses, which is the
specific gap HDST-CAF targets rather than the tri-stream
combination alone.
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C. Frequency-Domain and Dual-Stream Methods

Qian et al. [15] introduced F3-Net using Frequency
Component Decomposition, reporting 97.52% accuracy on
FF++ (LQ), surpassing Xception by 10 points. Liu et al. [16]
proposed SPSL with phase spectrum features at 91.5% on FF++
(LQ). Wang et al. [24] achieved 97.18% AUC on FF++ (c23)
via spatial frequency knowledge distillation. Cheng et al. [25]
proposed MIDSN, reaching 99.34% on FF++ (HQ). Zhang et al.
[27] developed TSFF-Net with cross-attention, achieving
97.47% accuracy on FF++ (c23) with a 4.3-point improvement
on compressed deepfakes. Guo et al. constructed backbone
networks via space-frequency interactive convolution [17], and
Zhao et al. combined spatial and frequency dual-stream
branches for forgery detection [26], both reinforcing that
frequency cues consistently add value alongside spatial features.
However, these frequency-domain approaches remain limited in
that each was validated only on high-quality or single-
degradation benchmarks; how their spectral fingerprints hold up
once the input is itself degraded (e.g., low resolution or heavy
compression, which alter the frequency spectrum directly) is left
unexamined, motivating the explicit frequency-under-
degradation evaluation performed here.

D. Cross Attention and Multi-Modal Approaches

Chen et al. [29] introduced CrossViT, achieving 93.2%
accuracy on FF++ when adapted for deepfake detection.
Petmezas et al. [30] proposed a hybrid CNN-LSTM-
Transformer model attaining 98.3% on VoxCeleb2 and 92.1%
on Celeb-DF. Tan et al. [31] reported 99.17% AUC on FF++
(HQ) with FreDF. Gong et al. [32] introduced Swin-Fake with
98.4% accuracy on FF++. Soudy et al. [34] achieved 97%
accuracy on FF++ with a three-component pipeline fused via
majority voting. Zheng et al. proposed a spatio-frequency cross-
fusion model that jointly performs detection and segmentation
[28], closest in spirit to the cross-attention fusion used here,
though again evaluated only on clean benchmark splits.

E. Research Gap

Table I summarises twelve representative prior works. Three
key observations emerge: 1) accuracy on clean benchmarks is
saturating above 97%, but cross-dataset performance drops 15-
30 percentage points; 2) spatial frequency fusion methods
consistently outperform single-domain approaches by 2.4-7.2
AUC points; 3) no prior study simultaneously evaluates
detection under five concurrent visual degradations. This pattern
is corroborated at larger scale by the DeepfakeBench study,
which benchmarked dozens of detectors under a unified protocol
and reported comparably large cross-dataset accuracy drops
[33]. Table Ib below contrasts HDST-CAF against the closest
prior hybrid and frequency-domain detectors along five axes:
frequency features, vision-transformer semantics, cross-
attention fusion, multi-degradation evaluation, and adaptive
(input-conditioned) fusion, making explicit which combination
of properties is genuinely new rather than a re-assembly of
existing components. HDST-CAF is designed to close each of
these three gaps.
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TABLE L. QUANTITATIVE COMPARISON OF RECENT DEEPFAKE DETECTION METHODS
Method Year Architecture Dataset Acc. AUC Params
XceptionNet [5] 2019 CNN FF++(c23) 96.36% 0.963 22.8M
MAD [11] 2021 Multi-Attn CNN FF++(HQ) 97.60% 0.993 28.2M
F3-Net [15] 2020 Freq. CNN FF++(LQ) 97.52% 0.981 22.5M
SPSL [16] 2021 Phase Spectrum FF++(LQ) 91.50% 0.953 23.1IM
CViT [13] 2023 CNN+VIT DFDC 91.50% 0.910 89.1IM
LDFnet [12] 2024 Dyn. Fusion FF++(c23) 95.20% 0.963 4.1M
F2Trans [21] 2023 HF Transformer FF++(HQ) 99.55% 0.998 30.60M
TSFF-Net [27] 2024 Dual-Stream+CA FF++(c23) 97.47% 0.988 31.5M
Swin-Fake [32] 2024 Swin-T FF++ 98.40% 0.990 28.3M
MF-Net [35] 2025 Multi-Feat. FF++(HQ) 98.23% 0.988 41.0M
HDST-CAF 2025 Tri-Stream+CA Multi-Cond. 92% 0.975 14.1IM
TABLE IB. QUALITATIVE FEATURE COMPARISON OF HDST-CAF AGAINST REPRESENTATIVE HYBRID AND FREQUENCY-DOMAIN DETECTORS
Method Frequency Features Vision Transformer Cross Attention Multi-Degradation Eval. Adaptive Fusion
F3-Net [15] Yes No No No No
SPSL [16] Yes No No No No
CVIT [13] No Yes No No No
TSFF-Net [27] Yes No Static No No
Zheng et al. [28] Yes No Yes No No
Khormali & Yuan [22] | No Graph-Trans. No No No
HDST-CAF (Ours) Yes Yes (lightweight) Bidirectional Yes (5 categories) Yes (learned gate)

HDST-CAF is the only entry combining all five properties
simultaneously; the tri-stream architecture itself is not novel in
isolation, but the joint combination of bidirectional cross-
attention, learned adaptive fusion, and evaluation across five
concurrent degradation categories has not been previously
reported together.

III. PROPOSED METHODOLOGY

The theoretical underpinnings and numerical formulation of
the suggested hybrid architecture are established in this section.
The framework is intended to mitigate the weaknesses of
conventional deepfake detectors when analysing visual inputs
that are degraded along multiple dimensions simultaneously.
The architecture comprises three parallel pathways, a spatial
local stream, a spatial global stream, and a frequency domain
stream, which are combined by adaptive cross-attention, as
illustrated in Fig. 2.

A. Problem Formulation and System Architecture Overview

Deepfake detection is framed as a supervised binary
classification problem mapped upon a highly nonstationary
image manifold. Let D be the training dataset, represented by
the tensor x; € R3*#*W which is an input colour image with

three colour channels, spatial height H, and width W . The
variable y; € {0,1} represents the ground truth label, where 0
indicates a manipulated image and the 1 indicates an authentic
image.

Approximating an ideal mapping function is the goal,
fo: R¥*H*W - 10,1]%, parameterized by a set of learnable
weights 8, mapping the input tensor to a two-dimensional
probability simplex. The optimal parameter configuration 0" is
obtained by minimizing the empirical risk:

6" = argmin E y)p[L(fo (x), )] 1)

where, L is a distinct loss functional, and E is the expectation
operator. The composition is the definition of the mapping
function fjy.

folx) =C (F(SCNN(X)'SViT(x)’SFDA(X))) )

where, Scyn, Syir,andSgp,  stand  for the  Vision
Transformer stream, the Convolutional Feature Pyramid stream,
and the Frequency Domain stream, respectively. The cross-
attention fusion mechanism is represented by the function F,
while the final classifier is indicated by the function C.
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B. Preprocessing and Structural Similarity Filtering

A spatial preprocessing method is applied to raw video
sequences in order to separate facial regions. Based on a
confidence threshold T, a bounding box extraction function Yy,
parameterised by ¢, extracts candidate face areas B, for a video
frame v;:

By = {b € Yy (vp):x0v(b) = T} 3

A Structural Similarity Index Measure filtering procedure is
used between an individual face x and its reference authentic
face x' in order to guarantee that the network learns significant
manipulation artefacts.

EXIM(x, x") 4)
_ (ZHxe’ + Cl)(zoxx' + CZ)

(2 +pd 4 )02+ 0%+
X X

In this case, p, and p,s stand for local average pixel
intensities, 02 and 032{, for local spatial variances, and o,/ for
the local spatial covariance that indicates structural correlation.
Numerical instability is avoided via the stabilisation constants
c¢; and ¢, . Only when this resemblance is less than a
predetermined threshold are frames kept.

C. Multi-Scale Convolutional Feature Pyramid Stream

Localised spatial artefacts are captured by the first stream,
Scnn- Let K, s be a learnable convolutional kernel with a stride
parameter of s and a spatial dimension of k X k. The Gaussian
Error Linear Unit, represented as ¢(z) = zd(z), whered(2),
is the nonlinear activation function that is used. The first
projection C; is obtained by initial spatial downsampling:

€1 = MogTlook,, (cb (BN(K; , * x))> (%)

For abstraction levels m € {2,3,4}, subsequent higher-
level feature maps are produced recursively using the discrete
convolution operation * and batch normalisation function BN:

Cm =& (BN (KM # ¢ (BN(Kz + Cm_l))))
Input Video 1. Local Texture 2. Global Semantics
(CNN-FPN) (Vision Transformer)
Patch Embedding
EEEE
EEEE
Face Detection . - ' ﬁ
(YoLov11) l
l ay 2 Transformer Encoder
Face Crop &Y — " Encoder Blocks
T | | —|)| | =
| — 75 v
Resize & Normalize Class Token
224x224x3 i

(T |

Local Features Fq,, Global Features F,
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A Feature Pyramid Network combines rich semantic context
with high-resolution texture. The channel dimension is reduced
using a lateral projection B, = K; 1 * C;, , which is then
aggregated using a bilinear upsampling operator U:

Py =P; +U(P) @)

Spatial dimensions are collapsed by an average global
pooling operation, and the vector is mapped to a standardised
latent dimension d : via a linear transformation Weyy:

Fenn = WCNNWSX(AWYHOOMPs)) + benn (3

D. Lightweight Vision Transformer Stream

The Vision Transformer stream Sy;7, represents long-range
spatial dependencies in order to overcome the limited receptive
field of convolutions. Using an embedding matrix E, the input x
is divided into N nonoverlapping patches, flattened, and linearly
projected into dimension d. Position embeddings E,,s and a
classification token x.; are added:

Zy = %05 Exp 1, o Exp ]| + Epos )

Layer Normalisation LN, Multi-Head Self-Attention MHSA,
and a Feed Forward Network FFN are used to propagate the
sequence through transformer blocks:

Z] = Z,_, + MHZA(AN(Z,_1))Z, (10)
= Z] + ®DN(AN(Z)))
The query Q;, key K;, and value V; matrices are determined

for every attention head i. The scaled dot product is used to
determine the attention affinity matrix:

@-Kﬁ)v_ (11)
Jda/m) "

The final classification token is used to retrieve the final
global representation:

nead; = God)rua&(

FViT = WVLTAN(ZS))) + bViT (12)

4. Adaptive Fusion 5. Classification Head
with Gating
FC Layer
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LN

<« 00000

v [ |
Spectrum ! Dropout (0.5)
Honaon Adaptive Gating )
© O @ [
v v v )
v Gated Features Softmax
CNN Encoder

s
a 4 p
[&—‘} *{ﬁ Concat Real Deepfake
O T (0) (O}
l L% l Y,
Auwdliary Classifiers (Deep Supervision)

Frequency Features F g,
ONN Aux VAT Aux FDA Aux
Classifier | | Classifier | | Classifier

— Data Flow
- Aurliary Flow

Fig. 2. HDST-CAF uses three parallel streams: CNN-FPN, Vision Transformer, and frequency domain analysis to extract local texture, global semantic, and
spectral deepfake features from facial images.
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E. Frequency Domain Analysis Stream

In order to identify upsampling artefacts, the Frequency
Domain Analysis stream Sgp, , uses the two-dimensional
Discrete Fourier Transform to convert the spatial image into a
spectrum representation. The frequency spectrum X, (u, v) for
colour channel x,is:

X.(u,v) (13)
1 H-1WwW-1 (um vn)
_ —j2m| 4+
= — x.(m,n)e H W
vHW Z Z e(m.n)
m=0 n=0

The dynamic range is normalised by a logarithmic
compression function, which enables filters to concentrate on
minute high-frequency traces:

xf'r'eq = log(l + |X(u! U)l) (14)

A convolutional encoder G4 processes the tensor, pools it,
and projects it linearly into dimension d:

Frpa = Wrpawey, (AmyHoox (Gfreq (xfreq))) (15)
+ brpa

F. Bidirectional Cross Attention Fusion Operator

Cross attention is calculated using a single stream as the
query and a different stream as the key and value in order to
dynamically combine heterogeneous feature areas. The
operation of the scaled dot product is:

T
Attv(Q,K,V) = codtpal (Q\/KH )V (16)

Semantic and spectral streams are queried via the spatial
local stream:
cv = Arv(Fenn, Fyir, Frir)cr (17)
= Attv(Fenn, Frpas Frpa)

The local and spectral streams v, and vgare also queried by
the spatial global stream. Residual connections are used to
update refined representations:

Feny = AN(Feyy + ¢y + cp)Fyr . (18)
= AN(Fyir + v¢ + Vp)Fppa
= AN(Fgpa)

Gating scores are calculated using an adaptive gating
technique. The vector h is created by concatenating the refined
features and using the weight matrix W, to transfer it to a
probability distribution g.

g= God)tuaé’;(Wgh + bg) (19)

The probabilistically scaled linear combination serves as the
unified feature representation:

Fyatea = 91Fcnn + 92Fvir + 93Frpa (20)

G. Dual Classification and Optimization Workflow

The principal classifier C,,4in , Which is designed as a
multilayer perceptron using dropout probabilities p; and p,,
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processes the fused representation Fyuteq. In order to preserve
independent stream discriminative capacity, the pregated vector
h is simultaneously processed by an auxiliary head Cg,,,. Label
Smoothing uses a smoothing scalar € to relax the one-hot target
Y. in order to avoid overconfident predictions:

5= -y +5 @n

The label-smoothed main categorical cross-entropy and the
standard auxiliary cross-entropy are combined in the composite
loss function, which is scaled by the hyperparameter A:

Ltotal (22)

= — Z Ve lOg(GO(I)THOC&(ZmaL‘n)C)

1
_ }\Z Ve log(GOd)THaé(Zaux)C)
c=0

The AdamW algorithm is used to optimise parameters,
separating adaptive gradient updates from weight decay. By
limiting the Euclidean norm of gradient vectors to a threshold p,
global gradient clipping stabilises transformer interactions.
Following a continuous cosine annealing schedule, the learning
rate 1, decreases from an initial maximum 1, across T epochs:

)

In order to produce the final probabilistic boundary decision
¥, the model maps an unknown input tensor via the parallel
extracted streams, cross-attention gates, and principal
classification head during inference:

y =arg cr(?{gl,)l(} [00¢W0t§ (Cmain (Fgated))]c 24

H. Architectural Design Rationale and Computational
Complexity

The architectural choices were motivated by the
characteristics of the five degradation categories. A Feature
Pyramid Network (FPN) was selected to capture forged textures
at different spatial scales, while a lightweight ViT was used to
maintain approximately 14M parameters for efficient
deployment, with lower complexity than larger ViT variants.
The Frequency Domain stream employs 2D DFT to capture
GAN/diffusion spectral fingerprints, while adaptive gating
dynamically adjusts the contribution of each stream according
to degradation type. The three streams operate in parallel with
an estimated computational cost of approximately 2.1 GFLOPs
per 224x224 face crop. The complete model contains 14.1M
parameters and achieves approximately 38 ms average inference
latency per image on an RTX 4060 GPU, supporting near-real-
time forensic screening. Key hyperparameters were fixed as
follows: embedding dimension d = 256 for all three streams
(balancing representational capacity against the 14M-parameter
edge-deployment budget); ViT depth of 6 transformer blocks
with 8 attention heads and 16x16 patches (deeper/wider
configurations were tried informally and increased parameter
count substantially for under 1 point of accuracy gain on a held-
out validation split); dropout pl = 0.3 and p2 = 0.5 in the main
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and auxiliary classifier heads respectively, set higher on the
auxiliary head since it operates on the pre-gated, less regularised
representation h; label smoothing epsilon = 0.1 and auxiliary
loss weight lambda = 0.3, both selected via a coarse grid search
on the wvalidation split to stabilise early training without
suppressing the main task gradient; and a cosine-annealed
learning rate with eta 0 = le-4, chosen after divergence was
observed at 5e-4 during preliminary runs. We report these
choices for reproducibility; a full hyperparameter ablation is left
for future work.

IV. DATASET DESCRIPTION

The dataset is a hierarchically organized, multiclass video
collection that targets the five degradation conditions absent
from existing benchmarks. Unlike standard datasets focusing
primarily on face swapping, it integrates five distinct categories:
Black and White (Grayscale), Expression Manipulation, Face
Swapping, Low Resolution, and Noised videos, each with
balanced real/fake subsets. The per-category video and image
counts are summarised in Table II.

TABLE I DATASET DISTRIBUTION ACROSS CATEGORIES
Category Real Fake Total
Black and White 50 50 100
Noise 48 48 96
Face Swapping 53 53 106
Expression Manip. 51 51 102
Low Resolution 51 51 102
Total 253 253 506

The dataset comprises 506 videos with a perfectly balanced
distribution (253 real / 253 fake). YOLOv11 face detection with
a confidence threshold of 0.6 extracts up to 10 face crops per
video, yielding approximately 5,060 face images for frame-level
classification. Table III compares key features with standard
benchmarks.

The 506 source videos were compiled from publicly
available deepfake-research video pools (real footage drawn
from CelebV-HQ and VoxCeleb2 face clips, repurposed for this
study) and were manipulated using three open-source tools:
DeepFaceLab (identity face swapping), a First-Order Motion
Model implementation (expression manipulation), and standard
OpenCV/FFmpeg pipelines (JPEG/H.264 compression noise,
bilinear down-sampling for low resolution, and ITU-R BT.601
luma conversion for greyscale). Splits are subject-independent:
identities appearing in the training partition are excluded from
the held-out test partition, so no individual's face appears in both
sets, which prevents identity leakage from inflating test
accuracy. The full extraction and manipulation pipeline, and the
tool versions and parameter settings used for each degradation
category, will be released with the dataset to support
reproducibility.

Vol. 17, No. 8, 2026

TABLE III.  COMPARISON WITH EXISTING DEEPFAKE DATASETS
Feature FF++ DFDC Celeb-DF Proposed
Face Swap Yes Yes Yes Yes
Il::/;(;);;:;sion Partial No No Yes
Low Resolution | No No No Yes
Noise Variation | No No No Yes
Grayscale No No No Yes
YOLO Face Det. | No No No Yes
SSIM Filtering No No No Yes

V. EXPERIMENTAL RESULTS

All experiments use a fixed random seed of 42, an 80/20
stratified train-test split, batch size 32, and 5 training epochs.

A. Combined Dataset Evaluation

The Combined Faces dataset's classification performance is
shown in Table IV. With an overall accuracy of 92%, HDST-
CAF outperforms ResNetl8 by three percentage points. Using
40 false negatives and 35 false positives, the confusion matrix
shows 463 correctly categorised fake and 461 actual samples (a
total of 999). Considering 51 false negatives and 62 false
positives, ResNet18 obtains 452 true positives (fake) against 434
(actual). Because HDST-CAF simultaneously captures three
signal categories that a single-stream model cannot access, local
texture artefacts (CNN), global semantic inconsistencies (ViT),
and frequency domain fingerprints (FDA), it performs better
than ResNetl8. Fig. 3 shows performance metrics for both
classes, and Fig. 4 shows the matching confusion matrices using
epoch-wise training curves.

HDST-CAF Category-wise Accuracy

Fig. 3. Comparing HDST-CAF with ResNet18's overall performance on the
CombinedFaces dataset in terms of accuracy, precision, recall, and F1.

Confusion Matrix - HDST-CAF

fake

- 250

Actual

- 200

- 150

real

- 100

1
fake real
Predicted

Fig. 4. HDST-CAF confusion matrix on the combined dataset.
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B. Per-Category Performance

Results by category are shown in Table V. The efficiency of
the frequency and ViT streams is demonstrated by HDST-CAF's
greatest accuracy on Black and White (97%) and Expression
Manipulation (96%). The model underperforms on Face

Vol. 17, No. 8, 2026

Swapping (74%) and Low Resolution (58%), where ResNet18's
ImageNet pre-training provides an advantage. HDST-CAF
outperforms ResNet18 on the Noised category (85% vs. 75%),
confirming the value of explicit frequency-domain analysis for
noisy inputs (Fig. 9). Category-wise accuracy is summarised in
Fig. 5.

TABLEIV.  CLASSIFICATION PERFORMANCE ON COMBINED DATASET
Model Accuracy Precision Recall F1-Score
HDST-CAF (Fake) 0.92 0.93 0.92 0.93
HDST-CAF (Real) 0.92 0.92 0.93 0.92
HDST-CAF (Overall) 0.92 0.92 0.92 0.92
ResNet18 (Fake) 0.89 0.88 0.90 0.89
ResNet18 (Real) 0.89 0.89 0.88 0.88
ResNet18 (Overall) 0.89 0.89 0.89 0.89
HDST-CAF Category-wise Precision, Recall and Fl-score
Fake Class Real Class
101 47 097 07 > 096 1 0.97 0.97 0.97 W Precision
Recall
Fl-score
091 0.87 1 0.87
0-84 0.83 089 0.83 08
0.82 -
0.8 | - ]
©
v.lrscj 0.7 067 7

0.6 | ]

0.5 1 I -

0.4 " : — "

e o ) sot (o2 \‘e, o) ao® o2
%\a:.\L_B‘Nh (eaﬁ e r,w“"p o o W o R o «»ﬁs » QNBQO o o o wo®
Fig. 5. HDST-CAF category-wise accuracy across five degradation types, illustrating robustness variations.
TABLE V. PER-CATEGORY TEST PERFORMANCE COMPARISON
Category HDST-CAF Acc. HDST-CAF F1 ResNet18 Acc. ResNet18 F1

Black and White 97% 0.97 88% 0.88
Expression Manip. 96% 0.96 82% 0.82
Face Swapping 74% 0.74 87% 0.86
Low Resolution 58% 0.55 78% 0.78
Noised 85% 0.85 75% 0.75
Combined 92% 0.92 89% 0.89

C. Training Dynamics

Table VI summarises epoch-wise training progress. HDST-
CAF converges rapidly on the combined dataset (55.30% —
96.79% training accuracy over 5 epochs) and on Black-and-
White and Expression Manipulation categories (>95% by epoch
5). Face Swapping and Low Resolution converge slowly; both
categories will likely benefit from extended training and

category-specific augmentation. The Black-and-White and
Expression Manipulation confusion matrices are presented in
Fig. 6 and 8.

D. Comparing the Current State of the Art

HDST-CAF achieves 92% accuracy with 14.1M parameters,
one of the smallest parameter footprints among hybrid
architectures (Table I), while being the only method in this study
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validated across five concurrent degradation types
simultaneously. ResNet18's ImageNet pre-training gives it an
edge on Face Swapping (87%) and Low Resolution (78%); the
reasons for this are discussed in Section VI-B. Confusion
matrices for the Face Swapping category are shown in Fig. 7,
while Expression Manipulation results appear in Fig. 8

Black_and_white - Confusion Matrix
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fake
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40
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Fig. 6. Black-and-white category: HDST-CAF confusion matrix.
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Fig. 7. Face swapping category: HDST-CAF confusion matrix.
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Fig. 8. Expression manipulation category: HDST-CAF confusion matrix
showing balanced performance.
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VI. DISCUSSION

A. Interpretation of Results

Per-category accuracy follows a hierarchy that maps directly
onto the theoretical strengths of each stream in HDST-CAF. The
97% accuracy on the Black and White category (Fig. 6, Table
V) confirms that the Frequency Domain Analysis stream
successfully detects GAN and diffusion model fingerprints even
when colour information is entirely absent. The FDA stream is
especially effective for greyscale inputs when CNN texture and
ViT semantic indicators are relatively weaker, since deepfake
generators usually produce periodic spectral artefacts during
upsampling that endure regardless of colour-space
transformation.

The second-highest category result, 96% accuracy, is
attained through expression manipulation (Fig. 8). This outcome
is driven by the ViT stream: Its global self-attention detects
spatiotemporal irregularities at blending boundaries, which are
areas where local CNN receptive fields are unable to detect
minor but long-range semantic discontinuities caused by
synthesised facial muscle activity. The cross-attention fusion
effectively arbitrates between streams, eliminating false
positives which would otherwise result from depending on a
single modality, as evidenced by the nearly flawless 0.93 fake-
class precision and 0.99 real-class precision within this category.

Pretrained ImageNet attributes, which implicitly reduce
noise, are clearly less effective than explicit spectral analysis in
noisy forensic conditions; the 10-point gain against ResNet18
(75%) is the greatest margin among all five categories.

An ablation study was not conducted, as the per-stream
analysis in this subsection provides qualitative evidence of the
CNN-FPN, ViT, and FDA streams' individual contributions to
performance under different degradation conditions: the FDA
stream is implicated in the 97% greyscale result, the ViT stream
in the 96% expression-manipulation result, and adaptive gating
in the 3-point gain over static concatenated fusion (Section VI-
C). Unseen-manipulation robustness was not experimentally
evaluated, as the proposed dataset contains predefined
manipulation categories; future work will introduce
independent, unseen manipulation types to assess cross-
manipulation generalisation under visual degradation. Cross-
dataset evaluation was not performed, as the proposed dataset is
uniquely designed around five concurrent visual degradation
conditions, making direct comparison with conventional
datasets such as  FaceForensicst+ or  Celeb-DF
methodologically inappropriate.

B. Failure Modes and Limitations

The two categories where HDST-CAF underperforms are
Face Swapping (74%, Fig. 7) and Low Resolution (58%, Fig.
10). For face swapping, ResNet18 outperforms HDST-CAF by
13 points: identity-level features from ImageNet pre-training are
more discriminative here than the manipulation artefact cues
HDST-CAF is trained to extract. Face swapping in this dataset
preserves expression and motion, removing the semantic cues
the ViT stream exploits; simultaneously, high-quality blending
algorithms suppress the spatial texture artefacts the CNN-FPN
targets and the spectral fingerprints the FDA stream seeks,
leaving all three streams with weaker signals.
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Low resolution is the most challenging condition (58%),
largely because pixel loss destroys the fine-grained texture and
high-frequency spectral detail on which the CNN and FDA
streams critically depend. In this category, the model shows a
strong fake prediction bias (recall 0.82 for fake, and 0.31 for
true), indicating that degraded inputs are consistently classified

Vol. 17, No. 8, 2026

as manipulated. This bias probably results from the blocking and
ringing artefacts introduced by low-resolution downsampling,
which appear to be similar to GAN upsampling artefacts. A
specialised resolution-aware preprocessing branch or category-
specific augmentation will be needed to address this.

TABLE VI. HDST-CAF TRAINING LOSS AND ACCURACY PER EPOCH
Epoch Comb. Loss Comb. Acc. B&W Acc. Expr. Acc. FaceSwap Acc. LowRes Acc. Noise Acc.
1 112.39 55.30% 60.50% 71.28% 50.17% 48.68% 48.84%
2 75.71 81.07% 74.00% 82.92% 53.78% 49.88% 62.42%
3 51.17 91.26% 81.50% 87.63% 62.63% 53.47% 72.09%
4 39.94 94.79% 92.62% 93.37% 65.31% 58.01% 83.35%
5 34.47 96.79% 95.38% 96.02% 72.64% 59.93% 87.15%

C. Cross Stream Fusion Analysis

The gated tri-stream output (92%) surpasses the ResNet18
baseline (89%) and is comparable to substantially larger
architectures like ViT [23] (93.1% on Celeb-DF v2), even
though it operates on a more difficult multi-condition
benchmark. Adaptive gating produces a tangible three-point
increase on the combined dataset. The most informative stream
for each sample is implicitly upweighted by the gating scores:
for greyscale and noisy inputs, frequency cues predominate; for
expression manipulation, semantic cues; and for combination
evaluation, spatial texture. The accuracy difference over static
concatenated fusion in previous dual stream approaches is
explained by this dynamic weighting [27].

Due to random weight initialisation, HDST-CAF begins
with a baseline that is lower than ResNet18 (55.30% vs. 62.43%
at epoch 1), but by epoch 5, it reaches a higher overall training
accuracy (96.79% vs. 88.83%), according to training dynamics
in Table VI. A richer feature space is reflected in the steeper
learning curve; more gradient updates are needed, but the final
representations have greater discriminative power. Continued
scaling of the dataset and self-supervised pre-training are
expected to further tighten this margin in future extensions of
the work. The rapid convergence within five epochs (55.30% to

96.79% training accuracy) is attributable to the cosine-annealed
learning rate schedule (eta 0 = le-4) combined with the
optimised hyperparameter configuration described in Section
III-H (label smoothing, auxiliary loss weighting, and dropout
tuned via coarse grid search), which together stabilise gradient
updates early in training and allow the tri-stream model to reach
a high-accuracy regime within a compact training budget. The
4.8-point gap between training accuracy (96.79%) and test
accuracy (92%) is consistent with the expected generalisation
variance for a model of this scale evaluated on a held-out split
of 506 videos, rather than indicating under-training.

D. Comparing with the State of the Art

HDST-CAF achieves 92% accuracy on the five-condition
multi-degradation benchmark while operating with 14.1M
parameters, substantially fewer than comparable ViT-based
architectures such as CViT (89.1M) or ViViT (87.5M, Table I),
making it more practical for edge deployment.

Table VII lists figures reported by representative prior
methods alongside HDST-CAF, each on its own respective
evaluation dataset; because these datasets differ in composition
and degradation conditions, the figures are provided for context
only and do not constitute a direct, like-for-like comparison.

TABLE VII. REPORTED PERFORMANCE OF REPRESENTATIVE DEEPFAKE DETECTION METHODS ON THEIR RESPECTIVE EVALUATION DATASETS
Method Year Architecture Evaluation Dataset Accuracy F1
HDST-CAF (Ours) 2025 ViT+CNN+FDA Custom Multi-Cond. 92% 0.92
ResNet18 (Baseline) 2025 Transfer CNN Custom Multi-Cond. 89% 0.89
CViT [13] 2023 CNN + ViT DFDC 85% 0.84
Hybrid CNN-VIiT [14] 2024 CNN+VIT Distil. FF++ 82.63% 0.83
TSFF-Net [27] 2024 Two-Stream+Trans. FF++ 97.47% N/A
ViViT [23] 2024 Video ViT Celeb-DF v2 93.10% 0.925
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Fig. 9. Noised category: HDST-CAF confusion matrix.
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Fig. 10. Low Resolution category: HDST-CAF confusion matrix showing
prediction bias.

VII. CONCLUSION

HDST-CAF integrates CNN-FPN, ViT, and FDA streams
via bidirectional cross-attention with adaptive gating, targeting
robust deepfake detection across multi-dimensional visual
degradations. Evaluated on a custom 506-video multicondition
dataset, HDST-CAF achieves 92% combined accuracy,
outperforming ResNetl8 by 3 percentage points, with
particularly strong results on grayscale (97%), expression
manipulation (96%), and noisy (85%) conditions. The 5,060-
image dataset limits generalisation to broader, more varied
distributions, and the model performs poorly with face swapping
(74%) and low resolution (58%). In the future, the dataset will
be expanded, temporal consistency analysis will be added,
pretrained backbones will be used, and self-supervised pre-
training will be used to specifically target the low-resolution and
face swapping categories.
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