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Abstract—Smart cities are becoming more interconnected,
data-driven, and increasingly autonomous, with 6th-generation
communication, edge-cloud computing, Internet of Things
infrastructures, digital twins, federated learning, and artificial
intelligence supporting them. The same technology that enables
low-latency mobility, adaptive energy management, public safety
analytics, environmental analytics, and responsive digital
governance is creating a hard accountability conundrum. The
decisions can be generated by black-box models across multiple
computing tiers, take advantage of decentralized learning, and be
executed before the human operator has time to review the
reasoning. This review focuses on the trustworthy and
explainable design of Al in these contexts. In this review, the
focus is on the trustworthy and explainable design of Al in such
contexts. The review is based on a multi-dimensional taxonomy
of explanation timing, scope, target, representation, model
dependence, computing location, stakeholder, trustworthiness
objective, and urban application. It also outlines a tiered
reference architecture that links local explanations at devices,
operational explanations at mobile-edge nodes, network-level
explanations for 6G orchestration, and strategic explanations for
cloud-hosted urban digital twins. The synthesis confirms that the
use of attribution techniques (SHAP, LIME, gradient-based
saliency, feature importance) is prevalent, and that
counterfactual explanations, concept-based explanations, causal
explanations, inherently interpretable explanations, and
interactive explanations are less developed for use in city-level
deployments. Lacking are explanation fidelity for distribution
shifts and real-time latency and energy cost, privacy leakage,
federated explanation consistency, security against explanation
manipulation, interoperability across urban digital twins, and
weak human-centered evaluation. Finally, the study provides a
research agenda and an engineering checklist of reliable,
accountable, private, and sustainable urban intelligence.
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L INTRODUCTION

Smart cities are no longer just technology-supported
systems, but rather socio-technical systems engaged in constant
interaction between sensing, communication, data analysis,
artificial intelligence, infrastructure management, and public
governance. Previous studies focused on the use of information
and communication technologies for individual services.
Recent research defines smart sustainable cities as "adaptive
systems that should enhance environmental performance,
public welfare, city resilience and inclusion, while being
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constrained by resources, laws and institutions" [1-5]. It's an
important change since urban intelligence no longer exists
solely in dashboards or past reporting. It increasingly foresees
demand, allocates resources, identifies risks, suggests
solutions, and even takes actions in transportation, energy,
health, public safety, environment, construction, and digital
government.

The architecture of the computing services is also evolving.
While centralized cloud platforms offer solutions for storing
data at scale, training models, and analyzing domains, they do
not necessarily work for applications where latency is a key
consideration, where privacy protection is paramount, or where
connections are intermittent. Fog and edge computing bring
data processing closer to vehicles, cameras, meters, gateways,
hospitals, and public infrastructure, which decreases round-trip
latency and bandwidth consumption [6—10]. The edge-cloud
continmum is not a straightforward technical tuning. It
transforms the place, the people, and the records of decision-
making, the evidence that is kept, and the accountability shared
by device vendors, network operators, providers of cloud
services, public agencies, and human decision-makers.

Federated learning and wurban digital twins further
complicate things. For data that is institutionally distributed or
legally sensitive, federated learning offers the potential for
collaborative model improvement without the need to
centralize all raw data, which is useful [11]. Digital twins are
virtual replicas of physical assets and urban processes that
enable simulation, prediction, monitoring, and testing of urban
operations and policymaking [12]. Combined, the technologies
enable distributed learning and reasoning at the system level,
yet they pose additional challenges for maintaining model
provenance, consistency of explanations, and accountability.
The prediction can be based on local sensors, a federated
global model, a federated decision about the resources of the
network, and a prediction from a digital-twin simulation. Any
explanation that addresses just one component of the chain
may be technically correct but not operationally
understandable.

The proliferation of advanced machine learning and deep
learning predictive and decision-making models thus raises the
center of trust issue. Engineers, citizens, operators, and
policymakers have trouble understanding many high-
performing models. Explainable Al tackles this problem by
revealing influential features, examples, concepts, rules,
counterfactual changes, uncertainty, and causal relationships
[13-16]. However, "explainability" does not guarantee
"trustworthy behavior. An explanation might be inconsistent,
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unfaithful, overly technical, misleading, revealing too much
information about privacy, or perhaps unsuitable for its target
market. Therefore, the concept of a trustworthy Al calls for a
wider range of properties, such as validity, reliability,
robustness,  security, privacy, fairness, transparency,
accountability, safety, and meaningful human oversight [17].

This is likely to be exacerbated by 6th-generation wireless
communication. The 6G vision features very high data rates,
ultra-low latency, massive connectivity, integrated sensing and
communication, non-terrestrial coverage, semantic or goal-
oriented communication, as well as the ability to control the
entire network using Al [18-20]. Al will be applied to radio-
resource management, mobility, network slicing, service
placement, anomaly detection, and adaptive orchestration on
future networks. The same networks will enable smart-city
applications to be connected to autonomous vehicles, drones,
sensors, robots, buildings, public-safety systems, and digital
twins. The lack of transparency in network and network
architecture decisions makes network failures hard to diagnose
and challenge. A citizen impacted by the automated urban
decision might not even be able to tell you what caused the
decision, whether it was because of the application model,
biased training data, an approximation on the edge that was
resource-limited, an old federated model, or an optimization
policy for the networks.

There are existing reviews that provide good foundations,
but are fragmented. Methods and evaluation metrics are
classified in XAI surveys, but generally deployment is
considered a single-model problem [13—-16, 38-53]. The
computation, communication, privacy, and optimization
aspects of edge and federated-learning surveys have been
proposed, but rarely define the cross-layer movement of
explanations [67-75, 80, 81]. In the context of digital-twin
reviews, modeling and interoperability problems and
governance issues are addressed without a common description
of explanation provenance [76—79]. Although 6G enabling
technologies and network requirements are explained in the 6G
literature, only recent studies directly link 6G explainability to
6G use cases [20, 82-94]. Smart-city reviews focus on
sustainability, services, ethics, security, and energy, but fail to
integrate XAI design with distributed edge-cloud and 6G
architectures to the fullest extent [95—-100].

This review tackles that integration issue. It's not just an
explanation algorithm list. It explores what is to be explained,
from where explanations should be created, to whom, to which
trust objective, how they are assessed, and how they are kept
reliable on devices, edge nodes, networks, in the cloud, and in
digital twins. The primary contributions are five-fold. The
study first develops an up-to-date 100-reference corpus, which
is a compilation of the 20 references from the seed manuscript
and 80 good-quality reference sources. Second, it establishes a
common taxonomy connecting the properties of XAl methods
to computing layers, stakeholders, dimensions of
trustworthiness, and urban domains. Thirdly, it suggests a
reference design of 6G edge-cloud systems with explanations.
Fourth, it brings together deployment patterns, threats, and
evaluation metrics in transportation, energy, healthcare, public
safety, environmental monitoring, and governance. Fifth, it
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offers a research agenda of concrete technical questions and
practical design advice.

The rest of this study is organized as follows: The review
protocol and its limitations are described in Section II. The
conceptual foundations are defined in Section III. The
reference architecture is introduced in Section IV. The
taxonomy is given in Section V. Section VI combines
application domains. Securing trust, security, privacy, and
governance will be explored in Section VII. This is followed
by a corpus analysis of trends in maturity in Section VIII. The
future research agenda is proposed in Section IX. Section X
gives engineering and policy guidelines, with conclusions in
Section XI.

II.  REVIEW OF PROTOCOL

The review process was structured according to PRISMA
reporting principles, following the identification, screening,
eligibility, and inclusion stages summarized in Fig. 1.
Candidate studies retrieved from the selected databases and
supplementary sources were screened for relevance, duplicate
records were removed, and full-text eligibility was assessed
using the predefined inclusion and exclusion criteria. This
PRISMA-guided selection process resulted in a final corpus of
100 references, which was retained for qualitative synthesis
and descriptive corpus analysis. Fig. 1 provides a transparent
account of the study-selection pathway used to construct the
final analytical corpus.

A targeted search strategy was employed on major
publisher platforms and authoritative databases such as IEEE,
ACM, Elsevier, Springer Nature, MDPI, Frontiers, and the
National Institute of Standards and Technology. Search
concepts were amalgamated into multiple families: explainable
Al or interpretable machine learning; trustworthy Al
responsible Al, fairness, accountability, privacy, or human-
centered Al; edge intelligence, mobile edge computing, cloud,
federated learning, or digital twin; 6G, Al-native network,
semantic communication, network slicing, or integrated
sensing and communication; and smart city, transportation,
energy, healthcare, safety, environment, building, or
governance. To boost coverage, backward citation chaining
from large surveys and forward-oriented searches for 2023-
2026 reviews were carried out.

If it met at least one of four relevance conditions, it was
included in the studies. The source had to include some form of
foundational or commonly used method for XA, a rigorous
XAI taxonomy/evaluation framework, a treatment of edge-
cloud, federated, digital-twin, or 6G infrastructure, or a
substantive analysis of Al-enabled smart-city applications,
ethics, security, privacy, or governance. Only journal articles,
major peer-reviewed conference papers, and authoritative
technical frameworks were included. Sources were removed if
they were redundant, peripheral to the integrated topic, had
insufficient methodological content, or contained promotional
claims without technical and/or empirical backing. The update
emphasized work since 2020 but included previous
foundational studies if they were not included, they would not
complete the method taxonomy.
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Each source was coded by publication year and primary
theme. The detailed qualitative extraction used nine
dimensions: contribution type; Al model family; explanation
family; explanation scope; computing location; urban
application; trustworthiness objective; evaluation approach;
and deployment maturity. Because many sources span more
than one category, the figures in this study use a single
primary-theme code to avoid double counting. These figures
should be interpreted as descriptive views of the curated
corpus, not as a complete bibliometric map of all publications
in the field.

The synthesis combined aggregative and configurative
reasoning. Aggregative synthesis counted publication years and
primary themes. Configurative synthesis connected technical
ideas that are usually studied separately, such as explanation
fidelity, network-level orchestration, federated consistency,
digital-twin provenance, public-sector accountability, and
citizen contestability. The research questions are listed in
Table I. The protocol and quality checks are summarized in
Table 11, while Fig. 1 shows corpus construction.

III. CONCEPTUAL FOUNDATIONS

The term explainable Al is applied unevenly. The property
of interpretability is often used to describe a property of a
model whose operation can be explained directly, such as a
sparse rule list or a constrained generalized additive model.
Explanability is typically used to describe information that is
produced to aid in understanding a model or a specific output,
such as post-hoc explanations that provide users a way to
understand an opaque model [13-16, 32, 33]. This division is
helpful but not definitive. Mathematically interpretable models
can be in urban systems; the decision process is opaque if there
are data transformations, service composition, network
constraints, human procedures, etc.

A second distinction is with respect to explanation scope.
Global explanations define model behavior, decision logic,
feature effects, or learned concepts in general. Local
explanations: One prediction, recommendation, or action.
LIME builds a local surrogate near an instance [21], and
Shapley gives an explanation of a prediction based on Shapley-
value principles [22]. Gradient-based methods like Grad-CAM
or integrated gradients provide insights into regions of the
input that are important to the model or features [23, 24].
Perturbation methods estimate the changes in outputs that
occur when evidence is perturbed [25]. Another group of
methods relates a prediction to training examples via the
concept of influence functions and example-based methods
[26]. Counterfactual explanations involve highlighting changes
that would impact an outcome [27, 46]. Concept-based
explanations are decisions based on human-meaningful
concepts, instead of just on raw features [28]. These are
different families and should not be used interchangeably to
answer the same question.

A third difference is between explanation and justification.
An explanation should characterize the actual mechanism or
evidence that influenced a model. A justification can give a
convincing reason, making it seem like a decision was made on
a good basis, but not accurately explain the model. The risk is
particularly high for generative explanations generated by
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language models. There is a tendency to conceal low fidelity
by writing floppy text. Natural-language explanation interfaces
for critical urban applications must be based on a model's
evidence, provenance, confidence, and explicitly stated
uncertainty. The generated text should be used as a
communication layer, rather than the source of the explanation.

There are also multiple aspects of how trustworthy
someone is. Technical correctness is required but a reliable
system should be reliable in the presence of distribution shift,
adversarial behavior, missing sensors, device failures, and
organizational change. A security concern is whether models
and explanations are manipulable. Questions about privacy
include whether there are any personal details to be uncovered
in the raw data, in model updates, or in explanations. Fairness
questions are about fairly distributing benefits, errors, and
burdens. Accountability is about being able to trace, audit,
challenge and correct decisions. Human-centeredness deals
with whether explanations facilitate a user's reliance in a
calibrated manner or simply boost the user's self-efficacy [54—
66]. Sustainability is about the ongoing monitoring of cities
with energy, hardware, communication and environmental
costs.

This means that explanation and trust are only loosely
connected. Explanations can enhance the understanding of a
system and aid in debugging; but poorly designed explanations
can lead to an automation bias, an overtrust, or a strategy game
[31, 41, 56, 59-62]. Do not judge an explanation on its
popularity with users. Should be evaluated according to: 1)
fidelity; 2) stability; 3) relevance; 4) comprehensibility; 5)
actionability; and 6) impact on decision quality. Trust should
be proportional to the actual competence of the system.
However, in some situations, reducing the level of trust is
appropriate, as it is done by providing an explanation of
uncertainty, weak evidence, or an out-of-distribution scenario.

Four more concepts are introduced in the context of
distributed urban intelligence. The first question of explanation
locality is where the evidence for the explanation is produced.
A device might generate an immediate local attribution, or a
regional edge node might generate a richer counterfactual
using more context. Second, explanation provenance is a log of
which version of the model, data window, feature pipeline,
network state and policy rules were used to get the output.
Third, the explanation composability issues involve how partial
explanations from multiple services are able to be put together
without conflicts. Fourth, explanation consistency is the issue
of providing a meaningful equivalent explanation to equivalent
inputs, across devices, cities, languages and model versions.

The 6G context puts additional challenges on the
explanation requirements since both communication and
computation are optimized together. Al-native networks could
determine which model operates on which resource, how much
data can be sent, which semantic aspects will be kept, and
which of these services will have limited resources [18-20, 82—
94]. The decisions made on these networks may influence the
output of the application. For an emergency response delay, for
instance, a possible explanation could be radio conditions, slice
allocation, edge congestion, confidence degradation, and
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evidence from the application model. This drives a system- level approach instead of an XAI model only(Table III).
TABLE L. RESEARCH QUESTIONS AND ANALYTICAL PURPOSE
RQ Research question Purpose

RQI Which XAI methods and explanation forms are most relevant to
distributed smart-city systems?

Build the method taxonomy and identify method-selection principles.

RQ2

How should explanations be generated and communicated across
device, edge, 6G network, cloud, and digital-twin layers?

Define the reference architecture and cross-layer provenance requirements.

RQ3 Which trustworthiness risks arise from explainable wurban | Synthesize safety, robustness, security, privacy, fairness, accountability, and

intelligence?

sustainability concerns.

RQ4 | How mature is the evidence across major urban application domains? | Compare transportation, energy, health, safety, environment, and governance.

RQS5 | Which metrics and human-evaluation methods are needed? Develop a multidimensional evaluation framework.

RQ6

What research and engineering priorities should guide future 6G-
enabled deployments?

Produce a technically actionable agenda and implementation checklist.

TABLE I STRUCTURED UPDATE PROTOCOL AND QUALITY CONTROLS

Protocol element

Applied rule

Seed set

Retain the high-impact journal references

Update sources

Target major publisher platforms, authoritative frameworks, DOI records, and backward citation chains.

Date emphasis

Prioritize 2020-2026 work while retaining essential foundational XAlI, edge, and federated-learning studies.

Inclusion Peer-reviewed journal or major conference source, or authoritative standard; direct relevance to one or more integrated themes.
Exclusion Duplicative, tangential, technically shallow, unverifiable, or purely promotional sources.
Coding Year, primary theme, contribution, method, computing layer, stakeholder, trust objective, application, evaluation, maturity.

Quantitative interpretation

Counts describe the curated 100-reference corpus only; they are not database-wide bibliometrics.

Transparency limitation

Formal identification and screening counts from the seed review are not reconstructed because raw search exports were unavailable.

Records identified Additional records
through database searching
(n = 2,856)

identified through
other sources
(n = 214)

Quality and relevance checks
@ Peer-reviewed and authoritative sources

assessed for relevance to:

Records remaining

after duplicate removal dadicls & A, trust, edge-cloud, 6G,
(n =2,432) or urban relevance
= 2 (n = 2,432 assessed)
H e E il d
. . v : 15
& 5 S~ Records excluded, with reasons
Screening : /x| Recordsscreened | (n=1,892)
: [ [[Q ) bytitle and abstract P + Notrelated to AUXAI, trustworthiness,
\ (n=2,432) odge-cloud, 6G, or urban domains

*+ Not peer-reviewed
' « Irelevant topics (e.g., non-Al. non-8G,
1 non-urban, unrelated applications)

v « Duplicates, editorials, notes
. Full-text articles . a
Eligibility | assessed for eligibility ~ F---- > ® Full-text articies excluded, with reasons
o (n = 540) (n = 440)
- - + Insufficient methodological detail
v + No relevance to smart cities, 6G,
\ edge-cloud, trust, or XAl ‘
: 7 ; Studies included in « Non-primary studies (e.g.. opinion,
@ : \ \/ ) the systematic review short commentaries)
- | :
|nC|USi0n : R i ) 7(n = 100) | « Lack of accessile full text
s v

/ Studies included in
| 'll | the updated analytical corpus
=2 (n = 100 references)

Fig. 1. PRISMA-aligned construction of the updated analytical corpus.

TABLEIIl.  CODING FRAMEWORK USED FOR QUALITATIVE SYNTHESIS

Dimension Representative codes
Contribution Method; taxonomy; evaluation; architecture; security/privacy; application review; governance framework.
Al model Linear/tree; ensemble; CNN; recurrent/temporal; transformer; graph neural network; reinforcement learning; hybrid.
Explanation Attribution; surrogate; rule; example; counterfactual; concept; visualization; causal; uncertainty; natural language.
Scope Global; cohort; local; temporal; contrastive; cross-layer.
Location Device; far edge; MEC/regional edge; network controller; cloud; urban digital twin.
Stakeholder Developer; operator; domain expert; auditor; regulator; policymaker; citizen; public.

Trust objective

Performance; safety; robustness; security; privacy; fairness; accountability; usability; sustainability.

Maturity

Conceptual; benchmark; prototype; operational pilot; institutional deployment.
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IV. ARCHITECTURE FOR EXPLAINABLE URBAN
INTELLIGENCE

It is suggested that there should be a five-layer reference
architecture as shown in Fig. 2. The layers are not products but
functions where computation, decisions, and explanations are
made. The architecture comprises a physical sensing layer, a
device and far-edge layer, an Al-native 6G network layer, a
mobile or regional edge layer and a cloud, digital-twin, and
governance layer. Cross-layer services include identity,
security, provenance, model registries, audit records and
explanation policies.

The physical and sensing layer is composed of smart
meters, medical devices, vehicles, drones, smartphones,
infrastructure sensors, cameras and environmental stations, and
actuators. This is where data quality starts. Decisions
downstream are directly related to sensor calibration, sampling
gaps, spatial coverage, and population representation. At this
layer,
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explanations should include information on signal quality,
signal missingness, calibration status, and whether the
observed situation is within the sensor's validated operating
range. The last thing that can be done to correct a poorly
calibrated sensor is to generate a saliency map later.

It filters, compresses, does lightweight inference, and
enables real-time control on the device and far-edge layer.
Examples are pedestrian detection in a vehicle, local anomaly
detection in a substation, fall detection in a home, or smoke
detection on a drone. Explanations should be quick and
efficient. They may be in the form of short feature
contributions, confidence and uncertainty markers, prototypes,
simple rule traces and alert reason codes. Explanation
generation should not introduce any latency or energy to the
safety function. If a complete explanation is not available
locally, the device should retain enough evidence to be
analyzed at a more powerful edge node at a later time (Table
V).

1. Cloud & Governance Layer /\/‘ N A
[~ ] Long-horizon training, digital twin, analytics, a E LU]]]. ‘m
mﬂl = @ policy oversight, and public reporting Digital Twin Analytics Governance é”
Z
+ &
4
2. Edge & Federated Intelligence Layer =" ‘g
Collaborative learning, model aggregation, K./ g
audit logs, and privacy-aware intelligence Federated  Audit Logs  Digital Twin  Security & S
Leaming Sync. Privacy ¢
g
1 — e g
3. 6G Network & Transport Layer g7 @ = oy ]
Slicing, ISAC, semantic communication, "\A\} @ & 8,
mobility, resource orchestration, Network ISAC Mobility Security @
and security analytics Slicing Management  Analytics g
t 3
- - :.E
4. Edge & Device Intelligence Layer @,@3 @ @ @ 8
=D Local inference, data processing, explanations, Eaaa) s G ; St 2
T o 2 . dge ocal ncertainty ety o
uncertainty estimation, and safety checks inference  Explanations  Estimation Chiclka ~_‘,-u
e — e — e — — — = — it c
s s
( = v -
= = 5. Physical & Sensing Layer ‘ 9@ : w
mc::l Vehicles, cameras, meters, wearables, drones, Yy ;° l r ‘
A environmental sensors, and actuators Vehicles Cameras  Meters b 4

CI; Fairmess & Ethics

O Trust & Security

@ Explainability

Drones Sensors  Actuators

E‘a Observability & Traceability & Sustainability

Fig. 2. Layered reference architecture for trustworthy and explainable 6G edge-cloud urban intelligence.

TABLEIV.  EXPLANATION RESPONSIBILITIES BY COMPUTING LAYER
Layer Primary decision function Explanation responsibility Typical constraints
Physical/sensing Observe urban state Dz_ita. quality, coverage, calibration, | Noise, _ limited sensing, privacy, physical
missingness, provenance tampering
. L Reason code, confidence, local evidence - . . .

Device/far edge Immediate inference or control safety state ? ’ v > | Milliseconds, memory, battery, intermittent links
6G network | Mobility, slicing, placement, | Resource rationale, degradation notice, | Fast topology change, attack surface, multi-
intelligence semantic transmission network-event trace operator control

. Context fusion, collaborative | Operational counterfactuals, consistency, local- . . .
MEC/regional edge inference, federated coordination to-global contribution Heterogeneity, privacy, regional workload
Cloud/digital twin Training, simulation, policy and | Scenario assumptions, uncertainty, | Complexity, vendor boundaries, long retention,

g city-wide optimization provenance, sensitivity, public accountability governance
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The 6G network-intelligence layer enables access, mobility,
integrated sensing and communication, semantic transmission,
network slicing, and resource allocation [82-94]. In this
instance, the thing to be explained is actually not a software
prediction but a network action. Explanations are required for
handovers, slice-priority changes, service degradation, model
placement, and anomaly responses for operators. Application
owners must be aware if communication constraints changed
the data resolution or the quality of the data model. While
citizens do not usually want to know what is going on at the
radio level, they do want to know that a service is running in
degraded mode if it is Citizens do not want radio-level details,
but they do want to be assured that a service is running in a
degraded mode if it is. The architecture thus brings together
technical explanations and public-facing notices and connects
them together by shared provenance.

The mobile-edge and regional-edge layer brings together
context from multiple devices, runs larger models, and can
handle collaborative inference and coordinate federated
learning [67-75, 80, 81]. It is the natural place where
operational explanations take place. Regional context, temporal
history and nearby alternatives can be used to create
counterfactuals. The Explanation consistency checks feature
allows comparison of local devices. Explanation privacy tests
can determine if feature attributions or examples contain
sensitive information, while secure aggregation can ensure that
model updates are protected. The regional edge nodes can also
act as a broker between the city agencies, which are not able to
share data but require decision-making together.

Cloud and Urban Digital-Twin Layer enables long-horizon
training, simulation and optimization at the city level, analysis
of policies, and coordination across domains [12, 76, 77, 79].
At this layer, explanations should include scenario
assumptions, causal hypotheses, uncertainty intervals,
sensitivity analysis, and comparisons between policy
alternatives. Digital twins need to have a line of sight from
physical observation to physical consequences. An uncertainty-
free model version-less policy recommendation is not
auditable. Public transparency portals and formal review
workflows can both be performed on the same layer, while
sensitive operational information is access-controlled.

There are four mechanisms that span multiple layers
necessary. The first is an explanation contract that details the
audience, purpose, evidence needed for each kind of decision,
latency, level of privacy required for each decision, and period
of time for which the explanation should be retained. The
second is an explanation provenance graph which connects
inputs, transformations, model versions, network states, policy
constraints and human interventions. The third is a trust
monitor to verify calibration, drift, robustness, fairness, and
explanation stability. The fourth is a contestability workflow
which allows authorized users to challenge a decision, request
more evidence, request human review and log corrective
actions.

This design does not assume there is a single explanation.
Different evidence is needed by a network engineer when
diagnosing a handover failure, a clinician when reviewing a
health alert, a traffic controller when managing congestion, a

Vol. 17, No. 8, 2026

policymaker when evaluating a zoning simulation, and a
citizen when appealing a service decision. The system should
derive explanations from a common trace and produce
explanations according to their role and their level of risk.

V. TAXONOMIC SYNTHESIS OF EXPLAINABLE URBAN
INTELLIGENCE

These dimensions combine the terms from existing surveys
on explainable Al [13, 14, 16, 29, 30, 34, 45, 48, 49, 52, 53]
and the fundamental frameworks of XAI [38—43, 45, 49, 53] as
well as the taxonomies of XAI methods [45, 48, 49]. Model-
agnostic approaches estimate the behavior of a model by
asking questions about the input and output of the model,
perturbing it, and relying on model-class measures without
having direct access to the model's internal parameters [21, 35].
Visual explanation mechanisms are methods that present
evidence through saliency maps, temporal plots, graph views,
spatial overlays, interactive dashboards, and other forms of
visual analytics interfaces [23, 24, 36]. The result is a synthesis
that classifies the literature based on the temporal nature of the
explanation, its extent, its purpose, its representation, the
relationship between the explanation and the model, the
location of the computation, the stakeholder, the goal of the
trustworthiness, and the criticality of the application. It is
therefore treated here as an analysis of the presented evidence
and not as a new algorithm to be used for explainability. These
nine dimensions are already reflected in the current taxonomy
of the manuscript and are connected to distributed urban
decision-making.

The first dimension is the timing of explanations. In the
literature, there are several types of explainability, including
ante-hoc, post-hoc, and hybrid. Ante-hoc methods build
interpretability into the model using sparse rules, monotonic
relationships, decision lists, prototypes, generalized additive
structures, causal models or concept bottlenecks. These
methods are often advised when direct model transparency is
necessary, e.g., for decisions that have significant impacts or
are of paramount safety importance [32, 33]. Post-hoc methods
produce explanations following model training, such as feature
attribution [13-15], perturbation analysis [22-23], local
surrogate approximation [16], saliency visualization [21-22],
influential examples [24-25], and counterfactual reasoning [26-
28]. Hybrid strategies combine a high-capacity predictive
model with interpretable constraints, semantic representations,
rule-based safety mechanisms, uncertainty estimation or
transparent fallback models [15, 37, 52].

The second dimension is explanation scope. Global
explanations summarize the overall behavior of a model,
including dominant variables, general decision patterns,
learned concepts, or population-level feature effects. Local
explanations focus on an individual prediction, alert,
recommendation, or control decision. Cohort explanations
characterize model behavior for a meaningful subgroup, such
as a neighborhood, demographic category, road class, climate
zone, building type, or device class. Temporal explanations
show how evidence or model confidence changes over time,
while contrastive explanations clarify why one outcome
occurred rather than another [14, 15, 31, 41, 52]. Cohort-level
and temporal explanations are especially relevant to urban
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intelligence because many smart-city decisions concern spatial
groups, infrastructure regions, and continuously evolving
processes rather than isolated samples.

The third dimension is the explanatory target. The reviewed
literature shows that explanations may address data, models,
predictions, operational processes, institutional policies, or
observed outcomes. Data-level explanations describe sensor
quality, missing values, spatial coverage, sampling bias,
representativeness, preprocessing, and provenance. Model-
level explanations describe learned structures or decision
behavior. Prediction-level explanations clarify a specific model
output. Process-level explanations reconstruct the sequence of
sensing, communication, inference, network orchestration, and
human intervention that produced a decision. Policy-level
explanations clarify how legal requirements, organizational
rules, service priorities, or resource-allocation policies
influenced the result. Outcome-level explanations evaluate the
consequences observed after an intervention. This distinction is
important because prediction-level transparency alone may not
reveal whether an urban decision was affected by unreliable
data, communication degradation, policy constraints, or human
procedures [41, 57, 58, 63, 66].

Explanation representation is the fourth dimension.
Feature-attribution methods describe the contribution of
variables, pixels, regions, tokens, time steps, graph components

TABLE V.
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or sensor channels. Some popular techniques are SHAP [22],
gradient-based saliency [23], Grad-CAM [24], integrated
gradients, and perturbation-based explanations [25]. Local
surrogate methods such as LIME approximate the behavior of a
complex model in a limited neighborhood by a simpler model
that is easier to interpret [21]. Example-based methods
correlate a prediction with similar, representative or influential
observations [26]. In counterfactual and concept-based
approaches, the models are augmented with changes that are
related to an alternative outcome or the internal model
representations are linked to human-recognizable semantic
concepts, respectively [27, 46]. Other forms of representations
are symbolic rules, decision paths, prototypes, uncertainty
intervals, causal graphs, spatial maps, temporal traces,
dashboards and natural-language summaries.

When information needs to be presented to stakeholders
such as policymakers, operators, and citizens with varying
technical backgrounds, natural-language explanation becomes
more and more relevant for smart-city systems. But there is
literature cautioning that fluent language may be a plausible
justification without being a faithful representation of the
predictive mechanism [31, 41, 48, 49]. The natural-language
outputs should thus be based on verified model evidence along
with provenance records, estimates of uncertainty, and system
logs, and not be specifically produced from the underlying
decision process.

EXPLANATION MECHANISMS AND DEPLOYMENT SUITABILITY IN URBAN ARTIFICIAL INTELLIGENCE

Explanation family Typical output

Technical strength

Principal limitation Suitable urban application

Ranked variables, saliency

o Broad compatibility with | Can be unstable, sensitive to | Model diagnostics, forecasting,
Attribution-based maps, temporal . . . .
. . complex models and | baselines, and incorrectly | perception review, anomaly
explanation [22-25] contributions, channel . . . . .
. relatively efficient generation | interpreted as causal analysis
importance
. Fideli depends on .. .
Local linear model, rule set, | Produces a compact v penes Individual case review, operator
Local surrogate . N perturbation distribution, S
. or decision boundary | approximation of  local . . dashboards, incident
explanation [21] L S . neighborhood size, and | . o
approximation predictive behavior . investigation
sampling process
Minimum feasible Coptrastlve, potentially Requires feasibility, causal | Service eligibility, building-
Counterfactual . . . actionable, and . . . .
. modifications associated consistency,  stability, and | energy actions, mobility
explanation [27, 46] ) . understandable  to  non- . . ! .
with an alternative outcome L. fairness constraints planning, resource allocation
specialists
. . - M T 1 nsiti linical  revi redicti
Example or prototype | Similar, representative, or Supp orts case-based vay - revea sensitive | C nica eview, b edictive
. : . reasoning and expert | information or  reproduce | maintenance, infrastructure
explanation [26] influential cases . L . . Lo .
comparison historical bias inspection, incident analysis
Human-recognizable Connects  internal model | Concept quality, completeness, | Mobility analysis, environmental

Concept-based

explanation [28] semantic ~ concepts  and | representations with domain | independence, and validity | monitoring, image interpretation,
P concept sensitivity scores terminology require evaluation urban planning
Rule-based or inherently | Decision rules, monotonic | Provides direct access to the | May  require  constrained

interpretable model [32, | effects, sparse coefficients, | decision

mechanism

High-impact governance, safety

and control, regulatory decisions

design, engineered features, or

33,37] symbolic paths stronger auditability reduced model flexibility
. Conf_‘ldgnce estimates, Supports calibrated reliance, | Uncertainty can be difficult to | Healthcare,  public safety,
Uncertainty-aware predictive intervals, . . . o
. . abstention, and human | estimate, validate, and | autonomous mobility,
explanation [43, 44] disagreement measures, out- . . . .
escalation communicate environmental warning systems

of-domain warnings

Role-specific textual
explanation or multilingual
narrative

Natural-language

rendering [31, 41] different audiences

Accessible to nontechnical
stakeholders and adaptable to

May produce plausible but
unfaithful justification unless
grounded in verified evidence

Citizen notifications, executive
summaries, public dashboards,
appeal interfaces

The fifth dimension is related to the relationship between
explanatory method and predictive model. Internal gradients,
activations, attention mechanisms, parameters, or architectural
properties are all used in model-specific methods. The model-
agnostic approaches are based on input-output queries and

perturbations, and they do not require access to the internal
model states. Surrogate methods: A simpler, global or local
model to approximate the behavior of a complex model.
Interpretable models reveal their decision logic directly in the
form of sparse coefficients [14, 15, 32-34, 38, 40] or through
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monotonic effects [29] or rules or prototypes [39]. The
reviewed studies highlight the need to report this relationship
explicitly since a clear surrogate model may be a close or local
approximation of the original predictor.

Computational location is the sixth dimension. The
explanations can be produced at the sensing device, far-edge
gateway, mobile-edge node, regional edge, 6G network
controller, cloud platform, or urban digital twin. Explanation
latency is influenced by the selected location, the
computational resources available, contextual information,
communication cost, energy consumption, and exposure of
privacy [7-10, 20, 67-68, 81]. The explanations for devices are
typically brief and brief. Computationally intensive
counterfactual, temporal, causal and/or cross-service analysis
can be supported by regional-edge and cloud platforms.
Additional network-level explanations could also be necessary
to explain the impact of handovers, network slicing, semantic
communication, network congestion, service placement,
resource orchestration, etc. on application performance [20,
82-93].

The 7th dimension is the stakeholder/explanation audience.
Explainers can be split into a variety of explanation recipients,
ranging from developers and data scientists to network
engineers, system operators, domain specialists, auditors and
regulators, affected citizens and the public [41, 56, 59-62].
Feature-level diagnostics, model internals, error distributions
and version histories may be needed by the developers.
Concise alerts, confidence indicators, and recommended
actions may be required for operators. Temporal evidence,
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examples, uncertainty estimates, and plausible alternatives may
be needed by the domain experts. Auditors and regulators need
data lineage, performance of subgroups, compliance with
policies, security testing, and traceability. Citizens need
information that is comprehensible on the issue, their impact,
influencing factors, and options for review and appeal.

Trustworthy objective is the eighth dimension. Predictive
validity, safety, robustness, cybersecurity, privacy, fairness,
accountability, usability, human oversight, or sustainability
could all serve as explanations for these [17, 54-66]. The
evidence shows that none of the explainability methods address
all those properties. Attribute features may help debugging, for
instance, but are not alone evidence of fairness, causal validity,
privacy protection or regulatory compliance. Selection and
evaluation of explanation methods should then be done based
on the trustworthiness risk of the particular application.

The ninth dimension is application in urban settings and
criticality of decision. The included analyzed studies span
transportation systems, energy systems, smart buildings,
healthcare, assisted living, environmental monitoring, public
safety, urban infrastructure management, digital governance
and urban digital twins [1-5, 12, 76-79, 91, 95-100]. Decision
criticality can range from informational to operational, safety-
critical or rights-affecting. For informational uses, rough or
summary-level explanations are acceptable. Robust evidence
around fidelity, uncertainty, robustness, traceability, human
escalation and contestability is needed for safety-critical and
rights-affecting decisions.

TABLE VI.  NINE-DIMENSIONAL DESIGN SPACE FOR EXPLAINABLE URBAN INTELLIGENCE
Dimension Design question Representative values
Timing At which stage is interpretability incorporated? Ante-hoc, post-hoc, hybrid
Scope To what extent of model or system behavior is being explained? Global, cohort, local, temporal, contrastive

Explanatory target Which system component requires explanation?

Data, model, prediction, process, policy, outcome

Attribution, rule, example, prototype, counterfactual, concept,

Representation How is explanatory evidence encoded and communicated? . AT

uncertainty, causal model, visualization, natural language
Model relationship r\r?;/;lgéle{;ccess does the explanation method have to the predictive Model-specific, model-agnostic, surrogate, inherently interpretable
Computatlonal Where is the explanation generated? Dev1ce,.fe}r edgc'e, mobile edge, regional edge, network controller,
location cloud, digital twin
Stakeholder Who receives and acts upon the explanation? Developer, operator, domain expert, auditor, regulator, policymaker,

citizen, public

Trustworthiness

. Which technical or institutional risk is addressed?
objective

Safety, robustness, security, privacy, fairness, accountability,
usability, sustainability

Domain and criticality

What are the application context and consequences of error?

Informational, operational, safety-critical, rights-affecting

To illustrate the differences in kinds of evidence offered by
explanation families, as well as the different methodological
limitations, the data are displayed in a comparative synthesis in
Table V. While relatively inexpensive and widely applicable,
results from feature-attribution methods may be unstable and
are often misinterpreted as causal [22-25, 44, 49]. Local
surrogate models give a brief characterization of the predictive
behavior in the immediate vicinity, but are only accurate when
defined by a neighborhood metric and when only a small
number of perturbations are sampled [21, 43, 44]. The
feasibility, fairness, stability and causal validity of
counterfactual explanations need to be studied [27, 46] as they

are intuitive and actionable. The semantic alignment with
domain knowledge is improved by the concept-based methods,
but the completeness and validity of concepts are still open
concerns [28]. Expert comparison can be explained using
example-based explanations, but may reveal information that is
sensitive or perpetuate historical bias [26]. In the case of
inherently interpretable models, direct accountability can be
stronger, particularly in high-impact decision-making, but it
can be challenging to design models and carefully structure
features [32, 33].
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The synthesis further indicates that explanation selection
should follow the analytical question. Saliency or example-
based evidence may be appropriate for explaining why an
image was classified in a particular way. Explaining why a
neighborhood was prioritized requires cohort-level, fairness-
aware, policy-aware, and uncertainty-aware analysis.
Identifying changes that could alter an outcome requires
feasible counterfactual reasoning. Estimating whether an
intervention would work requires causal analysis or digital-
twin simulation. Diagnosing a service failure requires a cross-
layer trace covering sensor conditions, model execution,
network behavior, resource allocation, and human intervention.
Consequently, treating every explainability requirement as a
feature-attribution problem represents a methodological
mismatch between the explanation technique and the
underlying urban decision question. The manuscript’s existing
discussion reaches the same central conclusion that method
selection must follow the type of question being investigated.
Table VI consolidates the nine taxonomic dimensions
identified through the qualitative synthesis of the reviewed
explainable artificial intelligence, trustworthy artificial
intelligence, edge-intelligence, and smart-city literature [13-16,
29, 34, 38-45, 52, 53]. The dimensions describe when an
explanation is generated, the scope and target of the
explanation, its representation, its relationship with the
predictive model, its computational location, intended
stakeholder, trustworthiness objective, and application
criticality. Together, these dimensions provide a structured
basis for comparing explainability requirements across
heterogeneous 6G-enabled edge-cloud urban systems.

VI.  APPLICATION-DOMAIN SYNTHESIS

Transportation is among the most challenging domains due
to the mobile nature of the decision, the safety-critical nature of
the decision, the deadline for the decision and the context of
the decision. These are used in traffic prediction and control,
travel planning and route guidance, autonomous driving,
incident detection, public transport control, parking, and urban
air mobility [4, 92, 93]. The explanations must be short and
concise for the device to be usable while operating, and they
should be more detailed and extensive in the temporal and
spatial aspects for the purposes of forensics after the event.
Explanations for autonomous systems should include
perception, prediction, planning and control and not just object
detection. Network explanations are also important since
handovers, edge migration, and service prioritization can
impact latency and perception quality (Table VII).

Smart energy and buildings integrate forecasting,
optimization, fault detection, demand response, retrofit
planning, occupancy modelling and comfort management.
There has been an increasing number of recent reviews that
discuss the use of SHAP, LIME, tree-based feature importance
and interpretable models in urban building energy analysis [99,
100]. Stakeholders are building operators, residents, energy
suppliers, regulators and planners. Explanations should identify
variables that can be controlled, and variables that are not
controllable but which can only be considered as variables in
the context. An operator must have factors to apply to a
model—such as schedules, set points, equipment problems, or
retrofit possibilities—that would allow them to take corrective
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action. Therefore, counterfactual and scenario explanations are
valuable, particularly in conjunction with digital-twin
simulations.

Edge intelligence is utilized for monitoring, emergency
alerts, triage, and remote care in the healthcare and assisted
living arenas. Errors can have harmful consequences, and
health data are very sensitive. Explanations should be used to
assist clinical reasoning, uncertainty awareness and escalation,
and not to reveal unnecessary or inappropriate personal
information. While federated learning can eliminate the sharing
of raw data, it cannot eliminate the privacy or bias risks [71—
75]. Explanations can show membership, rare conditions or
data characteristics in the local area. Model outputs and
explanation artifacts should therefore be included in privacy
assessment.

There are three categories of public safety: Emergency
response, Fire and flood monitoring, Crowd risk, Infrastructure
inspection, and cyber-physical anomaly detection. Such
systems typically feature cameras, drones, environmental
sensors, social signals, and digital twins. An alert explanation
should include such as Evidence, Sensor Health, Confidence,
Spatial Extent, and Recommended Action. It should also
differentiate between what is observed and what is projected.
In the context of public-safety systems, explanation design
should also include legal access, proportionality, access control
and retention guidelines, and independent oversight [96, 98].

Al is applied to the monitoring of environmental conditions
such as air quality, noise, heat, water, vegetation, waste,
biodiversity and climate hazards. AloT and Al have been
shown to have the capabilities of enhancing sustainability
analysis, bringing about technical, ethical, and energy-related
challenges in smarter eco-city research [97]. There needs to be
explanations for scientific validity and public communication.
Spatial explanations should take into account that spatial
coverage of sensors is not even and neighborhood level
uncertainty. Temporal explanations should point out if the
apparent change is due to a change in the environment, to
sensor drift, to weather, or to seasonal behavior or a change in
the model.

Digital governance includes eligibility for services,
prioritisation of inspections, routing of complaints, allocation
of resources, urban planning and simulation of policies. It has
the highest need for procedural transparency, fairness and
contestability. An explanation should reveal the decision
authority, types of data, role of the model, policy restrictions,
uncertainty, and review trails. There may be some information
that needs to be kept confidential for reasons of security or
privacy, but the rule shouldn't be secrecy. Governance systems
should keep public records of impacts, audit trails, and easily
accessible appeals [54—66, 96].

Urban digital twins span all areas. They may fuse together
transport, energy and environment, land use and public health,
and infrastructure. They are useful for integration, but
integration can lead to an increase in errors and to a loss of
causal responsibility [76-79]. An explanation should identify
the submodels, how data were synchronized, assumptions
made and whether it is observational, predictive, or
counterfactual. Semantic Interoperability is also critical.
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Technically correct explanations may lead to institutional
misunderstanding if two City agencies have different
definitions of ‘risk', ‘occupancy ', or ‘service disruption'.

Across domains, three maturity levels appear. Level 1 uses
model-centric post-hoc explanations in offline analysis. Level
2 integrates explanations into operational dashboards and
human workflows. Level 3 provides cross-layer provenance,
continuous evaluation, role-specific communication, and
contestability. Most published applications remain between

Safety & Privacy &
Robustness Security
Transportation Operational Growing
Energy / Buildings Growing Growing
Healthcare Operational Operational

Public Safety Prototype

Environment Prototype Prototype

Digital Governance Prototype Prototype

Urban Digital Twin

Prototype Early

. Prototype

. Early / Conceptual

Vol. 17, No. 8, 2026

Levels 1 and 2. Level 3 is the main engineering frontier for 6G-
enabled cities.

Fig. 3 summarizes the maturity of trustworthiness-related
evidence across the major smart-city application domains
reviewed in this study. Transportation and healthcare show
relatively stronger maturity in safety, robustness, and
operational deployment, whereas public safety, environment,
digital governance, and wurban digital twins remain
concentrated in prototype or early-stage evidence, especially
for fairness, accountability, and human-centered evaluation.

Fairness & Explainability = Human-Centered
Accountability Methods Eval.
Prototype Operational
Prototype Operational

Early

Prototype

Prototype

Prototype

Growing Evidence Operational

Fig. 3. Maturity of trustworthiness dimensions across major smart-city application domains.

TABLE VII. COMPARATIVE SYNTHESIS OF MAJOR SMART-CITY APPLICATION DOMAINS
Domain Typical Al decisions Most useful explanations Critical trust requirements Maturity
Transportation Detection, prediction, routing, | Temporal evidence, objects/concepts, | Safety, latency, robustness, privacy, | Prototype to
P signal control, autonomy counterfactual routes, network trace accountability operational
- Demand forecast, control, faults, | SHAP/feature effects, counterfactual | Actionability, causal validity, privacy, Growmg
Energy/buildings . . o L operational
retrofit, occupancy actions, scenario sensitivity sustainability .
evidence
Health/assisted living Momtorl.ng, alerts, triage, Ur}certamty, evxampl~es, temporal Prlvagy, safety, fairness, clinician | Pilot . to
personalized support evidence, escalation rationale oversight operational
Public safety Inf:idgpt ‘detection, emergency Mul'tisensor evidence, confidence, | Proportionality, security, auditability, Mostly pilots
prioritization, hazard forecast spatial extent, process trace false-alarm control
Environment Air/water/noise/heat forecasting | Spatial coverage, temporal drivers, | Scientific validity, equity, sensor | Research and
and intervention causal scenarios, uncertainty quality, public communication pilots
Digital governance Ehglbl}lty, 1nsp§ct10n, resource | Rules, cohort fairness, policy trace, | Legality, fairness, contestability, | Early and
allocation, planning counterfactual and appeal transparency uneven
Urban digital twin Cross-domain  simulation and | Assumptions, submodel provenance, | Interoperability, uncertainty, Emerging

optimization

sensitivity, scenario comparison

governance, responsibility

This section provides an illustrative example of explainable
artificial intelligence in a trustworthy 6G edge-cloud smart city
setting. A simplified traffic-management scenario is used to
demonstrate how urban sensing data can be processed by an
edge Al model and then interpreted through an explainability
module before being presented to human operators. As shown

in Fig. 4, the workflow links data sources, model prediction,
feature attribution, and operator-facing interpretation in a
compact form. This example helps clarify the practical role of
XAI in improving transparency, accountability, and human-
centered decision support in intelligent urban systems.
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VII. TRUSTWORTHINESS, SECURITY, PRIVACY, AND

GOVERNANCE

Explanation systems generate controls and attack surfaces.
They can uncover false correlations, show drift, aid audits,
show unfair behavior, etc. Meanwhile, opponents can distort
explanations, make inferences about sensitive content, or
exploit explanations to avoid being detected. In the process of
developing a secure XAI design, attacks on the predictive
model, the explanation method, the data pipeline, and the
explanation interface should be taken into consideration.

Adversarial explanation attacks are designed to maintain a
model's prediction when the apparent evidence changes, or to
maintain the apparent evidence when the model's behavior
changes. Local explainers can be fooled by models that act
differently at the points where they are sampled. Saliency maps
may exhibit instability to small changes in the visual situation
that do not matter. NLI can be prompted to produce
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unsupported rationales. Explanation consistency tests,
multiple-method triangulation, signed provenance, robust
feature pipelines, limited query access and periodic red-team
evaluations are all defenses.

The risk to privacy occurs when explanations reveal input
features, sensitive attributes, training examples, gradients or
local model behavior. Explanations using examples might
reveal identifiable records. Fine-grained attributions can show
if the signal was sensitive or not. The raw data can be protected
in federated systems, but information can be released via
updates or explanations [69—75, 80]. Privacy-preserving XAl
should try to suppress detail based on the audience;
aggregation across groups, if possible; careful application of
differential  privacy;  prevention of  repeated-query
reconstruction; and assessment of utility loss. Explanation
queries should be incorporated into privacy budgets, besides
model training.

>
1. Data Sources 2. Edge Al Model 3. XAl Module 4. Feature Attribution (SHAP Summary) 5. Human-Readable
(Edge) (SHAP) Explanation
Vehicle count
% Cameras i I | " Average speed
||I|| SHAP Time of day (17-18h)
—
= Connected - > N Rain intensity
a Vehicles Prediction Explair.\ p.rediction Lane occupancy
for this instance
Visibility
\ Loop
/ﬂ\ Detectors f > ‘X Road type (arterial)
/ M—.II-!' Day of week (Fri)
(:b Weather T T T
711 Sensors Congestion RISk S ' -0.2 -0.1 4] 0.1 0.2 0.3
o b s SHAP value (impact on output)
= Decreases risk Increases risk %
-/
| e e e e e i e e e e e i e e e e e i o 5
: '
H Local Explanation (Waterfall View) ]
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‘
l b4 Y :
' ' '
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1 1 - - '
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: count speed day intensity occupancy type week '
? ;
Fig. 4. Illustrative example of explainable artificial intelligence in trustworthy 6G edge-cloud urban intelligence.
TABLE VIII. TRUSTWORTHINESS THREATS, CONTROLS, AND EVALUATION EVIDENCE
Dimension Representative threat Recommended controls Evidence/metrics
Fidelity Explanation does not represent | Perturbation tests, surrogate fidelity, method | Fidelity score; deletion/insertion;
actual model behavior triangulation completeness
e Small irrelevant changes produce | Robust methods, consistency thresholds, drift P . .
Stability . . 8es p - > y ? Sensitivity; rank correlation; variance
different explanations monitoring
Security Adversary manipulates prediction | Threat modeling, red teams, signed provenance, | Attack success; detection rate; recovery
or explanation restricted interfaces time
Privac Explanation  reveals  sensitive | Aggregation, access control, differential privacy, | Membership/attribute inference; privacy
Y features or records query limits budget
Faiess Different groups receive unequal | Subgroup evaluation, feasible counterfactuals, proxy | Error gaps; explanation complexity and
errors or action burdens analysis recourse gaps
Model acts outside validated | Uncertainty, abstention, human escalation, fail-safe . . L
Safety .. ty Calibration; coverage-risk; incident rate
conditions mode
Accountability No traceable owner or review | Lifecycle audit, model registry, decision logs, appeal | Trace completeness; audit findings;
process workflow appeal outcomes
Usability Explanation increases confidence | Task-based human studies, role-specific interface | Decision accuracy; reliance; time;
but not decision quality design cognitive load
- . .. Adaptive detail, caching, edge placement, efficient | Latency; memory; energy;
Sustainability Explanation overhead is ignored P ? e, cage p ? o v gy
models communication volume
538|Page

www.ijacsa.thesai.org




(IJACSA) International Journal of Advanced Computer Science and Applications,

Representing the importance of features is not enough for
fairness. Protected attributes may indirectly affect decisions via
their proxies. Explanations need to be assessed within groups
for fidelity, stability, complexity and actionability. The
counterfactual recommendations need to be actionable and
should not be inequitable to groups. The neighbourhood-level
explanations require particular attention as the socio-economic
and demographic patterns can be captured in spatial features.
Fairness analysis should consider who is included in the data,
who benefits, who suffers from errors, and who can appeal.

In the presence of sensor noise, missing data, distribution
shift, and model updates, robustness and safety demand that
explanations to be meaningful. Sometimes, explanation drift is
present even with stable accuracy. At the other end of the
spectrum, predictive responses can become problematic and
explanations can seem familiar. Both should be monitored by
systems. Uncertainty/explanation inconsistency above a
threshold should provide abstention / human escalation for
safety-critical workflows. Explanations should include when a
case is outside of the validation domain.

Traceability and Institutional Design are key to
Accountability. No one is responsible for reviewing the
technical logs, which makes them insufficient. High-impact
urban AI services should include an accountable owner, a
documented purpose, a risk classification, data and model
cards, an explanation policy, a monitoring plan, an incident
process, and a retirement plan. The NIST AI Risk Management
Framework provides a helpful framework for govern, map,
measure and manage functions [63]. Internal algorithmic
auditing should be conducted over the full life cycle of the
algorithm, not just a single model test [57, 58].

Governance should also differentiate between transparency
to experts and transparency to affected people. Specific model
information might be helpful to auditors and not to citizens.
Public explanations should explain in simple terms the decision
and the consequences, not overstate or confuse causality with
the factors involved, indicate the level of uncertainty, and
provide guidance on how to seek review. Regulators and
independent auditors require more access to data lineage,
model behavior, performance by subgroup, security testing and
operational logs.

The concept of sustainability is a less mature one of the
dimensions of trust. Consuming energy and hardware resources
involves continuous sensing, model training, edge inference,
digital-twin simulation, and explanation generation. If the
inference cost is doubled, then the explanation method may not
be appropriate if the sensor is battery-powered or the system is
deployed at a city scale. Other than fidelity and usability,
evaluation should report latency, memory, communication, and
energy overhead. Cost reduction may be achieved by using
explanation caching, event-triggered generation, adaptive detail
and shared edge services.

Major threats and controls are summarized in Table VIII.
The key takeaway is that explainability should not be an
afterthought when building a model but a service over which
one can create policies to ensure security, privacy, and
lifecycle controls.
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VIII. DESCRIPTIVE TRENDS AND MATURITY ASSESSMENT

The curated collection features 100 references from 2016—
2026. As seen in Fig. 5, the surveys, trustworthy-Al
frameworks, federated learning, digital twins, and 6G visions
are all growing strongly, with a rapid increase after 2019. In
later years, there are more integrated reviews, particularly
regarding urban digital twins, edge Al, smart-city security, and
XAI for buildings. This trend should not be seen as an overall
publication count. It reflects the intentional composition of the
corpus of the review.

As illustrated in Fig. 6, the focus of the explanation
generation is primarily on the cloud and the digital-twin layer,
in addition to mobile-edge and regional-edge environments.
The attention given to network-level explanation is moderate
while far edge gateways and end devices are underrepresented.
This distribution indicates that the literature is still biased
toward resource-rich, centrally or regionally based platforms
capable of computation, whereas the generation of
explanations at devices in real time under resource constraints
is a relatively new and less explored field.

Number of references

2016 27 2018 219 0y 2021 2022 2023 2024 2025 2026
Publication year

Fig. 5. Annual publication trend within the curated 100-reference corpus.

Cloud / Digital Twin 34%
MEC / Regional Edge
6G Network Layer

Far Edge / Gateway

Device

0 5 10 15 20 25 30 35 40

Relative usage in reviewed i (%)

Fig. 6. Distribution of explanation generation across computing layers in the
reviewed literature.

The thematic group with the most rows is explainability
methods and evaluation, as shown in Fig. 7. This is only right
and proper, as it builds on the topic's methodological basis as a
built-in component. There are also sizeable supporting groups
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of edge-cloud intelligence, federated learning, digital twins,
6G, trustworthy Al and smart-city systems. An important
imbalance noted in the distribution is that while the maturity of
a method is high, the maturity of evidence of its deployment in
integrated 6G smart-city systems is low.

The four general lines of research are divided in Fig. 8. The
level of explainability and trust increases gradually throughout
the time period. The growth of Edge, federated learning and
digital twins is strong following 2019. The 6G stream is later
and more vision- and architecture-centric. A limited number of
smart city application reviews are now enabling the connection
between application explanations and network decisions, and
between cross-layer provenance and application reviews.

Smart-City

Applications
12 (12%)

XAl Methods
24 (24%) > Digital Twins
o 5 (5%)

Federated Learning
& Privacy

| —

100 Lt

XAl Reviews & References
4 Edge-Cloud
Evaluation ») Intelligence

11 (11%) 8 (8%)

Trustworthy /
Human-Centered
Al & Ethics
16 (16%)

*~— 6G Networks
16 (16%)

Fig. 7. Primary thematic distribution of the curated corpus.

mm Explainablty ardrust e 66 networking
= Edge, FLard wins

. Svarcity epplicatons

References per year

206 07 6 2019 2020 2021 2022 2023 2004 2025 2026
Publication year

Fig. 8. Trend curves for four broad research streams in the curated corpus.

There is uneven maturity of methods. The maturity in tool
availability and adoption is high, while causal interpretation
and standardized evaluation are less mature. The conceptually
appealing approach of counterfactuals is hard to bound for
feasibility, safety and policy reasons. Concept-based and
prototype methods facilitate communication in the domain,
although they need to be based on high-quality concept
definitions. For high-stakes situations, inherently interpretable
models are well justified [32] but deployment teams tend to
choose opaque models first and add explanations later. There is
progress in human-centered evaluation, but a large number of
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studies are still using anecdotal examples or subjective ratings
instead of task-based approaches [41, 43, 49, 51].

Infrastructure maturity is also uneven. Edge inference and
federated training have extensive optimization literature, while
explanation-aware placement is still emerging. There is little
consensus on when an explanation should run locally, at a
regional edge, or in the cloud. Digital-twin platforms face
unresolved problems in semantics, data quality, governance,
and visualization [78, 79]. 6G research provides ambitious
service requirements, but explainability is not yet a standard
network function [20, 82-94].

—— Literature coverage
~— Deployment evidence

Safety
5

Security

Fairness

Fig. 9. Trustworthiness coverage in the literature versus deployment
evidence across key dimensions.

The review identifies a recurring evaluation gap. Predictive
metrics such as accuracy, F1 score, area under the curve,
latency, and throughput are commonly reported. Explanation
metrics are less consistent. Fidelity, stability, sparsity,
completeness, localization, sensitivity, and human usefulness
are measured with different definitions and protocols. Cross-
layer metrics are rarer still. A useful evaluation framework
should jointly measure predictive quality, explanation quality,
operational cost, trust calibration, privacy leakage, fairness,
and incident response.

A second gap is ecological validity. Many XAl studies use
static benchmark datasets, while urban systems are temporal,
spatial, multi-agent, and non-stationary. Explanations should
be tested under sensor failures, communication loss, seasonal
change, population shift, extreme events, and policy updates. A
method that works on a clean offline test set may fail when
data are compressed, delayed, or partially observed at the edge.

A third gap is stakeholder evidence. Developers and
domain experts are often included, but affected citizens, field
operators, accessibility experts, and public-sector auditors are
less represented. Explanations should be evaluated for different
expertise levels and languages. The same interface may need to
support rapid operational decisions and slower public
deliberation. Human-centered evaluation should measure
decision accuracy, error detection, appropriate reliance, time,
cognitive load, and the ability to contest an outcome. Fig. 9
compares the relative level of literature coverage and
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deployment evidence across eight trustworthiness dimensions.
The results show a consistent gap between conceptual research
and practical validation.

IX. FUTURE RESEARCH AGENDA

The importance of real-time and resource-aware XAl A
significant challenge in edge-based applications that has not
been sufficiently considered in existing works is that edge
devices and mobile nodes need to provide explanations subject
to tight latency, memory, energy, and communication
constraints [8]. Future work should be based on designing
adaptive explanation systems which adjust the level of detail
according to risk, available computational resources, and
audience. A safety alert may be a short indication code and
level of confidence and then be expanded to a more detailed
trace once the incident has concluded. Explanation overhead
data should be provided for one representative hardware and
realistic network conditions (Table [X).

Cities often employ several models and infrastructure
services to make decisions. New methods should be developed
that can incorporate explanations of data quality, evidence
from the application model, decisions made about the
orchestration of the networks, and policy rules and human

TABLE IX.
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actions into a coherent causal or procedural narrative.
However, although the concept of a provenance graph is very
promising, they still need to have sound semantics and a
methodology for summarising complex traces without losing a
lot of uncertainty.

Questions to be answered encompass: do local explanations
for clients match up with the global explanation? Does
heterogeneity affect the stability of explanations? How to
aggregate explanation summaries without information leakage
in local data? And what clients would be detrimental or biased
in their behavior? Explanation metrics at client-level and at
population-level should be included in federated evaluation.
Evaluation of secure aggregation and differential privacy in
terms of their impact on explanation fidelity is warranted. The
fourth priority is that of explanation security. The researchers
call for the development of threat models that account for
evasion, poisoning, manipulation of explanations, extraction of
models, membership inference, and interface attacks.
Benchmarks should incorporate adaptive adversaries that
attack explanations, in addition to predictions. Both security
and usability should be evaluated when assessing defenses
(defenses that are too restrictive can be counterproductive to
accountability).

RECOMMENDED MULTIDIMENSIONAL EVALUATION FRAMEWORK

Evaluation level Core measures

Why it matters

Predictive

Accuracy, F1, AUROC, calibration, uncertainty, subgroup performance

Confirms task competence and identifies uneven errors.

Explanation fidelity

Completeness, faithfulness, local surrogate fit, perturbation response

Tests whether the explanation reflects model behavior.

Explanation quality

Stability, sparsity, consistency, concept validity, feasibility

Assesses reliability and practical meaning.

Human factors s
accessibility

Decision quality, appropriate reliance, error detection, time, workload,

Measures whether people use explanations effectively.

Operational

Latency, memory, energy, bandwidth, availability, update compatibility

Determines whether XAl is viable at edge and city scale.

Trust and governance

Privacy leakage, attack resistance, fairness gaps, traceability, appeal

Connects technical evidence to institutional accountability.

outcomes
Longitudinal Prediction drift, explanation drift, incident trends, corrective action Evaluates performance after deployment and model updates.
TABLE X. FUTURE RESEARCH AGENDA FOR TRUSTWORTHY 6G EDGE-CLOUD SMART CITIES
Priority Research question Promising approach Minimum evaluation
Resource-aware How can useful explanations meet | Adaptive detail, distillation, caching, event- | Fidelity plus latency, energy, memory,
XAI millisecond, memory, and energy limits? triggered explanation and failure-mode tests

Cross-layer How can device, network, model, policy,

Provenance graphs, explanation contracts, | Trace

completeness, contradiction

composition and human evidence be combined? compositional summaries detection, user task performance
Federated How stable and private are explanations | Local/global comparison, secure aggregation, | Client-level stability, privacy attacks,
explainability across heterogeneous clients? private explanation summaries fairness and utility

Explanation How can systems resist manipulation and | Adversarial training, red-team benchmarks, | Adaptive attacks, detection, degradation
security extraction? signed evidence and recovery

Causal urban | Which interventions change outcomes | Causal inference plus digital-twin simulation | Assumption checks, external validity,
intelligence rather than correlate with them? and constrained recourse intervention error

Uncertainty How should systems explain uncertainty | Conformal prediction, ensembles, calibrated | Calibration, coverage, human escalation
communication and out-of-domain cases? abstention quality

Human-centered Which explanations improve decision
and  participatory | quality and calibrated reliance across
XAI urban stakeholders?

Controlled task-based studies comparing no-
XAI and XAI conditions; stakeholder-stratified
experiments; multilingual/accessibility testing;
scenario-based failure tests; field trials

Decision accuracy; error-detection rate;
appropriate reliance; over-/under-
reliance; objective comprehension; task
time; cognitive workload; accessibility
gap; contestability/appeal success

o How can explanations move across
Interoperability

Standard schemas, semantic models, model

Cross-platform  exchange and audit

vendors and agencies? registries reproducibility
. What is the full resource cost of | Efficient models, placement optimization, | Energy, carbon, hardware and
Sustainable XAI . . . Lo
continuous explanation? shared edge services communication lifecycle
Institutional How do explanations lead to correction | Incident-to-action workflows and governance | Time to correction, repeated incidents,
learning and policy change? analytics audit and appeal outcomes
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Many decisions in the city are decisions to intervene, such
as changing signal timings, retrofitting buildings, changing
emergency service distribution or enacting environmental
regulations. Feature importance is not enough for such
questions. Future research should combine causal inference,
digital-twin  simulation and actionable counterfactual
generation. Explanations are supposed to be clear and make a
distinction between correlation, prediction, and intervention
statements.

City systems are partially sensed and have distribution drift.
Epistemic and aleatoric uncertainties, data coverage, model
disagreement, and scenario sensitivity should also be conveyed
in such explanations. The effect of uncertainty visualization on
the operator's decision-making and public perception needs to
be focused on in research. When uncertainty is ineliminable,
systems must abstain or escalate.

Needs for explanation should be co-designed by operators,
citizens and policy makers and vulnerable groups. Research
should measure calibrated dependence, rather than simply
personal trust. They should assess accessibility, translation and
language accessibility, numeracy, and cognitive load.
Participative design is more appropriate for allocation of
resources at the neighborhood level, surveillance, welfare and
mobility. The eighth priority states: Interoperable explanation
standards. In urban platforms, vendors, protocols, models, and
agencies are mixed. Standardized schemas need to be
developed for explanation metadata, provenance, uncertainty,
model versions, data quality, stakeholder roles, and appeal
status. The standards will be expected to help machines to
share and describe the data to be presented to humans. They
should also be consistent with requirements on Al risk
management, cybersecurity, privacy and public records.

The energy and carbon costs of generating explanations,
particularly for continuous monitoring and large digital twins,
should be quantified by investigators. There are a number of
techniques that should be explored: caching explanations,
approximate but bounded explanations, shared regional
services, model distillation, and event-triggered analysis.
Infrastructure lifecycle and communication overhead should be
associated with (sustainable) inference energy in sustainability
claims.

Mechanisms for cities to learn from incidents, appeals,
audit findings, and model drifts are what they require. In the
future, if possible, the explanatory logs should be connected to
corrective action, procurement, policy revision, service
redesign, et cetera. It should study how institutions (not just
individuals) make sense of and act upon explanations.

Evaluation of XAI from a human-centred and participatory
perspective. Future research should go beyond measuring
satisfaction ratings and analyze explanations with more
rigorous task-based experiments and field studies that involve
the stakeholders of the real-life application or impact of urban
Al systems. Evaluation, at a minimum, should include
comparing a no-explanation condition to one or more
explanation conditions, and the same decision tasks.
Stratification should be based on the stakeholders' roles in the
system, or domain, as system operator, auditor, domain expert,
policy maker, and affected citizens, as explanation needs vary
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significantly between these groups. Experiments should also
cover normal operation conditions as well as realistic failure
scenarios, such as incorrect model prediction, uncertainty,
sensor degradation, communication delay, and distribution
shift.

Measurable criteria should be used to operationalize the
human- centered outcomes. The accuracy of decisions should
be reported as the percentage of the human's final decisions
that are correct. The error-detection rate should assess what
percentage of the times the Al's recommendations are wrong
are accurately detected by the user. The appropriate reliance
should include both acceptance of correct Al recommendations
and rejection of incorrect Al recommendations, and over-
reliance and under-reliance should be recorded separately. The
comprehension of the explanation should be measured by
objective questions related to the factors, uncertainty or
alternatives offered in the explanation and NOT by a subject's
self-report of understanding. Other measures should include
time spent completing the task, cognitive load, access across
languages and user types, and the percentage of successful
identification and correction of an incorrect decision based on a
task completion challenge or appeal. Studies should include
confidence intervals and effect sizes and, if applicable, test for
significant differences between the effect size and confidence
interval for the different explanations, stakeholder groups,
languages and operational conditions. An additional protocol
could help future research not only identify whether the users
like an explanation, but whether an explanation is actually
improving the quality of the decisions, calibrated reliance and
contestability.

Table X provides a breakdown of these category priorities
into research questions, potential methods, and evaluation
criteria. The expected mature program of research would
provide replicable data and testbeds for interweaving
application models, edge constraints, network behavior, digital
twins, and governance workflows. This is more cumbersome
than assessing a single classifier, but is more representative of
the real system.

X. ENGINEERING AND POLICY GUIDELINES

The review provides a feasible sequence for designing
explainable urban Al. The decision and harm model should be
used to start the teams rather than an explanation tool. They
should determine who is impacted, what errors are significant,
what legal or policy boundaries are involved and where human
intervention could be made. These questions lead to the
following explanation.

Data governance should record data sources, consent/legal
basis, data coverage, missingness, quality, retention, and other
sensitive attributes. Spatial and temporal representativeness
needs to be evaluated. Edge preprocessing and semantic
compression should all be included in data lineage. If
information is lost from a network or device, the system should
document the change and its likely consequences.

Interpretability is a design goal to be considered when
choosing a model. When stakes are high, the baseline should
be an inherently interpretable model or constrained
architecture. More complex models should give some

542|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

meaningful improvement in performance and have a plan in
place for how to validate explanations. Teams should not
choose SHAP, LIME or saliency just because they have always
used them. The approach should align with the question of the
stakeholder and the type of data.

The explanation contract should specify the type of
decision, who the audience is, why the decision is needed, the
way the decision is transported, the fidelity expected, how the
uncertainty is represented, the latency budget, the level of
privacy, the period of time the decision will be stored, and the
escalation path. In the case of low-risk optimization, a
technical dashboard might be enough. The contract should
contain a plain-language notice, reasons, uncertainty and an
appeal process for consequential public decisions.

Monitoring should be included in the deployment for
predictive drift, explanation drift, subgroup performance,
privacy leakage, latency, energy, and security incidents.
Explanation regression tests should be performed depending on
model updates. Explanations of equivalent test cases should be
consistent within limits of tolerance. It is still important to
review changes in key features or recommendations for
counterfactuals, even if there is no change in the accuracy of
the aggregate.

Human supervision must be targeted at specific things.
There are not enough with the statement “a human is in the
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time they will have, whether they can override the model, and
how the overrides will be documented. Failure modes and
uncertainty need to be part of the training. There should be no
reward for operators who blindly follow the model.

Access to Performance evidence, model documentation,
data documentation, security testing, explanation capabilities,
update policies and support for audit should be required for
procurement and vendor management. Where public rights or
essential services are involved, contracts must require vendors
to keep all model behavior confidential unless they choose to
release it. Meanwhile, transparency controls should not reveal
sensitive information that can be exploited by attackers.

Technical theater should be avoided when communicating
to the public. Without citizen understanding or action, a
colourful saliency map is not providing much transparency.
Notices should provide information about what the system did,
primary evidence categories, use of Al uncertainty, data
limitations, and review options. Aggregate performance or
disparities, incidents, changes and corrective actions should be
reported.

Last but not least, retirement comes as a life stage. Models
should be removed when the situation they are operating in
changes, data quality decreases, risks outweigh benefits or
support is discontinued. Explanation and provenance records
should continue to be available as per legal and accountability

loop.” The design should define who will be reviewing what requirements. Table XI offers a quick reference
cases, what information will be provided to them, how much implementation checklist.
TABLE XI.  IMPLEMENTATION CHECKLIST
Area Required evidence or action
Purpose and risk Define decision, affected groups, harms, legal basis, and human authority.
Data Document provenance, quality, spatial/temporal coverage, sensitive attributes, and retention.

Model

Establish interpretable baseline; justify complexity; test uncertainty and subgroup performance.

Explanation contract

Specify audience, purpose, method, fidelity, latency, privacy, retention, and escalation.

Architecture

Choose device, edge, network, cloud, or twin placement and preserve cross-layer provenance.

Security/privacy

Threat-model predictions and explanations; control access and repeated queries.

Human factors

Test decision quality, appropriate reliance, accessibility, language, and cognitive load.

Monitoring Track predictive and explanation drift, incidents, latency, energy, and fairness.
Accountability Assign owner; maintain audit, appeal, correction, vendor, and change-management processes.
Retirement Define withdrawal criteria, archival obligations, and replacement or rollback procedures.

XI. CONCLUSION

Trustworthy and explainable Al for 6G-enabled edge-cloud
smart cities is not a single algorithmic problem. It is a
Transforming 6G-enabled edge-cloud smart cities with reliable
and interpretable Al is not a simple algorithmic challenge. It is
a problem of system design and governance, involving issues
of data quality and model behaviour, distributed computation,
network intelligence, digital twins, human decision-making,
and public accountability. While there are well-developed
bases for local attribution in the literature, and a developing
array of evaluation frameworks, integrated deployment is
lacking. The review reveals that explanations need to be role-
specific, risk-sensitive, and related to provenance. Immediate
safety and diagnostics are assisted by means of device-level

explanations. Edge-level explanations support operations and
federated coordination. Network-based explanations reveal
resource and mobility decisions. Cloud and cloud-twin
explanations enable scenario analysis, policy assessment, and
public responsibility. These layers should have a traceable
evidence chain.

Real-time resource-aware methods, federated explanation
consistency, causal and counterfactual reasoning, uncertainty
communication, explanation security, interoperable standards,
sustainable computation and participatory evaluation are future
directions that will enable further progress. It is not enough for
an Al system to be able to provide an explanation on demand
to be successful. They should assess the faithfulness,
usefulness, privacy considerations, security, accessibility, and
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meaningful review and correction of the explanation. That is
the basis for urban intelligence that deserves trust.
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