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Abstract—Smart Internet of Toys (IoToys) can provide
interactive learning and companionship for children, but many
systems still provide limited support for guardian awareness and
safety notification. This study presents the design and
development of a smart IoT robot toy with Al-based safety
judgment and parental monitoring features. The prototype
integrates a robot head unit, web-based monitoring dashboard,
camera viewing, remote movement control, two-way
communication, Al-assisted safety judgment, Telegram guardian
notification, memory-based allergy reminder, chat history, and
behavior report. The system uses an ESP32-S3 CAM head unit, an
ESP32-C3 mobile base, a Node.js server, cloud-assisted Al
services, and a Telegram Bot notification channel. Scenario-based
testing was conducted, and the results showed that the prototype
can support remote observation and notify guardians about child
safety-related scenarios such as fear, injury, danger, and food
allergies.

Keywords—Child safety; internet of toys; IoToy; IoT robot;
parental monitoring; privacy concerns; smart toy; Telegram
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L. INTRODUCTION

Smart toys have progressed from being simple electronic
devices to complex connected systems that are able to sense,
communicate, and act upon users. These developments play a
key role in the domain of the Internet of Toys (IoToys), which
aims to have toys interact with children and their environments,
typically autonomously. These toys are equipped with sensors,
actuators, and Al algorithms that allow them to offer tailored and
interactive play experiences [1, 2].

Smart toys can be used as a kind of entertainment and
learning instrument in home scenarios, which can create
creative play and cognitive development activities [3, 4]. They
can gather and analyze data using cameras, microphones, and
other sensors. However, there is a problem of privacy and safety
concerns with children interacting with these toys without the
supervision of their parents [1, 2, 5]. Some toys, for example,
stream data to servers on an ongoing basis, which could allow
audio surveillance, whereas others have been the victim of
privacy breaches or the ability of the attacker to control the toy
[2, 5]

Therefore, it is necessary to improve smart toys to overcome
the above challenges, which should include functions to
entertain and help the guardians keep track of safety-related
events. This includes receiving live alerts for any strange activity
or possible dangers identified by the toy's sensors or Al-based
analysis.

However, existing research reveals a gap in a unified
security model or security guidelines for secure use of smart toys
[2, 6]. The work on ontologies that explicitly support privacy
and security requirements for smart toys is still in progress, and
implementation is still limited [1, 7]. This implies that smart toys
have great potential to be interactive and educational, but they
need to be designed with careful consideration of strong safety
and privacy protections to support guardians' ability to keep
children safe in their interactions with the toys when they are not
being supervised [1, 2, 5].

There are some smart toys that focus on entertainment,
learning, or interaction, with limited monitoring by guardians
and safety notifications. For example, some devices feature
mobile apps, but they tend to focus more on content control
instead of situation awareness and parental control [1]. Previous
studies have also pointed out that child-centered IoT toys need
to be more attentive to privacy, security, and parental control, as
well as communication safety. Smart toys are often equipped
with sensors, cameras, and microphones that gather personal and
situational information, a fact that is worrying many about their
ability to be accessed by other people without consent, and their
potential to violate privacy rights [1, 2]. In addition, the absence
ofuniform guidelines for parental control and privacy protection
adds to these risks, making children susceptible to digital and
physical dangers [8, 9].

This study reports on the parental monitoring part of an Al-
enabled IoT robot toy developed as a prototype. The aim is not
to replace adult supervision, but to provide an additional
awareness and communication channel between the child, the
robot, and the guardian. Compared with the complete robot
platform, this study focuses on modules related to monitoring,
safety notification, remote intervention, and behavior
awareness.

The remainder of this study is organized as follows. Section
II reviews related work on Internet of Toys, smart toy safety, and
parental monitoring. Section III describes the proposed system
design and the parental monitoring workflow. Section IV
describes the implementation of the web-based monitoring
dashboard, camera monitoring, Telegram notification, Al-based
judgment, behavior report, and remote intervention modules.
Section V presents the scenario-based testing results with
screenshots and photos as supporting evidence. Section VI
discusses the findings, limitations, and privacy concerns of the
prototype. Finally, Section VII concludes the research work with
the main contributions and future work.
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II. RELATED WORK

Internet-connected toys (IoToys) combine embedded
hardware, sensors, wireless communications, and software
services to provide interactive and connected play experiences.
The toys are typically designed with integrated capabilities like
voice control, wireless connectivity, and adaptive feedback,
which add to their attractiveness and usability at home [10, 11,
12]. Even at home, many factors come into play, including
safety, transparency, and having guardians' control. The main
issues related to safety involve privacy and security related to
the collection and processing of personal data, such as sensitive
data about children, by loToys. This information may be subject
to hacking, unauthorized use, or misuse, raising serious privacy
concerns [10, 13, 14, 15]. Another major concern is
transparency; information regarding the collection, storage, and
use of personal data by these toys is often unclear to children
and their guardians. To enhance transparency, privacy rules and
privacy education resources are being developed to better
inform children and parents about data collection mechanisms
[11, 16].

Guardian control is vital to making sure that [oToys are used
safely and responsibly. There are currently challenges related to
the lack of uniform safety labelling on IoToys and the difficulty
for parents to be able to determine the level of security that these
devices have before buying them. This is the reason why there
are privacy labels and security labels such as "ChildShield"
being proposed to help consumers understand the safety features
of IoToys [14]. Furthermore, IoToys will need to be both
educational and entertaining, yet safety measures must be very
robust to ensure that they are interesting and safe for children
[10, 12]. This means that IoToys creates innovative and
personalized playing experiences, but its use at home will
require attention to privacy, security, and parental control issues
to ensure safe and transparent use [10, 11, 13, 14, 15].

Smart toys pose serious security and privacy concerns
related to children's speaking data and cloud processing,
network communication, application vulnerabilities, and lack of
parental control. Smart toys can also record voice information
and send it to the cloud to analyze. This adds a layer of privacy
concerns, since live streams of data can be exploited for
unauthorized audio monitoring. For example, some Al-powered
toys are known to send constant audio data to servers, which
might pose privacy and surveillance concerns [5, 17]. There are
many smart toys that have security issues with their network
communications with servers, so they can be hacked and their
data exposed. These weaknesses tend to be related to bad
practices in the implementation of security policies, as has been
reported in the analyses of toy communication environments [18,
1, 19]. Smart toy companion apps often have excessive
permissions and do not employ robust security measures. Static
and dynamic analyses have identified problems in these apps,
including unnecessary data collection and lack of adherence to
privacy laws [19, 2]. Parents' control mechanisms are still
inadequate. This adds to privacy concerns because parents may
not have the means to monitor or limit their children’s data
collection and utilization by toys. This is reported to be a major
concern of parents, especially in developed economies [20].
Besides that, with their capacity to collect and handle delicate
data like location and activity patterns, smart toys can encounter
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information leaks, unauthorized access, and even physical safety
hazards. In addition to this, privacy frameworks are not
standardized, and compliance is inconsistent with privacy laws
[21, 22, 23]. This indicates that the security and privacy issues
with smart toys are complex and encompass technical,
regulatory, and usability concerns. Solving these problems
needs better security measures, stricter enforcement of
regulations, and better parental control options.

McReynolds et al. [24] reported that Internet-connected toys
may record or transmit children’s speech, while parents and
children may not always understand what data are collected or
how the data are used. Chu et al. [18] found that commercially
available children’s I[oT toys can contain network and
application vulnerabilities that conflict with privacy and security
best practices. Shasha et al. [2] further proposed a threat
taxonomy for smart toys and showed that unsafe access or weak
protection may expose children to privacy leakage and safety
risks.

Parental control for smart toys should be accompanied by
visibility of children's interactions, control over data sharing,
notification of important events, and means for making
children's interactions known to their guardians. Parents should
have resources to watch and comprehend their children's
interactions with their smart toys. This means access to the
information gathered and its usage [25, 8, 9]. For instance,
dashboards or interfaces to show parents what their child is
doing and sharing with the toy interaction information are
crucial [26].

Parental control tools need to enable parents to control and
limit information that their child shares with their smart toy or
third parties. This is important because of potential privacy
violations and misuse of data [25, 8, 27, 21]. Tools available
today are inadequate to meet these needs, and having
customizable data-sharing preferences [8, 28] is therefore
important. If the parents are involved in the sharing of sensitive
information, or if there is a possibility that their information is
being shared in an insecure way, they should be informed of this.
This will enable prompt action to help protect the child's privacy
and safety [1, 28].

Tools should help increase parental awareness of privacy
risks and offer easy-to-use interfaces for effective privacy
management by non-technical users [29, 30]. Parents must have
control of what happens to their children, which means making
the design of the products more usable and having clear privacy
labels. This suggests that there is strong support for the proposed
parental control measures, which include visibility, control,
notification, and awareness mechanisms to address concerns
about the privacy and safety of smart toys. Therefore,
monitoring and notification should be considered as practical
design requirements for child-oriented IoT systems.

Based on these concerns, the proposed system integrates
parental monitoring directly into the robot platform. Instead of
only providing a separate mobile application, the system
connects the robot, server, web dashboard, Al judgment, and
Telegram Bot notification into one workflow. This allows the
guardian to easily receive important information without
continuously checking the dashboard.
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III. SYSTEM DESIGN

A. Overall Architecture

Fig. 1 shows the context diagram of the parental monitoring
workflow of the proposed IoT toy. The parental monitoring
architecture consists of a robot head unit, a server layer, an Al
judgment component, a web dashboard, a behavior logging
module, and a Telegram notification module. The robot collects
interaction input through microphone and camera modules,
while the server coordinates Al processing, dashboard
communication, logging, and notification. The guardian
accesses the system through the web dashboard or receives
Telegram alerts when serious situations, such as injury reports,
fear expressions, danger-related messages, allergy-related
requests, or direct requests to contact the guardian, are detected.

LEVEL 0 CONTEXT DIAGRAM

USER INPUT 0 Al REQUEST
—_—
CHILD / Al
USER TESTER SERVICES
-—
ROBOT RESPONSE Al RESPONSE
AI-ENABLED
NTERNET OF TOYS

susmonn reavest | "ROBOT SYSTEM SAFETY
—_—
NOTIFICATION
PARENT/ | =~~~
GUARDIAN

MONITORING AND
CONTROL RESPONSE
S S—

TELEGRAM
PLATFORM

ALERT MESSAGE

Fig. 1. Context diagram of the parental monitoring workflow.

B. Hardware and Server Components

The robot head unit is based on an ESP32-S3 CAM module
and includes a camera, microphone, speaker output, touch input,
and display feedback. The mobile base uses an ESP32-C3
controller for wheeled movement. The two parts form a modular
robot platform. The Node.js server acts as the central
coordination layer between the robot, browser interface, Al
services, memory storage, report module, and Telegram Bot.

C. Parental Monitoring Workflow

During normal interaction, the child can communicate with
the robot using natural language speech instead of a fixed
command list. The interaction can be started through the robot’s
wake-up mechanism, such as voice activation or touch
activation. After activation, the microphone captures the child’s
speech and sends the audio to the server for speech-to-text
processing. The recognized text is then forwarded to the GPT
API to generate a context-aware response. Since the GPT API
supports multilingual text processing, the robot can support
multilingual interaction in principle. However, the actual
language performance depends on the speech-to-text module,
the selected GPT model, the text-to-speech output, and the
availability of support for low-resource languages.

Visual assistance refers to the use of the ESP32-S3 camera
to support image-based interaction. For example, when the child
asks a visual question such as “What is this?”” or asks the robot
to look at an object, the camera captures the current image and
sends it together with the child’s question to the Al service. The
Al analyses the visual context and generates a response, which
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is then converted into speech and played through the robot
speaker.

The AI judgment module is executed after each child-robot
interaction. The server provides the module with the child’s
original input, the Al-generated response, and the optional
camera image or visual description. The module then classifies
the interaction into two outcomes: “guardian notification
required” or “no guardian notification required”. A notification
is triggered when the interaction contains a direct request to
contact a guardian, emotional distress, injury, sickness, danger,
stranger-related concern, fire or electrical risk, unsafe food,
allergy-related request, or other safety-related condition. If the
interaction is a normal conversation, such as asking for a story
or asking a general question, the system stores the interaction in
the behavior log without sending a Telegram alert.

When a notification is required, the server generates a short
summary of the situation and sends it to the guardian through
Telegram. The Telegram message includes the child’s original
input, the Al response, the situation summary, whether an image
is attached, and the timestamp. This decision mechanism
reduces unnecessary alerts while still notifying the guardian
during meaningful safety-related situations.

IV. IMPLEMENTATION

A. Web-Based Monitoring Dashboard

The web-based monitoring dashboard, as shown in Fig. 2,
allows the guardian to access the robot through a browser and
interact with different monitoring functions. For camera
viewing, the guardian clicks the camera or stream button to view
the child’s surrounding environment through the ESP32-S3
camera. The output is a live or updated camera view, which
helps the guardian understand the child’s current environment
when the guardian is not physically beside the child.

LvecCamora G

Joystick Control

v

STOP 0,0 o o

Fig. 2. Web dashboard for camera viewing and remote robot control.

For movement control, the guardian presses the forward,
backward, left, or right buttons on the interface. The command
is sent from the browser to the server and then forwarded to the
ESP32-C3 mobile base. The output is the physical movement of
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the robot, allowing the guardian to reposition the robot or
observe a different direction remotely.

For Al wake-word control and camera toggle, the guardian
can enable or disable selected robot functions from the
dashboard. The output is the updated function status shown on
the interface. This helps the guardian control when the robot
should listen for interaction or activate the camera, depending
on the usage situation.

The dashboard also provides links to memory, chat history,
and behavior report pages. Through these pages, the guardian
can review previous child-robot conversations, safety-related
events, and reminders stored, such as allergy information. These
outputs help the guardian understand what the child asked, how
the robot responded, and whether any important behavior or
safety condition occurred.

B. Telegram Guardian Notification

Telegram Bot is used as the guardian notification channel
because it supports fast message delivery and can include both
text and images. When the system identifies a safety-related
event or a guardian contact request, the server sends a structured
message to the guardian. The message can include the child’s
original words, the Al response, a brief situation summary,
image availability, and time information. Fig. 3 illustrates an
example of the Telegram message generated for a child-to-
guardian communication request.

< Miku @

8 Guardian Message

Child's original words:
This is my favorite anime character.
Please tell my mom.

Al response:
Okay, I'll help you tell your mom that
this is your favorite anime character.

Summary:

The child expressed affection for a
particular anime character and hoped
to convey this to their mother. The
current image has been attached for
the guardian to review.

Current image included: Yes

Time: 29/05/2026, 12:37:29 am

Child's current view

O OpenRobotWeb ()

Fig. 3. Telegram notification generated for a child-to-guardian
communication request.

C. Al Safety Judgment and Behavior Logging

The AI judgment component operates after each child-robot
interaction. The server sends the child’s original input, the Al-
generated response, and optional visual context from the camera
to a judgment prompt. The judgment prompt asks the Al to
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classify the interaction into two outcomes: guardian notification
required or no guardian notification required. The decision is
based on whether the interaction contains safety-related or
guardian-related content, such as direct requests to contact a
parent, expressions of fear such as “I am scared,” injury reports
such as “I fell down,” dangerous environment descriptions such
as “There is fire,” and allergy-related questions such as “Can I
eat peanuts?”

If guardian notification is required, the system generates a
short summary and sends a structured Telegram message to the
guardian. The message includes the child’s original input, the Al
response, the event summary, image availability, and timestamp.
If the interaction is a normal conversation, such as asking for a
story or asking a general question, the system stores the record
in the behavior log without sending a Telegram alert. This
mechanism helps reduce unnecessary notifications while still
allowing the guardian to receive important safety-related or
behavior-related information.

The system also records selected chat history and behavior
information so that the guardian can review important events
later. Fig. 4 shows the behavior report page used to review
previous child-robot interactions and safety-related records.
Through this report, the guardian can understand what the child
said, how the robot responded, and whether any event required
attention.

Report Result

Downioad PDF

a

Parent Child Interaction Observation and Guidance Report

This report summarizes your chiid's interactions with the Al toy between 2026.04-14 and 2026.04-29. Key focus s on schoo
experience, peer interactions, emotional signals, and self-expression. Picase review safety alerts and further communication
suggestions below,

& Safety and Risk Alert

Risk type: Peer bullying, verbal insut, physical aggression, and threst
Risk level: High
Judgment confidence: High

Tre chilg has repestedly descried being verbsly insuited, physically pusnes, followeg, thrstened i they tell 3n zault
‘2na reported minor injury. These signals 2l relate fo irect, real experiences at senool across multiple Gays.

ig talk directly with your child and the school, and
provide the child with support and safety. If necessary, seek help from a relevant professional.

Parent Report (2026-04-14 to 2026-04-29)

(o | o I

Fig. 4. Behavior report page for reviewing interaction and safety-related
events.

D. Allergy Reminder and Remote Intervention

The memory module can store simple child-related
information, such as allergy reminders. When the child asks
about food that may be unsafe, the system retrieves the stored
allergy information and includes it in the Al response. The robot
then responds with a warning through speech output, reminding
the child to avoid the restricted food. An example of the allergy
reminder output is shown in Fig. 5.
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Can | eat peanuts?

Message count: 4 - Updated: 2026/04/29 15:49

User

Can | eat peanuts?

2026/04720 15:20

Al

Mo, please do not eat peanuts. Your
memory says you are allergic to peanuts.
Please ask your parent or guardian before
eating it.

2026/04/29 15:20

Fig. 5. Allergy reminder output generated based on stored child-related
information.

Remote intervention is supported through camera viewing,
movement control, and two-way guardian communication. The
guardian can first check the camera view to understand the
child’s surrounding environment. If the guardian needs a
different viewing angle, the guardian can use the movement
buttons on the dashboard to reposition the robot. If the child
needs guidance, the guardian can use the hold-to-talk function
to speak through the web interface, and the robot plays the voice
message through its speaker to guide the child remotely. Fig. 6
shows the hold-to-talk function used for remote intervention.

Live Camera Camera idle

Fig. 6. Two-way guardian communication interface for remote intervention.

V.  SCENARIO-BASED TESTING AND RESULTS

Scenario-based testing was conducted to verify whether the
parental monitoring functions produced the expected outputs.
The testing focused only on monitoring-related features. Each
test used a realistic scenario, input, and output, as shown in
Table 1. The scenarios include guardian contact request, fear
expression, injury report, danger warning, allergy reminder,
remote monitoring, remote intervention, and behavior review.
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TABLE L. SCENARIO-BASED TESTING OF PARENTAL MONITORING
FEATURES
Scenario Input Output

Child asks robot to tell|Telegram message is sent

Guardian contact .
mother to guardian

Al comforts child and alerts

Fear expression Child says “I am scared”

guardian
. . « " Safety  notification is
Injury report Child says “I fell down generated
Warning response  and

Danger warning Child says “There is fire”

Telegram alert generated

Child asks about restricted | Robot gives
food warning

Allergy reminder allergy

Camera view and control

Remote monitoring | Guardian opens dashboard buttons are displayed

Remote
intervention

Guardian uses hold-to-talk | Robot delivers guardian
function voice guidance to the child

Interaction summary is

Behavior review
shown

Guardian opens report page

The supporting screenshot evidence is shown in Fig. 2 for
the web-based monitoring dashboard, Fig. 3 for Telegram
guardian notification, and Fig. 4 for behavior report review.
Additional output evidence is provided in Fig. 5 for the allergy
reminder and Fig. 6 for two-way guardian communication.
These figures provide supporting evidence for the main outputs
as listed in Table I.

The test results show that Telegram notifications were
triggered for guardian-contact and safety-related scenarios,
while the web dashboard supported remote camera viewing,
movement control, and remote intervention. The allergy
reminder and behavior report pages also helped the guardian
review child-related information and previous interaction
records. These results indicate that the proposed system can
support guardian awareness and remote intervention in basic
child-care scenarios.

VI. DISCUSSION

The main advantage of the system is that the guardian does
not need to constantly monitor the web dashboard. Safety-
related information can be pushed through Telegram when the
Al judgment module detects a meaningful event. Camera
viewing, behavior reporting, and remote control provide
additional context for the guardian to understand the child’s
situation and respond when necessary. These features allow the
IoT toy to act not only as an interactive robot, but also as an
additional awareness and communication channel between the
child and the guardian.

The reliance on Connectivity and Al Judgment is a recurring
theme, with abstracts underscoring the vulnerabilities
introduced by connections with other systems, including cloud-
based ones, and on real-time decision-making capabilities [31,
32]. This is in line with the issue of relying on cloud Al and Wi-
Fi. There are multiple studies that highlight some of the
problems with the accuracy of Al, such as false negatives and
false positives. In medical and child well-being, the use of Al
systems can be complicated by problems with predictive
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accuracy, especially if qualitative or contextual data is lacking
[32, 33]. This can result in false alarms or in failure to detect the
alarm, as mentioned in the question. Al systems need to be
thoroughly tested and have more precise instructions on how to
operate to become more reliable. For instance, the need for
robust evaluation metrics, post-deployment monitoring, and
dynamic testing scenarios is frequently mentioned [34, 35].
These measures can be helpful to improve the safety
classification rules and minimize errors.

The privacy issues surrounding the IoToy, including the
capturing of sensitive information such as children's voices,
images captured by the camera, notes of interactions, and any
alerts given, were raised. Currently, it is only a prototype where
access to this data is limited to a configured guardian through a
web dashboard and a Telegram account, but other security
elements such as more robust authentication, encrypted
communication, access control, and data retention settings are
needed before deployment with children.

IoT devices, including smart toys, often collect sensitive data
such as video, audio, and interaction logs, which can expose
children to significant privacy risks if not adequately secured [36,
37, 38]. For example, there have been reports of weaknesses in
IoT-enabled toys that have led to the unauthorized use of
cameras and sensors to capture live images and videos without
the user's consent [38, 39, 40]. The current IoToy prototype
using the web dashboard and Telegram account to access data
emphasizes the need for a more secure approach. Research
highlights the need for the use of encryption, multi-factor
authentication, and access control to reduce risks of
unauthorized access and data breaches [36, 39, 41]. For instance,
blockchain authentication and encryption have been suggested
to improve the security of IoT toys. One concern is Data
Retention and Regulatory Gaps, where IoT devices may not
have explicit data retention policies, and there is a lack of
transparency regarding who accesses or stores sensitive data. To
conclude, although the IoToy prototype restricts data access to
guardians, there is a strong need for further improvement in
authentication, encryption, and access control to ensure effective
protection of children's privacy. Moreover, it is essential to
address the regulatory gaps and put in place strong data retention
policies to guarantee long-term privacy and security [36, 37, 39,
41].

VII. CONCLUSION

This study presented the design and development of a smart
IoT toy with parental monitoring features. The main
contribution of this work is the development of a server-assisted
IoT toy prototype that connects child-robot interaction with
parental monitoring functions. The proposed IoT toy not only
provides a joyful play experience and entertainment, but it also
helps guardians receive important safety-related information
about the child’s behavior and surrounding environment. The
prototype integrates web-based camera monitoring, remote
movement control, Al-based safety judgment, Telegram
guardian notification, allergy reminder, behavior logging, and
behavior review to support parental monitoring and childcare.
Scenario-based testing showed that the system can generate
appropriate monitoring outputs, notify guardians, and support
remote observation in safety-related situations. Future work will
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focus on improving notification accuracy, privacy protection,
network robustness, and larger-scale user evaluation with
parents and child users.
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