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Abstract—Graph-based insider threat detection methods in-
creasingly report strong performance by modelling relationships
among users, hosts, resources and security events. However, many
studies still evaluate within a single benchmark family—usually
CERT—or report separate within-dataset results, so it is unclear
whether the learned representations capture transferable insider
behaviour or dataset-specific artefacts. This study presents, to the
best of our knowledge, the first systematic zero-shot cross-dataset
benchmark for insider threat detection across CERT, SPEDIA
and LANL. In this setting, no labelled or unlabelled target
observations are used during training. Events are harmonised to
a common user-day prediction unit with label-independent event
sampling, and in-distribution performance is controlled with
both chronological and user-disjoint splits. Within-domain per-
formance of a Random Forest reference model was heterogeneous
(user-disjoint PR-AUC from 0.004 on LANL to 0.99 on SPEDIA).
Across evaluable targets, its mean in-distribution PR-AUC was
0.542, compared with a mean off-diagonal zero-shot PR-AUC of
0.133, yielding a generalization gap of 0.409. A memory-based
temporal graph neural network without explicit time encoding
was compared with this reference on two transfers into SPEDIA
using paired seed-level bootstrap intervals. Representation effects
were source-dependent: the temporal graph model outperformed
the Random Forest for CERT r4.2→SPEDIA (∆PR = +0.123,
95% CI [+0.075, +0.169]), whereas the Random Forest out-
performed the graph model for CERT r5.2→SPEDIA (∆PR
= −0.031, 95% CI [−0.061, −0.012]). The results therefore
do not support a general advantage of graph representations.
They show that strong single-dataset performance is insufficient
evidence of cross-dataset generalization.
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I. INTRODUCTION

Insider threats remain difficult to detect because malicious,
negligent, or compromised users may operate through legiti-
mate accounts, authorised devices, and routine organisational
workflows. Unlike many external attacks, insider activity does
not necessarily produce an immediate perimeter violation. Its
significance may instead emerge through a sequence of indi-
vidually plausible actions involving authentication, host access,
files, removable devices, communications, and other enterprise
resources. The difficulty of obtaining suitable insider-threat
data, together with confidentiality and privacy constraints on
organisational logs, further complicates the development and
evaluation of reliable detectors [1].

Machine-learning and deep-learning methods have im-
proved the ability to model these behavioural signals. Re-
cent graph-based approaches are especially promising because
enterprise activity can be represented as interactions among

users, hosts, resources, and timestamped events. Graph neural
networks can propagate relational context between connected
entities, while temporal graph models can retain changes in
behaviour across ordered interactions. ATHITD uses a tempo-
ral heterogeneous graph to represent insider activity, whereas
Log2Graph transforms security logs into graph structures for
graph-convolutional detection [2], [3]. These developments
extend insider threat detection beyond isolated records and
fixed aggregated feature vectors.

However, methodological progress has not been matched
by equally rigorous evidence of cross-dataset transfer. The
synthetic CERT corpus remains the dominant experimental
benchmark, and several recent sequence, relational, and graph-
based studies continue to evaluate their methods using only
CERT-derived data or, like ATHITD and Log2Graph, CERT
and LANL without cross-dataset testing [2]–[6]. Reviews also
document frequent use of CERT in insider-threat research [7].
CERT provides controlled scenarios, multiple enterprise event
sources, and answer-key labels, making it valuable for re-
producible model development [1]. Nevertheless, a detector
trained and tested within one CERT release may learn scenario-
specific frequencies, user-role patterns, event-generation rules,
or other corpus regularities that are absent from indepen-
dently constructed datasets. Strong within-dataset performance
therefore does not establish that the learned representation
will remain effective in a different organisational or logging
environment.

Network intrusion detection has addressed this concern
more directly. Cross-dataset studies have demonstrated that
models performing strongly on a source benchmark may
deteriorate when evaluated on independently collected network
traffic [8], [9]. Together, these studies motivate source–target
evaluation matrices for comparing within-dataset and cross-
dataset performance [8], [9], while Sarhan et al. examine
a common feature set for cross-environment generalisabil-
ity [10]. (A source–target matrix scores every train-on-one,
test-on-another dataset pair; a harmonised representation uses
one shared feature set for all datasets.) Zero-shot transfer,
which applies a trained model to a new dataset without
retraining or tuning on it, has also been studied under protocol
and dataset shift [11]. Cross-dataset evaluation is consequently
treated as a distinct benchmark rather than as an extension
of a random train–test split. Insider threat detection has not
yet adopted an equivalent evaluation paradigm. To the best
of our knowledge, prior graph-based insider-threat studies
have not evaluated transfer from CERT to an independently
constructed target under a strict zero-shot protocol, and sys-
tematic source-to-target benchmarking across independently
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1 Evaluated domains
CERT r4.2 · r5.2 · r6.2
synthetic; at most 0.3%

positive user-days

SPEDIA
real, provenance-filtered

32% positive

LANL
real authentication; 0.04% positive

Future extensions, not evaluated
TWOS · DARPA OpTC

2 Harmonisation
Label-independent sampling

CERT web rate 0.05
LANL authentication rate 0.02

same rate for every user (seed 7)

Labels attached afterwards
answer keys and red-team logs

Canonical event (u, h, a, t, y)
16 actions; user-day unit

Causal deviation features
strictly earlier days of each user

3 Models
Random Forest
tabular reference;

full source–target matrix

Temporal GNN
user and host GRU memories
chronological event processing

SSL next-action pretraining
no explicit time encoding

Temporal GNN evaluated on
the in-distribution controls and
on CERT r4.2/r5.2→SPEDIA

4 Evaluation
test target

tra
in

so
ur

ce

■ in-distribution: chronological and
user-disjoint splits
■ zero-shot transfer, no target
access
hatched: CERT r6.2, not evaluable
as a target
PR-AUC and base-rate lift; five
seeds; paired bootstrap

Findings

C1 Evaluable-set generalization gap
0.409 (RF: in-distribution 0.542 vs. zero-
shot 0.133)

C2 Source-dependent effect: CERT
r4.2→SPEDIA GNN > RF; CERT
r5.2→SPEDIA RF > GNN

+ RF transfer into SPEDIA close to its
base rate (lift 0.94–1.13); LANL transfer at
the floor

Fig. 1. Overview of the cross-dataset benchmark. Three evaluated domain families are harmonised to a canonical event schema and a user-day prediction unit
with label-independent event sampling. A Random Forest reference model is evaluated on the full source-by-target matrix, and a memory-based temporal graph
neural network without explicit time encoding is evaluated on the in-distribution controls and on two transfers into SPEDIA. The findings panel summarises

the evaluable-set generalization gap and the source-dependent representation comparison.

constructed insider-threat datasets remains limited. It therefore
remains unclear whether recent graph models learn transferable
insider-threat behaviour or dataset-specific decision rules. This
uncertainty is particularly important because CERT, SPEDIA,
and LANL differ in data origin, event coverage, insider type,
labelling procedure, population, and class prevalence [1], [12],
[13].

This study addresses the gap with a zero-shot cross-
dataset generalization benchmark: a model is trained on a
source dataset and evaluated on an independently defined
target dataset without access to labelled or unlabelled target
observations. Target-assisted domain adaptation is outside the
scope of the reported experiments, so no result in this study
uses target data during training. The principal contributions are
as follows:

• A strict zero-shot cross-dataset benchmark. We
present, to the best of our knowledge, the first sys-
tematic zero-shot cross-dataset benchmark for insider
threat detection across CERT, SPEDIA and LANL. It
combines explicit target isolation, label-independent
event sampling and harmonisation, chronological and
user-disjoint in-distribution controls, base-rate lift re-
porting and an evaluable-set generalization gap. For a
Random Forest reference model, mean PR-AUC fell
from 0.542 in distribution to 0.133 under zero-shot
transfer (∆ = 0.409).

• A source-dependent comparison of tabular and
temporal-graph representations. Using paired seed-
level bootstrap intervals, we compare the reference
model with a memory-based temporal graph neural
network on two transfers into SPEDIA. The graph
model was better for CERT r4.2 as the source, and the

tabular model was better for CERT r5.2. Representa-
tion advantages therefore did not transfer consistently,
even into the same target dataset.

The remainder of this study is organised as follows. Sec-
tion II reviews insider threat detection, graph-based methods,
cross-dataset network intrusion detection, and the selected
datasets. Section III defines the datasets, prediction unit, and
zero-shot benchmark. Section IV describes the temporal graph
construction and detector, Section V describes the experimental
protocol, and Section VI reports the findings. Sections VII
and VIII discuss threats to validity and conclude the study,
respectively. Fig. 1 summarises the overall framework.

II. RELATED WORK

A. Machine Learning and Deep Learning for Insider Threat
Detection

Insider threat detection has commonly been formulated as
supervised classification, anomaly detection, or behavioural
profiling over enterprise activity records. Conventional meth-
ods aggregate events into user-level, session-level, or user-day
features and apply classifiers or outlier detectors to distinguish
suspicious activity from normal behaviour. These methods are
computationally practical and can provide useful operational
summaries. However, aggregation may obscure the event or-
dering, timing, and interaction context through which gradual
insider behaviour becomes observable.

Deep-learning studies attempt to preserve more of this
structure. Recurrent neural networks, autoencoders, attention
mechanisms, and transformer-based models can represent be-
havioural sequences and identify deviations from historical
activity. Temporal feature aggregation with attention has been
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used to combine activity-log evidence across time [5], while
relational multi-sequence modelling has been proposed to
capture dependencies among different behavioural sources [6].
LAN learns adaptive neighbourhood relationships for real-
time insider threat detection, illustrating the increasing use
of relational learning beyond fixed feature aggregation [4].
However, existing machine-learning and sequence-based stud-
ies provide limited evidence that their learned behavioural
representations remain effective outside the dataset on which
they were developed.

B. Graph-Based Insider Threat Detection

Graph-based insider threat detection represents enterprise
activity through relationships among users, hosts, resources,
and security events. Such representations can preserve interac-
tion structure that is lost when each user-day is treated as an in-
dependent feature vector. Static graph convolutional networks
aggregate neighbourhood information, while graph attention
mechanisms learn the relative importance of connected entities
or event types. Temporal graph models additionally retain the
order and timing of interactions.

Log2Graph converts security logs into graph structures
and applies graph convolution for insider threat detection [3].
Its formulation demonstrates the value of representing log
relationships explicitly rather than relying only on flat event
aggregates. ATHITD is one of the closest works to the present
study because it combines attention with a temporal hetero-
geneous graph representation for insider threat detection [2].
A subsequent fusion model integrates sequential and graph
neural components with an explainability mechanism for user
and entity behaviour analytics [14].

ATHITD and the fusion model are particularly relevant
architectural comparators, but neither measures cross-dataset
transfer. ATHITD reports results on CERT and LANL and the
fusion model on CERT, yet neither trains on one insider threat
dataset and evaluates on another, independently constructed
dataset. Their reported results therefore measure within-dataset
discrimination rather than zero-shot cross-dataset transfer.
Log2Graph is subject to the same general limitation: it demon-
strates a graph-based detector within its development setting
but does not establish whether the learned representation
transfers across dataset boundaries [3].

The present study does not reimplement these architectures.
Instead, it evaluates a memory-based temporal graph detector
and a tabular reference model under the same user-day labels,
aligned event vocabulary, source–target partitions, and access
restrictions. Consequently, existing graph-based detectors have
not been compared systematically under a zero-shot source-by-
target protocol that separates strong single-dataset performance
from transferable graph learning.

C. Cross-Dataset Generalization and Domain Adaptation in
Network Intrusion Detection

Network intrusion detection provides the closest estab-
lished precedent for the present evaluation design. Layeghy and
Portmann examined the generalisability of machine-learning
network intrusion detectors and showed that strong perfor-
mance on a development dataset does not necessarily per-
sist under cross-dataset evaluation [8]. Sarhan et al. inves-
tigated standardised feature sets intended to improve both

generalisability and explainability across network intrusion
datasets [10]. Cantone et al. further analysed cross-dataset
generalization and the effects of distributional differences
between independently collected benchmarks [9].

These studies motivate the use of a source–target matrix
rather than a single within-dataset score. A model is trained on
one source and evaluated on multiple targets, allowing diagonal
in-distribution performance to be separated from off-diagonal
transfer. Such evaluation exposes dataset bias that may remain
hidden when training and testing records originate from the
same collection process.

Domain adaptation addresses a related but different prob-
lem. Instead of requiring transfer without target access, adapta-
tion methods use information from the target domain to reduce
the distribution mismatch; because the target distribution par-
ticipates in training, such methods address unsupervised do-
main adaptation rather than zero-shot generalization. Oladejo
and Ahmed apply cross-domain transfer learning to multi-
protocol intrusion detection, but their reported experiments are
zero-shot, with no target fine-tuning or domain adaptation [11].
The present study likewise reports zero-shot results only.

Although the distinction between source-only cross-dataset
generalization and target-assisted unsupervised adaptation is
established in network intrusion research, it has not been
applied systematically to graph-based insider threat detection.

D. Insider Threat Datasets

The CERT insider-threat corpus was created to support
reproducible research when labelled organisational insider in-
cidents were difficult to obtain [1]. It provides synthetic users,
hosts, organisational roles, multi-source activity records, and
answer-key labels for traitor scenarios. Its controlled structure
and accessibility explain its widespread use, but its synthetic
generation process may also introduce regularities that are not
present in independently collected environments.

TWOS was developed from a gamified competition con-
taining malicious insider behaviour [15]. It includes labelled
masquerader and traitor activity spans and therefore differs
from CERT in collection setting, scenario construction, and
available event fields. These differences make TWOS a natural
candidate for extending the present benchmark. It is therefore
identified as a target for future work and is not evaluated in
this study.

SPEDIA provides security-event data with behavioural
descriptions and Wazuh severity information [12]. The release
contains both real and synthetic components, including records
associated with CERT. A clean CERT-to-SPEDIA comparison
therefore requires provenance-aware filtering so that CERT-
derived records do not appear in the target evaluation. In this
study, every row for which Decoder_name == ’cert’ is
excluded. The audited remainder contains 20,619 real rows,
zero occurrences of dtaa.com, zero cert tokens, and zero
CERT-style identifiers. The retained records are drawn only
from auditd, PAM, syscheck, and JSON sources.

The LANL cybersecurity dataset contains authentication
and other enterprise events collected from a real organisational
environment [13]. Its labelled red-team authentication activity
differs semantically from CERT traitor scenarios and is more
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closely associated with masquerader or lateral-movement be-
haviour. LANL nevertheless provides a valuable independently
collected domain for testing whether models transfer beyond
synthetic insider scenarios.

These datasets cannot be made semantically identical
through preprocessing. CERT, SPEDIA, and LANL differ in
event types, malicious-activity definitions, temporal coverage,
and labelling granularity. The present work therefore aligns
them at a common user-day prediction level while retaining
and reporting their original threat semantics.

What is still missing is a harmonised benchmark that
evaluates insider threat detectors across CERT, SPEDIA, and
LANL without concealing the substantive differences in their
labels and collection processes.

III. DATASETS AND PROBLEM FORMULATION

A. Datasets

1) CERT: CERT provides synthetic enterprise activity to-
gether with answer-key labels for traitor scenarios [1]. Releases
r4.2, r5.2, and r6.2 are used. Events are mapped to user-
day intervals, and a user-day is labelled positive when it
contains at least one answer-key malicious event. CERT is
used as a controlled source domain whose in-distribution
performance is measured under both chronological and user-
disjoint splits. The term “overfitting” is used only when these
controls support that interpretation; otherwise, an off-diagonal
decline is described as failure to transfer.

2) SPEDIA: SPEDIA contains security records with de-
scriptive and Wazuh severity information [12]. A user-day is
labelled positive when at least one event has a Description
of “Highly Suspicious” or “Midly Suspicious”, or a Wazuh
level of at least 8. To prevent CERT-derived overlap, all
rows satisfying Decoder_name == ’cert’ are excluded.
The audited real-only subset contains 20,619 rows, zero
dtaa.com occurrences, zero cert tokens, and zero CERT-
style identifiers. Its retained sources are limited to auditd,
PAM, syscheck, and JSON records.

3) LANL: The LANL dataset contains authentication and
related events from a real enterprise environment, together with
labelled red-team activity [13]. Each authentication event is
mapped to the corresponding user and host within the aligned
action vocabulary. A user-day is positive when it contains at
least one labelled red-team authentication event. Because these
labels principally represent masquerader or lateral-movement
activity, LANL is treated as a related but not identical insider-
threat domain. Authentication records of machine accounts are
removed.

4) Label-independent event sampling: The CERT web logs
(14.5–90 GB per release) and the LANL authentication log
(about 1.05 billion rows) are too large to process in full,
so these two event sources are subsampled. Every CERT
web event is retained independently with probability 0.05,
and every eligible LANL authentication event is retained
independently with probability 0.02, using a fixed pseudo-
random seed (7). The retention decision depends only on this
random draw; it does not use user identity, the ground-truth
insider or red-team rosters, or any label. User-day labels are
attached only after the sampled event universe has been fixed.

All other CERT event sources are retained in full, and SPEDIA
is not subsampled. A labelled user-day can be observed only
if at least one of its events is retained; for LANL, 158 of the
176 red-team user-days remain observable after sampling.

5) Evaluable targets: A domain is evaluated as a target,
and its in-distribution score is reported, only when it contains
at least 50 positive user-days. CERT r6.2 contains 44 positive
user-days among 1,394,010 user-days and is therefore used
as a training source only. The other four domains meet the
criterion.

B. Common Prediction Unit and Graph Domain

Let the benchmark contain K domains,

D = {D1, . . . ,DK} , (1)

where, each domain corresponds to one dataset and defines
a distribution over timestamped security events. An event is
represented as

e = (ue, he, ae, te) , (2)

where, ue is the user, he is the host, ae is an action from the
fixed vocabulary A, and te is the event timestamp. All datasets
are converted to the same user-day prediction unit. For user u
and day d, let Eu,d denote the set of events assigned to that
interval. Its binary label is

yu,d = I [∃ e ∈ Eu,d such that ℓe = 1] , (3)

where, ℓe is the dataset-specific malicious-event or
malicious-span indicator. This definition preserves each
dataset’s documented labelling rule while enforcing a com-
mon unit of analysis. The user-day is the unit of labelling,
prediction, and evaluation. It is not the input resolution of
the temporal model. The temporal graph detector consumes
individual timestamped events in chronological order, so event
ordering and within-day temporal structure enter its memory
state; the aggregated user-day features are used alongside
that memory. Daily labels nevertheless have limitations. They
cannot measure detection latency within a day, event-level
detection behaviour, or differences between sessions. Event-,
session-, host-, or process-level formulations should therefore
be evaluated where the datasets support them.

Each domain is represented as a heterogeneous temporal
graph

Gi =
(
VU
i ,VH

i , Ei
)
, (4)

where, VU
i and VH

i are user and host nodes, respectively,
and Ei contains action-typed timestamped edges. Dataset-
specific raw events are mapped to the fixed action vocabulary
before model fitting. Continuous feature normalisation is fitted
using the permitted training data only.
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CERT native fields
User, PC, activity

type, time, answer key

SPEDIA native fields
User, host, decoder,

time, severity
Drop Decoder_name ==
cert (provenance filter)

LANL native fields
Authentication events,

users, hosts, times

Canonical event
(u, h, a, t, y)

Fixed action vocabulary

User-day features
Aligned counts,

flags, timing

Temporal graph
User/host nodes
and timestamped

action edges

Fig. 2. Data harmonisation pipeline.

Fig. 2 illustrates the harmonisation pipeline.

C. Zero-Shot Cross-Dataset Generalization

The primary benchmark measures zero-shot cross-dataset
generalization. For source domain i, a detector fZS

i is trained
using only labelled source-domain training data:

fZS
i = Train

(
DL

i

)
. (5)

No labelled or unlabelled target events, target feature
statistics, target validation results, or target-domain model-
selection signals are available during training.

For source i and target j, the matrix entry is

Mij = PR-AUC
(
fZS
i ,Dtest

j

)
. (6)

The diagonal entries represent in-distribution evaluation,
whereas i ̸= j denotes zero-shot transfer. In-distribution scores
are estimated under both a chronological split and a user-
disjoint split (Section V). The complete source-by-target ma-
trix is computed for the Random Forest reference model, and
the temporal graph detector is evaluated on the in-distribution
controls and on two transfers into SPEDIA (Section VI).

Let S denote the set of source domains, T ⊆ S the set of
evaluable target domains, and

P = {(i, j) : i ∈ S, j ∈ T, i ̸= j} (7)

the set of evaluable transfer cells. The generalization gap
is defined as

∆ =
1

|T |
∑
j∈T

Mjj −
1

|P |
∑

(i,j)∈P

Mij . (8)

The first term is the uniformly weighted mean of the
evaluable in-distribution cells, and the second is the uniformly
weighted mean of the evaluable zero-shot cells. A larger
positive value indicates a greater decline from in-distribution
performance to zero-shot transfer. CERT r6.2 remains available
as a training source but is excluded from T because its target
evaluation does not meet the positive-count criterion; with
five sources and four evaluable targets, |P | = 16. The in-
distribution cells in Eq. (8) use the user-disjoint split, because

the chronological split leaves no LANL positives in the test
period.

D1 D2 D3 D4

D1

D2

D3

D4

Tr
ai

n
so

ur
ce

Test target

in-distribution transfer

Zero-shot transfer (i ̸= j)
Train on Di only;
no target access

In-distribution (i = j)
Chronological and
user-disjoint splits

Evaluable targets T
At least 50 positive user-days

Fig. 3. Zero-shot evaluation protocol. Rows are training sources and
columns are test targets; only evaluable targets enter the generalization gap.

The evaluation protocol is summarised in Fig. 3.

IV. METHODOLOGY

A. Heterogeneous Temporal Graph Construction

Each dataset is transformed into a heterogeneous temporal
graph containing user and host nodes. Every security event
creates a directed, action-typed edge between its associated
user and host:

e = (ue, he, ae, te) , ae ∈ A. (9)

The vocabulary A contains sixteen canonical actions: lo-
gon, logoff, auth, file_read, file_write, file_delete, usb_connect,
usb_disconnect, http, email_send, email_recv, cmd_exec, ssh,
ftp, process_start, and unknown. It was chosen to cover the
activity types that the evaluated sources record in comparable
form, namely session, authentication, file, removable-device,
web, e-mail, and command events, without relying on dataset-
specific content. The mapping from raw log fields to A
is a static rule table in the data loaders. It does not use
labels or model outputs, and the same tables were applied
in all reported experiments. Dataset-specific event names that
express the same behavioural operation are mapped to a shared
action, whereas unmatched events are assigned to the reserved
unknown action rather than discarded. Table I lists the rules,
and Table II reports the resulting event distribution. No event
in any domain was assigned to the unknown action. The dis-
tributions nevertheless differ markedly: LANL occupies only
three actions, SPEDIA is dominated by command execution,
and CERT is dominated by e-mail and web activity. The
mapping therefore provides a common representation, but it
cannot make the source domains semantically identical.

In addition to event edges, each user-day has an aligned
feature vector

xu,d ∈ RF , (10)
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TABLE I. CANONICAL ACTION MAPPING. CERT R4.2 HAS NO ACTIVITY COLUMN FOR FILE AND E-MAIL EVENTS, SO ALL ITS FILE EVENTS MAP TO
FILE_WRITE AND ALL ITS E-MAIL EVENTS TO EMAIL_SEND. CERT WEB EVENTS ARE SAMPLED INDEPENDENTLY WITH PROBABILITY 0.05 FOR EVERY
USER, AND ELIGIBLE LANL AUTHENTICATION EVENTS WITH PROBABILITY 0.02 FOR EVERY USER (FIXED SEED 7; MACHINE ACCOUNTS REMOVED).
GROUND-TRUTH ROSTERS ARE NOT USED IN THE SAMPLING DECISION, AND LABELS ARE ATTACHED ONLY AFTER SAMPLING. THE SSH, FTP, AND

PROCESS_START ACTIONS ARE RESERVED AND ARE NOT PRODUCED BY ANY EVALUATED LOADER

Canonical action CERT (r4.2/r5.2/r6.2) SPEDIA (real-only) LANL (auth.txt)

logon logon.csv: Logon Activity = session, other actions Orientation LogOn
logoff logon.csv: Logoff Activity = session, action contains “logoff” Orientation LogOff
auth – Activity = session, action contains “fail” All other orientations
file_read file.csv: File Open (r5.2/r6.2) Activity = file, other actions –
file_write file.csv: File Copy, File Write; all r4.2 file

events
Activity = file, action contains “modif” or
“added”

–

file_delete file.csv: File Delete Activity = file, action contains “delet” –
usb_connect device.csv: Connect Activity = device, other actions –
usb_disconnect device.csv: Disconnect Activity = device, action contains “discon-

nect”
–

http http.csv (sampled) Activity = http –
email_send email.csv: Send; all r4.2 e-mail events Activity = email –
email_recv email.csv: View, Receive (r5.2/r6.2) – –
cmd_exec – Activity = command –
unknown Any unmatched token Any other activity –

TABLE II. DISTRIBUTION OF RETAINED EVENTS OVER CANONICAL ACTIONS AFTER LABEL-INDEPENDENT SAMPLING: COUNT (PERCENTAGE OF THE
DOMAIN’S EVENTS). ONLY ACTIONS OBSERVED IN AT LEAST ONE DOMAIN ARE LISTED; SSH, FTP, AND PROCESS_START HAVE ZERO EVENTS IN

EVERY DOMAIN. THE LAST ROW GIVES USER-DAYS AND, IN PARENTHESES, POSITIVE USER-DAYS

Action CERT r4.2 CERT r5.2 CERT r6.2 SPEDIA LANL

logon 470,591 (8.2%) 995,082 (4.2%) 1,948,933 (8.1%) 3,031 (14.7%) 3,786,729 (45.3%)
logoff 384,268 (6.7%) 814,988 (3.4%) 1,581,352 (6.6%) 2,038 (9.9%) 3,048,812 (36.4%)
auth 0 (0.0%) 0 (0.0%) 0 (0.0%) 330 (1.6%) 1,529,753 (18.3%)
file_read 0 (0.0%) 483,655 (2.0%) 657,500 (2.7%) 0 (0.0%) 0 (0.0%)
file_write 445,581 (7.7%) 403,966 (1.7%) 976,584 (4.1%) 4,027 (19.5%) 0 (0.0%)
file_delete 0 (0.0%) 0 (0.0%) 380,799 (1.6%) 712 (3.5%) 0 (0.0%)
usb_connect 203,339 (3.5%) 419,734 (1.8%) 778,354 (3.3%) 0 (0.0%) 0 (0.0%)
usb_disconnect 202,041 (3.5%) 417,250 (1.7%) 773,474 (3.2%) 0 (0.0%) 0 (0.0%)
http 1,420,426 (24.7%) 2,947,136 (12.4%) 5,850,511 (24.4%) 367 (1.8%) 0 (0.0%)
email_send 2,629,979 (45.7%) 5,555,187 (23.3%) 3,832,466 (16.0%) 0 (0.0%) 0 (0.0%)
email_recv 0 (0.0%) 11,806,388 (49.5%) 7,162,491 (29.9%) 0 (0.0%) 0 (0.0%)
cmd_exec 0 (0.0%) 0 (0.0%) 0 (0.0%) 10,114 (49.1%) 0 (0.0%)
unknown 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%)

Total events 5,756,225 23,843,386 23,942,464 20,619 8,365,294
User-days (positive) 330,452 (966) 693,649 (1,307) 1,394,010 (44) 256 (82) 389,323 (158)

whose dimensions have the same operational meaning
across all datasets. The aligned features contain counts, bi-
nary activity indicators, timing variables, and other quantities
that can be computed consistently from the common event
ontology. Dataset identifiers, raw user names, host names, and
source-specific record identifiers are excluded.

After processing all events up to the end of day d, the
user-day representation is

ru,d =
[
su(t

end
d ) ∥xu,d

]
, (11)

where, su(tendd ) is the temporal memory of user u and ∥
denotes concatenation. A prediction head produces

ŷu,d = σ (Wyru,d + by) . (12)

Fig. 4 shows the architecture.

B. Per-User Deviation Features

In line with user-centred and behavioural-baseline ap-
proaches [2], [16], insider activity is modelled relative to each
user’s own history rather than solely through absolute activity
counts. The same number of logons, file operations, or host
accesses may therefore be routine for one user but unusual for
another. To preserve temporal validity, the behavioural baseline
is constructed causally from strictly earlier observations only.
The transformation is also dataset-agnostic: it uses aligned nu-
merical activity features and excludes dataset-specific tokens,
URLs, email content, identifiers, or other source-dependent
fields.

For user u, day d, and base feature x, the causal deviation
feature is

devx(u, d) =
xu,d − µu,<d

σu,<d + ϵ
, (13)

where, µu,<d and σu,<d are the mean and standard devi-
ation of feature x over the strictly earlier days of user u, and
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Event stream
e = (u, h, a, t)

in time order

Action
embedding za

Message
mv,e

USER memory
su(t) (GRU)

HOST memory
sh(t) (GRU)

User-day rep.
ru,d

Prediction head
ŷu,d

SSL next-action head
softmax over actions
(pre-event memories)

Aligned and causal
deviation features x̃u,d

Fig. 4. Temporal graph detector used in the reported experiments. Events update user and host memories in chronological order; no explicit time encoding is
used.

ϵ > 0 prevents division by zero. Formally,

µu,<d =
1

|Hu,d|
∑

d′∈Hu,d

xu,d′ , Hu,d = { d′ | d′ < d } ,

(14)

with σu,<d computed over the same historical set Hu,d.
When Hu,d is empty, corresponding to the first observed day
of user u, devx(u, d) is set to zero. The original base counts
are retained, and the causal deviation features are appended.
If the aligned base vector is xu,d ∈ RF , the resulting user-day
feature vector is

x̃u,d = [xu,d ∥ dev(xu,d) ] ∈ R2F . (15)

Because the same aligned base features and the same causal
transformation are applied in every domain, the resulting
feature space is identical across CERT, SPEDIA, and LANL.

1) Leakage controls: The following rules determine what
information can reach each prediction. First, event sampling is
label-independent and precedes label attachment (Section III),
so the retained event volume of a user does not depend on
whether that user is an insider. Second, each deviation value
uses an expanding mean and standard deviation over the same
user’s strictly earlier days; the current day is excluded by a one-
day shift, and a user’s first observed day receives zero. Only
activity counts and timing variables enter this computation, so
labels never affect the history. Third, the features are computed
once over each dataset’s chronological event stream. Under
the chronological split, a test day may therefore draw on the
same user’s training-period days, which precede it in time, but
never on later days. Under the user-disjoint split, train and test
users do not overlap, so a test user’s history consists only of
that user’s own events. Fourth, during cross-dataset inference,
target deviations are computed only from the same target
user’s earlier, unlabelled target events. Fifth, the temporal-
graph memory is reset before each training epoch, before
validation, and before scoring, so memory state is not carried
from the training partition into the test partition or from the
source into the target. Sixth, the temporal graph detector uses

no timestamp statistic of the scored stream, because it has no
explicit time encoding (Section IV). Finally, standardisation
statistics are fitted on the source training users only, excluding
the validation users, and are applied unchanged to validation,
test, and target data. Consequently, no feature value depends
on future events, on labels, or on statistics of a test or target
partition, and target labels do not enter model training or
preprocessing.

2) Shared feature-space limitation: The shared, content-
free feature space is a deliberate cross-dataset fairness con-
straint. It prevents models from exploiting dataset-specific to-
kens, URLs, email content, identifiers, or logging conventions
that could artificially inflate within-dataset performance and
reintroduce the artefacts examined by the benchmark. This
restriction may reduce sensitivity to scenarios whose malicious
meaning depends on content, such as particular URLs, email
text, file names, or message semantics. Per-user deviation
features partly mitigate this limitation by representing unusual
behaviour relative to each user’s own history, but cannot
recover information absent from the aligned feature space.

C. Memory-Based Temporal Graph Backbone

The temporal backbone maintains a state vector sv(t) for
every user or host node v. For event e = (ue, he, ae, te), a mes-
sage is constructed separately for each endpoint v ∈ {ue, he}:

mv,e = Wm

[
sv(t

−
e ) ∥ zae

]
, (16)

where, zae is the embedding of action ae, sv(t−e ) is the
memory of node v immediately before event e, and separate
projections Wm are used for user and host endpoints. Tempo-
ral graph models often add explicit temporal information, e.g.,
elapsed-time terms or functional time encodings [17], [18].
Here, such an encoding would need timestamp normalisation,
and normalising with the scored target stream’s first and last
timestamps would use target-derived statistics. The reported
configuration therefore uses no explicit time encoding. Tem-
poral information enters the model through the chronological
order in which events update the memories.

The node memory is updated as
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sv(te) = GRU
(
mv,e, sv(t

−
e )

)
. (17)

Events are processed in chronological order. Consequently,
the state used to predict event e contains only information
available before te, preventing future-event leakage. Host
memories allow activity on a shared machine to influence
subsequent user representations, while user memories retain
behavioural continuity across events and days.

D. Causal Self-Supervised Next-Action Prediction

The primary self-supervised task predicts the action asso-
ciated with the next chronological event from the pre-event
memories of its user and host. Let

g
(
sue(t

−
e ), she(t

−
e )

)
= softmax

(
Wg

[
sue(t

−
e ) ∥ she(t

−
e )

]
+ bg

)
(18)

be a probability distribution over the A = |A| action
classes. The self-supervised loss is

Lssl = −
∑

e∈Etrain

log gae

(
sue

(t−e ), she
(t−e )

)
. (19)

The loss is computed over all permitted training events
rather than over a masked subset. The use of pre-event
memories makes the objective causal because action ae is not
inserted into the state before its prediction. Self-supervised pre-
training is conducted without malicious labels and is followed
by supervised source-domain optimisation. A masked-action
reconstruction variant was not evaluated in this study.

E. Supervised User-Day Detection

For labelled source-domain user-days, the prediction loss
is binary cross-entropy:

Ly = −
∑

(u,d)∈SL

[yu,d log ŷu,d + (1− yu,d) log (1− ŷu,d)] .

(20)

Any weighting or sampling used to address class imbalance
is estimated from source-domain training data only. Target
labels are never used to tune the classifier or its operat-
ing threshold. For zero-shot experiments, all components are
trained with source data only. The temporal encoder is trained
with the self-supervised objective and then frozen, after which
the projection layer and prediction head are trained on labelled
source user-days. Early stopping uses the validation PR-AUC
of a held-out 15% of the source training users. The resulting
model is frozen before evaluation on a target domain.

TABLE III. CONFIGURATION OF THE REPORTED EXPERIMENTS. WHERE
TWO VALUES ARE GIVEN, THE FIRST APPLIES TO CERT SOURCES AND

THE SECOND TO THE SPEDIA SOURCE

Item Setting

Seeds 0–4 (splits, validation users, initialisation)
Event sampling CERT web p = 0.05 and LANL authentication

p = 0.02 for every user; seed 7; labels attached after
sampling

Random Forest 300 trees; balanced-subsample class weights; unscaled
features

Temporal mem-
ory

64-dimensional user and host GRU memories, updated
in chronological event order

Embeddings 16-dimensional action embedding; no explicit time
encoding

Readout Linear–ReLU projection; MLP 128–64–1; dropout 0.1
Optimiser AdamW; learning rate 3×10−4; weight decay 10−4;

cosine schedule; gradient-norm clipping at 1.0
Epochs at most 60 / 80; self-supervised pretraining 1 / 2 epochs
Batching chronological edge batches of 16,384 / 8,192 events;

one supervised update per day
Early stopping validation PR-AUC on 15% of source training users;

patience 8 / 12; minimum 12 / 20 epochs
Class weighting positive weight nneg/npos, capped at 100
Determinism deterministic PyTorch algorithms; deterministic

cuDNN, benchmarking off; CUBLAS workspace
:4096:8; hash seed 0

Bootstrap 5,000 resamples of paired per-seed differences; 95%
percentile interval

Software Python 3.11.15; scikit-learn 1.9.0; PyTorch 2.12.1 with
CUDA 13.0; NumPy 2.4.4; pandas 3.0.3; SciPy 1.17.1

Hardware NVIDIA GeForce RTX 5070 Laptop GPU (8 GB);
31 GB RAM

V. EXPERIMENTAL SETUP

A. Implementation Details

The pipeline is implemented in Python. The Random
Forest uses scikit-learn, and the temporal graph detector uses
PyTorch. Table III lists the configuration of both models.
Class imbalance is addressed through positive-class weighting
estimated only from source training data. The temporal graph
detector standardises base features on the source training users
and clips them and the causal deviation features (Section IV-B)
to [−8, 8]; the Random Forest uses unscaled features. Every
reported configuration was run with five random seeds (0–4);
GPU training was deterministic. Tables IV and V report seed
means, and paired seed-level bootstrap confidence intervals are
reported for the two model comparisons in Table VI.

B. Cross-Dataset Protocol

The protocol trains on one source domain and evaluates
on target domains without target access. All preprocessing,
normalisation, feature selection, threshold selection, and model
selection follow the access restrictions defined in Section III.
Off-diagonal cells train on the complete source domain and
score the complete target domain. For every evaluable domain,
the in-distribution controls comprise a chronological split and
a user-disjoint split. The chronological split places the earliest
70% of the timeline in training and the remainder in testing;
the cut is taken at the 0.7 quantile of user-days for the Random
Forest and of event timestamps for the temporal graph detector,
so users can appear on both sides. The user-disjoint split
assigns 70% of users to training and the remaining users to
testing, stratified by whether a user has any positive user-day.
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These controls test whether a high diagonal score depends on
temporal proximity or on repeated users.

C. Compared Models

The Random Forest is the tabular reference model. It is
evaluated on the complete source-by-target matrix and on
both in-distribution splits. The temporal graph detector of
Section IV is evaluated on the in-distribution controls of CERT
r4.2, CERT r5.2, and SPEDIA and on the transfers from CERT
r4.2 and CERT r5.2 into SPEDIA. Its complete transfer matrix
was not computed because of its computational cost. Both
models use the same user-day labels, aligned features, source–
target partitions, and access restrictions.

D. Evaluation Metrics

PR-AUC (average precision) is the headline metric because
positive user-days are rare. Because PR-AUC depends on
prevalence, each value is also reported as base-rate lift, that
is, PR-AUC divided by the positive rate of the evaluated set.
Model differences are summarised by the mean paired differ-
ence across the five seeds, with a 95% percentile bootstrap
interval from 5,000 resamples of the per-seed differences.
Because the temporal graph detector was evaluated on two
transfer cells only, no aggregate significance test across the
transfer matrix is reported. The generalization gap in Eq. (8)
is reported as a transparency statistic. Threshold-dependent
operating-point metrics, such as the detection rate at a fixed
false-positive rate or precision at k, are not used as evidence:
the implementation derives their thresholds from the evaluated
set, which would not be available in deployment.

VI. RESULTS AND DISCUSSION

All results use the label-independent sampling and the
zero-shot protocol defined in Sections III–V, and all values
are means over five seeds. This section first reports the in-
distribution controls, then the Random Forest transfer matrix
and the generalization gap, and finally the paired comparison
between the temporal graph detector and the Random Forest.

A. In-Distribution Controls

Table IV shows that within-domain performance was het-
erogeneous. Under the user-disjoint split, the Random Forest
reached PR-AUC values of 0.550 on CERT r4.2, 0.625 on
CERT r5.2, and 0.989 on SPEDIA, but only 0.004 on LANL,
whose test base rate was about 0.0004 (lift 9.0×). On both
CERT releases, the chronological split gave higher scores
than the user-disjoint split, for the Random Forest (0.666 and
0.815) and for the temporal graph detector (0.621 and 0.755).
This pattern is consistent with a benefit from observing the
same users during training. On SPEDIA, the Random Forest
scored highly under both splits (0.989 and 0.992), whereas the
temporal graph detector scored 0.807 under the user-disjoint
split and 0.972 under the chronological split. The temporal
graph detector scored below the Random Forest in every
in-distribution cell. The chronological LANL split was not
evaluable because its test period contained no positive user-
days, and CERT r6.2 does not meet the evaluability criterion.

TABLE IV. IN-DISTRIBUTION PR-AUC (MEAN OVER FIVE SEEDS).
“USER-DISJOINT” AND “CHRONOLOGICAL” DENOTE THE SPLIT;

“TEMPORAL-GNN” DENOTES THE MODEL. N/E: NOT EVALUABLE (THE
LANL CHRONOLOGICAL TEST PERIOD CONTAINS NO POSITIVE

USER-DAYS; CERT R6.2 HAS 44 POSITIVE USER-DAYS, BELOW THE
CRITERION OF 50). N/R: NOT RUN. USER-DISJOINT TEST BASE RATES

ARE ABOUT 0.0027 (CERT R4.2), 0.0020 (CERT R5.2), 0.41 (SPEDIA),
AND 0.0004 (LANL)

Random Forest Temporal-GNN

Domain User-disjoint Chronological User-disjoint Chronological

CERT r4.2 0.5497 0.6660 0.4443 0.6211
CERT r5.2 0.6254 0.8150 0.4776 0.7554
SPEDIA 0.9895 0.9924 0.8072 0.9720
LANL 0.0036 n/e n/r n/e
CERT r6.2 n/e n/e n/e n/e

B. Zero-Shot Cross-Dataset Transfer (C1)

Table V and Fig. 5 report the Random Forest transfer
matrix. Transfer performance was substantially lower than in-
distribution performance on average. Across the four evaluable
targets, the mean in-distribution PR-AUC was 0.542 and the
mean of the 16 evaluable zero-shot cells was 0.133, giving a
generalization gap of ∆ = 0.409 (Eq. (8)). The decline was not
uniform. Transfers between CERT releases retained part of the
signal relative to the target base rate: these cells reached PR-
AUC values between 0.015 and 0.390, with lifts between 5×
and 133×, although each remained below the in-distribution
value of its target. In contrast, transfer into SPEDIA gave PR-
AUC values between 0.302 and 0.363 against a target base
rate of 0.32, corresponding to lifts of only 0.94–1.13×; the
Random Forest therefore ranked SPEDIA user-days close to
the level expected by chance. Transfers into LANL (PR-AUC
≤ 0.0010; lift 1.1–2.4×) and from LANL or SPEDIA into
CERT (PR-AUC ≤ 0.0088; lift 1.0–3.0×) remained near the
performance floor. Because the aggregate gap combines targets
whose base rates differ by about three orders of magnitude, it
is reported together with the per-cell values and lifts.

TABLE V. ZERO-SHOT TRANSFER PR-AUC OF THE RANDOM FOREST
REFERENCE MODEL (BASE-RATE LIFT IN PARENTHESES); ROWS =
TRAIN SOURCE, COLUMNS = TEST TARGET. THE DIAGONAL IS THE

USER-DISJOINT IN-DISTRIBUTION SCORE (TABLE IV). CERT R6.2 IS A
SOURCE ONLY; N/E = NOT EVALUABLE AS A TARGET

Train↓ / Test→ Target

r4.2 r5.2 r6.2 SPEDIA LANL

r4.2 0.550 (207×) 0.250 (133×) n/e 0.315 (0.98×) 0.0008 (2.0×)
r5.2 0.390 (133×) 0.625 (317×) n/e 0.363 (1.1×) 0.0010 (2.4×)
r6.2 0.015 (5.1×) 0.135 (72×) – 0.302 (0.94×) 0.0004 (1.1×)
SPEDIA 0.0088 (3.0×) 0.0037 (1.9×) n/e 0.989 (2.7×) 0.0008 (1.9×)
LANL 0.0029 (0.99×) 0.0019 (1.0×) n/e 0.341 (1.1×) 0.0036 (9.0×)

C. Temporal Graph vs. Tabular Representations (C2)

Table VI compares the temporal graph detector with the
Random Forest on the two transfers into SPEDIA, using
paired seed-level bootstrap intervals. The representation effect
was source-dependent. For CERT r4.2→SPEDIA, the tem-
poral graph detector reached a mean PR-AUC of 0.438 (lift
1.37×), compared with 0.315 for the Random Forest, a paired
difference of +0.123 (95% CI [+0.075, +0.169]); all five
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Fig. 5. Zero-shot cross-dataset transfer of the Random Forest (PR-AUC,
mean of five seeds). Rows are training sources and columns are test targets;

r4.2, r5.2, and r6.2 denote CERT releases. Outlined cells are user-disjoint
in-distribution scores. The dashed SPEDIA column has a base rate of 0.32,

so its transfer values of 0.30–0.36 are close to chance. CERT r6.2 is not
evaluable as a target (hatched) and is excluded from the generalization gap;

it is retained as a training source.

seeds favoured the graph model. For CERT r5.2→SPEDIA, the
Random Forest reached 0.363 and the temporal graph detector
0.332 (lift 1.04×), a paired difference of −0.031 (95% CI
[−0.061, −0.012]); all five seeds favoured the Random Forest.
The graph advantage observed from CERT r4.2 was therefore
not reproduced from CERT r5.2, although both sources come
from the same synthetic generator and the target is identical.
Because the temporal graph detector was not evaluated on the
remaining transfer cells, these two comparisons do not support
a general statement about graph and tabular representations
across the benchmark.

TABLE VI. PAIRED COMPARISON OF THE TEMPORAL-GNN (NO
EXPLICIT TIME ENCODING) AND THE RANDOM FOREST ON TRANSFERS

INTO SPEDIA (TARGET BASE RATE 0.32). ∆PR =
PR-AUC(TEMPORAL-GNN) − PR-AUC(RF), AVERAGED OVER FIVE
PAIRED SEEDS; THE 95% CI IS A PERCENTILE BOOTSTRAP OVER THE

PAIRED PER-SEED DIFFERENCES (5,000 RESAMPLES). THE
INTERPRETATION NAMES THE MODEL FAVOURED BY AN INTERVAL THAT

EXCLUDES ZERO

Source→Target RF Temporal-GNN ∆PR 95% CI Interpretation

CERT r4.2→SPEDIA 0.315 0.438 +0.123 [+0.075, +0.169] GNN supported
CERT r5.2→SPEDIA 0.363 0.332 −0.031 [−0.061, −0.012] RF supported

D. Discussion

The results show that strong single-dataset performance
is not evidence of cross-dataset transfer. Even where in-
distribution scores were high, as for SPEDIA, zero-shot trans-
fer from the other domains into the same target ranked positive
user-days close to chance for the Random Forest. The only
transfer directions with substantial base-rate lift were those
between CERT releases produced by the same simulator.
The in-distribution controls add a further caution. On both
CERT releases, chronological splits produced higher PR-AUC
than user-disjoint splits, so a within-dataset evaluation that
places the same users in training and testing can overstate
performance on unseen users.

The paired comparison indicates that representation effects
depend on the source. The temporal graph detector improved
on the tabular reference when trained on CERT r4.2 but not
when trained on CERT r5.2, and it scored below the refer-
ence in every in-distribution control. A graph representation

can therefore help for a particular source–target pair without
providing a consistent advantage, even when the target is
fixed. Because the complete graph transfer matrix was not
computed, the benchmark does not establish whether graph
representations are generally better or worse than tabular ones.

Transfer involving LANL remained near the performance
floor in both directions. Three non-exclusive explanations are
consistent with the evidence. First, the threat semantics differ:
LANL positives mark red-team authentication and lateral-
movement activity, whereas CERT positives mark synthetic
traitor scenarios and SPEDIA positives follow descriptive and
Wazuh severity rules. Second, the shared representation covers
LANL only partially. All 8.37 million sampled LANL events
map to three of the sixteen canonical actions (logon 45.3%,
logoff 36.4%, and auth 18.3%; Table II). Authentication type,
logon type, and outcome are therefore collapsed, and the
file, device, web, and e-mail actions that dominate CERT
are absent. Third, prevalence differs by orders of magnitude:
the positive user-day rate is about 0.0004 for LANL (158
of 389,323 user-days), compared with 0.32 for SPEDIA and
between about 0.00003 and 0.003 for the CERT releases. The
present benchmark cannot determine how much of the LANL
failure is attributable to each mechanism, and none of them is
claimed to be the sole cause.

Finally, the reported results concern ranking and discrim-
ination transfer rather than probability calibration transfer.
PR-AUC measures how well positive user-days are ranked
above negative ones under class imbalance. It does not show
that predicted probabilities keep the same meaning in a new
domain, that source confidence scores remain calibrated on
the target, or that a fixed operating threshold preserves its
false-positive rate. No target recalibration was performed,
and calibration metrics such as the Brier score or expected
calibration error were not computed. Calibration transfer and
operating-point stability therefore remain open questions for
deployment.

VII. THREATS TO VALIDITY

The datasets differ in collection method, event coverage,
label semantics, and insider type. CERT contains synthetic
traitor scenarios, LANL labels red-team authentication activ-
ity, and SPEDIA uses descriptive and Wazuh severity rules.
Mapping these sources to a common user-day label supports
comparison but cannot make their underlying threat concepts
identical. The study therefore interprets cross-dataset results as
transfer across related security domains rather than as proof of
universal insider-threat detection.

SPEDIA contains CERT-derived records in its original
release. This risk is mitigated by excluding all rows for which
Decoder_name == ’cert’ and auditing the remainder
for CERT-related tokens and identifiers. The audit supports
a clean comparison, but it cannot establish that every retained
behavioural pattern is statistically independent of all external
data-generation influences.

The fixed action vocabulary and aligned feature set may
omit useful dataset-specific information. Conversely, retain-
ing source-specific identifiers or unsupported fields could
allow models to recognise the source dataset rather than
the behaviour. The study therefore reports the mapping rules
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and excludes direct dataset identifiers. No alternative action
groupings were evaluated. Because no event in any domain
was assigned to the unknown action, retaining or excluding
unknown events does not change the reported results; however,
sensitivity to alternative groupings, such as separating authen-
tication subtypes in LANL, remains untested. The benchmark
compares one tabular and one temporal graph model; other
detector families were not evaluated under the final protocol,
and the temporal graph detector was evaluated on two transfer
cells only.

LANL red-team activity is concentrated within a limited
sub-window of the collection period. A chronological split
therefore leaves no positives in the test period, so the LANL
in-distribution diagonal is reported under the user-disjoint split
only. LANL timestamps are also expressed on a relative clock,
so time-of-day features are interpreted through the per-user
deviation transformation rather than as absolute working hours.
The generalization gap assigns uniform weight to all diagonal
and off-diagonal cells. This keeps the statistic transparent, but
it does not account for differences in target size, prevalence,
or label uncertainty. Because target prevalence ranges over
roughly three orders of magnitude across domains, per-cell
PR-AUC and base-rate lift are reported alongside the aggregate
gap, and CERT r6.2 (44 positive user-days) is excluded from
the evaluable targets.

The confidence intervals are percentile bootstrap intervals
over five paired seeds. They capture variation across seeds
but not sampling variation in the evaluated user-days, and five
seeds give only a coarse estimate of that variation. The CERT
web logs and the LANL authentication log were subsampled
to make processing feasible. The sampling rate is identical for
all users and independent of labels, but it reduces the evidence
available per user-day, and a labelled user-day whose events are
all removed cannot be observed (18 of the 176 LANL red-team
user-days). The reported values therefore refer to the sampled
event universe rather than to the complete logs. Finally, the
temporal graph detector was evaluated without explicit time
encoding in order to exclude target-derived timestamp statis-
tics. Configurations with a source-only or causal time encoding
were not evaluated.

VIII. CONCLUSION AND FUTURE WORK

This study presents, to the best of our knowledge, the first
systematic zero-shot cross-dataset benchmark for insider threat
detection across CERT, SPEDIA and LANL. The benchmark
uses label-independent event sampling, a common user-day
prediction unit, chronological and user-disjoint in-distribution
controls, and an evaluable-set generalization gap, and no
labelled or unlabelled target observations are used during
training. Within-domain performance was heterogeneous, and
transfer performance was substantially lower on average. For
the Random Forest reference model, mean PR-AUC fell from
0.542 in distribution to 0.133 under zero-shot transfer, a
generalization gap of 0.409. Transfer into SPEDIA was close
to the target base rate, and transfer into and out of LANL
remained at the performance floor. A memory-based temporal
graph detector without explicit time encoding outperformed the
Random Forest for CERT r4.2→SPEDIA but underperformed
it for CERT r5.2→SPEDIA. The representation effect was
therefore source-dependent, and no general graph advantage

is claimed. Strong single-dataset performance is insufficient
evidence of cross-dataset generalization.

Future work will extend the benchmark to further inde-
pendently constructed corpora, including TWOS and DARPA
OpTC, and will evaluate the temporal graph detector on the
complete transfer matrix. It will also examine source-only or
causal time encodings and target-assisted domain adaptation
as separately reported settings, evaluate event-, session-, host-
, and process-level prediction units, assess calibration trans-
fer and operating-point stability, and test alternative action
groupings. Future work will also examine whether attribution
profiles remain stable across domains.
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