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Abstract- Recently, there is a leakage in the communication 

channel information by the cryptographic processors. It is the 

major chore to overcome the pouring out or spreading out of the 

secure data. In this paper, a new level of security analysis model 

is constructed in power analysis using Elliptic Curve 

Cryptography. And so many side channel attacks and their 

countermeasures are explained undeniably. An algorithm design 

based on power analysis is also described and it makes our 

countermeasure more secure against simple power analysis, 

differential power analysis and other attacks. The theoretical 

analysis based on these result has been shown and it represents 

how the algorithm design should fluctuate from the facade side 

channel attacks. 
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I. INTRODUCTION 

Data are poured out by the cryptographic processors, as 

power consumption, electromagnetic emission and during the 

computing time of an encryption/decryption operation. These 

information leakages are known as side channel information. 

Side channel attacks are based on these side channel 

information. 

In customary, cryptographic attacks are based on the 

cipher text, by choosing the accurate key for capturing the 

plain text, but now a days side channel attacks are focused in a 

different manner such as VLSI based on implementation of the 

cryptographic algorithm. 

This paper gives a brief introduction about the side 

channel attacks and their countermeasures. Then, as the base 

of proposed basic security analysis model, the levels of 

analysis attacks are compared to security levels. Finally a brief 

case study of power analysis attacks and a special design 

based on countermeasure are explained clearly. 

II. ATTACKS 

Normally attacks can be categorized as passive and active 

attacks. Based on the observation of side channel information 

the two attacks can be explained as follows. The passive 

attacks are used to gain the information on the particular event 

and receive all the information including key values and the 

power consumption of the key events. Active attacks make 

many changes and create an abnormal behavior and erroneous 

computation on results while tracing out the information from 

the particular event. 

A.Fault Attacks 

Fault attacks and agitate on electronic devices have been 

examined since 1970’s in an aerospace industry. The first 

embedded cryptographic implementation has been finalized in 

1997, when D.Boneh, R.Demillo and R.Lipton [18] published 

the first theoretical attacks. This attack is called bellcore 

attack. After the first theoretical attack, lenstra wrote new and 

short notes [23] to listen and know about the attacks.  

The note has been supported to develop an improved 

version of the attacks.  According to computation error, the 

bellcore researchers showed how to recover the secret prime 

factors p and q of modulo n from two different signatures for 

the single message. Again Lenstra showed only one fault 

signature is required where the message is also known. 

I.Biham and A. Shamir [6] were developed the first Different 

Fault Analysis (DFA) on symmetric algorithm applies to DES 

in 1997. These types of attacks are basic things to identify and 

design the products secure and at the same time it is essential 

to find the analysis based on these attacks. 

III. ROLE OF POWER ANALYSIS 
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Figure 1. Role of Power Analysis 

 

IV. SIDE CHANNEL ATTACKS 

The detection of an encryption key is mainly based on 

side channel signal; the signal -to-noise ratio (SNR) may 

significantly influence the key guess accuracy [7]. While some 

of the early side channel attacks targeted the hardware 

implementation, it also targets software implementation 

equally, if not more vulnerable. Early side channel attack 

techniques are based on analyzing the chip’s functional 

characteristic for retrieving information. The side channel 

information is used to analyses the leakage of unintended 

information from an unprotected device while implementing 

the cryptographic algorithms. 

V. COUNTERMEASURES 

   Two general countermeasures are obfuscation and tamper-

proofing. Obfuscation technique is used to conceal the 

meaning of certain computation by making it obscure and 

harder to understand .Code obfuscation [14, 21, and 22] has 

been proposed previously as a technique to limit side channel 

information leakage. 

A. �ature of  Obfuscation 

 It propose an algorithm consisting of so many line coding, 

each and every instructions coding can be executive depending 

on their input values [14]. The side channel information hack 

the instruction coding and fetch an unrelated coding to the 

particular hacked part .To solution for this problem is to create 

the code in which the different path of the execution path over 

different execution cycles takes different amount of time. This 

solution is used to avoid the fake instruction codes. Some of 

the techniques can be classified as follows. 

1). Independent Data Performance 

 Each and every data is being proceeded independently to 

calculate the amount of time for performing the operation. 

2). Blinding 

This technique is stirred from blind signature [23]. It is 

the best method to prevent the electromagnetic side channel 

attacks. 

B.Tamper –Proofing 

 This technique is used to cover the data from the side 

channel attack. The main obstruct factor of building sensor 

nodes in tamper proof bodies is its cost. It is used to avoid the 

environmental factor attack, by increasing the overall 

performance of the data [1].The side channel attacks can be 

classified as Power analysis attack, electromagnetic attack, 

timing attack, fault analysis attack and traffic analysis attack 

[19]. 

VI. POWER ANALYSIS ATTACKS 

Power analysis attacks are inspired from side channel 

attacks. It is an implementation attack, depending on the 

physical aspects such as mathematical implementation and 

hardware implementation [2].  Normally the power analysis 

techniques try to solve the power based problems in different 

views, such as hardware design and interaction between 

instructions set process architecture. Kocher has been [3] 

introduced the concepts of power attacks in the examples of 

SPA and DPA 

 

A. Simple Power Analysis Attack 

It is a key technique to measure a single value to gain the 

secret key information of the device. It scans each and every 

cryptographic execution [15, 16]. Especially, it calculates or 

trace out the individual encryption/decryption operation’s 

power consumption. Even if an algorithm is protected against 

SPA, it may be vulnerable to DPA.DPA is similar to SPA, but 

it consists of so many analysis techniques.  

B. Differential Power Analysis Attack 

DPA attacks can be classified as two modules namely data 

collection and statistical analysis phase. 

 

1). Data Collection 

 Discrete power signals are the basis for a DPA attacks. The 

signal Pi,j is the execution encryption algorithm for N 

different random input Mi The index i corresponds to the 

execution number of the algorithm and the index j to the 

execution time. [7] 

2). Statistical Data Analysis 

 A key dependent partition function D is chosen for 

analyzing the statistical data. The function D is chosen such 

that it represents a specific bit x of an intermediate value of the 

algorithm which is directly dependent on a part of the message 

Ms and on a part of the secret key Kb. [7] x = D (Ms, Kb) 

VII. NOISE ANALYSIS ATTACK 

The DPA attack is used to reduce the noise performance 

[10], but it is important to investigate other strategies leading 

to further reduction in the amount of noise. Noise can be 

classified as External, Internal, and Quantization. 
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A. External & Internal 

External is generated by external source. Intrinsic is due 

to the random movement of charge carrier within conductions.  

B.Quantization 

Due to quantization the analog to digital conversion is 

used to sample the power analysis. The result presented in this 

paper confirms that power analysis attacks can be quite 

powerful and need to be addressed. 

VIII. FAULT ANALYSIS ATTACKS 

An error occurs when a cryptographic device is in 

progress, this type of attack is called fault analysis attack. 

Errors are produced due to non-malicious agents such as 

hardware failures, software bugs and the external noise. 

A malicious process, which has access to the physical 

device in reverse to Non- Malicious Agents. Non-malicious 

agents and the fault analysis attacks don’t create any 

significant work. A malicious process is a process in which 

any data before computation will be verified thoroughly and 

errors are detected using error control techniques in internal 

memory [4, 5]. These types of precaution are used to avoid the 

fault analysis attacks. 

A.EC Digital Signature Generation 

Let p be a prime (or) a power of two and let E be an 

elliptic curve defined over Fp[20].Let A be a pint on E having 

prime order q.Such that the discrete logarithm problem in (A) 

is in infeasible. 

 

Let P= {0,1} * A=Zq* X Zq* 

And define k={(p,q,E,A,m,B); B=mA} 

 

Where 0≤m≤ q-1, the values p,a,E,A and B are the public key 

and m is the private key for k=(p,a,E,A,m,B) and a random 

number k,1≤ k≤q-1 ,define 

Sig k(x,k)=(r,s) 

KA=(u,v) 

R=u mod q 

s=k-1 (SHA-1(x)+mr)mod q 

 

Before entering the parameter, it is necessary to verify each 

and every signature generation parameters. For example p, a, 

E, A, m, B and the input parameter and input message are 

verified before entering through the computation. These types 

of precautions are used to avoid the fault analysis attacks[24]. 

 

IX. ELECTROMAGNETIC ATTACKS 

This type of attack is purely based on hardware generated 

emissions especially emission from modules of cryptographic 

algorithms. Electromagnetic attacks are more powerful than 

power analysis attacks. Similar to power analysis the 

electromagnetic attacks can be classified as Simple 

Electromagnetic Analysis (SEMA) and Differential 

Electromagnetic Analysis (DEMA).To trounce 

electromagnetic attacks is to use masking methods [11, 13].  

Masking method is a scheme, which is an intermediate 

variable .It doesn’t support dependent access of secret keys. 

The countermeasures are implemented by preventing or 

complicating the power analysis attacks. With tamper resistant 

body it can be achieved in so many ways.  

 

A. Embedded the module in chip 

These types of techniques built the modules in chip which 

increases the noise to the power consumption. This 

countermeasure is easily implemented but it is not efficient. It 

adds the manufacture cost of the device. 

B. Obfuscation 

Is a good solution to prevent SPA, but is susceptible to 

DPA  

X. TRAFFIC ANALYSIS ATTACK 

Traffic analysis is purely based on network topological 

information. Hub plays a major role to activate the traffic 

analysis attack [17]. Hub is used to gather information and pre 

process them before relaying. This makes aggregator nodes an 

attractive target of side channel attacks. To identify the valid 

node through the high probability of occurrence during 

computation activates at a node. 

 

XI. TIMING ATTACK 

This attack incorporates the variance in execution time at 

different levels in cryptosystem .It utilize the slow processors 

[18]. The slow processors will enhance even small difference 

in computation time over different levels. The 

countermeasures for the timing attacks, is to use more clock 

cycles for each and every execution independent level and 

doesn’t affect the execution time. 
 

XII. POWER ANALYSIS ATTACKS- A CASE STUDY 

A. Elliptic Curve Scalar Multiplication 

An elliptic curve is a set of points P which denotes the 

solution for the cubic equation over a field [11]. These fields 

are called as finite fields. The finite fields can be classified as 

prime finite field and binary finite field. 

In Elliptic Curve Cryptography, the secret key d is 

engaged in the scalar multiplication operation, where scalar 

multiplication is comprehend completely by recurring addition 

of the same point. If d is a positive integer and P is a point on 

an elliptic curve, the scalar multiplication dP is the result of 

adding d copies of P [12, 13] 
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   dP =P+P+…+P 

 
              d 

There are two implementations of scalar multiplication 

algorithm, namely Binary Method [14] shown in algorithm 1 

and Montgomery method [9] shown in Algorithm 2. Scalar 

Multiplication (Binary Method) 

 

 

 

Algorithm 1: 

Input d= (dn-1………d0) (dn-1=1) 

Q ←P 

For i from n-2 to 0 to… 

        Q←2Q 

If di=1 then Q←Q+P 

Return (Q) 

Out put dP 

 

Scalar Multiplication (Montgomery Method) 

 

Algorithm 2 

Input d=(dn-1………d0) (dn-1=1) 

Q([0] ← P.Q[1] ←2P 

For i= n-2 to 0….. 

Q[1-di] ←Q[0]+Q[1] 

Q[di] ←2Q[di] 

Return (Q[0]) 

Output dP 

 

The scalar multiplication implementation contains both point 

addition and point doubling. The key d determines the 

procedure for doubling and addition operation. [9]  

1). Binary Method 

If key bit = 0, then it accepts and activates the point 

doubling operation If key bit = 1, then it accepts and activates 

the point addition operation  

2).Montgomery Method 

This method doesn’t consider the key bit sizes [16]. 

Whatever the key size may be both the point doubling and 

point addition are executed. By measuring the power 

consumption during the ECC operation, the attackers can 

retrieve the secret key. 

 

XIII. BASIC SECURITY ANALYSIS MODEL 

 
 

 
Figure 2.Basic Security Analysis Model 

 

XIV. CONCLUSION 

In this paper, we have shown a new level of security 

analysis model and explained a case study for power analysis 

attacks based on algorithm design. The paper proposed a 

countermeasure for ECC against simple power analysis 

attacks, with balanced operation procedure for point doubling 

and addition during a scalar multiplication implementation. 

And this paper also suggests, what are the countermeasures are 

used to solve the design based power analysis attacks. The 

further study of the algorithm design and the side channel 

attack information will help to improve the level of security to 

implement hardware based designs. 
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