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Abstract—Extraction–transformation–loading (ETL) processes
are responsible for the extraction of data from several sources,
their cleansing, customization and insertion into a data
warehouse. Data warehouse often store historical information
which is extracted from multiple, heterogeneous, autonomous
and distributed data sources, thereby, the survival of the
organizations depends on the correct management, security and
confidentiality of the information. In this paper, we are using the
Model Driven Architecture (MDA) approach to represent logical
model requirements for secure Temporal Data Warehouses
(TDW). We use the Platform-Independent Model (PIM) which
does not include information about specific platforms and
technologies. Nowadays, the most crucial issue in MDA is the
transformation between a PIM and Platform Specific Models
PSM. Thus, OMG defines use the Query/View/Transformation
(QVT) language, an approach for expressing these MDA
transformations. This paper proposes a set of rules to transform
PIM model for secure temporal data warehouse (TDW) to PSM
model, we apply the QVT language to the development of a
secure data warehouse by means of a case study.
Keywords- ETL; temporal data warehouse; Data warehouse
security; MDA; QVT; PIM; PSM.

I.
INTRODUCTION
Data warehouse often store historical information which is
extracted from multiple, heterogeneous, autonomous and
distributed data sources, thereby; the survival of the
organizations depends on the correct management, security and
confidentiality of the information. The application of the Model
Driven Architecture (MDA) [1] in the secure modeling of DWs
allows obtaining the secure logical scheme from the conceptual
model. In this work we apply a set of QVT [2] relations to the
development of a secure DW. Various approaches for the
conceptual design of the DW repository have been proposed in
[4, 5, 6, 7]. These proposals are twofold; on the one hand they
try to represent the main MD properties at the conceptual level
by abstracting away details of the target database platform
where the DW will be implemented. On the other hand, they
also define how to derive a logical representation tailored to a
specific database technology (relational or multidimensional).
These approaches are lacking in formal mechanisms to
univocally and automatically obtain the logical representation
of the conceptual model [3].
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In order to overcome this limitation, in previous proposals,
we have described a model driven framework for the
development of DWs, based on the MDA standards. In this
paper we will propose a set of rules to transform the proposed
conceptual model in [8] to logical model, our model include
two stages (1): ETL stage we use UML class diagram to
represent ETL processes in the logical model. (2):DW stage we
use the Query/View/Transformation (QVT) language [2] to the
MD modeling of the DW repository within our MDA
framework. The PIM model can be translated into: (1) one or
more Platform Specific Models (PSM) with information about
the specific technology used; or (2) other PIMs with a different
level of abstraction. Each PSM can then be translated into a
code that can be executed in the specific platform. The
proposed model focuses on the logical modeling for temporal
Data warehouse (TDW) considering the DW security issues.
This paper is organized as the following: section 2 presents the
related work. Section 3 presents ETL logical model
considerations, Section 4 describes MDA and QVT features
and an example is provided in this section to show how to
apply MDA and QVT transformation rules. Finally, section 5
points out our conclusions and future works.
II. RELATED WORK
This section divides the related work according to two main
research topics covered by this paper: ETL modeling, and data
warehouse modeling. The paper focuses on the logical
modeling specifications in these topics.
A. ETL Modeling
The modeling and optimization of ETL processes at the
logical level is presented in [9], [10]. The authors of [11]
proposed a design method that includes an algorithmic
transformation of conceptual to logical models for ETL
processes. The conceptual modeling of the ETL processes is
discussed in [12]. In [13, 14] the authors focus on the dynamic
[13] and static [14] modeling of the ETL processes. There are
few research papers on DW security and OLAP (Online
Analytical Processing) security [15, 16, 17, 18]. But none of
the above mentioned papers discuss an integrated security
model for ETL processes. In this paper, we propose the security
aspects and temporal aspects that have to be considered in the
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analysis and design phases of ETL processes and DW.
Supporting our proposal the lack of security issues in ETL are
mentioned in [19, 20].
B. Data warehouse Modeling
There are interesting contributions in the field of
information systems security but they do not deal with DWs in
the context of their specific security issues. One of the most
relevant proposals that integrate security through the use of
UML is UMLsec [21], which can be used to specify and
evaluate UML security specifications using formal semantics.
Furthermore, Model-Driven Security (MDS) [22] extends
MDA to build secure information systems. Its designers specify
the inclusion of security properties in high-level system models
and use tools to automatically generate secure system
architectures. Within the context of MDS, the same authors
propose an extension of UML for modeling a generalized RoleBased Access Control (RBAC) called SecureUML [23].
Data Warehouses (DWs) present specific characteristics
and security challenges related to all their layers and operations
[24]. Proposals for DWs at conceptual and logical levels, which
consider special characteristics of DWs, also exist, but they do
not support security issues. The most interesting proposal is
[25] in which the authors define a methodology to analyze
security requirements, to represent them at the conceptual level
.However; they do not define the transformation between
levels. Another important proposals are [20,26,27,30,32]which
provides security models at different abstraction levels and has
been aligned with an MDA architecture in which security
models are embedded and scattered throughout the high-level
system models, which are transformed towards the final
implementation according to the MDA strategy. However these
models are consider the read operation in DW and didn’t
consider the temporal DW requirements. Our research efforts
are thus applied to the development of secure DWs considering
confidentiality issues during the whole development process,
from an early development stage to the logical model. Our
scope in this paper is how to transform conceptual model to
logical model considering DW security and temporal issues.

III. ETL LOGICAL MODEL CONSIDERATIONS
During the ETL process, data is extracted from an OLTP
databases, transformed to match the data warehouse schema,
and loaded into the data warehouse database. Fig. 1 shows the
general framework for ETL processes. In the bottom layer we
depict the data stores that are involved in the overall process.
On the left side, we can observe the original data providers
(typically, relational databases and files). The data from these
sources are extracted (as shown in the upper left part of Fig. 1)
by extraction routines, which provide either complete snapshots
or differentials of the data sources. Then, these data are
propagated to the Data Staging Area (DSA) where they are
transformed and cleaned before being loaded to the data
warehouse. The data warehouse is depicted in the right part of
Fig. 1 and comprises the target data stores, i.e., fact tables and
dimension tables. Eventually, the loading of the central
warehouse is performed through the loading activities depicted
on the upper right part of the figure [12].
The ETL process is not a one-time event. As data sources
change the data warehouse will periodically updated. Also, as
business changes the DW system needs to change in order to
maintain its value as a tool for decision makers, as a result of
that the ETL also changes and evolves. The ETL processes
must be designed for ease of modification. A solid, welldesigned, and documented ETL system is necessary for the
success of a data warehouse project. As fig.1 shows An ETL
system consists of three consecutive functional steps:
extraction, transformation, and loading, in the following
sections we will explain the ETL stage of our PSM. Our model
transforms the PIM model which we proposed in [8] to PSM.

Figure 1.The environment of ETL processes

Figure 2. ETL logical model (ETL PSM)
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We will use the UML class diagram because this is the
most standardize way to express the ETL activities in the
logicallevel.Fig.2 shows the ETL PSM model for the whole
ETL processes as follows
A. Extraction
The first step in any ETL scenario is data extraction; in this
step we extract data from their sources. We have 3 classes in
this step:
1) DataSource class and Action Class (in parallel)
These two classes are working in parallel; the scenario is
graphically depicted in Fig.2 and involves the following
transformations.
1-first, we check the data source in the data source metadata
and in the same time we check the allowed privileges in the
action class for each data source.
2. Second, if we find any invalid privileges to any data
source we reject the data extraction from this data source. We
do this by comparing the required action in DS class and
allowed action in Action class.
2) Extraction Class
3. After checking data source availability we use Extraction
class. This class is responsible for extracting the modified and
new data from data sources not extract all data. We do this by
comparing the incoming data with the data in old Trans table
which we stored in it the last refresh cycle data to extract the
new data from the last DW refresh cycle, this table is stored in
ETL metadata.
B. Transformation
The transformation step tends to make some cleaning and
conforming on the incoming data to gain accurate data which is
correct, complete, consistent, and unambiguous. This process
includes data cleaning, transformation, and integration. This
stage includes three classes (Extraction class, Rule Class,
Error detection), these classes are working in parallel
Extraction class: as we explained earlier we extracted the
modified data, in the transformation step we check these data
against rules in Rule class.
Rule Class: we check data against set of privileges, these
privileges contains (1)Security privileges which considers
security rules which defined in (my paper);(2)Access
privileges which includes:
a) Read access: is the normal read operation it means
just query data is allowed.
b) Write access: includes (insert) for temporal and non
temporal data. insert, update or delete in case of
temporal(Slowly Changing Dimension(SCD),these security
constraints is explained in details in[8]
Error detection class: this class is responsible for generate
report with the invalid data using attributes and operations in
Rule class to describe data source, the violated rules, error
description, error time …etc.
C. Loading
Loading data to the target multidimensional structure is the
final ETL step. In this step, extracted and transformed data is

written into the dimensional structures actually accessed by the
end users and application systems. In the load process we
check the loaded data against DW security constraints, if
there’s any invalid data it can be added to error report as we
explained earlier. If data is valid we add the data warehouse
loading time(DWLT) to the SCD to represent the time when
the new data is loaded in DW; this DWLT represents the
(Start_time and end_time) of each row in SCD.
IV. MDA AND QVT FEATURES
QVT is an essential part of the MDA standard as a means
of defining formal and automatic transformations between
models. The QVT is a standard approach for defining formal
relations between MOF compliant models.QVT consists of two
parts: declarative and imperative. (1)Declarative part: provides
mechanisms to define transformation as a set of relations that
must hold between the model elements of a set of candidate
models (source and target models).(2)Imperative part: defines
operational mappings that extend the declarative part with
imperative implementations when it is difficult to provide a
purely declarative specification of a relation.
The proposed model focuses on the declarative part of QVT
because the scope of the paper is the logical model
requirements. This paper focuses on the relational layer of
QVT which supports the specification of relationships that
must hold between MOF models by means of a relations
language. A relation is defined by the following elements:
-Two or more domains: each domain is a set of elements of a
source or a target model. The kind of relation between
domains must be specified: checkonly (C), i.e., it is only
checked if the relation holds or not; and enforced(E), i.e., the
target model can be modified to satisfy the relation.
– When clause: it specifies the conditions under which the
relation needs to hold (i.e. precondition).
– Where clause: it specifies the condition that must be
satisfied by all model elements participating in the relation
(i.e. postcondition).
Defining relations by using the QVT language has the
following advantages : (i) it is a standard language, (ii)
relations are formally established and automatically performed,
and (iii) relations can be easily integrated in an MDA
approach[28].
A. Transformation from PIM model to PSM model
This sections explains the proposed rules to transform from
PIM model to PSM, we will base on the approaches which was
presented in [29, 30].Fig.3 illustrates the Secure
Multidimensional MDA architecture [1]. On the left hand side
the Secure Multidimensional conceptual scheme, i.e., SMD
PIM is presented. By means of the transformation T1 we obtain
the relational logical scheme, i.e., SMD PSM, represented in
the centre of Figure 3. If we choose a SGBD that implements
security aspects, then SMD PSM is transformed according to
T2 into code for the target platform. This code is called the
Secure Multidimensional Code (SMD Code). The Figure
illustrates how the security constraint defined by means of a
security Rule (represented as an UML note) is transformed

117 | P a g e
www.ijacsa.thesai.org

(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 3, No. 3, 2012

from the conceptual level to the logical level by employing T1,
and later transformed into code with the T2 transformation.

us to group patients by cities. City base class can be accessed
by all users who have confidential security level -tagged value
SL-. DataD base contains the information of each user
diagnosis, and can be accessed by users who have a health role
- tagged value SR-, and have secret security level -tagged value
SL-. Finally Diagnosis_group contains a set of general groups
of diagnosis. Each group can be related to several diagnoses,
but a diagnosis will be always related to a group.
Diagnosis_group can be accessed by all users who have
confidential security level -tagged value SL-. Some security
constraints have been specified by using the previously defined
constraints.
1) Transforming SFacts into STables
The first relation in executing is SecureDW2SSchema, with
it, all levels of security: confidential, secret and topsecret, as
well as all the hierarchical roles tree is transformed into their
equivalent ones of SSchema.

Figure 3.General Transformation Schema

B. QVT relations to obtain the PSM
In multidimensional modeling, the logical level is designed
according to the specific properties of the SGBD (Relational
Online Analytical Processing, ROLAP, Multidimensional
Online Analytical Processing, MOLAP or Hybrid Online
Analytical Processing, HOLAP). Still, Kimball [31] assures
that the most common representation is on relational platforms,
i.e., on ROLAP systems. The SMD PSM allows us to represent
at the relational level the security requirements that were
represented in the conceptual modeling of the DW. In this
model we can represent tables, columns, primary and foreign
keys, etc. Thus, we can establish security in attributes and
tables. We express the security constraints that were modeled at
the conceptual level by means of UML notes. We apply QVT
declarative approach based on the proposed models in[27,29]
.Fig.4 shows the case study which used in[29],we will use the
same case study and we will use the QVT to represent the
security requirements of TDW which was not considered in
the QVT before this model.
Fig. 4 shows a secure MD model that includes a fact class
(Admission), three dimensions classes (Diagnosis, Patient and
Time), five base classes (DataD, Diagnosis_Group, DataP,
City, and DataT), and a UserProfile class. The Admission fact
class –SFact stereotype- contains all the individual admissions
of patients in one or more hospitals, and can be acceded by all
the users who have security levels secret or topSecret -labeled
value SecurityLevels (SL)-, and perform health or
administrative roles -tagged value SecurityRoles (SR)-. Be
observed how the attribute cost only can be acceded by users
whom play administratively role - tagged value SR- The class
base DataP contains the information of the patients of the
hospital and can be acceded by all the users who have security
level secret - tagged value SL-, and play health or
administrative roles -t value SR-.
The Address attribute can be only accessed by users who
have an administrative role -tagged value SR of attributes-.
City base class contains the information of cities, and it allows

The UserProfile2RUserProfile relation transforms the
UserProfile class into a table belonging to SSchema that will
have the same name of UserProfile. The relation that follows,
i.e., SFact2STable is shown in its graphical notation in Fig. 5,
by means of this relation each SFact jointly with its security
properties is transformed into a table that will contain the same
information of security.

Figure 5 Transforming SFacts into STables

In Fig.6, we are going to show how the attributes of SFact
are transformed into SColumns of the table that represents the
SFact, so that, each column will contain the security
information of its corresponding attribute in the SFact.
In Figure 7 we show the result of applying the
SFact2STable relation to our case study. The SFact Admission
is transformed into a table of the model SMD PSM, i.e., in the
Admission table, that will have a primary key, as well as the
security properties securityLevel and securityRole.
Fig. 8 shows the result of applying the
SFactAttribute2SColumn relation, as a consequence, the
Admission table will contain the columns respectively type and
cost of type string and float. The column cost will have
associated the security property securityRole. Also in Fig. 8,
the associated requirements of security to the Admission table
are modeled in the heading of the table, according to the
SECRDW metamodel.

118 | P a g e
www.ijacsa.thesai.org

(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 3, No. 3, 2012

Figure 4: Example of secure multidimensional modeling

Figure 6 Transforming SFact attributes into Scolumn
Figure 9 SFactConstraint2SecurityConstraint

Fig.
9
presents
the
definition
of
the
SFactConstraint2SecurityConstraint relation, which guarantees
that all the constraints associated with the SFact are
transformed in constraints associated with the table, just as it
can be seen in Fig. 10.
2) Transforming SDimension into Stable
In this section we will explain how to represent temporal
and non-temporal dimensions.

Figure 7 Applying SFact2Stable

Fig.10 we show the definition of the SDimension2STable
relation. In multidimensional modeling the dimension do not
have attributes [10]. For this reason, when the
SDimension2STable relation is executed, a table is created
whose name is merged with the names from dimension and
rootBase respectively.
The rootBase is the only SBase associated with the
SDimension. All the associated security information with the
rootBase is transformed in security properties of the table and
by means of the execution of the relations that appear in the
clause where of the SDimension2STable relation, is guaranteed
that all the attributes of the rootBase are going to conform the
columns of the table.

Figure 8 SFactConstraint2SecurityConstraint
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Figure 10 Applying SFactConstraint2SecurityConstraint

In the Fig. 11 we show the definition of the SBase2STable
relation. This relation creates a table with a primary key, as
well as a foreign key in the table that receives as parameter
when it is invoked; logically the primary key and the foreign
key will be associated for guaranteeing that the tables form a
part of a relation one-to-many between the SBases. In the
clause where this relation is called again, as well as the
SpecializedSBase2STable relation to assure us that we cover
the whole hierarchy of bases that conforms the dimension.

Figure 12 Applying SBase2STable

a) Dimension
In Fig. 13, fig. 14 we illustrate the applying of the
SDimension2STable relation, as a result of applying this
relation, the Patient_DataP table is created, with all the security
properties that has associated the rootBase, in this case the
security level secret and the user roles health and
admin.Several of the relations that appear in the clause where
from the SDimension2STable relation keep certain similarity
with the defined ones for the SFact2STable relation, for that
reason; next we are going to define the SBase2STable relation.

Figure 11 Transforming SBase into STable

Figure 13 Transforming SDimension into STable

In Fig.12 we illustrate the application of the SBase2STable
relation to our case study. When the relation is executed, the
City table is created with the primary key PK_City. This
primary key will be associated with the foreign key that is also
created in the STable Patient_Data. The City table will have
associate the security property defined by means of
securityLevel with confidential value. The final result is that
the tables City and Patient_DataP are related.

a) Slowly Changing Dimension2Stable
In Fig.15 we assumes that we have SCD in the schema, we
illustrate how to apply QVT rules in case of we have SCD, we
here assume that patient dimension is SCD,as a result of
applying this relation, the Patient_DataP table is created, with
all the security properties that has associated the rootBase, in
this case the security level secret and the user roles health and
admin.
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We focus on temporal attributes as Valid time attribute
(Stat_time,End_time) and dimension security privileges(DSP)
that we explained earlier.

AssocSF_SD2FKey,
AssocSDF_SD2FKey
and
AssocSDF_SF2FKey relations, which enable to establish
relationships between SFact and the SDimensions, between the
SDegenerateFact and the SDimensions and between the SFact
and the SDegenerateFact.

Figure 14 Applying SDimension2Stable

The dimension access security privileges (Insert,Upate,Delete)
must be equal to BaseRoot access Privileges (Bsp).
In sake of the space we just clarify the SCD features and all
the other features are the same in fig.13,fig.14.The first four
relations that appears in the clause where of the SBase2STable
relation guarantee the transformation of all SBase attributes in
columns of the table that represents the SBase, as well as the
transformation of all the constraints associated to the SBase in
constraints associated to the table that represents the SBase.
The calls to the SBase2Stable and SpecializedBase2STable
relations permit to cover recursively through all the hierarchy
of
bases
that
conforms
the
dimension.
The
SpecializedBase2Stable relation has certain similarity with the
SBase2Stable relation, for that reason we are not going to
define it.
In Fig. 16 we have omitted the attributes in some tables, as
well as the primary keys and the foreign key to make the
scheme snowflake more understandable. Be observed how the
security constraints have been modelled at the logical level. To
complete the case study only remains apply the

Figure 16 Snowflake schema representing a instance of the SMD PSM

In our case only proceeds to establish relations between the
SFact Admission and the SDimensions, therefore we do not
have SDegenerateFact. As consequence, when the
AssocSF_SD2FKey relation is applied, then three foreign keys
are created the Admission table. These keys enable the
relationships between the Admission table with the
Diagnosis_DateP, Patient_DataP and Time_DataT tables.
V. CONCLUSION
We have accomplished an important step towards
completing our MDA architecture for developing secure Data
Warehouses with presenting rules to transform the proposed
conceptual model in [8] to logical model in this paper. The
proposed model considers DW temporal and security
requirements; the model is divided to two stages ETL stage and
DW stage. We extend our approach by defining QVT relations
in order to automatically transform the MD conceptual model
into logical models that are closer to the relational
implementation.

Figure 15 Slowly Changing Dimension(SCDSDimension)2STable

Our MDA architecture for developing secure DWs allows
us to define security requirements and temporal issues in DW

but should be extended with possibility to use the
multidimensional capabilities in any commercial tools as SQL
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Server Analysis Services to complete our MDA framework.
Our immediate future work is to translate the security measures
defined in our secure multidimensional model at conceptual
model and logical model into secure multidimensional code for
any commercial tool.
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